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Abstract

Heart arrhythmia is a condition affecting a person’s heart rhythm. In some cases, it can be life-threatening.
Ambulatory electrocardiogram (ECG) devices play an important part in diagnosing arrhythmias. In recent
years there is a proliferation of consumer- and medical-grade ambulatory ECG devices.

In this thesis, we focus on an open-source consumer-grade ambulatory ECG device (Protocentral’s
HeartyPatch). By analyzing its firmware source code, we examine how to communicate with it via TCP/IP,
and develop a program to record and visualize the ECG data it transmits.

We also compare the performance and power consumption of HeartyPatch, with that of a medical-grade
pulse sensor device, the STMicroelectronics’ Body Gateway, by considering a soft real-time heart
arrhythmia identification system.



NepiAnyn

O kapdLaokég appubuieg eival acBeveleg mou ennpealouv tov KopSLako pubuod evog aTOUOU. € KATIOLEG
TIEPUTTWOELG 08NYyoUV Og eTKIVOUVEG KATAOTAOELS. MPpOodATA, TILOTOMOLNUEVES LATPLKEG CUCKEUECG Al
OKOMO KO KlvNTA TtThAédwva XPnOLUOTooUVTaL Yo TN HETPNON Tou Kapdiakol pubuou (m.X. Héow
nAektpokapdloypadnuarog) kat tn dtayvwon dtadopwv popdwy appudulac.

Z€ QUTA TNV TIPAKTIKN €pyaoia, EMIKEVIPWVOUOOTE OTN XPON KN TILOTOTIOLNUEVNG POPETIG CUOKEUNG
ovaktnong nAsktpokapdloypodruotog avolktol UAtkoU/Aoylopikol (Protocentral’s HeartyPatch).
AvaAUovtag tov kwdika firmware kal TNV emkowvwvia tTng ouokeung péow TCP/IP, avamtucooupe
edapuoyn avakTnong KoL OmTIKOmoinong twv KapSLoAoykwyv SeSouévwvy.

TéNlog ouykplvoupe tnv emiboon kal evepyelakn Katavdlwon Ttou HeartyPatch oe oxéon pe
miotonotnuévo atodntipa (STMicroelectronics’ Body Gateway), xpnolpomnolwvtag edappoyn avixveuong
KL KaTtnyoplomoinong appuBuiag o mpayatiko xpovo (soft real time).
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1 Introduction

1.1 Electrocardiography

An electrocardiogram (ECG) (aka. EKG) is one of the non-invasive tests used to check heart activity. It is
based on the phenomenon that the heart muscle — each time it beats — produces electrical signals that
can be picked up by sensors. These sensors, commonly referred to as electrodes, are attached to the
skin at various locations, like the chest, arms, and legs. A graphical representation of the signals can then
be looked up by a doctor to spot any abnormalities. ©*!
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Figure 1.1.1: The basic pattern of electrical activity across the heart. 1*

P
’ o

Figure 1.1.1 depicts a typical heartbeat. It is comprised of 4 waves, named P, QRS (a wave-complex), T,
and U. The duration, amplitude, and morphology of the QRS complex are useful in diagnosing various
heart diseases states including, but not limited to, ventricular hypertrophy, myocardial infarction (heart
attack), and heart arrhythmias. %

1.2 Heart arrhythmia

The heart has four chambers — two upper chambers (atria) and two lower chambers (ventricles). Heart
rhythm is normally controlled by the so-called sinus node located in the right atrium. The sinus node
produces electrical impulses that start each heartbeat. These impulses cause the atria muscles to contract
and pump blood into the ventricles. The impulses then arrive at a cluster of cells called the atrioventricular
(AV) node. The AV node sends the electrical signal to the ventricles after a small delay, during which they
fill with blood. When electrical impulses reach the muscles of the ventricles, they contract, causing them
to pump blood to the rest of the body. 1!

Heart rhythm problems, commonly referred to as heart arrhythmias, occur when the electrical impulses
that coordinate the heartbeats don't work properly, causing the heart to beat irregularly. Arrhythmias are
classified by the speed of heart rate that they cause (tachycardia (fast) or bradycardia (slow)) and by their
origin (atria or ventricles). [7)



Some arrhythmias may be harmless, or cause bothersome signs/symptoms, while others can be
deadly. Types of possibly life-threatening arrhythmias include: 1!

e Atrial flutter: may lead to complications such as stroke.
e Ventricular fibrillation: it is fatal if the heart rhythm is not restored in time.

e Long QT syndrome: may lead to fainting and in some cases sudden death.
1.3 Heart Rate Variability

Derivable from ECG data is the so-called Heart Rate Variability (HRV). It is the variation of the time interval
between heartbeats. This variation is controlled by a part of the nervous system called the Autonomic
Nervous System (ANS). It works regardless of our desire and regulates, among other things, our heart rate,
blood pressure, breathing, and digestion. The ANS is subdivided into two components, the sympathetic
(fight-or-flight mechanism) and the parasympathetic (relaxation response) nervous system. [®l

The brain, through the ANS, instructs the body either to stimulate or to relax different functions.
It responds not only to a poor night of sleep but also to that of a delicious lunch meal. The body handles
all kinds of stimuli but, persistent instigators such as stress, poor sleep, unhealthy diet, dysfunctional
relationships, and lack of exercise, can disrupt this balance, and shift the fight-or-flight response into
overdrive. ©

HRV is an interesting way to identify these ANS imbalances. If a person’s system is in more of a
fight-or-flight mode, the HRV is low. If one is in a more relaxed state, the HRV is high. People who have a
high HRV may have greater cardiovascular fitness and be more resilient to stress. HRV may also provide
personal feedback about one’s lifestyle and help motivate those who are considering taking steps toward
a healthier lifestyle. On the other hand, research has shown a link between low HRV and depression or
anxiety and is even associated with an increased risk of death and cardiovascular disease. [6!

1.4 Ambulatory ECG

An often-cited feature in the datasheet of an ECG machine is that of a lead. A lead is a “view” of the heart
that a system generates by processing the input of multiple electrodes. %!

A standard 12-lead ECG employs ten electrodes: one attached to each limb, and six across the
chest. Bl Einthoven's triangle explains why there are 6 frontal leads when there are just 4 limb electrodes
(left arm, right arm, left leg, right leg). In 1895, Willem Einthoven used four measuring points, by
immersing the hands and foot in saltwater, as the contacts for his string galvanometer, the first practical
ECG machine. Measurements are based on an imaginary inverted equilateral triangle centered on the
chest with the points being the standard leads (e.g., left/right arm, left leg).

An ECG test typically lasts for a few minutes and involves a patient wearing electrodes and lying
on a bed, running on a treadmill, or pedaling on a stationary bike. The test can reveal a lot of information
about the patient’s heart, however, when it comes to cardiac arrhythmias, it is often not sufficient to
make a full diagnosis. This is because heart rate disturbances often occur only infrequently and may last
for very brief time intervals. A single or even several standard ECGs taken at different times are likely to
miss these events. @



Ambulatory ECG monitors are wearable devices that record the heart rate for prolonged time intervals.
Their use increases the odds of detecting an intermittent arrhythmia. Several different types of
ambulatory ECG monitoring have been developed to suit different purposes. These include: @

Holter monitor: Consists of several electrodes attached to the skin and plugged into a small device
that is worn around the neck. The Holter monitor is worn continuously for a relatively short
amount of time (usually 1 or 2 days) during which it records every heartbeat. The device needs to
be returned before any analysis is done; the doctor plays back the recordings using a system that
produces a sophisticated analysis of every heartbeat recorded. Holter monitors provide the most
detailed information of all ambulatory ECG monitors, but they do so only for a limited amount of
time. (8

Event monitor: This type of device doesn’t record every heartbeat, but rather, attempts to capture
specific episodes of heart arrhythmia. The main advantage over Holter is that it can be employed
for several weeks or even months. Many event monitors can transmit recordings of arrhythmia
events wirelessly to a base station for analysis. 8!

Several consumer devices that can record an ECG also exist. Their functionality is usually an amalgam of a
standard and an ambulatory ECG device. For some of them, factors such as radiation exposure, product
size, form factor, ease of use, battery autonomy, electronics quality, etc., may limit their diagnostic
accuracy and features, and thus do not meet the standards of ambulatory ECG devices prescribed by
doctors. !

A few examples of ECG devices in various form factors:

KardiaMobile by AliveCor
https://store.kardia.com/products/kardiamobile

It is a handheld single-lead ECG device, cleared by the FDA, that detects atrial
fibrillation, bradycardia, and tachycardia. The patient needs to place his fingers on
the device for the ECG to be recorded.

Apple Watch Series 6 by Apple
https://www.apple.com/apple-watch-series-6

It is capable of generating an ECG similar to a single-lead ECG. It can detect signs of
atrial fibrillation, but it is not intended for use by those who have been previously
diagnosed with the condition. Apple Watch Series 6 has been tested thoroughly in

a case study by Stanford University, sponsored by Apple.

Zio XT by iRHYTHM

Y This is is a prescription-use only, single-use, ECG monitor patch, that continuously
,Em\'; records data for up to 14 days. It is cleared by the US FDA for use as a medical
\,r._!.y device.

-

¢ D-heart

https://www.d-heartcare.com
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Portable, medical-grade 8/12 lead ECG for use with a smartphone or a tablet. It is
Q CE 1370 certified per Directive 2007/47/EC.

1.5 Scope & Objectives

The purpose of this thesis is to develop a software application to read the ECG recorded by a wearable
ECG patch called “HeartyPatch”. This device is of particular interest because it is open-source, i.e., its
hardware blueprints and software source code are both available for free. Being open-source is important
because it allows for arbitrary customization of its behavior to application needs.

The HeartyPatch adheres to the idea of continuously streaming the ECG wirelessly, rather than
storing it in the device (much like a Holter monitor). It supports Bluetooth and Wi-Fi for its wireless
communication needs, and out-of-the-box, it utilizes Bluetooth. In this thesis, we want to communicate
with the HeartyPatch via TCP/IP & Wi-Fi. This will prompt us to flash a custom, slightly-altered official
version of firmware that relays ECG data using TCP/IP via Wi-Fi.

In addition, we evaluate the sensor by measuring the performance of a soft real-time arrhythmia
classification software application. There are two series of tests. In the first one, the system will analyze
the ECG produced by HeartyPatch, and in the second one, by the Body Gateway, which is a medical-grade
wearable ECG patch. It will be interesting to see how the HeartyPatch, which is not certified for medical
use, fares very well compared to a similar, but higher-cost, medical-grade ECG device. And while we are
at it, we also assess the battery autonomy of both devices.

In summary, the objectives of our study are as follows,
Primary objectives

e Make the HeartyPatch relay its data via Wi-Fi.
e Analyze HeartyPatch’s firmware to figure out how to communicate with it.
e Develop an application to read the ECG recorded from the HeartyPatch in soft real-time.

Secondary objectives

e Measure and compare the performance of a soft real-time arrhythmia classification application
in conjunction with HeartyPatch and Body Gateway.
e Assess battery autonomy of both the HeartyPatch and the Body Gateway.

10



2 HeartyPatch

HeartyPatch is a complete open-source (both software and hardware), single-lead ECG wearable patch,
developed by the Indian company Protocentral®. At the time of writing, it was neither available for sale,
nor had been certified for medical use. Recently, a Protocentral team in collaboration with MIT and Mayo

Clinic is working towards a new medical-grade pulse sensor for ECG and R-R interval monitoring based on
HeartyPatch.

Figure 2.1: The HeartyPatch PCB. (1

2.1 Overview

The PCB (Fig. 2.1) roughly measures 65mm x 42mm x 4mm.

-
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Figure 2.1.1: HeartyPatch’s board. ™

1 https://protocentral.com/
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On the backside (Fig. 2.1.1, left), there are two standard snap-style receptacles for ECG electrodes.

On the front-side (Fig 2.1.1, right), there is Espressif’'s ESP32 SoC (System-on-a-Chip). It is a low-power chip
designed for mobile/wearable electronics with Wi-Fi and Bluetooth/Bluetooth-low-energy (BLE)
capabilities. HeartyPatch firmware is built with Espressif’s loT Development Framework (ESP-IDF) which
integrates a modified version of the FreeRTOS operating system.

To the right of the Espressif SoC lies the Maxim Integrated MAX30003 ECG AFE (Analog Front End)
chip which is responsible for the core low-level functionality: ECG recording and R-to-R detection.

On the far-right end of the board, a micro-USB port can be used to flash new software, log debug
information, recharge the battery, or even provide power without being connected to a battery. In normal
operation, it is advised to use a battery lest, since the input to the device is noisy?.

A battery can be connected as shown in the next picture (the HeartyPatch kit includes a 450 mAh
LiPo battery), similar to most other ECG sensor devices.

”heg_r:zPa tchafﬂ

*”.!’ejr

. . 0T -~

Figure 2.1.2: The HeartyPatch with a battery attached. (4

To use the HeartyPatch, it must first be turned on. Use the small power switch that lies on the bottom left
side in Fig. 2.1.2. A LED just to the left should turn red, once powered on. Then, one must place it correctly
near the heart as shown next,

2 There are other factors that may also affect the quality of the data. See
https://heartypatch.protocentral.com/#frequently-asked-questions.
12
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Figure 2.1.3: Wearing the HeartyPatch correctly. ™

The device’s default (preloaded) firmware performs heart rate and R-to-R measurements and relays the
data over BLE adhering to the Heart Rate Service? Bluetooth standard. Moreover, HRV-related data are
sent using a non-standard protocol. An Android app that displays in real-time the output signals of this
firmware version is available on Google Play. For more information, refer to:
https://play.google.com/store/apps/details?id=com.protocentral.heartypatch. (Alternative versions,
such as EliteHRV can also be used.)

< HeartyPatch

HeartyPatch
40

30

Heart rate

30

0 10 20
R-R Int: 2054 msec

Rhythm: Normal

Mean RR PNN5S0 SDNN RMSSD
0 0.0 0.0

MQTT

MQTT OFF

Position: 0

Record Data @

Logging not started

MQTT SETTINGS

Not Connected

< O O

Figure 2.1.4: The official Protocentral Android app. ™

3 https://www.bluetooth.com/specifications/specs/heart-rate-service-1-0/
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2.2 Setting up for Wi-Fi/TCP mode

For this thesis, we utilize the Wi-Fi/TCP-capable version of the official firmware. We initially flash its official
precompiled binaries found at https://github.com/patchinc/heartypatch/releases. We opt to flash the
device from a Windows PC since the procedure is simpler.

The board schematics found at https://github.com/patchinc/heartypatch/tree/master/hardware reveal
that the micro-B USB port is connected to a UART chip (Fig. 2.2.1). A Universal Asynchronous Receiver-
Transmitter (UART) is a hardware device for asynchronous serial communication commonly used in
embedded systems.

- By
W
AWA
AW

IHHH‘W

1

Figure 2.2.1: HeartyPatch’s (version 2.3) FT231XS-U USB to UART schema.

Therefore, before flashing the firmware, we must be able to communicate with the HeartyPatch via its
UART. This is achieved by installing the driver for the UART chip from FTDI's website:
https://ftdichip.com/drivers/vcp-drivers/.

Next, we download Espressif's secure flash download tool from
https://www.espressif.com/en/support/download/other-tools. Running the tool prompts for the ESP
chip version; we select ESP32. The tool needs to be configured as shown in the following image.

14
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Figure 2.2.2: Example configuration for flashing using the Flash Download Tool.

Pressing the “START” button initiates the flashing procedure. The console window (not visible in figure
2.2.2) logs the progress of the whole operation.

To flash the HeartyPatch, we follow these steps,
1. Turn the device off.
2. Pressthe “START” button on the tool.

3. Provided no errors occurred, a sequence of underscore characters (‘_’) followed by dot characters
(“.), will be printed character-by-character periodically to the console window. Turn on the device
just before the sequence begins, in wit, just before the first underscore in a sequence is printed.
If the deadline is missed, turn off the device and try again.

4. Wait for the flash to complete.
2.3 Firmware analysis

The C source code for the Wi-Fi and TCP/IP version of the firmware is available at
https://github.com/patchinc/heartypatch/tree/master/firmware/heartypatch-stream-tcp.

15
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The core files are:

e kalam32_tcp_server.c TCP/IP server code.

e main.c general initialization code.
e max30003.c interface to the MAX30003 chip.
e packet_format.h various constants related to the packet structure.

By convention, we refer to a procedure within a specific file by using: <file>: :<procedure>, and where
a procedure is already introduced or its location obvious by the context we use : : <procedure>. Similarly,
we use <file>::<line> to refer to a line within a file. Where it facilitates reading, code listings will be
explained in a bullet list where each item references a single or a range of lines, e.g.

e 45: <commentary for line 45>
e 78—-96: <commentary for lines 78 to 96>

2.3.1 Initialization

The entry pointis main.c::app_main,

1=}

& W

—Iwold app _main{veid)

10 I

181 nvs_Tlash_init(};

182

183 max300a3_initchip{PIN SPI_MISO,PIN_SPI MOSI,PIN SPI_SCK,PIN SPI (S);

1e4 wTaskDelay(2/ portTICK_PERIOD M5);

185

186 kalam wifi_init();

187

183 f* Wait for WIFI to show as connected */

189 #EventGrouplaitBits(wifi_event_group, CONNECTED BIT kalam,false, true, portMAX_DELAY);
16

111 —|#ifdef CONFIG_TCP_EMABLE ffenable it from makemenuconfig

112

113 #endif

115 :

First, ESP’s Non-Volatile Storage (NVS) subsystem is initialized. It provides a mechanism for
storing/accessing key-value pairs in flash memory. Even though not directly used by the firmware, it is
used behind the scenes by the Wi-Fi driver and PHY subsystem to store configuration data.

Next, the MAX30003 chip is initialized. We examine details of how this is done at a later time.

Interspersed throughout the code are various vTaskDelay calls which cause the calling task to yield its
execution for a given amount of time. This is typically used after interacting with the MAX30003 chip,
presumably, to allow for some extra time to process the request. On other occasions, it is used just to stall
the execution, for example, if polling for some value. Use of a delay is first encountered at line 104.

Afterward, the Wi-Fi driver is initialized by a call to : :kalam_wifi_init,

16



2 —Jwold kalam wifi_init{wold)

4 tepip_adapter_init();

5 wifi_ewent_group = xEventGroupCreate(];

76 ESP_ERROR_CHECK{ esp_event leoop_initi{event_handler, NULLY ;
wifi_init config t cfg = WIFI_INIT_CONFIG_DEFAULT();
ESP_ERROR_CHECK( esp_wifi_init{&cfg) 1;

ESP_ERROR_CHECK( esp_wifi_set storage(WIFI_STORAGE_RAM) 1;
= wifi_config t wifi_config = {

= .s5ta = {

.551id = CONFIG_WIFI_S=I0,
.password = CONFIG_WIFI_PASSWORD,

[ R e

i Ra =

Ts

0O 0O 0O D0 00 0

L

}i

ESP_LOGI(TAS, “Setting WIF1 configuratien 55ID Ms...", wifi_config.sta.ssid);
ESP_ERROR_CHECK{ esp wifi_set mode{WIFI_MODE_STA) );

ESP_ERROR_CHECK{ esp_wifi_set configi{WIFI_IF_S5TA, &wifi_config) J;
ESP_ERROR_CHECK( esp_wifi_start() );

(=]
(s3]

[

S i

—|#ifdef CONFIG_MDMS_EMNABLE

#endif

L S ¥ W e Y Y o N e o O
[ ¥ ) B - WY R S R

¥

e 74:ESP’s TCP/IP network stack is initialized.

e 75: AFreeRTOS event group is created that will be used to notify : :app_main whether the
network adapter was assigned an IP address.

e 76: A network event handler is registered. In this case, a networking event may be posted from
the Wi-Fi driver or TCP/IP stack (ESP-IDF uses the lwIP* lightweight implementation).

e 77 —89: The Wi-Fi system is initialized, configured to connect to the SSID defined in the
firmware build script, and started.

e 92 —94: Optionally, the mDNS service is initialized. This service associates a name with the
device’s IP for ease of access>.

An important step in this code is the registration of the event handler at line 76,

4 https://www.nongnu.org/lwip
5 https://en.wikipedia.org/wiki/Multicast DNS

17
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53 —Istatic esp_err_t event_handler(void *ctx, system ewvent_t *esvent)

54 {

55 - switch{event-revent_id) {

56 case SY5TEM _EWENT_STA START:

57 esp wifi connect();

58 break;

59 case SYSTEM EWENT STA_GOT TIP:

68 #EwentGroupsetBits(wifi event group, CONNECTED BIT kalam);
Bl break;

62 case 3Y3TEM _EWENT_5TA DISCONNECTED:

63 esp Wifi connect();

G4 #EventGroupllearBits(wifi_event_pgroup, CONNECTED BIT kalam);
&5 break;

66 default:

87 break;

68 3

69 return ESP_OK;

78 1

Its purpose is a) to connect the Wi-Fi station to the configured SSID once the Wi-Fi system is initialized,
and b) to automatically attempt to reconnect if disconnected. Moreover, the connected event used by
::app_main is set/reset accordingly.

Back at main.c::109, the program suspends execution indefinitely waiting for the connected
event, before starting the TCP/IP server by calling kalam32_tcp_server.c::kalam_tcp_start,

—lweld kalam tcp start({weoid)

1

#TaskCreate(&tcp conn, “tcp _conn®™, 4895, NULL, S5, MULLY;

¥

[ I L R S
[ I O R S )
oo

This will spawn a new task with entry point kalam32_tcp_server.c: :tcp_conn. 4096 is the stack space
allocated for the task in words and 5 is the priority of the task. The lower the priority value, the lower the
priority of the task, with @ being the lowest and configMAX_PRIORITIES - 1 being the highest
(configMAX_PRIORITIES is defined in FreeRTOSConfig.h).

Note that : :app_main runs in the context of a FreeRTOS task (that was spawned by the ESP-IDF),
but unlike other tasks, it is allowed to return. Thus, after calling : :kalam_tcp_start at line 112 and
returning, the system will delete the task that ran ::app_main and continue running any other tasks
normally.

2.3.2 The TCP/IP server

The server’s task entry point is kalam32_tcp_server.c::tcp_conn,
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183 Swoid tcp_conn{woid *pvParameters)

134 1

185 ESP_LOGI{TAG, "task tcp_conn start.”);

136

187 /*create top socket®/

128 int socket_ret;

189 TaskHandle_t tx_rx_task;

198 vTaskDelay(2ese / portTICK_RATE_MS);

191 E while (1) {

192 ESP_LOGI(TAG, "create_tcp_server."};

193 socket_ret=create_tcp_server();

194 = if{ESP_FAIL == socket_ret)

195 {

195 ESP_LOGI{TAG, "create tcp secket error,stop.");
197 vTaskDelete(NULL);

198 1

199 /®create a task to tw/rx data®/

288 xTaskCreate(&send_data, "send_data", 4896, NULL, 4, &tx_rx_task);
21 int flag = true;

2@2 B while (flag)

283 {

284 vTaskDelay(3@ee / portTICK_RATE_MS);//every 2s
285 int err_ret = check_socket_error_code();
286 E if (err_ret == ECONNRESET)

287 {

2@s ESP_LOGI(TAG, "disconnected... stop.");
289 close_socket();

218 flag = false;

211 H

212 ¥

2132 wTaskDelete{&tx_rx_task);

214 mMAxIaee2_sw_reset();

215 ESP_LOGI(TAG, "restart"};

216 flag = true;

217 h

218

219 close_socket();

22@ vTaskDelete(tx_rx_task);

221 vwTaskDelete(NULL);

222 ¥

I”

This is the “control” loop of the server, where it services one client at a time. A call to
kalam32_tcp_server.c::create_tcp server will create a TCP/IP socket to listen for incoming
connections and once a connection is accepted, the MAX30003 is prepared for ECG recording. Next, the
task responsible for sending the data is created (with priority lower than that of ::tcp_conn), and the
program enters a control loop for managing the task: it polls the status of the connected socket every 3
seconds, and if the connection was reset, deletes the send_data task, resets the MAX30003 chip, and

goes back to listening for new connections.

The send_data task is a simple loop where a packet is repeatedly constructed and sent,
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55 —Istatic woid send data{weoid *¥pvParameters)

56 {

57 uintd t* db;

58 uints t databuff[DEFALLT PKTSIZE];

59 memset(databuff, PACK _BYTE IS, DEFAULT PKTSIZE);
6e db=databuff;

61 wTaskDelay (108 /portTICK RATE_M5);

62 ESP_LOGI(TAS, “start sending...™);

64 = while(l}

65 {

66 db = max30083 read send datal);

67 ffsend function

63 if {db l= NLLL)

69 send({connect_socket, db, PACKET _SIZE, @);
7@ wTaskDelay(2/portTICK RATE M5 ;

7 ¥

73 1

Lines 58 — 61 are completely useless and can be ignored. The observant reader will have no doubt already
noticed that the source code is of subpar quality, and we will refrain from pointing out such code again.

The call to max30003.c: :max30003 read_send_data at line 66, constructs a packet and returns
a pointer to it. The data are sent via wifi at line 69 provided that the construction of the packet succeeded.
Reasons for failure are a) the ECG queue was empty, and b) the ECG queue was not read fast enough and
therefore, has overflowed. We postpone details on : :max30003_read_send_data until a later time.

2.3.3 Interfacing with MAX30003

Back at main.c::103,

16

L

Max30@@3_initchip(PIN_SPI_MISO,PIN_SPI_MOSI,PIN_SPI_SCK,PIN_SPI_C5);

there is a call to max30003.c: :max30003_initchip which lays the groundwork for communicating with
the MAX30003 chip and initializes it for recording ECG and R-to-R delay intervals.
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assert(ret==E3P_0K];

fidttach the LCD to the =PI bus
ret=spi_bus_add_dewice(HSPI_HOST, Adevefg, &spi);
assert(ret==E5P_0K);

max30ees_start_timer();

vwTaskDelay(1@@ / portTICK_PERIOD_MS);

I R A YR N

5]

2e8 “lwold max3@2@3_initchip({int pin miso, int pin_mesi, int pin_sck, int pin_cs )

201 !

282 esp_err_t ret;

283

2p4 spi_bus_ceonfig t buscfg=

285 = I

286 mise io num=pin misc,

287 mosi o num=pin mosi,

208 vselk_ie num=pin_sck,

209 .quadwp_ic_num=-1,

21@ .quadhd_ie_num=-1

211 1;

212

213 spi_device interface_config t devcfg=

214 =] {

215 .clock_speed_hz=4200000, ffClock out &t 1@ MHz

216 .mode=@a, FFEPI mode @

217 .spics_io num=pin_cs, FICS pin

218 Lgueue size=7, fflle want to be able to queue 7 transactions at a time
219 .pre_ch=max308@3_spi_pre transfer_callback, /fSpecify pre-transfer callback to handle D/SC line
220 1i

2 #fInitialize the SPI bus

2 ret=spi_bus_initialize(HSPI_HO=T, &buscfg, @); ffuse 1 instead of @ to enable dma
2

2

2

2

2

2

2

FDORI ORI ORI ORI ORI RD ORI PRI R

1=}

The first part of this procedure initializes the SPI bus and gets a handle that will be used to communicate
with the chip. The Serial Peripheral Interface (SPl) is a synchronous serial communication interface
specification used for efficient short-distance communications, primarily in embedded systems.

Also, ESP’s LED Control (LEDC) peripheral is initialized and configured with a «call to
::max30003_start_timer,

52 —Ivold max3@203_start timer(wvedid)

53 y

54 ledc timer config t ledc timer =

33 = i

56 .bit_num = LEDC_TIMER 1@ BIT, f/set timer counter bit number
57 .freq_hz = 32768 , ffset frequency of pum
58 .speed_mode = LEDC_HIGH_SPEED MODE,  //timer mode,
59 .timer_num = @ fitimer index
6@ ¥
62 ledc timer config(&ledc timer);
63
64 ledc_channel_config t ledc_channel =
65 = i
66 .channel = LEDC_CHAMNEL_@,
67 .duty = 512,
68 .gpio_num = PIN_NUM _FCLE,
69 .intr_type = LEDC_INTR_DISABLE,
76 .speed_mode = LEDC_HIGH_SPEED MODE,
71 .timer_sel = LEDC_TIMER @
72 T
73
74 lede_channel_cenfig(fledc_channel);

>

Iy
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The LEDC is primarily designed to control the intensity of Light Emitting Diodes (LEDs), although it can also
be used to generate Pulse-Width Modulated® (PWM) signals. In this case, it is used to generate a
32.768kHz PWM signal that is required by MAX30003.

Back at max30003. c: : 230 with the SPI handle at hand, the next step is to initialize the chip.

[xx]

max3@B0Z_sw_reset();
wTaskDelay(1@@ f portTICK_PERIOD_MS);

R

MENIPERZ Reg Write{CNFG_GEN, 0x@80084);
wTaskDelay(1@@ f portTICK_PERIOD_MS);

[T ¥ 5 B =

MENIPERZ Reg Write{CNFG_CAL, @x720002); // G:x700008
wTaskDelay(1@@ f portTICK_PERIOD_MS);

Il Ll ld Ll g g

MENIPOERZ Reg Write{ CNFG_EMUN, 0x@EQ00Q) ;
wTaskDelay(1@@ f portTICK_PERIOD_MS);

=Y

[ S R S s
s I i

F
=

We will peer into the details of communicating with MAX30003 later on, but for the time being it suffices
to know that data is sent using : :MAX30003 Reg Write. The first argument is the register address and
the second the data to send.

e 230: The chip is reset; equivalent to power cycling it. : :max30003_sw_reset internally just calls
: :MAX30003_Reg_Write.

e 233: Alters the general configuration register to enable the ECG channel. Also keeps the default
master clock frequency setting of 32768Hz.

e 236: Configures the internal calibration voltage sources.
e 239: Configures the ECG channel’s input multiplexer.

Next comes the settings for recording ECG and R-to-R delay intervals,

6 https://en.wikipedia.org/wiki/Pulse-width modulation
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242 unsigned long ecg config = @x@01008; £ was &oBeSo0a
243 —l#ifdef CONFIG_SP5_128

244

245

245 #endif

247 —l#ifdef CONFIG_SPS_256

248

249

258 #endif

251 -l#ifdet CONFIG_SP5_S12

252

253

254 #endif

255

256 —j#ifdef CONFIG_DHPF_ENABLE

257

258

259 S#else

268 ESP_LOGI(TAG, "max3@0@3_initchip DHPF Disabled™);
281 #endif

262

263

264 ffecg_config = @:x201000; ff TODOD: Delete me -- for debug purposes only
265 HAMZ2283_Reg Write(CNFG_ECG, ecg_config);

266 wTaskDelay(1@@ / portTICK _PERICD MS);

267

268 MENZERA3_Reg Write{ CNFG_RTORL,&xGTca@a) ;

269 wTaskDelay(1@@ / portTICK _PERICD MS);

27e

e 242 -265: The ECG sampling rate and DHPF (Digital High-Pass Filter) settings are set based on
the build script choices the user made. Also, the DLPF (Digital Low-Pass Filter) is enabled.

e 268: R-to-R detection is enabled, and some parameters relevant to R-to-R measurements are

changed.
And finally,

271 unsigned mngr int = @4 | (SAMPLES PER_PACKET - 1) << 19;
272 MENZIP2E3 Reg Write(MNGR_INT, mngr_int);
273 wTaskDelay(1@@ / portTICK_PERIOD M5);
274
275 MEXIRRO3 Reg Write(EN_INT,Bx008422) ;
278 wTaskDelay(1@@ / portTICK_PERIOD M5);
277
278 max3@Ra3_synch();
279 wTaskDelay(1@@ / portTICK_PERIOD M5);
286
281 MEXZERE3_init sequencel]);
282 }

e 271 -272: Sets the threshold for unread ECG samples in the ECG queue. If met or surpassed the
system will set the STATUS register’s EINT field, to indicate that there are samples available. In
this case, it is set to 8.

e 275: Instructs the R-to-R detector to set the STATUS register’s RRINT field to 1 each time it
identifies a new R event.
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e 278:Equivalent to a call to : :MAX30003_Reg_Write(SYNCH,@x000000). Prepares the chip for
ECG recording by resetting the ECG and R-to-R circuitry, clearing the ECG memories and DSP
filters.

e 281: Begins a new recording session by clearing the ECG queue, resetting various debugging-
related variables, and setting the current packet sequence number to zero.

Now let’s have a look at the details of relaying data back and forth to MAX30003. The content of an SPI
operation consists of 4 bytes: 1 byte for the command and 3 bytes for the data. The command is further
decomposed to 7 bits for the register address and 1 bit to denote a read/write operation.

Register[31:25] R/W[24] Data[23:9]

Figure 2.3.3.1: The data of an SP| operation.

Keep in mind that, even though ESP32 is a little-endian chip, all SPI operation content will be transferred
(both reads and writes) in big-endian since that is how MAX30003 operates.

max300e3.c: :MAX30003_Reg Write is used to send data,

—lveid MAMZ2083 Reg Write (unsigned char WRITE ADDRESS, unsigned leng data)

8

79 {

20 uint® t wRegName = (WRITE ADDRESS<<1) | WRES;

81

g2 uint® t txData[4];

83

84 txData[ @]=wuReghame;

85 txData[l]=(data»>16]);

86 txData[2]=({data>>8);

a7 txData[3]=(data);

89 esp_err_t ret;

9@ spi_transaction_t t;

92 memset(&t, @, sizeof(t)); ffZero out the transaction
94 t.length=32; fflen is in bytes, transactien length is in bits.
a5 t.tx buffer=AtxData; fiData

95 ret=spi device transmiti(spi, &t); /S/Transmit!

a7 assert(ret==E5P_0OK); ff5hould have had no issues.

txData is the buffer that contains the SPI content data. Note that it is built in a big-endian fashion. The
rest is a straightforward call to : :spi_device_ transmit, which queues the transaction and waits for it
to complete.

Data is read using max30003.c: :max30003 reg read,
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—lveid max20083 reg read{unsigned char WRITE ADDRESS)

1

s B X I 4

uint® t Reg address=WRITE ADDREZE;

SPI_TX_EBuff[@
SPI_TH_Buff[1
SPI_TH_Buff[2
SPI_TH Buff[3

= [Reg_address<<l ) | RREG;
=228 ;
=228 ;
=228 ;

Ll e T S T S ]
S RN I SR WY R Wy =
[

esp_err_t ret;
spi_transaction_t t;
memset(&t, @, sizeof(t)); ffZero out the transaction

d L b Ld ld b b L Ld b Ra B2

=
fou
s B R i

Jdength=32;
.rxlength=32;

Jtx buffer=45PI_TX_Buff;
rx_buffer=45PT RX _Buff;

= =}
| |
| AR WY S =]
P e

t.user={vold*)@;
ret=spl dewice transmit(spi, &t);
assert(ret==E5P_CK); ff5hould have had no issues.

F
=] O LA

S < B U i

SPI_temp 32b[@]
SPI_temp 32b[1]
SPI_temp 32b[2]

SPT_RX_Buff[1];
SPT_RX_Buff[2];
SPT_RX_Buff[3];

k
(W Y, Y, -4
[N Sy

¥

This is similar to : :MAX30003 Reg Write, except this time there is no data to send, and an extra buffer
(SPI_TX_Buff) is specified in the transaction to hold the result. After the transaction completes, the 3 last
bytes of the result buffer, are the received register data. The function outputs its result by copying those
3 bytes to a static buffer (still in big-endian).

2.3.4 Assembling the packet

Let’s see now how max30003.c::max30003 read_send data constructs a packet. The function is
logically divided into two parts. The first one decides if it is possible to construct the packet.
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389 —luint8 _t* max30003 read send data(wveid)

370 {

371 int size;

372 int ptr;

373

374 maxI@B83_reg read(STATUS);

375 uintd t status bits = (SPI_temp 32b[@] 2> 4) & OxF;
376

377 - if ((status_bits & @d) == @d) {
378 /f Reset BEOWF condition

379 ESP_LOGI{TAG, “FIFO Reset");
386 max38083 fifo reset();

381 packet sequence id = @;

382 return MULL;

383 1

354

385 - if ((status_bits & @x8) == &) {
386 £ Mo data present in FIFOD
387 return MULL;

388 1

389

3598 —#1if CONFIG_MAMI@OE3 STATS _ENABLE
391

392

393

3594

395 #endif

396

The STATUS register’s EOVF and EINT fields are checked. If EOFV was set (line 377), the ECG queue has
overflowed and its data may be corrupted (meaning that the write pointer of the ECG ring buffer caught
up with the read pointer). If EINT was not set (line 385), there was no data in the queue. In either case the
packet cannot be constructed, and the function returns NULL. If neither was the case, and if conditionally
compiled, debugging information related to the data already received is logged.

The second part deals with the actual construction,
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DataPacketHeader[@] = PACKET_SOF1;
DataPacketHeader[1] = PACKET_SOFZ2;

8

9 DataPacketHeader[2] = PAYLOAD SIZE_LSE;
400 DataPacketHeader[3] = PAYLOAD SIZE MSE;
421 DataPacketHeader[4] = PROTOCOL_WERSION;
4@2 ptr = HEADER_SIZE;
483
44 size = max3@023_include packet sequence id({ptr);
485 ptr += size;
486
a7 size = max30@@3_include timestamp(ptr);
483 ptr += size;
49
41@
411 £ Fetch RR interwval data
412 size = max30@@3_read _rtor_data(ptr);
413 ptr += size;
415
416 Ff Fetch ECG data
417 int 1i;
418 - for (i=@; 1 <SAMPLES_PER PACKET; i++) {
419 size = max30R@3_read _ecg_data(ptr);
428 ptr 4= size;
421 1
422
423 DataPacketHeader[ptr] = @xF@; /) @x00;
424 DataPacketHeader[ptr+l] = PACKET_ECOF;
425
426 return DataPacketHeader;
427 +

The packet is constructed byte-by-byte and placed in DataPacketHeader in a little-endian fashion.

e 397 -1398: Start of frame; a constant to denote the start of the packet.

e 399 -400: The size of the payload in bytes. The payload consists of the sequence number, the
timestamp, the R-to-R value, and the ECG sample data.

e 401: Protocol version number.

e 404: Packet sequence number. This is just a serial number increased with each new packet.

e 407: Timestamp. This is the system uptime.

e 412: R-to-R value. The measured R-to-R value in milliseconds.

e 417-421: ECG sample data.

e 423 -424: End of frame; a constant to indicate the end of the packet.

This amounts to PACKET_SIZE bytes in total (as defined in packet_format.h) which equals 55 bytes.

The R-to-R value is included in the packet using : :max30003_read_rtor_data,
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—lint max3@223_read rtor_data(int ptr)

I
i pa

31 y

314 max3@083_reg_read(RTOR) ;

315 unsigned leng RTOR_msb = {unsigned long) (SPI_temp _32b[@]);
316 unsigned char RTOR_1sb = {unsigned char) (SPI_temp_32b[1]);
317 unsigned leng rtor = {(RTOR _mshe<<8 | RTOR 1sh);

318 rtor = ((rtor »>2) & ax3fff) ;

319 unsigned int RR = {unsigned int)rtor*s ; f/8ms

326

321 DataPacketHeader[ptr] = RR;

322 DataPacketHeader[ptr+l] = RR>»8;

323 CataPacketHeader[ptr+2] = @x@@;

324 DataPacketHeader[ptr4+3] = @x2@;

325

326 - P

327 float hr = &2 F{(float)irtor*2.288);

328 unsigned int HR = {unsigned int)hr; ¢/ type cast to int
329 CataPacketHeader[ptr+4] = HR;

338 DataPacketHeader[ptr4+5] = HR2»8;

331 CataPacketHeader[ptr+5] = 2x@@;

332 DataPacketHeader[ptr4+7] = 2x20;

333 o

335 return RR_SIEZE;

336 1

First, the R-to-R register (Fig. 2.3.4.1) is read from MAX30003 with a call to : :max30003_reg_read, the
result of which is stored in SPI_temp_32b. The actual value is contained in the upper 14 bits.

23122 |21 )20 |19 |18 |17 |16 |15 |14 (13 |12 |11 (10| 9 (8|7 |6(5|4|3[2|1]|0

RTOR Interval Timing Data [13:0] O(0jof(0f0|0|0|0|0O(O

Figure 2.3.4.1: The R-to-R register. 3!

The code between lines 315 and 318 extracts those bits from the big-endian buffer. Next, the bits need to
be multiplied by the resolution of the R-to-R detector which depends on the master clock frequency, as
can be seen in the next table,

ECG DATA RATES & RELATED TIMING (RATE SELECTIONS
MASTER ( ) CALIBRATION
FMSTR ECG RTOR TIMING
:0p | FREQUENCY RESOLUTION
' (fusTR) (H2) DATA TIMING RESOLUTION (CAL RES) (o8)
RATE (sps) (RTOR_RES) (ms) _RES) (u
00=512
00 32768 01 =256 78125 30 52
10 = 128
00 = 500
01 32000 01 =250 8.000 3125
10 = 125
10 32000 10 = 200 8.000 3125
1 31968 75 10 =199 8049 5.008 3128

Figure 2.3.4.2: "Master Frequency Summary Table". ©!

In this case, the correct resolution is 7.8125 ms, even though the code at line 319 uses 8 ms.
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An ECG sample is included in the packet with : :max30003 read_ecg data,

285 —lint max3@@@3_read ecg_datalint ptr)

286 y

287 max3@@83_reg_read(ECG_FIFD);

£00

289 unsigned long data@ = (unsigned leng) (SPI_temp_32b[@]);
296 data@ = data@ <<24;

291 unsigned long datal = (unsigned leng) (SPI_temp_32b[1]);
292 datal = datal <<l1&;

293 unsigned long data2 = (unsigned leng) (SPI_temp_32b[2]);
294 data? = data? & @xcd;

2495 data? = data? << 8;

295 data = (unsigned long) (data@ | datal | data2);

297 ecgdata = (signed long) (data);

sdo

299 DataPacketHeader[ptr] = ecgdata;

388 DataPacketHeader[ptr+l] = ecgdatax»8;

381 DataPacketHeader[ptr+2] = ecgdatax>16;

382 DataPacketHeader[ptr+3] = ecgdata»>24;

383

384 unsigned char ecg_etag = (SPI_temp_32b[2] »» 3) & @x7;
385 tally etag[ecg_estag]++;

386 stats_read_count+;

3 return SAMPLE_STIZE;

3 }

In a similar vein to R-to-R data, the ECG register is read, and relevant bits extracted.

23|22 (21 (20|19 |18 |17 (16 (15 |14 |13 (12|11 10| 9 (8|7 |6|5|4|3(2|1]0

ETAG PTAG

ECG Sample Voltage Data [17:0] [2:0) 2:0}

Figure 2.3.4.3: The ECG register. 3!

One important thing to notice here is that the result will be a 32-bit word that contains the 18 bits of
information justified to the left. Consequently, the client parsing the data will have to perform a 14-bit
right-shift as an additional step.

The function also extracts the ETAG field of the register and stores it for debugging purposes. This
field indicates the status of the read operation, e.g., the queue was empty, the sample read was the last
one, etc.
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2.3.5 Summary

A sketch of the firmware is illustrated in the next figure,

lESP—IDF

( main task \

Initialize MAN3®@83 to 128 samples/sec
Initialize and connect WIFL

Wait fer IP assignment

Start server T

4 ™
send_data task

forever {
if ecg queue has overflowed 1
reset ecg queue
packet.id = @

T else

‘1, if there are ecg data available {
packet.startStart = @xFASA
4 ™ packet.payloadsize = 55
tep_conn task packet.version = 3

packet.id += 1
packet.timestamp = gettimeofday()
packet.rr = MANIEEES. getRtoR() * &
for x =8 to 7
packet.samples[x] = MANI@@E3.getEcgsample() << 8
packet.packetiop = @HEEF@
send packet

forever {
fccept a connection
packet.id = @
Create send_data task
Wait for connection to close
Delete send_data task 1

\. J U J

Figure 2.3.5.1: Bird’s-eye view of the firmware in pseudo-code.

2.4 Packet format

Analysis of the firmware revealed the following packet structure, coded in C++,

#pragma pack(push, 1)

struct RawPacket {

Fields do not require further processing except for samples, where its elements must be shifted 14 bits

static constexpr unsigned SamplesCount = 8; /famount of ECG samples contained in the payload

uintle t packetsStart, /fshould be BxFARA
payloadsize; (fsize of the Payload structure
uints_t version; //should be 3

struct Payload {

uint32_t id; /fserialisequence number

timeval timestamp; //timestamp taken while assembling the packet

uint32_t rr; ffcomputed R-to-R walue in milliseconds

int32 t samples[SamplesCount]; //ECG samples; upper 18bits is the actual sample
T payleoad;

uintlé_t packetStop; //should be @xBEF@

Listing 2.4.1: The packet structure of HeartyPatch on Wi-Fi mode.

to the right.
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2.5 A sample client application

As part of this thesis, a Windows application was developed to get acquainted with the device. It’s called
Hearty Patch Stats® and was built in Visual C++ and MFC.

A= Hearty Patch Stats 1.0.2.0 Y 1 |

B b=spressif. mshome. net g I 4567 Disconneck I
I™ | Dump ba file: I |

"y

—Skakistics
Packet rate {pkt/s): |15.69 Total packets: 1037
Timestamp delta {ms): 52.44 Lptime:; 50:01:58

Latency (ms): ES.?S
MinJmax sample: F562 [ 952

—Log

Resolving espressif, mshorme.net:4567.., dane 2]
Connecting ko 192,168,137, 2294567, ., done
Receive started

i o

Figure 2.5.1: A screenshot of Hearty Patch Stats® in action.

Its primary function is to connect to a HeartyPatch running the Wi-Fi version of the official firmware, a
precompiled version that records at 128 samples/sec) and plot incoming ECG samples. It can optionally
save incoming packets to a file.

2.6 Issues

The use of the program developed in Section 2.5 to test a HeartyPatch device, revealed an unexpected
behavior of the firmware, which may prove unacceptable in certain scenarios. To understand the issue, it
is imperative to first explain how the firmware reads ECG samples and sends packets. The firmware under
question was compiled to record an ECG at a rate of 128 samples/sec.

Before the firmware can read an ECG sample from MAX30003’s queue, it must first configure
MAX30003 to somehow notify it when there are any samples available. This is done by setting the EFIT
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field of MNGR_INT register. The EINT field of the STATUS register will be set every time there are at least
an EFIT-number of unread samples in the queue. In this case it is set to 8. Since the sampling rate is set to
128 samples/sec, a new set of 8 samples will be available every 1281 - 8 sec = 62.5 ms. MAX30003’s ECG
gueue can only hold up to 32 samples, and since the queue is implemented as a ring buffer, if the firmware
does not read the queue in a timely fashion, it is possible for the write pointer to go past the read pointer,
effectively overwriting older samples. This event is called an overflow event, and the firmware can check
for it by testing the EOVF field of the STATUS register.

To send a packet, the firmware does the following in a loop (see Fig. 2.3.5.1): First, it checks for
an overflow event. If there is one, clears the ECG queue, and sets the packet serial number back to 0. In
this case no packet will be sent as the queue contained invalid data. If no overflow event occurred and
there are unread samples available, it proceeds to construct and send a packet. To construct the packet,
it increments its serial number by one, and reads 8 ECG samples into it from the queue, among other
things. Then the packet is eagerly sent using a blocking send call, before starting all over again. This whole
procedure ideally results in a packet rate of .0625 packets/sec = 16 packets/sec.

The observed issue is that, at seemingly random time intervals, there may be a pause in the
incoming packet stream. That is, there may be a delay in receiving the next packet, that can be greater
than 62.5 ms. The length of these delays varies, and the exact cause is unknown, but it is known to
originate from the send call in the firmware code. That said, because the packet is both constructed and
sent from the same task, it may cause an overflow event, which will result in the loss of all recorded
samples. The overflow event manifests itself in the packet stream, as a zeroing of the packet serial
number.

Had the firmware been compiled to record faster than 128 samples/sec (at 256 or 512
samples/sec), the incidence of such events would be higher, as the tolerance for delaying the reading of
the queue would be smaller.

Small modifications that can mitigate the problem (somewhat), include,

e Increasing the EFIT value and the number of samples contained in a packet. This will also slow
down the packet rate.
e Disabling Nagle’s algorithm?, since lots of small packets are sent repeatedly.

7 https://en.wikipedia.org/wiki/Nagle%27s algorithm
32



https://en.wikipedia.org/wiki/Nagle%27s_algorithm

3 Testing performance and power usage

We will now test the performance of a software application that analyzes an ECG recording for heart
arrhythmias in soft real-time. There will be two runs of tests where the application will receive an ECG,
wirelessly via Wi-Fi, analyze it, and display the results on a screen. On the one test, the ECG will be
provided by the HeartyPatch and on the other by the Body Gateway. Also, the power usage of both devices
will be measured to assess their battery autonomy.

3.1 Body Gateway

The Body Gateway (BGW) is a medical-grade wearable ECG patch, that is worn on the chest for the
acquisition, recording, and transmission of physiological parameters to external devices which can analyze
or forward the data to additional storage elements or systems.

| I
L . I

Figure 3.1.1: The Body Gateway device and its hardware architecture. 4
The Body Gateway has several functions, including:
e 1-lead ECG
e HRV
e Breathing rate detection
e Body posture detection
e Physical activity level index

The device is part of a multi-parameter analysis system — the Body Gateway System — and communicates
via a Bluetooth radio link with the external device. It is built around a 32-bit STM32F1 series Cortex®
microcontroller.

The Body Gateway, developed by STMicroelectronics, is an earlier iteration of a device now called
BodyGuardian® Heart® by Preventice Solutions. The Body Gateway was chosen to participate in the
following tests, solely because it was the only medically certified device of a similar form factor available
at the time.

8 https://www.preventicesolutions.com/healthcare-professionals/body-guardian-heart
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Unlike the HeartyPatch, the Body Gateway doesn’t have a Wi-Fi radio. Hence, for testing, an intermediate
device acting as a Bluetooth-to-Wi-Fi/TCP adapter will be used. That device will be an Odroid XU4 running
the "BGW driver” developed by Grammatikakis M. et al. (3,

3.2 Server

The server will run the soft real-time arrhythmia classification and visualization application 4, on an
Odroid XU3, which is a single-board computer based on ARM'’s big.LITTLE multicore architecture. The big
cluster is the powerful quad-core ARM Cortex A15 clocked from 200 MHz to 2000MHz at intervals of 100
MHz, while the LITTLE cluster is the low-power quad-core Cortex-A7 capable of operating at a cluster-wise
frequency of 200 MHz to 1400 MHz at discrete intervals of 100 MHz. Our application runs on two big
Cortex A15 cores: 1) Core 0: collecting BGW/HeartyPatch data, and 2) Core 1: analyzing and visualizing
the data.

The application relies on two open-source software libraries:

1. Harvard’s Physionet Waveform Database (WFDB)? is used to smooth and standardize BGW’s ECG
signal to 200 samples/sec according to ANSI/AAMI EC-13.

2. EP Limited’s Open Source ECG Analysis (OSEA) to perform low/high-pass QRS filtering (via
easytest script) for heartbeat detection and classification to normal or abnormal beats. [1% 11 To
manage ECG annotation in soft real-time, we extend easytest functionality to avoid re-
computation by applying a training signal only on the latest data; our framework theoretically
achieves a positive predictivity close to 99.8% when using the MIT/BIH and AHA arrhythmia
databases. Other ECG analysis methods result in smaller predictivity rates. [*2

For viewing, annotation, and interactive analysis of ECG waveform in soft real-time (with asynchronous
display) we use the Harvard Physionet WAVE?!! software package. It is based on a 32-bit XView open-
source toolkit (a low-level XWindows client).

Using our timing infrastructure, we collect measurements each time new ECG data is uploaded to
the WAVE tool for visualization (via wave-remote). This includes the number of ECG samples processed,
current time, and distribution of ECG analysis latencies to different subprocesses.

For evaluating soft real-time, we share performance statistics, such as the number of samples,
latency, throughput, and packet loss, across different application processes using a dynamic shared
memory timing infrastructure that supports fast atomic shared memory read/write operations.

9 https://archive.physionet.org/physiotools/wfdb.shtml

10 https://www.eplimited.com/confirmation.htm

11 https://archive.physionet.org/physiotools/wug/wug.pdf
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3.3 Device configuration & network topology

For ease of reference, a summary of the main features of the ECG devices participating in the tests follows,

HeartyPatch Body Gateway
Open-source Yes No
Medical-grade certification No Yes
ECG leads 1 1
ECG sampling rate (Hz) 125/128/199.8/250/256/500/512 128/256
ECG sample size (bit) 18 12
ECG AFE MAX30003 N/A®
SoC ESP32 STM32F1
Battery 3.7V, 450 mAh, LiPo 3.7V, 380 mAh, LiPo
Communication Wi-Fi Bluetooth
Bluetooth USART
UART
Sensors ECG ECG
Accelerometer
Bioimpedance
Functions ECG ECG
R-to-R R-to-R
HRV' HRV
Breathing rate
Body posture
Physical activity index

(*) Not disclosed.
(*) Non-standard feature; firmware implementation-dependent.

Table 3.3.1: Summary of important features of both devices. (34

For the test, both devices are set to transmit ECG sample data at a sampling rate of 128 samples/sec.

A TP-Link Archer C5400 router will function as the access point for the wireless network required
by the tests.

The HeartyPatch will connect to the server as shown in Fig. 3.3.2.

eyt
oo,

D@

HeartyPatch

Wi-Fi Wi-Fi

Odroid XUS (Server) TP-LINK ARCHER (5408

Figure 3.3.2: Network topology for the HeartyPatch.

As mentioned in section 3.1, the Body Gateway will require an intermediate device acting as a Bluetooth-
to-Wi-Fi/TCP adapter, as shown in Fig, 3.3.3.
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Figure 3.3.3: Network topology for the Body Gateway.

3.4 Results

Figure 3.4.1 examines the average rate during visualization. Based on the number of samples visualized,
and the current timestamp that the data is loaded to WAVE via wave-remote, we compute the average
processing rate of ECG data. From this graph, we observe that we can sustain soft real-time for both

devices.
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Figure 3.4.1: Average processing rate during server visualization.

Focusing on the instant variation of the rate during visualization, Figure 3.4.2 shows a large fluctuation
around the average value for BGW, but not for HeartyPatch. This may occur, since BGW transmits ECG
samples in bursts (up to 128 samples in a single burst), while the ECG data flow is more regular for
HeartyPatch (with a maximum of 8 samples per burst).
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Figure 3.4.2: Instant processing rate during server visualization.

Notice that for BGW, missing packet information, e.g., due to missing an RTOS deadline, is subsequently

transmitted in the next interval with a special (incomplete) packet. Incomplete packets are = 15% of the
complete ones. For HeartyPatch, incomplete packets do not occur. However, it is possible that during
some intervals, packets are momentarily delayed, but this is rectified at the subsequent interval; in our
experiments, we find that this occurs 2.4% of the time. The peak for HeartyPatch at 340.1 sec is rectified
immediately; this rise in the instant rate can be due to a prior system call or interrupt occurring in the
Linux kernel at the server.

In Figures 3.4.3 and 3.4.4, we examine the distribution of the different processing delays during
animation. The delays are normalized, i.e., they all assume the processing of 128 samples.
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Figure 3.4.3: Distribution of animation delays for the Body Gateway.
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Figure 3.4.4: Distribution of animation delays for the HeartyPatch.

As shown, server delays for HeartyPatch are much shorter than those of BGW. The contribution to the
different processing delays is similar for both devices. This is mainly due to: a) wrsamp method used for
conversion to std EC-13, b) easytest filtering used for heartbeat detection and classification, and c)
wrann/rdann used for writing/reading to/from annotation files related to the latest data. Contribution
from wave-remote, locking and shared memory constructs are marginal.

Figures 3.4.5 and 3.4.6 show power dissipation during ECG transmission from both devices.
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Figure 3.4.5: BGW’s battery level (in mV) during ECG transmission.
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Figure 3.4.6: HeartyPatch’s power dissipation (in W - secs) during ECG transmission.

For BGW, battery depletion is obtained by programming the sensor to transmit every 10 sec its battery
level (along with ECG data). From the graph, and using the trendline model, we deduce that the BGW
would be operating until the battery depletes to 3.4V, or, ideally after a maximum of 13.5 hours of ECG
transmission.

For HeartyPatch, we have plugged the Wi-Fi enabled Odroid SmartPower 2 energy sensor®? into
the 5V power supply of the board to measure the overall power consumption at a sample rate of 1 Hz (1
sec). SmartPower captures the voltage, current, power, and energy consumed. From the graph, and using
the trendline model, we deduce that the HeartyPatch would support 21.1 hours of ECG transmission
before the battery power is depleted. In comparison, continuous streaming of all the data (ECG, ACC,
respiration, battery, notifications) at the maximum sampling frequency of the BGW reduces the autonomy
span to just 3 hours.

Figure 3.4.7 compares the power consumption at the server for BGW and HeartyPatch. Energy
consumed at the server is caused by our application (server and animator) running on two ARM Cortex-
A15 cores. ARM Cortex-A7 (little cores) and GPU have an insignificant contribution to energy, while
memory consumption is very small.

12 http://odroid.com/dokuwiki/doku.php?id=en:acc:smartpower2
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Figure 3.4.7: Power consumption at the server: (a) BGW (left), (b) HeartyPatch (right).

According to the watt graphs, the server consumes less energy for HeartyPatch than for BGW (14% smaller
average energy dissipation). Instant power consumption is also spikier for HeartyPatch. This may be
related to the fact that for BGW, ECG data arrives at the server in large convoys (up to 128 12-bit values),
and each one is transferred immediately to preserve real-time. Convoys with HeartyPatch are limited to
eight 18-bit values, packed in eight 32-bit unsigned values.

Figures 3.4.8 and 3.4.9 compare the annotated ECG at the server.
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Figure 3.4.8: Annotated ECG at the server for Body Gateway.
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Figure 3.4.9: Annotated ECG at the server for HeartyPatch.

Notice that the graph for HeartyPatch has a higher resolution as seen clearly from the images above
(spikier). That is because a HeartyPatch ECG value is 18-bit compared to 12-bit precision for BGW.
Occasionally, this may cause additional problems during the analysis, e.g., the appearance of false
arrhythmia notifications.
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4 Concluding remarks and future work

In this thesis, we had the opportunity to work with an open-source consumer-grade ECG patch called
HeartyPatch. By analyzing its firmware source code, we learned how to communicate with it. This paved
the way for developing a program to read the ECG recording it streamed. Using said program, we
discovered some issues regarding the performance of its official firmware, that could render the device
unusable under certain scenarios.

We also tested the performance of a soft real-time arrhythmia classification and visualization application.
We performed two independent series of tests, where the application analyzed the 128 Hz sampled ECG
stream it received wirelessly via Wi-Fi, from HeartyPatch or Body Gateway. The distributed application
was able to achieve the sought-after soft real-time performance concerning analysis and visualization,
with either device connected to it. Overall, the HeartyPatch exhibited slightly better behavior than the
Body Gateway.

Unfortunately, the issues we encountered in section 2.6, limit the comparison potential of HeartyPatch
with devices that support sampling rates greater than 128 samples/sec. For this reason, we would like to
amend (or completely redesign) its software, to support higher sampling rates (up to 512 samples/sec),
in a way that avoids these issues.

For scenarios where minor data loss can be tolerated, we would like to experiment with converting the
underlying transport protocol to UDP/IP to increase the throughput and/or possibly reduce power usage.
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