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NMPOAOIOz

Avtikeipevo g epyaciog anotédese 1 avdivon tov tpmtokOAlov SIP kot 1
vAomoinon T®v dopkdv otoryeiwv avtov (SIP clients, Proxy servers) oto diktvokd
neptpdArov tov COMNETTA Lab tov TEI Kpimg/Tunpo Hiexktpovikng. Ammtepo
otoy0 amotédece 1 eE€Taon TG eveMéiog Twv dvvatottev tov SIP TpoTokdALOL
070 TAOIG10 TNG AUEGO LEALOVTIKNG EVPELOG XPNOTG TOL GTO EMKOVOVIAK( dTKTLA.

To epébopa yuoo v evaoydinon pov pe to tpwtokorro SIP amotédece,
apevog 1o evolapépov pov ota [P diktva emkowvmviog, aQeTéPOL 1 EPYUCLOKN
eunepio mov anéknoo o Developer 6to Software Center g SIEMENS EALGd0c.

Evyopiotod daitepa v owoyévela pov yroo TV Ny oAAd Kupiog VAKY
OLUTOPACTOCT 7OV POV Toapelyav koTd TV Odpkela g @oitnong pov oto TEI
KPHTHZX /Tpnpo Hiexktpovikng.

Av 1 mruylokn epyacio dgv Ba elxe ohokAnpwbel ywpig v cvurapdotaon
Kamolwv kolov @ilov. Evyapiot® v Mopio KoaAnpépn yio v vropovn kot tnmv
vrooTPIEN mov ol mapeiye 6tav avtd Nrov avaykaio. A&ilet, emiong, va avaeEépm
™V eE0PeTIKN cuVadeEAPo Muiyaila Anuntpomoviov yio TV moAvTun Pondea Tov
pov mpocépepe, 660 epyaldpovv oty etapio SIEMENS. Axkéun 6o nbsha va
EVYOPIOTHC® TOV CLUVAdEAPO Kot KOAO @iko Nwoiloo Xoodvoyo, ywoo v nowkn
VIOCTNPLEN Kot GVVEPYATia TOV TPOGEPEPE K’ GAN TNV SLAPKELL TOV GTOVODV LLOV.

Téhog, Ba MBela vo evyopotiow v emaponmn e&étaong (Imdvvn
Bopoidumaon, Emikovpo Koabnynm xor Topaddkn Iodvvn, Epyactmploxo
Yvvepydn) kot waitepa tov K. [dpyo Awoddkm, Kabnynm Eeoappoyov yio v
TOAVTIUN KoBoOyNon tov o610 OVoKOAD €pyo NG opydavmong, o01pbmong, kot
GLYYPOPNG TNG TTLYLOKNG EPYACTOG.



Abstract

Session Initiation Protocol (SIP) is an application-layer signaling protocol that can
establish, modify, and terminate interactive multimedia sessions over IP networks.
SIP is expected to revolutionize tomorrow’s telephony market and promises
significant improvements for business communications by its integration with other
business communication applications.

The purpose of the thesis is to examine in detail the protocol’s architecture as
well as SIP elements (Clients, SIP proxy servers, registrar servers, etc.) for
development purposes. In particular, SIP hardware and software available for
implementers and interoperability testing with other network devices is presented.

Furthermore, various communication scenarions exploiting the network
infrastructure of the Communication Networks and Telematic. Applications Lab
(COMNETTA Lab) of the Technological Education Institute of Crete / Department of
Electronics were examined and implemented. The aforementioned set-ups in a real
communications environment clearly demonstrated the SIP’s protocol advantages
within a packet voice network and its capabilities to define new services for users.



KE®AAAIO: 1 MEPI TOY SESSION INITIATION
PROTOCOL (SIP) MTIPQTOKOAAOY

1.1 Eicaywyn

Y10 Internet Bpiokovtol TOAEG EPUPUOYES TOV ATOLTOVV TNV ONLIOVPYic Kot
dwyelpton pag cvvodov (session). Aéyovtog “session” Bewpovpe v avtoAloyn
oedopévev petald o opdoog cvpupeteyoviov. H viomoinon avtdv tov epoproymv
dev pmopel va BewpnBel edxoAn vmobeon efartiog g WopopPiog mov emiKpaTEl
HETOEL TV  ovppetexdvtov. o mopdostypa, eivor mbovd ot ypnotec va
petaxwvovvton petalld end points, va 91€VBVVGLO00TOVVTOL [LE TOAAATAG OVOUOTA, N
VO EMKOVOVOUV HE TNV TOVTOYPOVY YPNOT O0pOp®mV TUTT®MV Oedopévev (media).
Apketd mpoToKoria £yovv Tpotadel Kot vAoronbel oto mapedb6v ( dmwg H.323), yuo
mv de&oyoyn real time multimedia sessions PETAPEPOVTAG OEOOUEVO OTTMOG PWVN,
ewova video, | pnvopota keypwévov. To SIP pmopel va cuvepyaotel dyoya pe avtd to
TPOTOKOALD 0OV O emMONKE OeV PETOPEPEL TO. OEOOUEVA TOV Session, OALA
Hovayo TG TANPOeopieg Tov apopovv To 1010 TO session. Xe €va. session, to SIP
EMOIOKEL VO YVOPIOEL TIG GUOKEVES TMOV YPNOTAOV TOV ETIUDKOVV VO, ETKOIVOVI|GOVY
— Internet endpoints (W user agents dnw¢ ovopalovtal) Kot Vo, GUUE®VIGOLY GE Vol
session mov Oa ocvppetrdoyovv. e TOV €VIOMOUO TOV OQOpwV  TOAVAOV
GUUUETEYOVT®V €VOG session, 10 SIP kabiotd wovi v dnuovpyia Kot ypnon
OIKTLOKNG VTOOOUNG OmOTEAOVUEVT amd network hosts (KOAOOVIOL proxy servers)
GTOVG OMOIOVG Ol user agents GTEAVOULV registrations, invitations yw. sessions, Kol
Ao requests (PAéme oynua 1.1). To SIP, Aowdv, amotedel Eva gvélikto epyaleio
YEVIKOO GKOTOV Y10, TNV ONUIovpYic, TPOTOTOINGT Kot TEPUATICUO Sessions TO Omoio
Aertovpyel aveEdptnto amd 10 TPOTOKOAAO HETOPOPAS (tramsport protocol) mov
TpEYEL amd KAT®, Pe TEMKO GKOTO TNV TapoyY| ETKOVeOViag ToAvpEcwV (PAETE oo
1.2) evtog evog evomomuévov mepiBdiiovtog emkotvaviag (PAéme oynua 1.3).
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SIP phone Proxy/Registrar
Server
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1.2 'svikd mepi Tou SIP mpwTOKOAAOU
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To SIP givaw éva application layer protocol (Préne oyfua 1.4) mov &yer v
dvvatomto vo dnuovpyel, Tpomomolel M va teppatiler multimedia sessions
(conferences), énmg o1 kAMoelg Ivtepvetikng miepomviag. Emiong to SIP €xer v



duvatdtnta va dayewplotel multicast sessions M KoTootdoelg Omov o TOMOG TV
dedopévev mov dtaktvovvtol amd To session pmopel vo aAra&el. To SIP mapéyet
JpOvOS, VaNpecieg OTMG name mapping Ko redirection ot omoieg divouv GTOVG
¥pPNoTeS erevbepion KIVGEOV — Ol XPNOTEG OmAG dtatnpovv Evav eEmTeptkd opatod
identifier ave&aptitov @LOIKNG Ttomobeciog tovg oto diktvo. Otav emitevybel
emukovovia SIP peta&d kamolwv cuppetexdvtowv opiloviol KAmolo yopaKTNPIoTIKA
TOV QLPOPOVV TO, KATMOL:

User location: kxaBopiletar to end system mov Ba ypnoyomoin0el 6to session

User availability: kxaBopiletar n mpdBeon Tov karovpevov va mépet pépog oe €va, SIP
session

User capabilities: kaBopiopodc tov media olAd Ko TV mopapétpov tovg (media
parameters)

Session setup: JdwmpoyUdTELON KOU  KOTOYMOPNOY TOV  YPNCLLOTOLOVUEVOV
TOPOUETPOV Kot omd TIS 000 TAELPES (KOADY — KOAOVUEVOG)

Session management: peTOQOPE, TEPUATIGUOG, KOl TPOTOTOINGN TOPAUETPOV TOL
session.

signaling Media QoS

SDP | Med

Application | H 323 DNS || RTCP

1/1 _

Transport SCTP UDP

layer

MNetwork |P
layer

Xympo 1.4

To SIP dev amoterel éva odokAnpopévo cHotnua emtkowvmviag. To SIP givar
mEPLocOTEPO €val oToyElo mov umopel va ypnopomondel poli pe dAla TpoTtdKoAra
m¢g IETF yw vo yticel kovelg pio OAOKANP®UEV OPYITEKTOVIKY] EMKOVOVIONG



multimedia. Tvmikd avTEC 01 apyITEKTOVIKESG B0 LITopovoaY Vo TEPIEXOVY TPOTOKOAA
onwg 10 Real-time Transport Protocol RTP [1] yio v petapopd dedopévov real-
time, kou mopoyn QoS (Quality of Service), 1o Real-time Streaming Protocol RTSP
[2] yia Tov éAeyyo g mapddoong twv streaming media, to Media Gateway Control
Protocol MEGACO [3] yia tov éAeyyo tov gateways oto Public Switched Telephone
Networks (PSTNSs), kot to Session Description Protocol (SDP) [4] yio tnv meptypoon|
TV multimedia sessions. 'Etor howmdv Oa mpémel va mepipével kaveig mog to SIP
umopel vo ypnoonombel oe cuvdvOoUO HE AAAO TPOTOKOAAN Yo Vo, UTOPEl Vo
TapEXeEl OLOKANPOUEVEG VTINPESieS oe ypnotes. H kipla Asttovpyion Tov Opwg dev
e€aptdror omd Kavéva amd T TOPATAVE TPOTOKOAA.

Ewwotepa, oe oyéon pe 1o maiootepo H.323 mpmtdKoAlo pmopovv vo
avaeepBovv ta kdtmbi: To H.323 mpoépyetar amd Tov «KOGUO» TV TNAETIKOIVOVIDV
(amotekel mpotvmomoinon ¢ ITU), anaptiletar and £vo chHVOro SOGVVIESEUEVDV
npotonwv (H.225, H.224, k.A.m.), xbvelr ypnon povo tov TCP otpodpatog) dev
mopéyel evéMKT opldpodotnon péow ¢ ovotaong E.164 1 péow email
devBhvoewv, dev LIOGTNPIEL KIVNTIKOTNTA TOV YPNOTOV, OV S0BETEL d1UOIKAGIES
€0KOAMNC AmOKATAGTACTG TV KANcewV, amatrtel v vopén gatekeeper, cuvepydletal
ebkoha pe PSTN diktva kot oamotedel pic opwun teyvoroyia. Avtifeto to SIP
TPOTOKOALO TTPOEPYeTOL OO TOV KOGHO NG THAEUOTIKNG (amotedel mpoTvTomoinon
m¢ IETF péoo pog oepd RFC gyypdowv) vrootpiler edkoro dedopéva tOTOV
multimedia, vrootnpilel TNV KOWHTNTO TOV XPNOTAOV, EUTEPLEXEL KOWVE GTOLXEIN TOV
npotokOAAwv HTTP xor SMTP, kéver yprion tov TCP/SCTP/UDP otpoudtov kot
oAokANpmvetor gokola oe [P diktva, mapéyer evéhxtn aplBuoddTnon HEC® NG
ovotaong E.164 1 péow URIs kon Ppioketor oe @daon ocuveyos eEEMENG e cuveEYT
TPoMONGN VEWV TPOLOVIMV MG ATOTEAEGLLO EPEVVOC.

To SIP dev mapéyel and povo tov vanpecies. Qo1060 mopEyel LETAPANTES, Ol
omoieg UTOPOVV Vo, YpNGILoTomBobv yia TV vAomoinon vanpeciav. [a mapdadetryua,
to SIP pmopel vo evromicel €va ypNotn Kot vo TOU TOPASMGEL OL0PAVAS &Vl
avTiKeipevo oty tpé€yovca tomobecio. Av o petafAntm giye ypnoyomondet yio va
netapépel Eva session description ypouuévo oe SDP ta end points 6o coppmvodoav
OTI MOPOUETPOVS TOL session. Av m 1dw petafint elxe ypnoyomondel yo va
HETOQEPEL Lot poTOYpOpio Tov kohovvia (caller A) OTwG 10 session description 10T
Oa siyope po vanpeoio caller—id oto SIP-phone (Gimipovo) poag. To mapomdvem
TOPBAOELY LD OTOOEIKVOEL TNV EVKOAID e TNV omoio umopel kavelg va opioel VEeg
vanpeoieg Pacilopevoc oto SIP protocol.

To SIP dev mopéyel vanpecieg eAéyyov TAe-cuVOdoKkeyng O0ntwg floor control
Kol voting Ommg ko 0ev Kabopilel v dwoyeipion pog KANoNG tAE-GuVILAGKEYTG.
Av10, Opwg, mov umopet va yiver pe 1o SIP givor va opiotel €va session mov Bo
YPNOLUOTOEL KAmolo AAAa conference control protocols (6mwg cvopPaivel 6to dikTLO
Mbone [14] ). EmmAéov, dedopévov 6tt ta SIP unvopato kot ta dedopéva ypnom
KATA TNV OWIPKELN TOV Sessions Tov dNovpyet pmopet va dpoporoyodvtal HEca amd
EVTEADG SLOPOPETIKA HETAED TOVG dikTva oL vrootnpilovv gite IPv4 gite IPv6, to
SIP dev Bo pmopovoe vo mapéyel vanpecieg kpdtnong mOpwv OKTOOL (network
resources reservation).

H epappoyn tov SIP mpwtokdAlov kKabiotd ta Oépata acpareiog oNUAVTIKA
v e&€taomn. Oa mpémel va avoaeepbel mwg to SIP mapéyel éva set amd vanpecieg



ac@oleiog Onwg denial-of-service prevention, authentication (user — user & user —
proxy ) integrity protection, encryption Kol privacy services. Ot TOpATAV® VIANPECIES
amoteloVV OUmG Eva Wwaitepo BEpa kat dev Ba avarlvBodv Tepattépw oTNV TOPOLGO
TTUYLOKY EPYACIL.

1.3 AvaAuon Asitoupyiag SIP mTpwTok6AAou

g oot TNV evOTNTO AVOADETOL 1] VAOTOINGT S0pOpOV SL0SIKAGIOV LEGH TOL
SIP mpwtokdAlov Apyikd £xovpe TV dVVOTOTNTO Vo OOVUE HEPIKES ATO TIG PUCIKEG
Aertovpyieg tov SIP: eviomiopdg Béong evog end point, onuatodocio TG KANOMG,
STPAYUATELON TOV TAPAUETPMV TOL Session, TEPUATICUOC Session.

Siemens.com :x: =: Chania.teicrete.gr
=4

R - User's B
User's A - -,
Soft-Phone - . SIP Phone

Xympa 1.5

To oynua 1.5 deiyver éva tomikd mapdaderypa ovioAiayng unvopdtov SIP
HETOED TV 0VO ypnotdv A kot B (kdBe unvoua €xel o eticéta pe 1o ypaupo F ko
éva voopepo ¢ avgovia aplBpd yio ukoAOTEPT OVOEOPA). XTO GULYKEKPUUEVO
mopdadetypa o ypnotg A ypnotpomotel pa SIP gpappoyn oto PC tov (ovopaleton
aAlmg ko SIP soft-phone) evd o yprotng B ypnoyonotetl éva SIP-phone. H IP
emKolvovia emruyydvetonl ite pécw Internet, gite péow evog diktvov VPN (0mwg
TPATTOVV Ol TEPLETOTEPOL TTApOoYol IP mAespmviag). 1o oynua 1.5 eaivovtor ot 600
proxy servers mov Ppiokoviar «wicom» amd kdbe ypnotn Kot otOX0g TOvg £ivol M
EVKOAGTEPT JleaymYN TOV session. AVTI 1] TUTTIKY GLUE®VIN TOV YivETOL PETOED TV
servers-users ovyvé ovopaletor kol SIP trapezoid AMoym Tov YEOUETPIKOD GYNUATOG
7oV GYNUOTICETOL OO TIG SIOKEKOUUEVES YPOUUES.



Mo v dnovpyia piag KAnong o ypriotng A ypnopomotet v SIP tavtéta
Tov ypnotn B mov eivon évag tomog Uniform Resource ldentifier (URI) [15]. Xe
YEVIKES YPOUUES Ba pmopovce va onpewmbel 6Tt  URI €xet moAAEéG opotdTNTES HE TIG
YVOOTEG 68 OAOVG email addresses apol mepiéyel Eva username Kon éva domain. Xnv
o pog mepintwon n URI tov ypnom B etvat:

sip:userB@teicrete.gr

Omnov teicrete.gr givol 10 domain 100 TAPOXOL VANPECIOV OOV AVIKEL O
ypNotng B. Avtictorya o ypriotg A €xel v akdiovdn URI:

sip:userA@siemens.com

Mo v deaymynq g kKAnong o xpnoms A umopet va mwdtnoe ce Kdmolo
hyperlink, oe xdamown «Kotoydpnon &vog PipAiov devBbivoewv 1N umopel vo
daktvroypdonoe tnv URIL EmnpdcOeta to SIP mapéyer aceareic URIs mov
kadovvtor SIPS URIs. Mia SIPS URI 6o propotoe va ivat:

sips:userAldsiemens.com

Mw ®Mon oe pa SIPS URI eyyvdtor v aoc@oAn kot pe ypnon
kpumroypdonong (TLS [21]) petapopd tov unvopdtov SIP and tov kadovvia £0¢ T0
domain tov xohovuevov. To pépog g kKANong and to domain 10V KAAOVUEVOL HEYPL
tov {00 yivetow mAAL pe peBoddovg aoceidielng UOVO TOL Ol TEAELTAIES
CUUUOPPAOVOVTOL [LE TNV EKAGTOTE TOMTIKT 0cQaAEioG TOV ePapudleTan 610 domain
tov B kot 6yt tov A.

To SIP e&ivar Paciopévo otov 00 unyavicpud  OmOGTOANG-ANWNG
responses/requests tov yvowotob oe 6lovg HTTP mpwtokdiiov. Kdébe cuvarioyn
(transaction) omoteleiton amd €vo request MOV YPNOUOMOLEL O GUYKEKPIUEVT
Aertovpylor Kot TOVAQYIOTOV €va  response. XTO GUYKEKPIUEVO TOPAOEYUO 1
ovvariayn Eekvder pe éva INVITE request mov otélvel 1o soft-phone tov ypriom A
ue mpooptopd v SIP URI tov ypiiot B. To INVITE &ivon éva mapdaderypo piog SIP
Aertovpyiog mov kabopilel v evépyela mov o ypnotg A (requestor) {ntdet and tov
server tov ypnot B. To INVITE mepiéyer évav apBud amd kdmowa headers. 1o
nedia twv headers (fields) tonoBetovvron emmAéov TAnpoeopieg Tov punvopartos. 'Etot
Aowmov  ekel vmapyel €vag Hovadlkog aplfuog mov yoapokpilet v KANom, 1
devBvvon mpoopicpov Tov UNVOHOTOC, 1 dlevBuven Tov Kokovvta (ypnotng A),
TAnpopopieg oyeTikd pe TO €i00C TOL Ssession mov o ypnotng A 0éhel va
amokotaotnost pe tov B. To pivopa INVITE €yet tnv akdAovdn yevikn popoen:

INVITE sip:userB@teicrete.gr SIP/2.0

Via: SIP/2.0/UDP pc33.siemens.com;branch=z9nhG4bK776asdhds
Max-Forwards: 70

To: User B <sip:userB@teicrete.gr>

From: User A <sip:userA@siemens.com>;tag=1928301774
Call-ID: a84b4c76e66710@pc33.siemens.com

CSeq: 314159 INVITE

Contact: <sip:userA@pc33.siemens.com>

Content-Type: application/sdp

Content-Length: 142



H mpotn ypoppun tov unvipotog mepi€yxet to d6vopo e nebddov (INVITE).
Ot ypoppég mov okoAovBovv amotehovv to. media TV headers. XT0 TOPATOVED
TOPASELY L YPNCIULOTOOVVTAL TO AyOTEPO duvatd headers. AxolovBel pia chvioun
eneEnynon tov headers.

Via: nepiéyer v devbovon (pc33.siemens.com) otnv omoio 0 ypNog A TEPUEVEL
T responses. EmmAéov mepiéyel ol Lovadiky] Tuyoio TopapueTpo mov yopaktnpilet
TNV GLYKEKPIUEVT] GUVOALOYN.

Max-Forwards: ypnoilevel dGTE Vo LELWVEL TNV KIVN O™ atd TOKETO TOV EXOVV YAGEL
TOV TPOOPIGUO TOVC. Amotedeiton amd £vav OKEPALO TOL UEIOVETOL Yoo KAOe
petommonon (hop) péoa oto diktvo. Otov o aplBudc undeviotel T0 TOKETO OTANATAEL
va petodideTat.

To: mepiéyel to dvoua tov kadoduevov (mov pmopel vo gpeavifetor €évo chHVOLo
aApaplOunTikev yopaxtnpov) kot tmv SIP 1 SIPS URI omv omola mpénel va gtdoet
TO request.

From: mepiéyetl emiong to dvopa mov €xel emié€el o ypfotng A va eppoviletor kot
v SIP 11 SIPS URI mov ogiyvel tov originator tov request. & owtd 10 header
VILAPYEL £VOL GOVOAO OAPOPIOUNTIKOV YOPUKTHPWV OV £)EL EMAEYTEL TVYOiO OO TO
soft-phone Kot ypnopomoleiton yro AGyovg ToVTOTOINGNG.

Call-ID: mepiéyel éva aA@aplOunTikdé COUVOAO YOPOKTNPWOV TOL OVAPEPETAL GTNV
KMon Kot givor povadikd moyKoouimg. Anpovpyeitor omd Tov GUVOLOCHO €VOG
Toyoiov string kol tov host name Y| v IP o1evbvvon mov €xel 10 soft-phone. O
ouvdvaouog tov nediov To tag, From tag, ko Call-ID kaBopilel o oyéon peer-to-
peer petalhd tov ypnom A kot ypnot B kot ovopdleton dialog.

CSeq: mepiéyet évav aképato apBpd kon 1o dvopa piag SIP Asttovpyioc. O axépotog
avéavetal Yo kaOe kavovpylo request péca 6to oo dialog.

Contact: nepiéyet poe SIP 13 SIPS URI 1 omoia dnidver v dueon dtadpoun yo vo
EMKOIVOVNOEL KATO10G e TOV ¥pNotn A. Zvvibo¢ amoteieiton and Kamolo username
kot évo FQDN (= Fully Qualified Domain Name) [16]. Av kou ta domain names givoi
TPOTILOTEPA, UTOPEL KATO101 YPNOTEG Va. UnV €Yovv registered domain names, onoTE
o€ 0T TV TEpimTmon ypnoomrolovvior ot IP dievBuvoels. ‘Etor Aowmdv yiveton
caég Ot eved 10 Tedio VIA divel minpopopieg yia to mov Ba otadobv Ta responses,
10 medio Contact divel mAnpoeopieg yio v devbuvvon mov Ba {ntnbodv perrloviikd
requests.

Content-Type: mepiéyel po meptrypopn ToV TEPLEXOUEVOL TOV UNVOUOTOC. (0OGTOCO TO
TEPLEXOLEVO TOV UNVOLOTOG OEV POIVETOL GTO TOPATAV® TOPAOELY LX)

Content-Length: nepiéyetl tov apBuod twv bytes tov unvOpaTog

Ot Aemtopuépeleg tOv  Ssession OmOC O TOMOG TV media mov o
ypnoporomBovv, o codec, | 10 sampling rate Yy TNV YPNCLLOTOLOVUEV
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detypatoAnyio Kot kwdwomoinon dev mpocdiopiloviar and to SIP. To xvplo coua
evog SIP umvopotog Tepiéyet o TePIypOPn TOV Session KMOTKOTOMUEVN UE KATO10
Ao mpwtdKoAAro. 'Eva 11010 TpmTtoKoAlho Ba pmopovoe va givar to SDP [4]. To
katd SDP kwdwomomuévo, xOplo oopo Tov pnvopatog (dev  @aivetar oTo
nopddetypa) petapépeton and 1o SIP pe avdioyo tpoémo O6mwg €vo Eyypogo TOv
Microsoft Word petagépetan cav attachment amnd €vo e-mail.

IMvpvovtog oto mapddetypo tov oyfuatog, to soft-phone tov ypnotm A
KaBdg Oev yvopiler v doevbvvon tov ypnotn B 1 tov avtictoyov server Gto
domain teicrete.gr otéhvel 10 INVITE otov SIP server mov efumnpetel 10
domain tov yYpnom A (siemens.com). H dedBvvon tov SIP server oto
siemens.com 6o umopovce va elxe yiver yvoot oto soft-phone yeipoxkivrta
(manually) xatd 10 setup g epappoync N péocw evoc DHCP server.

O siemens.com server givan évag SIP server tomov proxy server. O proxy
server d€XETAL T requests Kol T0, TPomBEl yia ydpn Tov requestor (ypnomg A). 1o
OVYKEKPIUEVO TOPASELYLOL O proxy server OEXETAL TO request KOl GTEAVEL TO® GTO
soft-phone tov ypnom A to response 100 (Trying). To response 100 (Trying) detyvel
O0tL 0 proxy server €\afe TO request xou €xel avordfer vo 10 TpowONcEL GTOV
TPOooPGUO oL Yo xapm tov ypnot A. Ta responses oto SIP yapaknpilovrotl and
&va TPIYNE0 KOOKO akoAovBovuevo amd o meptypagikn Ekppaoct. Ta responses
nePEYovV emiong ta id1a headers dmwg ta requests (To, From, Call-ID, CSeq) étot
wote 10 soft-phone tov ypnot A va givar o€ B€om va avTicTorynoel 1o KAOe response
mov @tdvel miocw ot10 avtictoyo request mov €ywe. O proxy server TOv
siemens.com gvromilel v devbuvon tov proxy server yw. 10 teicrete.gr,
mhavotato exteddvtog éva €06 DNS (Domain Name Service) lookup. To DNS
lookup Ba ddoel v IP dievBvvon tov SIP proxy yuo 10 teicrete. gr, £€161 OCTE O
proxy va to mpowbnoetl to INVITE request. Ilpwv yiver n mpo®Onon tov request o SIP
proxy server Tou siemens.com mpocBétel (o emmAéov T oto Via header tov
unvopatog,  onoia meptéyet tnv devbuvon tov. O proxy server Tov teicrete.gr
happaver to INVITE request xou amavider pe éva respond 100 (Trying) micw ctov
proxy server Tov siemens.com ywo. vo Oeiel 0Tt éhaPe ko emefepydletor TO
request. O proxy server 100 teicrete.gr couPovieveron po Béorn 0ed0UEVEOV TOV
ovvnBwg ovopdletan location service Kou mepiEyel Tig tpéyovoeg IP dievbivoeic tov
ypnotdv mov e&ummpetel. MOAG evtomioetl v d1evBvvon tov yprotn B mpowbel to
request oto SIP-phone npocsOétovtog axoun éva VIA header to onoio Ba mepi€yetl v
devBvveon Tov €0VTOL TOL.

Mot 1o SIP-phone tov ypriotn B deytel to INVITE amnd tov ypnom A
nmpogonotetl Tov ypnot B yuo v sloepydpevn kAo, 0nwg akppog cvpPaivel kot
omv ovpPotikn otabepr| trepovia. O ypnotg B umopel vo emiééer av Oa
amavtinoel v kKAnon N o6xt. Mol to SIP-phone tov ypriotn B dgytel v KAnon
otélvel éva response 180 (ringing) micow otov ypnom A to omoio dpopoloysiton
HEC® TV dVO proxies Yy vo ToO ONAmoel 0Tt givol o€ katdotaon ringing. O kabe
proxy ypnowonotel o wedio Via ywo vo kobopicel moh Bo oteilel 0 response Kot
apopel v 01KN Tov devbuvon amd v kopveY. 'Etol, evd ot vanpecieg 6nwg DNS
lookup xau location service eival avaykaieg ywo v dpopordynon evog INVITE
request, 10 response 180 (ringing) umopel vo dpoporoyndei mico otov kaiovvto
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yopic DNS lookups. Emiong eaiveton 0t kabe proxy server mov PAémel to. INVITEs
Oa PAEmEL ko KGO response mov TpoopileTan Yo ALTA.

Otav 10 soft-phone tov ypnomm A AdGPer 10 response 180 (ringing),
petafipdalel pe kamowo TpdmoO LTV TV TANPoPopia oTov ¥protn A {cm¢ pe Kdmolo
MNTIKO TOVO 1| OTTIKT EVOEIEN otV 000V.

Ye autd 10 oeviplo, £0Tm OTL 0 YpNotng B amopacilel va amavtioel otnv
KAon. Otav onkocel to akovotikd to SIP-phone otéhver éva response 200 (OK) v
va dgi&el 6t  KAnon anavinOnke. To response 200 (OK) mepiéyel 6to Kupimg HEPOG
aVTOV TNV TEPLYpaPn Tov session (ce SDP popen) mov o ypriotng B givar tpdOuvpog
VO GUUUETOCYEL. 20V OMOTEAEGHO EYOVUE U0 OUEIOPOUN OVTOAAGYT] LIVOUATOV
SDP. O ypfiotng A otéAvel atov ypnot B kot o ypnomg B anavtdel otov ypriot A.
Avty n oueidpoun oavtoAioyn HNVOUOTOV TOpEYEL TIG PACIKEC OLVATOTNTES
dwmpaypdtevong kot eivar Paciopéveg 610 amhovoToTo HOVTEAD TOL offer/answer
tov SDP exchange. Av o ypnomng B dev 10eke va amaviioel oty kKAnon 1 nTav
ATOCYOANUEVOG G KAmola AAAN kAnon (busy), tote Oa eiye otalel éva error response
avti yw 10 200 (OK). To response 200 (OK) Bo umopovoe vo Exel TV TOPOKAT®

popon (uvopa F9 oto oynua 1.5):

SIP/2.0 200 OK

Via: SIP/2.0/UDP serverlO.teicrete.gr
;branch=z9hG4bKnashds8; received=192.0.2.3

Via: SIP/2.0/UDP bigbox3.site3.siemens.com
;branch=z9hG4bK77ef4c2312983.1;received=192.0.2.2

Via: SIP/2.0/UDP pc33.siemens.com
;branch=z9hG4bK776asdhds ;received=192.0.2.1

To: UserB <sip:userb@teicrete.gr>;tag=a6c85ct

From: UserA <sip:usera@siemens.com>;tag=1928301774

Call-ID: a84b4c76e66710@pc33.siemenes.com

CSeq: 314159 INVITE

Contact: <sip:userb@192.0.2.4>

Content-Type: application/sdp

Content-Length: 131

H wpdm ypapp tov response mePEEL TOV KMOIKO TOV response KOl TNV
epunveio avtov. Ot emdueveS YPOUUES amoteAoOV Tovg headers. Ta Via, To, From,
Call-ID, and CSeq copumAnpdvovtal avTlypaeovIog T TANPOPOPIieg Tov TAPEXEL TO
INVITE request. Tlapoammpel xoaveic o6tt vmapyovv 3 medio Via, ywrli Omowg
npoavapépOnke Kabe otabuog oty mopeio Tov UNVONHOTOG TPocsHEtel TV O1K1 TOV
minpogopia. To SIP-phone tov yprotn B mpdcbece wa fag mapauetpo oto medio
To:. Avtq nm mapapetpoc o evoopotwbel ko and ta 60V0 end points G610
ovyKekpévo dialog kot B ypnoloToleiTon 6€ OAN T EMOUEVA Fequests / responses
™m¢ KAone. Onwg oty mepintmon tov ypnom A, €totl kot otov ypnotn B 1o medio
Contact: mepiéyetl o URI oty omoia 0 ypriotng B pmopeti va kinbel dueca oto SIP-
phone tov. Ta Content-Type ka1 Content-Length avo@épovtal 6To Kupimg LEPOG TOV
UNvVOLOTOG IOV TTEPIEXEL TANpoYopies Yo Tt SDP media mov ypnoywonotel o xpnotng
B.

Ye avt) v mepintoon 10 200 (OK) dpoporoyeitanr micw pEGH TV dVO
proxies xou 10 Aafaivel 10 soft-phone tov ypnom A 10 omoio TOTE GTOUOTAEL TOV
ring-back tovo ka1 vrodekvoel 0Tt 1 kKAon amavthOnke. Tehwkd 1o soft-phone tov
xpnot A otélvel éva acknowledge message (uqvopo emPePaiononc) ACK oto SIP-
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phone tov yprotn B vy va emPefordoet v Aqyn tov tehevtaiov response 200
(OK). Ze avt6 10 mapaderypo to ACK otdAOnke dueca amd 1o soft-phone tov ypnot
A o710 SIP-phone tov ypnotm B yopic v pecordfnon twv ovo proxy servers. Avtd
ovVéPN emeldn ta end-points Euabov v dtevbuvon Tov anévovtt Teppatikov (partner
end-point) and 10 Contact header. Ta lookups mov deEdyovion amd Tovg 600 proxies
mAéov  Ogv  ypewdlovtol Kol ©TO €mMOMEVO Pruo Ol proxies GTOUOTOOV VO
nopepPariiovtar oty pon ¢ kAnong. ‘Etot, Aowdv, ohokAnpmvetar 10 handshake
p1ov kotactacewv (INVITE/200/ACK) mov ypnowonoteital yioo vo emtevydet éva
SIP session.

To media session avipueca o6ToLG dVO YPNOTEG €XEL, TAEOV, apYicEL Kot Ot
YPNOTEC OGTEAVOLV TTOKETA media YPNOILOTOIOVTAG TO format 6To 0moio GLUEMOVICOV
amd TV ovtoAdoyn Tov  pnvopdtov  SDP. Tevikd 1o end-to-end moxéta
YPNOLUOTOLOVV OLOPOPETIKO path amd To unvopoto onuoatodociog SIP.

Koatd v dibpkela Tov session 0molocoNmoTe omd Tovg dVo YPNoTEG UTopEl vo
OALGEEL TO YOPOKTNPIOTIKA TOV media session. AVTO TETVYOIVETAL UE TNV OTOGTOAN|
evog re-INVITE 1o omoio 6o meprypaper to véo media. Avtd 1o 1e-INVITE
avagépetol oto 1010 dialog, étor ®ote omv amévavilt TAevpd to SIP-phone va
avTIANQOEl OTL TPEMEL VO TPOTTOTOGEL VAL VITAPYOV Session avTi vo, SNUOVPYNGEL Eva
Kawvovpylo. H dAAn mhevpd otédvel Eva uvopa response 200 (OK) yo va. deytel tnv
aArayn. O artdv ¢ aAlayng amoavtdel oto response pe £vo pvopo ACK. Opog, av
N GAAn mevpd amd avtv mov {ntonke 1o re-INVITE dev deytel v adhayn, 101
aravtiel pe éva error response (m.y, 488 Not Acceptable Here) 1o omoio emiong
Aappdver éva ACK. Qotdc0 1 pn aAAdyn TV XopaKTnpioTik®v Tov media session
dgv  onuaivel kot amotuyion g KANong, «obdG TO  session  ovveyiletan
APNOLLOTOIDVTOGS TIS TPONYOVLUEVES TOPAUETPOVC.

Y10 Téh0C TG KANoNg o ypnotng B amocuvdéetan mpdTog Ko mpokaAel Eva
uqvopa BYE. Avtd 1o uivopa dpoporoyeital Queso oto soft-phone tov ypnot A
TOPOKAUTTOVTOG TOVG proxies. O ypnomg A emPefordvel v ARyn Tov PNvVOLOTOG
ue éva response 200 (OK) 1o omolo teppatilel to session. Oa mpémel va onuelmdbei 0tt
dev otéhvetanr ACK oe avtiv v mepintoon, kabong punvopatoe ACK otéivovton
HOVAYO GOV OmAvVTINGT OTO responses TO, Omoio ONUIOVPYOVVIOL GOV OTAVTINGT OTo
INVITE requests.

Y& UEPIKES TEPMTMOOEIS UTOPEL vaL glvar YpNGLO Y10 TOVG proxies va. PAETOLV
OAo Tor pnvOpoTta onuoatodociog Hetaby TV end-points Kotd TV OlGpKED TOV
session. ['a mopadetypo av o teicrete. gr Nbeke va mapapeivel oto path tov SIP-
signaling 6o mpdcbete oTOVG headers tov unvouatog £va medio Yvwotd cav Record-
route to omoio Oa mepieiye pwio URI 1 omoia B odnyodoe oto hostname 1 v IP
devbuvon tov proxy server. Avti n mAnpogopia Bo eovdtay Ko amd Tig dvo SIP-
enabled ovokevég (soft-phone & SIP-phone) a@o0d 10 medio Record-route 0o
TEPVOVOE AMEVAVTL GTO Soft-phone tov ypfot A pe 10 response 200 (OK) ko Ha
amofnkevdtav v OAN Vv ddpkela tov dialog. Tote o server teicrete.gr Oa
ApBave ko Bo tpowbovoe (proxy) 6ia ta unvopota (ACK, BYE, 200 (OK)). Kéfe
proxy umopel aveEdptmra vo amogaciost av Oa Aapupdvet o dadoyikd pnvopato, To
omoio, umopel vor TEAMKA va dpoporoyodvton péca and kabe proxy server mov {nrdet
po T€tota evEpyELo. AVTi 1 SLVOTOTNTA XPNCLOTOLEITAL CLYVA GE TEPUTTMGELS OOV
o1 proxies mop&yovv mid-call yopaxtnpiotikd (w.y. call transfer, charging «.a.).
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EminpooBeta pe tic vimpeoieg DNS lookup wou location service, ot proxy
servers UmOPoOLV Vo TAPOLV EVEMKTEG OMOPAGELS dOpopoAdynong (routing decisions)
Yy va. amopocicovv o Ba oteilovv ta requests. Oa umopoHoe Yo TOPASELYIO O
server tov ypnot B va dpoporoynocetl to INVITE otov voice mail tov ypriot B av
to SIP-phone giye amavinoel pe kdmowo response 486 (Busy Here). Evag proxy server
Ba pmopovoe emiong va oteidel éva INVITE og mepiocodtepeg amd o devbhvoeig
ToVTOYPOVO. AVTOC 0 TOMOG NG TAPAAANANG gVpeong elval yvwotoc cav forking
(BAéme oynua 1.6).

NetiManager
LDAP Server

SIP Client
SIP Phone
Proxy

INVITE

M. GAAn xown Jwdikacio oto SIP givor avty ¢ Kotay®pMong
(registration). To registration givar axOpa €vog TpOTOG Yo v TAnpoeopn el o proxy
server tov teicrete.gr v TpéYovca oevBvvon Tov ypnotn B. Xe kdbe
initialization oAAd Kot g TEPLOSIKA YpoviKa dactipate to SIP-phone tov yprot B
otéAvel REGISTER punvopatoa oe xdmowo server oto domain teicrete.gr mov
ovopdleton SIP Registrar (PAéme oynpoa 1.7). To pmvopua REGISTER gumepiéyet v
oyxéon peta&o g SIP 1 SIPS URI tov ypniom B pe v IP 61e06vvon tov teppatikov
oto omoio Ppioketar (logged in). O Registrar server xKotaypl@el ovtv TNV
avtiotoiynon o¢ pio faon dedouévav mov koaieitarl ko location service. H vimpeoia
evpeong ypnot (location service) pmopel vao, ypnopwonombel and tov proxy server
Tov domain teicrete.gr. Xvyvld o registrar server yw. €vo domain &ivon
TomofeTnéEVOC 6T0 1010 onueio 6oL Aettovpyel KoL 0 proxy server, KaBmg 1 O10POPa
netald tov SIP servers etvat Aoyikn Kot Oyt 0mopaitnTo QUOIKY.
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Netflanager

SIP Client

SIP Phone Registrar

Server
LDAP

......... .S.e.é.r.c.ﬁ........'.
LDAP

* ....... R.é.s.l..l[f ..........

Yympo 1.7

Y10 SIP dev vrdpyel meplopiopds 610 registration TV GUGKELAOV Y10, KATOLOV
YPNOTN. 0 UITOPOVCE T.Y. O YPNOTNG VO KAVEL registration amd 600 onpeia (oTo omitt
Kot 6t0 Ypopeio). Or mAnpoeopieg avtég kpatobvtar pali oty location service kol
EMTPEMOVV OTOV proxy server vo. OlEEAyel O10POPES EPEVVEC Y10 VO EVTOMIGEL TOV
¥PNoTN (7). KOTd TO setup pog kKAong). Opota givatl duvatdv TePIGGOTEPOL Ao EVOG
YPNOTNG Vo efvan registered otnv 10100 GLGKELT] TAVTOYPOVA.

I'evikd m location service mepiéyel TANPOPOPIEC TOV EMTPEMOVY GE KATOLOV
proxy va. dwacel cav input pio URI ko vo mdpet oav output pio celpd omd undevika 1
emmAéov URIs o1 omoiec vmodeikvoovy otov proxy mov va mpomdncel to request. Ta
registrations gival £vag TpOTOG Yo vo Onpovpyndodv avtég ot TAnpoopieg dAra Oyt
0 HovadlKog tpomoc. Edikég Aettovpyieg eikovikng oOvdeong (mapping) pmopovv va
OYNUOTIGTOVV OO TOV OLOXELPLOTI) TOL OIKTVLOV.

Télog Ba mpémer va onuewwdel 6011 010 TpwtdKoAro SIP m Aettovpyion tov
registration givol amapoitntn yio ) Spopordynon tov goepyoduevev SIP requests
Kol 0gv moilel Kavéva poAo omnv €E0VG1000TNOT TV e&epyduevmv requests. To
Oéuarta authorization & authentication ovtipetonilovrol and 1o SIP avd request pe
Baon évav unyaviouo challenge / response.

1.4 Apxitekrovikn Aoun rou SIP mmpwrok6AAou

To SIP eivor dopnpévo cav éva mTPOTOKOAAO OTOTEAOVUEVO OO EMIMES
(layers) (PAéme oynpa 1.8). H mapamdve ékppacn onpaivel 0Tt 1 GUUTEPLPOPH TOL
TPOTOKOAOV pmopel vor meptypapel omd €va oOVOAO OveEAPTNTOV HETAED TOVG
Babuidav emelepyaciog. H cvpmepipopd tov mpmtokdOALOL Teptypdeeton Ue layers
Y AOYOUG TOPOVGIOONC, ETITPEMOVTAG TV TEPLYPAPT] AEITOVPYIDV TOL EIVOL KOWVEG
Yl Kamotwo ototyeio o kdmoto topéa. Agv Bo mpémel va mapepunvevtel 1 mopawdved
npdTacn aPoy oe Kouio mepimtwon doev opilel v vAomoinon. Me v ékepaomn Ot
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Kamolo otoyyeio mepiEyel éva layer evvoolE OTL GUUUOPPMOVETAL GE KATOL0 GUVOLO
amd Kavoveg mov opilovrtatl and 1o layer. EmmAéov ta otoyygio mov opilovrol amd to
SIP &ivan Aoywkd otoygia, Ol QLGIKA.

Yympo 1.8

To xoatdtepo layer tov SIP agopd T obvtaln Kot K®OKOTOINGY| TOV.
Ewwotepa n kowduomoinon kabopileton and pia ypappoatiky Backus — Naur (BNF)
[17].

To oebtepo layer givon 10 transport layer. KaBopilel g o client otélvel Ta
requests kol Aoppdaver to responses. Eniong kaBopiler mwg o server AouPdver ta
requests ka1 otéAvel ta responses. Oha ta SIP otovyeio (Proxy, Registrar, Redirect
Servers, Clients) dtabétovv to transport layer.

To tpito layer elvan to transaction layer. To transactions givor Ogpelmon
ovotatikd tov SIP. 'Eva tramsaction (cvvoliayr)) omoteleiton omd €vo request
OTOAEVO amd évav client transaction (YPNOWOTOIOVTOG TO transport layer) cg évav
server transaction, pali pe OAo TO. responses OTO OCULYKEKPUWEVO request TOL
otdAOnkov amd tov server transaction micw otov client. To transaction layer givon
VIEVOVVO Y10 TNV EMOVEKTOUTT TOV TOKETOV TOV application layer mov dev EpTacOV
GTOV TPOOPIGUO TOVG, Yl VO, avTIoTOLIEL T responses OTa. requests, Kol Vo, EAEYYEL
T timeouts tov application layer. T v vAomoinon tov SIP mpwtokdAiov 10
OTOUTOVUEVO AOYICUIKO TTOL TPEYEL GE £va. OOUIKO OTOLEI0 TG OANG LAOTOINONG Kol
aAANAETIOPA e TV ypnom avoeépetal o¢ User Agent. To hoywouikd User Agent
arotedeiton and dvo tunuota: tov User Agent Client (UAC) o tov User Agent
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Server (UAS). To tuqua UAC eivon empopticpévo pe 1 Evapén Tov KANcE®V
(amooTtoAY| requests), to de tunuo. UAS yoo v omdvinon towv KANcE®V (OmOGTOAN
responses). I'evikd, pia TuomiK ] GLGKEL] 1] €POPUOYN TOL KAveL ypnomn tov SIP
TPOTOKOALOV Yo dte&oymyn kKAoemV TepAapPavel katl Ta 000 avoTépm Tuquata. (o€
avTIOGTOAN HE Evav web browser mov Aertovpyel povo g client)

Kd&Be task mov metvyaiver o User Agent Client (UAC) amotelel po oepd and
transactions. Ov user agents mOv AgwtovpyoOV oav stateful proxies mepLEYOLV
transaction layer. O stateless proxies dev mepiéyovv transaction layer (PAEme evotnTOL
1.5.1). To transaction layer amoteieiton amnd éva client component kol éva server
component KaBéva and o 0ol aVOTOPIGTA L0 TEMEPUCUEVT] KOTAGTOOT UNYAVIS M
omoia elvol oyedlacrévn va EKTEAEL L0l CLYKEKPIUEVT AEtTOVPYiaL.

To enduevo avotepo layer ovoudleton transaction user (TU). Kabe pio amd
11 SIP ovtotteg €KT0G NG stateless proxy givon évog transaction user. Otov to TU
0éhel va oteilel Eva request, dnpovpyel pia client transaction instance Kol GTEAVEL TO
request divovtog emmA&ov mAnpoeopieg yio v IP dievbuvon tov mapoainmn, 10 port
Kal Tov yprotn mov Ba mapardfet to request. Onmwg to TU pmopei vo dnuovpynocet
éva request, eival duvotdv Kot va To akvpmcel. Otav o client akvp®OVEL TO request,
{nrtéel amd TOV Server vo. CTOUOTNOEL TNV TEPUUTEP® EMEEEPYOGIO TOL request, Va.
YUpIiGEL GTNV TPONYOVUEVT] KATAGTOGCT TOV KOl VO SNUIOVPYNGEL VO GLUYKEKPIUEVO
error response yw 10 transaction. H mapoamdve owdikacio cvuPaivel pe éva
CANCEL request to omolo amattet 1o o1k TOL transaction.

Ta SIP otoyeia 6nwg ov user agent clients & servers, stateless & stateful
proxies Ko registrars TepEXovV £vo Tupnva (core) mov Egxwpilel To Eva amd 10 GAAO.
Ot mupnveg (ektOg amd TOVG stateless proxies) givon transactions users (TU). Evod
ovunepipopd evog UAS 11 UAC e€aptdton amd v Aettovpyion Tov okoAovbeital.
Qotéc0 vrapyovv KAmowol Kowol kavoveg vy OAeg TIG Aeltovpyieg OV
dtekmepardvovtot. ['a tovg UACs o1 xavoveg avtol eAEyyovv Ty ompiovpyia tomv
requests ev® Y. tovg UASs ehéyyouov tnv emeEepyacia Tov request Kou Tnv
onuovpyia tov response. Onwg €xel emmbel, oto SIP ta registrations mailovv
onuavtikd poro. O UAS mov petoyepiletoan ta pnvopata REGISTER ovopdleton
registrar.

Aldpopo. GAAa requests UTopovV vo. otalovv pécw evog dialog. To dialog
elvan pia peer-to-peer oyéon PETOEL VO user agents ylo. KOO0 YPOVIKO OAGTNLLAL.
To dialog dtevkoldvel v akolovbio TOV UNVOUATOV Kol THV 6OCTH OPOLOAdYNoN
TV requests netah tov user agents. H Aertovpyio INVITE amotekel Tov povadikod
Tpémo mov meprypapetor oto Technical Specification Document tov SIP ywo va
onpovpynbet éva dialog. Otav évag UAC otélvel éva request og éva vdpyov dialog
ToTE WTO akolovbel Tovg kovovg kavoveg evog UAC, emmpocheta axorovdel kot
TOVG KOVOVES Y T mid-dialog requests.

1.4.1 MNep1 Stateful kou Stateless UAS

O stateless UAS eivon évag UAS mov dev dwutmpel tv transaction state.
Amavtdel ota request KOVOVIKA, 0AAG OTOPPINTEL OTOLOONTOTE KOTAGTAOT (State) Tov
Kavovikd Ba ntav dtetnpntéa and tov UAS petd v anocstodn tov response. Otav
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évag stateless UAS AopPdvet pio emavekmounn evog request, tote onpovpyel Eavd to
response Kol T0 EOVOCGTEAVEL GOV VO, ATTOVTOVGE GTO TPATO instance 1oV request. Evag
UAS 0dev umopet va givon stateless extdg ko av 1 eneEepyacio evog request odnyel
mivTo. 010 1010 response (to requests Bo mpémel vo givonl movopoldOtLTA). AVTO
amokAeiet v Vmapén xamowwv stateless Registrars. Ou stateless UASs dgv
ypnopomoovv to transaction layer, hopPdvovv to requests amevBeioc amd TO
transport layer ko1 6TEAVOLV responses avticTotya oto transport layer.

O poéhog evog stateless UAS eivar ypnowog kupiog yuo vor devbiovel to
unauthenticated requests ylw to. omoio exméumetal €va. challenge response. Av ta
unauthenticated requests ene&epyaloviav statefully, tote Sbpopo malicious
unauthenticated requests 0o pmopovoOV Vo INUIOLPYNOOLY HEYOAD TOGHE Omod
transaction states 1o omoia B0 pwopoHoo va EYOVV MG AMOTEAEGHO TNV KaBvoTépNoN|
N v dwkonn g eneEepyaciag (Call Processing) otov UAS, xataAnyovtog og pua
eniBeon tomov Denial Of Service (DoS) [12].

Ot mopakdto Tpotdcelg yapoktnpilovv tov stateless UAS:

o O stateless UAS dev pmopel vo otélvel provisional responses (m.y. 100
Trying)

O stateless UAS 0ev UTOPEL VO ETOVEKTEUTEL Fesponses

O stateless UAS mpénel va, ayvoei ta ACK requests

O stateless UAS npénel va ayvoet to. CANCEL requests

To “To” header tags towv responses 0o mpémel vo dnpovpyovvion pe Evav
stateless Tpomo, dnAadn Ba dnpovpyeiton id1o tag yio KaOe 110 request.

Ao OAeg L dAdeg amoyelg o stateless UAS coumeprpépetor opota pe tov stateful
UAS. 'Evag UAS pmopet va Aettovpyel pe omotovonmote tpomo (stateless Wy stateful)
Yo KGOe véo request.
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KE®AAAIO: 2 AOMH TQN SIP MHNYMATQN

2.1 Mnvouara SIP

To SIP givan éva mpmTOKOALO PACICUEVO GE YOPAKTAPES KEWWEVOL Kol
e101KoTEPQ T0 charset (oet yapaxtpwv) UTF-8. 'Eva pnvopa SIP propel va givan gite
éva request amod Tov client 6ToV server glte &va response amnd Tov server 6tov client.

Ta pmvopota kot tov 600 TOnev (requests/responses) axolovBodv 10 Pacikod
format mwov meprypdpetor oto Eyypago g IETF mov meprypdopet to Internet Message
Format [5]. H o0vtaén mapovotdlel Kamoleg dopopéG GTO GET YOPAKTIPMOV KOl GTIG
OLVTOKTIKEG Aemtopépeleg apov to SIP emitpénel header fields mov o Mrav invalid
CUUPMVO, LE TOVS KOVOVEG TOL Topamive gyypdeov. Kot ot 6o tomor unvopdtov
TEPLEYOLY UL aPYIKT Ypapn (start line), évav M meplocoOTEPOVS headers pio Gd€L
ypouun mov dgiyvel 1o téA0G TV headers Kol TPOAIPETIKA TO KLPIWS UEPOG TOL
UNVOLLATOG.

Start line ( Method, Request URL, SIP-
version )

Hesellcl:j)er Start line ( SIP-version, Status Code,

Reason Phrase )

Message header
(Request/Response, General, Entity-Part)

blank line

Message body ( SDP )

Xypa 2.1

H start-line, o x40e message header ko1 m adew ypouun 6o mpémer vo
teppotiCovion pe €vav  yoapaxtinpo emotpoens ypouuns (CR). Oo mpémer vo
onuelwOel 6t N ddE VPO TPETEL VO VITAPYEL AKOUO KOl OV OEV VTTAPYEL KUPImG
HEPOG GTO UNVLLLOL.

EmumAéov, av kou 1o SIP dev anoterel enéktaon tov HTTP npmtokoirov, ta

neplocdTepa amd to pnvopata tov SIP kobodg kor M ovviaén twv headers
Tapovctalovy apkeTéc opordtnteg e o HTTP/1.1 [6].
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Requests

Ta SIP requests dwa@épovv and ta VIOAOWTA requests oPOV TEPLEYOLV Lo
request line ywo start line. H request line mepiéyel 1o 6vopa tg Asttovpyiog (method) ,
mv request URI ka1 v version tov mpmtokOAlov. Tig mapamdve mAnpoeopieg
yopilovv yopaxtnpeg kevos (SP).

Request-Line = Method SP Request-URI SP SIP-Version
CRLF

Agwrovpyia: Ymapyovv €&t mBoavéc Aertovpyies: REGISTER, INVITE, ACK,
CANCEL, BYE, OPTIONS. ITiBavég enektdoelg tov SIP pmopel va moapéyouvv
neplocdTepe; Aettovpyiec. v Aettovpyio OPTIONS pmopel va yiver avalntnon oe
évav server yuo T1G OLVOTOTNTEG TOL TPOCPEPEL.

Request-URI: H request URI pmopet va givar pa SIP 7 SIPS URI 1 por ko) URI
onwg meprypagetor oto Uniform Resource ldentifiers — URI [7]. Ymodewkvdel tov
¥pPNoTN M TV vInpecio omv omoia amevBvvetor. H request URI dev mpémer va
TEPLEYEL KEVA KOl OV EMTPENETOL Vo, ToToOeTeiTon ) d1evBuvon og “<”,

Ta SIP elements nnopel vo vrootnpilovv request URIs e S10popeTIKO TAAVO
a6 to cvvnbiopévo SIP 1 SIPS. Oa pmopovoe va ypnoyorombel to “tel” to omoio
neprypaoetar oto URLs for Telephone Calls [8]. Ta SIP elements pmopodv va
ypnoporoovv non-SIP URIs oapxel va ypnowomolovv éva pnyovicpud mov vo
petaepaletl ta non-SIP URIs og SIP URIs 1 SIPS URIs.

SIP-Version: Toa punvoupata requests/responses mepi€xovv v €kdoomn (version) tov
SIP mov ypnoyomotovy Kot 0koAovHovv S1ipopovg KAVOVEG CUUIOPPOGCNS TOV EXOVV
va Kavouv pe version control. 'Etct ywoo vo glvor oouPatéc pe OLYKEKPIUEVEG
TPOJAYPOPES, OL EPAUPLOYEG OV oTéEAVoLV SIP unvdpato mpémel vo mepiéyovy v
éxooon SIP tov “SIP/2.0”. To SIP version string eivon case insensitive aAAd 01
vAomomoelg Ba TPEMEL VoL YIVOVTOL YPTCILOTOIMVTAG KEQPOAOLA.

Av ko oto HTTP/1.1 dev ocvpfaiver to id10, to SIP petayeipileton tov apfpod
version oav string. Xy npacn avtod dev dnpovpyel Kapio d1opopda.

Responses

Ta SIP responses Eexwpilovv amod ta requests Exovtag pia status line cav start
line. H status line amoteleiton and 10 protocol version axolovBovpevo amd Eva
aplOuNTIKO KWOKO KaTAoTAoNG (Sfatus code) kol omd TV avVTICTOLYN £KGPACT] TOV.
O)a ta Ttopamdve yopilovratl amd yopaktnpeg kevov (SP).

Status-Line = SIP-Version SP Status-Code SP Reason-
Phrase CRLF
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O status code givor évag TPWYNEOG oképPalog aplBuodg mov deiyvel o
OTOTEAECHO HOG TTPOOTADEING Yoo KATAVONON Kol 1kovomoinon &vog request. H
reason phrase oKomeDEL VO OMCEL 0L TEPLYPAPT| TOL status code. O status code
ypnopomotleitan and 1o software g SIP-enabled cuokevng evd N reason phrase €ygl
tonofetn el yro va v dafdlet o vBpwmog 6mov avTd Kpivetat avaryKaio.

Ev® 10 specification SIP: Session Initiation Protocol [9] mpoteivel
OLYKEKPILEVN oporoyia Yo TNV reason phrase, ot S10(POPES VAOTOMGEL UITOPEL Vo
EMAEEOLV SLOPOPETIKT) OPOAOYIQ VIO TV TEPLYPOPY| TOV status codes.

To mpmdTO YNeio TV status mpocsdlopilel to €idog Tov response (class). Ta
emopeva, 000 ynoeia dev katnyoplomolovviol. I'ia avtd T0 AOY0 OO0 TOTE Fresponse
petald 100 ~ 199 avagépeton cov “response 1xx”, omolodNTOTE response PETAED
200~299 avagpépeton o¢ “response 2xx” k.0.x. To SIP/2.0 emrpénel 6 mbBavég Tipég
ooV TPAOTO YNoio Kot e0KOTEPAL:

1xx : IIpoocwpwvn katdotacn — 10 request £xel Anebei, cvveyileton n emeEepyacia
TOV.

2xx : Emtuoyng kotdotaon — 1 evépyela eAeOn emtuynuéva, Katavondnke Kot £yve
deKTN

3xx : Redirection — mpémnel vo. ekterecBel Ko emmAEOV evEPyELD Yo VO OAOKANPmOET
TO request

4xx : Client Error — 10 request mepLEYEL GUVTOKTIKO TPOPANUa 1 dev pmopel va
eKTANP®OEl GTOV CLYKEKPIUEVO server

5xx : Server Error — o server améTuye vo. EKTANPAOGEL Eva EYKLPO request

6xx : Global Failure — to request dev pumopet vo ekmAnpwbel oe kavéva server.

IIedio Header (Header Fields)

Ta header fields oto SIP mapovctd{ovv apkeTEG OLOOTNTES e Ta headers 6TO
HTTP ovvtoktikd oAAd ko evvoloroyikd. Xvykekpiuéva to SIP header fields
axolovBovv v avagopd [H4.2] ywo v obvtaln Kot Toug Kavoveg yio to extending
header fields oe MOMATAES YPOULES.

H avaeopd [H4.2] xaBopilel emiong 0t1 moAlamAd header fields pe 1o 1d10
field name to omoia £yovv TN pio AMiota e oTot el YWPIoUEVA O KOO, UTOPOVV
v cuVOVAGTOVV o€ €va header field. Avtod pmopel va epappootet ko oto SIP aAAdd o
OCLYKEKPIUEVOS KOVOVOS SLOPEPEL AOY® TNG SLUPOPETIKNG YPOLUOATIKNG. ZVYKEKPIUEVOL
k&0e SIP header tov omoiov 1 ypoppotiky ivol Tov TOHTOL

header = "header—-name" HCOLON header-value * (COMMA
header-value)
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EMUTPENEL TOV GLVOLOCUO TV header fields tov {dl0v OvOUATOG GE KAmOWL comma-
separated Mota. To header field “Contact” emrtpénel AMoteg comma-separated €Kt10G
av M TN elvan “*F,

Mop@omnoinon Tov Header Fields

To Header Fields axolovBoOv 10 1010 Yevikd header format Omwg ovto
nePLYpaQeTaL 610 section 2.2 tov Internet Message Format [5]. K&Oe header field
aroteleiton and éva field name (1o 6vopa Tov mediov) akorlovBovduevo amd Eva (““ 1 7)
KOL TNV T TOV Tediov.

field-name: field-value

H emionun ypappatikn mov ypnoiponoteiton yio message headers emtpénet
évav aplBuod amd keva 0e€1d ko aplotepd amd 1o (1), oTd60 KaAd givor KATL TETO0
Vo amo@evyeTol Kot vo ypnotpomoteiton éva kevod (SP) povéyo petald tov

(TR H)

Stymprotiko (“:7) Kol TG TIUNG.

Subject: lunch
Subject : lunch
Subject :lunch

Subject: lunch

"Etol, Aowdv, 6ha ta Topamdve gival £yKupa Kot 160dvvapLe, oAAL To Televtaio gival
TPOTILOTEPO.

Ta header fields nmopoHv va enekta@o0V 6€ TOAMATAESG YPAUUES EEMEPVAOVTOG
KG0e emmAéov ypappun pe tovAdytotov éva SP 1 oplovtio dtbotnpa (Horizontal Tab
HT). To line break ol 10 Kevd omnV apyn TNG EMOUEVNG YPOUUUNG OVTIGTOLYOVV
amAovg Kevoig yapaktpes (SP). ‘Etot Londv ta mopakdto gival icodvvapa.

Subject: I know you're there, pick up the phone and talk to me!
Subject: I know you're there,

pick up the phone

and talk to me!

H oyetikn oepd tov header fields pe dwpopetikd field names dev elvon
wlaitepa onpavtikn. Qotdco, npoteivetal ta header fields mov yperdlovion yio tnv
eneepyacio mov ektedel o proxy (Via, Route, Record-Route, Proxy-Require, Max-
Forwards, xou Proxy-Authorization) vo. @oivovior méveo amd to vwoOlowmo header
fields yio va yiveton ypnyopdtepa 1 Tpootéract Toug. H oyetikn oepd tov ypappov
header fields pe 10 1010 Ovopa €ivol ONUOVTIKY. X €Vl UNVOUO. EMLTPETETOL VO
VILAPYOVV TOANOTAG header fields pe 10 1010 field name, apkel n Ty tov header vo.
opileton cav comma separated list. O GVVOIVACUOG TOV TOANATA®V header fields ce
éva Cevydpt (field name : field value) 6o mpémel va givor duvatdg yopic aAlayr ot
onuoacio Tov punvopatog kot mpocBétovtag to emmAéov field values 610 TPOTO
yopilovtag to pe commas. EEoupéoelc oe autdv 10 kavdvo amotehovv to. WIWIW-
Authenticate, Authorization, Proxy-Authenticate, kow Proxy-Authorization header
fields. Tlohamhd header fields pe avtd to. ovopato UTOPOLV v VIAPEOLY G KATOL0
UVOUO, OU®G OTOV 1 YPOUUOTIKY 7oL akoAovBobv 0Oev eivor m YeEVIKY TOL
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TOPOVGIACTNKE GTNV TPONYOVLEVT] TOPAYPAPO JEV UTOPOLV VO, GLVIVAGTOVV GE £Vl
header field.

Ot viomomoelg Ba pémetl va givar o Béom va enesepydlovion UnvopATO TOV
nePLEYOLVY TOAAUTAG header fields e T0 1010 GvopQ, GE OTOLOVONTOTE GUVOVLOAGHO TOV
;o Tn avd ypouun Ko comma-separated TILEG

To mapakdto groups towv header fields givon £ykvpa Kol 1G0OVVOLLOL.

Route: <sip:alice@atlanta.com>
Subject: Lunch

Route: <sip:bob@biloxi.com>
Route: <sip:carol@chicago.com>

Route: <sip:alice@atlanta.com>, <sip:bob@biloxi.com>
Route: <sip:carol@chicago.com>
Subject: Lunch

Subject: Lunch
Route: <sip:alice@atlanta.com>, <sip:bob@biloxi.com>,
<sip:carol@chicago.com>

Ta mapoakdtw groups TV header fields stvor £ykvpo aALd Oyt 1GOOHVOLLAL.

Route: <sip:alicef@atlanta.com>
Route: <sip:bob@biloxi.com>
Route: <sip:carol@chicago.com>

Route: <sip:bob@biloxi.com>
Route: <sip:alice@atlanta.com>
Route: <sip:carol@chicago.com>

Route: <sip:alice@atlanta.com>,<sip:carol@chicago.com>,
<sip:bob@biloxi.com>

To format pwoag header field tyng, opileton amd to header name. XTig
TEPLocOTEPES TOV TEPWTOGEWV Oa glvan pa oepd and yopaxtipeg UTF-8, 1 évag
GLVOLOCUOG XOPAKTP®V HE KEVE 1 0AQaPOUNTIKG pHésa o€ Eloay@yKa (7).

Ymv oOykplon twv header fields o mpémel vo yvopilel kaveic 0t o field
names g&ivoar mlvtote case insensitive. To field values, parameter names, wou
parameter values glval case-insensitive eKtdg Kot ov €xel OnAwbel kdtt dopopeTikd
o€ KAmolo cvykekpluévo header field. O Tyég mov ekepalovtol HEGH GE EICAYOYIKA
elvau case sensitive ekt0G Kot ov Exel ONAwOeL To avtibeto.

Mopaderypa 1 (Icodvvapio pmvopdtov):

Contact: <sip:alice@atlanta.com>;expires=3600

CONTACT: <sip:alice@atlanta.com>;ExPiReS=3600
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[Mopaderypa 2 (Icodvvapio pnvopdtov):

Content-Disposition: session;handling=optional

content-disposition: Session;HANDLING=OPTIONAL

AvrtiBeta, ta emdpeva 600 header fields dev givor 10odVVaLAL.

Warning: 370 devnull "Choose a bigger pipe"
Warning: 370 devnull "CHOOSE A BIGGER PIPE"

Tagivopnon tov Header Fields

Kdnow header fields yivoviouw katovontd povo omd cuYKEKPUEVO requests
Kol responses. Avtd ovopdlovion request header fields xon response header fields. Av
Kamowo header field powdler va unv toaptéler oto pnvopa (m.y. éva request header
field o€ éva response) tote o mpémet va aryvonOel.

Yvvropeopévn popoei (Compact Form)

To SIP mapéyet Evav unyovioplo yuo Vo avamoploTd To OVOLOTO TOV KOOV
header fields ce po cvvtopgvpévn popen. Avti n dvvotdmto umopet vo Qovel
YPNOIUN GE UNVOLOTO TOV O0POPETIKA Oa TOV OPKETA PEYAAD OE UNKOG Yo VO
petapepBovv pe 1o transport protocol (m.y. UDP). 'Etot divetan 1 dvvotdmta va
HEIOCOLUE TO HNKOG T®V UNVOUAT®V TO omoio emPaiAieton amd TO maximum
transmission unit MTU mov vrdpyer oe «bOe transport protocol. O compact form
uUmopel vo  aviikaTooTtnoel Tov longer form yowpic vo vmdpEer aAloyn oty
TAnNpoeopia Tov header field. Méoa oe éva pivopa givol oOuvatdv Vo GUVAVTICOVE
Kol TOVG OVO TVTOVG. Q¢ emokdAovBo Ba TPEMEL Kot 01 VAOTOMGELS VO 0KOAOVOOVV
TNV TOPOTAVE® 0dNYiL.

Xopa pnvopatog (Message Body)

To requests (oxOpo Kot to. Kovovpylo wov amoteAovv extension oto RFC
3261) umopei vo TEPLEYOLV GTO PUNVLLLO TOVG KLUPIWS GO EKTOG OV EYEL onpelmbel To
avtifero. H viomoinon tov xvpiwg copatog eéoptdtal amd tnv Asttovpyio. TOV
request.

Y10 response UNVORATO 1 AElTovpyio TOL request KaBmG Kol 0 response status
code xaBopilovv tov TOMO Ko TV epunveia omotovdnmote message body. Ola ta
response Umopel vo, TepEyovv message body.

Tvmog Tov Message Body

O tomog dedouévev (media type) Tov KUPIOS UNVOUOTOC TTPEmEL vo. OnAmBOel
oto Content-type header field. Av 10 xvpi®g cOUA QEPEL OMOOLONTTOTE €100VG
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Kodkonoinon énwg cvumicon, tote avtd Ba mpénel e€icov va dMNAwbel oto Content-
Encoding header field, swupopetikd to Content-Encoding 0o mpénet va mopoAn@Oet.
Emmpdobeta Ba mpénet va avagépetar to character set tov message body cov pPépog
¢ Tiung tov Content-Type header field av ovt6 givon EQapUOGILO.

To “multipart” tomov MIME mov opileton oto €yypago g IETF oyetikd pe
Multipurpose Internet Mail Extensions (MIME) [18] pnopet va ypnoiponombei oto
Kupiog ocopo tov punvopatog. Ot VAOTOMGES TOL GTEAVOLV requests To. OTOio
nepéyovv multipart message bodies npénel va. 6téAvovv éva session description cav
non-multipart message ov 1 QTOUAKPLGUEVT] VAOTOINGCT TO amotel PEGw evog Accept
header field mov dev mepiéxel multipart.

Ta SIP unvopata propet va mepiéyovv message bodies pe dvadukd dedopéva.
Otav oev mapéyetor Kapioo TOPAUETPOS CYETIKA LE TO charset amd TOV OMOGTOAEN
(sender) to. media subtypes tOmov text moipvovv €§’opiopol ocav charset TV TIUN
CCUTF_S”

Mnkog Tov Message Body
To pnkog tov message body oe bytes mopéyetar amd to Content-Length header field.

H petagpopd katd tunpota (chunks) mov ypnoiponoteiton oto HTTP/1.1 [19]
dev pmopet va ypnowomomndetl and to SIP. (Enueiwon: H “chunked” kwducomoinon
TPOTOTOLEL TO CMOWO TOV UNVOLOTOG GV piol 6epd amd blocks to kabéva pe Tov 01K
TOV OEIKTN UNKOLG.)

To SIP pivopa péoca sto FRAME

Avrtifeta pe to HTTP, ot SIP viomomoeig pmopovv va ypnoipomromcovy UDP
N dAla un a&lomota datagram protocols.

Ot viomomoelg mov enelepydlovrar SIP unvdpota tave and stream-oriented
transports mpémel va, ayvoovv yopaktinpeg CRLF npwv v start line [H4.1]

H 1y tov content-length header ypnoipomoteitot yio va eVTOomoTel TO TEAOG
evog SIP unvopatog og pa pon dedopévav (data stream). O content-length header 0o
elvar wévta mopov otav ta SIP pnvdpoata otéAvovion mave ond stream oriented
transports.

2.2 Isvikn Zuutrepipopa evog User Agent

O user agent avamoplotd éva end system. Ilepiéyer éva user agent client
(UAC) o omoiog dnpovpyel ta requests kon éva user agent server (UAS) o omoiog
avtopa ota requests. O UAC givarl ikavog va dnuovpyel Kamoto request Paciopévo
oe kamola e€mtepkn evépyetla (1o click evdg ypNoTn 0€ KATO0 KOVUTL 1) TO GO GE
pe PSTN ypoappn). O UAS eivor ikavog va 0€xeTon KOO0 request Kot Vo O1ovpyet
éva response PBociopévo otnv €i6000 A0 TOV XPNOTN, OE EEMTEPIKN OEYEPST|, GTO
OTOTEAEG L EVOC TTPOYPAULOTOS, 1 KATOL0V GALO UNYOVIGLO.

25



Otav évag UAC otédvel éva request, 10 request TEPVAEL OO KOTOLOVG proxy
servers ot omoiot 10 tpomBovv mpog tov UAS. Otav o UAS dnuovpyet 1o response,
TOTE 10 response mpowbeital micw otov UAC.

Ot dwdwasiec twv UAC ka1 UAS eaptdvral amd oo Pactkos mopdyovTes:
® v TO request M| 10 response Ppioketon péoa N €€ and éva dialog
® TNV Agttovpyia TOL request

Ta dialogs avomopiotoOv o peer-to-peer Gyeéon HETAEL TV user agents Kol
onuovpyovvtal pe ewdwég SIP Asttovpyieg (M methods Omwg gpoapavilovtar oty
Ayyiuc Biploypagio) 0nwg yia mapdostypa to INVITE.

[Ma v acedieln T@V ¥PNOTAOV LIAPYOVV JUOIKACIEG ACPAAELNS Y0 T requests
Kol responses mov Ppiokovtal tomoBetnuéva €€ and €va dialog. Xvykekpyéva
vdpyovv e€wdkol unyaviopol authenticate yw tovg UASs wor UACs. ‘Eva
TEPLOPIOUEVO set amd privacy features METVYOIVETE PE YPNON KPLITOYPAPNONG TMOV
message bodies ypnowonowwvtag S/MIME [20].

2.2.1 Zuptrepipopd Tou User Agent Client

Anpovpyie Tov request

"Eva SIP request yio vo. pmopet vo Bewpeitan £yxvpo Ba mpémet va dtaturmbel
a6 tov UAC ypnoyomoidvrag to emodpeva header fields : To, From, CSeq, Call-ID,
Max-Forwards, kot Via. Oha and 1o mapoandve header fields eivol voypewtikd ce
oaa o SIP requests. Avtd ta 6 header fields amotehobv Tic Pdaoceig evog SIP
UNVOLOTOG KOODS TopEYouy mOAD KPICIUES TANPOPOPIES Yo TV OPOUOAOYNOT TV
UNVOUATOV (OTT®G TN d1eBVVeT TOV UNVVUAT®V, TN OPOUOAGYNOT T®V Fesponses, TV
HEYloTn O1A000M €VOG UNVOUOTOC, TNV GEPO TOV UNVOUATOV, Kol TO unique
identification €vo¢g transaction). ®o mpémel vo, onuelwdel kol n Vrapén g request
line n omolo mapéyetl e€lcov TOAD CNUAVTIKES TANPOPOPIeg OTTMOC TNV Agttovpyia, TNV
request URI ka1 tnv SIP version.

Request-URI

INVITE sip:userB@teicrete.gr SIP/2.0

Via: SIP/2.0/UDP pc33.siemens.com;branch=z9hG4bK776asdhds
Max-Forwards: 70

To: User B <sip:userB@teicrete.gr>

From: User A <sip:userA@siemens.com>;tag=1928301774
Call-ID: a84b4c76e66710@pc33.siemens.com

CSeqg: 314159 INVITE

Contact: <sip:userA@pc33.siemens.com>

Content-Type: application/sdp

Content-Length: 142

H apywn request URI evog pnvopatog Ba mpénet va tifetan otnv Ty g URI
oto To: field. Mo afloonueiom eEaipeon omoterel m Aettovpyio REGISTER.
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Qo160 pumopet va givar avemBountn n cuUTAPOSN TV 600 aVT®V fields pe v 010
TN Yo AOYoug privacy.

e KAmOolEg E0IKEC TEPIOTAGELS, 1 TAPOLSia pUiog TPOLTAPYOVCAS OLUOPOUNS
(route) pmopel va emmpedost v request URI tov pnvopatoc. H mpoimdpyovca
dwdpoun eivon pua oelpd and URIs o1 omoieg cuvOETovv pia 6epd amd servers 6Tovg
omoiovg 0 UAC 0Oa oteiret e€gpyopeva requests to. onoio dev Pplokoviol o€ KATO0
dialog. 2vvnbw¢ o1 pvBuicelg avtég eivon oetapiopéves otov UA amd tov ¥pfotn 1
Tov service provider péo®w evog non-SIP punyoviopov. Otav o service provider
emBopet va oetdpel tov UA pe évav outbound proxy, mpoteivetor avtd va cvpfaivel
TapPEXOVTOG o pre-existing dtadpoun péocw &vog amiov URI avtd tov outbound

Droxy.

Otav &gl oetapiotel (o pre-existing dladpoun Ba mpémel va akolovbovvral
ot dwadwkacieg v tov vmoroyiopud g Request-URI ko tov Route header field
ypnopomoiwvtog to embounto request URI cav to remote target URI.

To

INVITE sip:userB@teicrete.gr SIP/2.0

Via: SIP/2.0/UDP pc33.siemens.com;branch=z9hG4bK776asdhds
Max-Forwards: 70

To: User B <sip:userBQ@teicrete.gr>

From: User A <sip:userA@siemens.com>;tag=1928301774
Call-ID: a84b4c76e66710@pc33.siemens.com

CSeqg: 314159 INVITE

Contact: <sip:userA@pc33.siemens.com>

Content-Type: application/sdp

Content-Length: 142

To header field “To” woBopiler tov emBountd «hoywkod» TopoAnmIn TOL
request | KOmOw0 resource 10 omoio €lval 0 6TOYOG TOL request. MTopel va mePLEYEL
TOV OMOALTO TOPOANTTIN TOL request OAAG oTO Oev elvan amdivto. To header field
“To” pmopet va mepiéyxer e SIP 11 SIPS URI eniong pmopet va kdver yprion tov
vroérowmwv URIs schemes (m.y. tel URI RFC 2806 URLs for Telephone Calls) émov
avtd elvan emtpentd. O1 viomomoelg mov otnpilovv to TLS [21] mpénetr va onpilovv
kot to SIPS URI scheme. 10 “To” header field emtpénetar va d00¢t éva display
name.

‘Evag UAC umopet va 01day0et g va vmoroyiler to “To” header field pe
SLAPOPOVG TPOTOVS Y10, GLYKEKPIUEVA requests. ZovnBmg o ypnotng opiler to “To”
header field péow evog human interface, dtvovtag v URI manually Y xévovtag click
o€ Kamowo kotoympnon evog address book. Tovibwg dev givor avaykaio amd tov
xpNotn vo ddocet oAdkAnpn v URL aAld éva string amd ypappoto Kot aptfpode
(yio mapaderypo «boby). Apnvetor mhéov otov UA mdg Oa exkpetoAlevtel to
OLYKEKPIUEVO input. XpNGOTOIDVTOG TO “string to form”, To UEPOG TOL XPNOTN LU0
SIP URI vrovoet 611 0 UA emBopei to 6vopa va yivetan resolved oto domain 6e&14
ano6 to at-sign in SIP URI (n.y. sip:bob@example.com). Xpnoyonoidvtag to “string
to form” 1o user part g SIPS URI, o UA vrmovoel 6t1 0élel vo emikovmvel pe
ac@dreta kot 0Tt To Ovopa BELEL va yiveton resolved 610 at-sign in domain.
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‘Eva request ¢€m and amd kdmolo dialog dev pmopel vo mepiéyel 1o “To” tag.
To “To” tag vmodewvoel 6t 10 dialog vrdpyel. Epdcov dev vrdpyer dialog, dev
umopei va vap&et kan tag “To”.

To mapaxdto mopdaderypo amoterel Eva Eykvpo “To” header field.
To: Carol <sip:carol@chicago.com>
From

INVITE sip:userB@teicrete.gr SIP/2.0

Via: SIP/2.0/UDP pc33.siemens.com;branch=z9nhG4bK776asdhds
Max-Forwards: 70

To: User B <sip:userB@teicrete.gr>

From: User A <sip:userA@siemens.com>;tag=1928301774
Call-ID: a84b4c76e66710@pc33.siemens.com

CSeqg: 314159 INVITE

Contact: <sip:userA@pc33.siemens.com>

Content-Type: application/sdp

Content-Length: 142

To From header field vnodnhodvel v AOYIKY| TOVTOTNTA TOL initiator €vOg
request, mBavotato to address-of-record evog ypnot. Onwg kol 10 “To” header
field, mepiéyer pio URI kon mpoapetikd to eppavifopevo dvopa. Xpnoiponoleitol ard
ta. SIP elements ywo va koBopiotel molol Kavoveg emeEepyaciog Ba epappocstodv o
KAmolo request (Yo mopaderypa avtopaTn amdppyn kKAnong). [vetar katovontd mwg
etvar moAd onuovtikd to From URI va punv mepiéyet IP dievbBouvon 11 to FQDN 1ov
host oto omoio 0 UA tpéyet epdcov avtd dev gival Aoyikd ovopLaTa.

To From header field smtpénel vo. tomoBetnOel éva eppovilopevo dvopa.
‘Evac UAC 0a mpénetl vo ypnoponolel yuo epoovilopevo ovoua “Anonymous” ov m
TOVTOTNTO TOV client TPEMEL va PEVEL KPLON.

YuvnBwg 1 T mov Ppicketon oto From header field twv requests to omoia
onuovpyovvror and kdmoov UA, givon mpo-tomobetnuévn amd tov ypnotn 1 tovg
administrators tov local domain. Av kdmoiog UA ypnopomoteiton and mwoAlolg
xpNoTeC, umopel va dwabétel switchable profiles to onoia mepiéyovv éva URI yuo kébe
ToVTOTNTA ¥PNoT. Ol TOPOANTTEG TOV requests PTOPOVV VO OOMIGTOCOVV THV
TOVTOTNTO TOV originator €vOG request 0VTOG OGTE Vo eEAKPIPDOCOVY TPAYLATIKA oV
etvat owtdg Tov dnhdvel to From header field.

To From 0o mpémetl va mepiéyel por véa tag mOpPAUETPO OIAEYUEVN OO TOV
UAC. Avt 1 mapdpetpog ypnoiponoteitol yio va avayvopileton to dialog.

[Toapadeiypata:

From: "Bob" <sips:bob@biloxi.com> ;tag=a48s
From: sip:+12125551212@phone2net.com;tag=887s
From: Anonymous <sip:c8ogz84zk7z@privacy.org>;tag=hyh8

Call-ID

INVITE sip:userB@teicrete.gr SIP/2.0
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Via: SIP/2.0/UDP pc33.siemens.com;branch=z9nhG4bK776asdhds
Max-Forwards: 70

To: User B <sip:userB@teicrete.gr>

From: User A <sip:userA@siemens.com>;tag=1928301774
Call-ID: a84b4c76e66710@pc33.siemens.com

CSeqg: 314159 INVITE

Contact: <sip:userA@pc33.siemens.com>

Content-Type: application/sdp

Content-Length: 142

To Call-ID header field \ertovpyel cov HOVOSIKO TIOTOTOMTIKO MOTE VO
opadomotovvtal pali o oepd pnvopdtov. Ipéner vo elvar 1o 1010 Yo 6o ta
requests Kol responses mov otéhvoviot amd onotodnmote UA péca og kamowo dialog.
Oa mpémet va glval To 1010 Ko Yo KAOe registration amd Kamolov UA.

Ye éva Kavovpylo request mov omuovpyeiton and kamowov UAC éEw amd
kamoio dialog, 1o Call-ID header field 8o mpénel va emdeyet and tov UAC cav éva
YEVIKO avayvoploTiko otowyeio (globally unique identifier) otov y®po Kot 6TOV YpOVO
EKTOC AV 1) TOPATAVE 0PYY|] VIEPKOADTTETOL OO GUYKEKPIUEVT] CUUTEPLPOPE KATOL0G
Aertovpyiag. OAdot ot SIP UAs wpénet va dtaBétovv éva tpdmo yia va gyyunfodv 01t to
Call-ID header fields mov dnpovpyovv dev Ba dnpovpynBovv Kot amd KAmolov GAAO
UA. Qo mpémer vo onueiwdel 611, dtav to requests EavaotéAvovtolr HETA omd
ovykekpipéva failure responses mov {ntodv v Pertioon kAmolag TopateTpov, ToTE
avtd to retried requests dev Bewpolvtal kaivovpylo requests. 'Etor Aowmdv dev
vrapyetl avarykn yio véo Call-ID header field.

H ypnon xpumtoypapnuéveov toxoiov avoyvopiotikKov Topéxel KAmowo
nmpootacio amd session hijackings kol pewwvel v mbavotta axovoiwv Call-ID
collisions.

o mv emioyn tov Call-ID header field evog request, o avOpOTIVOG
TOPAYOVTAG OEV TOUPVEL LEPOG EITE e TNV LOPPN XPNOTN EITE LE TNV HOPON network
administrator.

[Mopaderypa:
Call-ID: f8ld4fae-7dec-11d0-a765-00a0c9leobbfolfoo.bar.com

Cseq

INVITE sip:userB@teicrete.gr SIP/2.0

Via: SIP/2.0/UDP pc33.siemens.com;branch=z9nhG4bK776asdhds
Max-Forwards: 70

To: User B <sip:userB@teicrete.gr>

From: User A <sip:userA@siemens.com>;tag=1928301774
Call-ID: aB84b4c76e66710@pc33.siemens.com

CSeq: 314159 INVITE

Contact: <sip:userA@pc33.siemens.com>

Content-Type: application/sdp

Content-Length: 142

To CSeq header field vépyel yio vo Tapéyel £va TPOTO avVOyvOPNOTG Kot
dwyeipiong tov transactions. AmoteAeiton amd évav sequence number (aplOuog
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oelpdg) kot po Asttovpyie. H Aetovpyio mpémer vo topualer pe avtiv mov
avapépOnke oto request. T Ta non-registered requests €€ and Kamolo dialog o
sequence number givail avBaipetog. O sequence number Oo mpénetl va ekepdleTor Gov
évag 32 bit integer un mpoonpacuévog kot Ba mpémel va glval pikpotepog amd 2731,
Ooco akoAiovbel Tovg Tapamdve kavoves o client pmopel vo, akoAovONceL omolodNmoTe
unyoaviopo emBopel yio va emdéyel Tég yio to CSeq header field.

[Mapdoerypa

CSeq: 4711 INVITE

Max-Forwards

INVITE sip:userB@teicrete.gr SIP/2.0

Via: SIP/2.0/UDP pc33.siemens.com;branch=z9nhG4bK776asdhds
Max-Forwards: 70

To: User B <sip:userB@teicrete.gr>

From: User A <sip:userA@siemens.com>;tag=1928301774
Call-ID: a84b4c76e66710@pc33.siemens.com

CSeqg: 314159 INVITE

Contact: <sip:userA@pc33.siemens.com>

Content-Type: application/sdp

Content-Length: 142

To Max-Forwards header field eEuommpetel o1OvV  TEPOPIOUO TV
petommonoewv (hops) mov umopel vo. vmwootel €vo request 6Tov OpOUO TPOG TOV
TPoopIopd Tov. Amotedeiton amd KATOOV integer 0 OMOIOG UELOVETAL KATA £val Yo
Kk&0e hop mov dwoyilel 10 request. Av 1 Max-Forwards Ty ¢tdoel oto 0 mpwv 10
request TOCEL GTOV TPOOPICUO TOL TOTE TO request Oa amoppipOel pe error response
486 (Too Many Hops)

O UAC npéner va giodyel évo Max-Forwards header field ce «40e request
nov dnuovpyel, pe péyiom T to 70. O apBudg awtdg emAETNKE BOTE Vo gival
OPKETA HeYAAOG Yo va puropet va eyyondel 6t kKamoto request dev Ba xabel oe éva SIP
network 6mov dev vVapyovv loops, aALd Gyl TOCO PEYAAOG MOTE VO KOTAVOADVOVTOL
proxy resources Otav ovpPaivel kdmowo loop. Mikpdtepeg TEG umopolhV v
xpnooromBodv aAld pe Tpocoyn kat 6tav givol yvoot) and tov UA, 1 tomoloyio
TOV OIKTLOV.

Via

INVITE sip:userB@teicrete.gr SIP/2.0

Via: SIP/2.0/UDP pc33.siemens.com;branch=z9hG4bK776asdhds
Max-Forwards: 70

To: User B <sip:userB@teicrete.gr>

From: User A <sip:userA@siemens.com>;tag=1928301774

Call-ID: a84b4c76e66710@pc33.siemens.com

CSeq: 314159 INVITE

Contact: <sip:userA@pc33.siemens.com>

Content-Type: application/sdp

Content-Length: 142

30



To Via header field vmodniodvelr 10 transport TPOTOKOAAO 7OV
ypnoporomdnke yio 1o transaction Kou avayvopilel v tonobecia dmov mpémel vo
otolel To response. Oa TpEmeL VoL oNUEI®OEL OTL Lo GLYKEKPIUEVT TOTOBEGTO GTO Via
header field mpootiBetar povo peTd TNV €mAOYN NG enduevNc dadpoung mov Ho
ypnooromOel yia va petapepbei To pvopa 6to endpevo hop.

Otav o UAC onpovpyel éva request Ba. mpénet va gwodyet éva Via header field
péoa oto request. To Gvopo 1oV TPOTOKOALOL KAOMG Kot 1 £€K00T avToL o TPEmeL
va givar oto header field “SIP” ko “2.0” avtictowya. To Via header field 6o npémet
va eplExel o branch parameter (TOpAPETPOG SOKAAIMONG). AVTN 1 TAPAUETPOG
ypnowonoteitol yoo va avayvopiletor n transaction mov dnuovpynnke amd ToO
request. H mapAauetpog vt ypnotpomoteiton omd tov client Kol tov server.

H ty g branch parameter mpémnel vo givar pHovodiki o610 ¥pOVO Kol GTO
YOPO Yy OAoL Ta requests mov otéAvovtarl and tov UA. Ot eEapéoelc o avutov Tov
kavova givor T CANCEL xow ACK vy ta non-2xx responses. Onwg £xet avapepOei
nponyovpéveg éva CANCEL request B et tnv 101 Ty oty branch parameter pe
T0 request mov 0éAel va axvpacel. Emiong éva ACK yia éva non-2xx response 0o €yet
eniong to dw branch ID 6mwg 10 INVITE 10V omoiov 10 response ockomevel va
avayvopioel (acknowledge).

H povadwkn dotmra g tapapétpov branch ID, va. S1€DKOAVVEL LE TNV XPNoN
¢ ¢ transaction ID dev amotelovoe népog tov gyypdoov g IETF pe titho SIP:
Session Initiation Protocol [11].

H branch ID mov é&yer ewocaybel amd éva otoyeio ocvppotd pe v
CLYKEKPLULEVN TTPOSIYpOPN TPEMEL TAVTaL Vo, apyilet pe Toug yapoktnpes "z9hG4bK".
Avtol ot 7 yopoKTAPES YPNOUOTOOVVTOL ooV HAYIKO cookie. To 7 pmopeil vo
dwPefardoet 6Tt o moAodtePN vAomoinon omd v €kdoon tov SIP: Session
Initiation Protocol [11] dev Ba didheye v 1010 TiuY, €tol owTo e&vmnpetel OOTE OL
servers mOL AQUPAVOLV TO request pUmopoOV Vo omoeacicovv Ot to branch ID
onuovpyndnke pe Pdaon v mpodwaypoaery RFC 3261 (SIP: Session Initiation
Protocol) [9] 1 omola givat moyKoopimg Lovadtk.

Contact

INVITE sip:userB@teicrete.gr SIP/2.0

Via: SIP/2.0/UDP pc33.siemens.com;branch=z9nhG4bK776asdhds
Max-Forwards: 70

To: User B <sip:userB@teicrete.gr>

From: User A <sip:userA@siemens.com>;tag=1928301774
Call-ID: aB84b4c76e66710@pc33.siemens.com

CSeq: 314159 INVITE

Contact: <sip:userA(@pc33.siemens.com>

Content-Type: application/sdp

Content-Length: 142

To Contact header field mapéyer o SIP 71 SIPS URI 1 omoia pmopei va
ypnoporomBei yioo va €pber vt oe emapn pe tov UA dote va diekmepaiwbovv
ovvenakoAovba requests. To Contact header field mpémner vo gival mapdv Kol vo
nmepieyel axpiPag pia SIP 1 SIPS URI oe omotoonmote request mov umopel va
KataAn&el oty dnpovpyia evog dialog. Amod tig nebddovg mov mEPLYpAPOvVTIOL 6T
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npodwaypoaen RFC 3261 (SIP: Session Initiation Protocol) [9], 1 povadikn Aettovpyio
mov to amotet givon 1 INVITE request. I'ia avtd ta requests o oxondg tov Contact
etvar yevikog, dnradn n tiun tov Contact header field nepiéyet tnv URI oty omoia o
UA 6a 10ele va AapPdvet ta requests. Avti n URI Ba mpémet va givor £ykvpn akdpa
KOLL 0V YPNCLOTOLEITAL GE d1a00YIK(L requests £E® amd kamowo dialog.

Av n request URI Y| to Router header field mepiéyovv pia SIPS URI tote ko
to Contact header field Oa mpénel va. mepiéyet avtiotorya pio SIPS URL

Supported & Require

Av 0 UAC givan oopPatog pe mpoektdoelg (extensions) tov SIP mov pmopovv
Vo €QApPUOGTOUV amd TOV server 610 response T0Te Bo mpénel va glooydel 610 request
éva Supported header field mov vo, TepypaEEL TNG ETAOYEG Y100 TIG TPOEKTAGELS.

To tag emioymv (option) Bo TPEMEL VO OVOPEPETAL OTIC TPOEKTAGELS TOV
kaBopilovioar ota standards RFC. Avty m evépyela £€yve Yo vo amo@evyfovv
nmopeénynoelg petacy servers-clients. 'Etor OAa ta elements axolovBovv kdmolovg
KOWOUG KavOVEG Kot OV akoAoLBOLV dlopopeTikég 0dnyieg mov Bo pmopovicoe va giye
opioel 0 KdOe Kataokevaotg YwP1oTd. O1 TPOEKTAGELS TOL 0piloVTal OE TEIPAUATIKA
kot wAnpoeoplakd RFCs dev ypnowomolovvtor oto Supported header field evig
request.

Av o UAC empéver omt évag UAS katarafaivel éva extension to omoio o
UAC embBopel va epaploGeEL 6TO request 00TMG MOTE VO, ENEEEPYOCTEL KATAAANAL TO
request, Oo Tpénel va glodyel to Require header field 1o omoio meprypdpel Ta option
tags yw to extension. Av o UAC embBopet va gpapudoel €va extension o6to request
Kol EMUEVEL TG KAOE proxy amd Tovg omoiovg dépyeTon To KataAafaivouy, tote Oa
npénel vo. e16dyel éva Proxy-Require header field 1o omolo Oa meptypdget ta option
tags y1o. To GLYKEKPIUEVO extension.

Onwc ko pe to Supported header field ta option tags oto. Require and Proxy-
Require header fields 0o mpémelr va avo@épovv extensions mOL VTAPYOLV CTO
standards tov RFCs.

EmnpoécOcta otoryeio pnvopdrmyv

Otav onuovpyndei éva véo request, Ba Exovv dnuovpyndei emiong kot ta
header fields mov meprypdonkav mapandve. Onoladnnote mpoalpetikd header fields
nmpocOétovion TOTE.

Ta SIP requests umopodv va mepiEyovv éva message body K®OKOTOMUEVO
katd MIME [18]. AveEdptrta amd tov TOTO TOV COUOTOS eVOG request, VILAPYOVV
ovykekpléva header fields mov mpémnetl va tporomomboidv mote va yapaktpilovv to

GO0

AmootoM] Tov Request
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I[Iptv Vv amoctodn &vog request vmoloyiletor o mpoopiopodg tov. O
TPooplopog mpémel va. Kaboprotel epappdlovroc DNS dwadikaocieg, extdg Ko ov
1GYVLOVY AALOL KOVOVEG AOY® EPAPLLOYNG KATOLUG TOTIKNG TOMTIKNG acealeiog (Local
policy). Av 10 TpdTO GTOLYEI0 OTO route set KaBopilel Kamola Kaboplopévn d1adpoun|
ot dtadikacieg Ba mpémet va epapprocstovy otny request URI Tov request. Alo@opeTIKA
ot dwdwkaciec epapuodlovian oTny TPOTH TN ToV Route header field tov request (av
vrapyel) | otV request URI av dev vrdipyel Route header field. Avtéc ot dradkaocieg
mpodidovv o kabopiouévn celpd and devdovoels, ports ko transports mov Ha
npénel va ypnoiponombovv. AveEdptnta and mowo URI ypnoiponoleiton cav input oe
avTég TIG dradkacieg, av N request URI vmodeikviel po SIPS resource tote o UAC
TPEMEL VO, AKOAOVONGEL TG avTioToryeg dradikacieg mov Ba akolovbovoe yia input pio
SIPS URI.

H local policy (tomkn moMtikn — 6Ovoro amd kavoveg) pmopet va kabopilet
éva. oOVOAO oamd  EVOAAOKTIKOOG TPOOPIoHoDS  Obésyovng yoo  mpoomdbeta
amocotoAnG. Av n request URI mepiéyel pia SIPS URI, omotoconmote evaAAaKTIKOG
npooplopdg mpénetl vo. cuvodevetar and TLS [21]. [Tépa and avtd, dev vIapyovv
TEPLOPIOUOT GTOVG EVUALOKTIKOVG TPOOPIGHOVS OV TO request Ogv mePLEeL Route
header field. Avty n Aettovpyla mapéxel €vo TPOTO Ylo. VO OPicEL KaVELG €vav
outbound proxy ocav €vo eVOAMUKTIKO pre-existing route set. Q01060 OUTN 1
TPOCEYYIoN Yo ToV oplopd evog outbound proxy dev mpoteivetor, kabhg eivon
TPOTILOTEPO VAL YPNCIUOTOLEITONL L pre-existing route set pe éva anhd URI. Av 10
request mepExel Kamowo Route header field tote Bo mpémel vo otadel oTig Tomobeoisg
OV TPOKVTTOLY OO TNV OPYIKN TN, 0AAL HTopel va OTOAEL Kol GE OTOLOVONTOTE
server 6mov o UA BOewpel mog Oa tpnbel m moAtikn Spopordynong mov
neprypaeetal oto RFC 3261 [9]. Zvykekpuéva o UAC mov €yxel pvBuiotet pe évav
outbound proxy o mpénel va TPocTaONcEL Vo 6TEIAEL TO request 6TV TOT0OEGI0 TOV
TEPLYPAPETAL OO TNV TPAOTN TN T0V Route header field ovti va to oteilel oTOV
outbound proxy 6mwg Oa £kave e To VTOLOITO UNVOLLOTAL.

‘Etot e€acpariletar 0Tl o1 outhbound proxies mov dgv mpocOETovv TIUEG GTO
Record-Route header field dev Bo cvumepihapfPdvovtol 6to path twv €mOUEVOV
unvopdtev. Emtpénetol ota end-points mov dgv UTOPOVLV VO EVIOTIGOLV TNV TPAOTN
Route URI va petafifdcovv avtd to task otov outbound proxy.

O UAC 0a mpémer va axolovBel Tig d1ad1kacieg mov £yovv oploTel yuo ta
stateful elements mpoonafdvtag KaOe devBvvon péxpt va £pbet og emapn pe Kamolov
server. Kabe mpoomdBeior onpaivel kot Sopopetikd transaction kol OmmG yiveton
Katavontd 1o kdbe éva €xel OpopeTikd via header pe po xowvoOpylo branch
parameter. EmmAéov n tun transport 1o via header field xoBopileton avaroya pe 10
transport Tov EMAEYTNKE Y10 TOV Server.

EneCepyacio Tov Responses

Ta responses ene&epydlovion mpdTa amd 10 transport layer ko petd mepvovv
v enelepyocio and to transaction layer. To tramsaction layer extelel v
eneepyacio mov TPEMEL v KAVEL Kol GTEAVEL TO response move otov Transaction
User. Avéloya pe tv Aettovpyio yivetonr Ko dtopopetikd 1 enelepyacio and T0
Transaction User. Q61060 vrdpyovv KAmowol yevikol Kavoveg mov epoppodloviat,
avedptnTotl amd TV Agttovpyio Kot TEPTYPAPOVTOL TOPAUKATO.
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Ypdaipota oto Transaction Layer

Y& UEPIKEC TEPUTTMOELS TOL Fesponses MOV EMOTPEPOVTAL ond TO transaction
layer dev givon SIP messages aAld €va transaction layer error. Otav éva time out
error AapPavetal and to transaction layer 1ote npénel vo epunvevbel cav Eva status
code 408 (Request Timeout). Av avagepOsi évo fatal transport error amd T0
transaction layer (covmBwg e€ontiag twv fatal ICMP errors oto UDP 1 o€ connection
failures tov TCP) n katdotoon mpémel va epunvevbel cav évo status code 503
(Service Unavailable).

Mn avayvopicipa Responses

O UAC mpémel va petoyelpileTon OmoladnToTE responses mov dgvV ovoryvmpilet
oav 16odvvapa pe code x00 response Tov 1010V class, kot Oa Tpémet va glvan wkavog va
eneéepyaotel Ta codes x00 yio O o ta classes. T mapaderypo, av évag UAC AaPet
éva un avayvopiowo code 431, pumopel acporéctata va Bewprost 0Tl KATL TYE
otpafPd pE TO request mov dmpovpynoe kol Bo petoyelplotel 10 response Gov va
éaPe éva response code 400 (Bad Request). O UAC mpémer vo petoyepileton
OTO1ONTOTE TPOSMPVO response NAPopeTikd amd 100 cav status code 183 (Session
Progress). Xvvenmg évag UAC mpénetl va gival onwodnnote kavog vo eneéepyoaotel
responses | status code 100 xon 183.

AV o€ KOO0 response LIAPYOVV TEPIGCOTEPES amd Hia TIWEG 6TO Via header
field t6te 0 UAC mpémel va anmoppiyet 1o ppvopa. H mapovsio emmiéov Tindv oto
via header field mov ompovpyeiton and tov originator VLOONAMDOVEL OTL TO UNVLUO
dpoporoynonke Aavbacpéva 1 mhavotata eivor oAhotwpévo (corrupted).

EneCepyoacio Tov 3xx Responses

Otav happdavetar éva redirection response (ywo. Tapdostypo €va response e
status code 301) ot clients 0o wpénel va ypnoipomolovv v (tic) URI(s) oto Contact
header field yo. vo. oynpoatomomoouvy éva 1| TeplocoTEPa VEQ requests POcICUEVO GTO
redirected request. Avti 1n SdKAGI0 TOPOLGIALEL OUOIOTNTEG UE CUTH TOL Proxy
recursing og éva response Pe class 3xx. O client apyiler pe évav apyikd o160 0
omoiog mepiéyet axpPag pioo URL H URI avtieitar ond v request URI tov original
request. Av o client emBopel va oynpotomomost véo requests Pociopéva oe
responses Ne class 3xx tonoBetel i URIs péoa oto farget set. Onwg Ko 6t0 proxy
recursion o client mov enefepydaletan responses class 3xx dgv pumopel vo TomoBeToel
neplocdTEPEC amd o popd Tig docuéveg URI oto farget set. Av to original request
elxe wa SIPS URI ot0 request URI o client pmopel vo emA&EEL TV EMGTPOOY|
(recurse) oe o non-SIPS URI aALd Bo mpémel vo €100TOMGEL TOV ¥PNOTN Yo TO
redirection o€ o pn-ac@ain URL

Omnowodnmote véo request pmopet va Aafet response g class 3xx mepléyovtag
v original URI cav contact. Avo tomoBecieg pmopovv vo, GETOPIGTOVV MOTE V
K@vouvv redirect | pio. otnv GAAN. TonoBetdvtog kdmolo docpévo URI oto target set
uia opd epmodilovtan anepa redirection loops.
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KoaBng 1o target set av&avetal, o client pmopei va dnUovpynocetl véa requests
ota URIs g omowadnmote cepd. Ymapyel évag Kowdg unyaviopog yuo vo Kabopilet
10 set amd ™V g mopauetpo oto Contact header field. Ta requests ota. URIs pmopovv
onuovpynBovv ceplakd 1 mopdiinioa. H kabe mpooéyyion emeEepydleton opadeg
erattopévoy g-Tinov  osplakd 1 emelepyaletar ta URIs oe kdbe ¢- opdda
TOPAAANAQL

Av 1 gmaen pe pa devbouvon g AMotog kataAnéel oe amotvyio, OT®G AVTEG
opifoviotl apécmS TOPAKAT®, TO CTOLKEI0 HETOKIVEITOL OTNV EmOUEV d1evBuvor TG
Motag ¢ 6tov M Alota eavtinbel. Av 1 Alota e€avtinbel 10t 10 request &yel
OmOTOYEL

Ot amotvyieg Ba mpémer va aviyvedovior péow twv failure response codes
(codes peyarvtepor and 399). ' ta network errors o client transaction 6o, ovoQEpel
omowadnmote transport layer failures otov transaction user. ®o mpémel vo onuelmOel
OGS KATO01 response codes VIOJIEKVOOVV TG TO request pmopel vo emavaineel. Ta
requests Tov dOKIUALoVTaL €K VEOL dgV TTPEMEL vaL BewpovvTon cav failures.

Otav el éva failure yo. Kamowo GVYKEKPIUEYT contact address, o client Bo.
TPEMEL VO dOKIUAGEL TNV EMOUEVN contact address. Avtd mepikieiel v dnuovpyia
€VOG VEOV fransaction Y10, TNV TOPAO0GT TOL VEOU request.

Mo v dnuovpyia Tov request Poaciocpuévov o€ pio contact address €vog
response 3xx, 0 UAC npénel va avtiypdyet ohokAnpn v URI and 1o target set xon
va v tomobetnoel oto request URI, ektog TV “method-param” xou “header” URI
TOPOUETPOV. XPNOIOTOLEL TIG “header” TapapETPOLS Y00 VoL ONLLOVPYNGEL TIUES YO
T header fields tov request yphoovtog méve otig header field Tipég tov redirected
request.

Oo mpémel va onpelwbel Twg oe UEPIKEG TEPWTAOGELS TO. header fields mov
EMKOWMVOVGOV UE TNV contact address Pmopel vo. TPOCAPTOVIOL GTO, VIAPYOVIO
header fields tov original redirected request. av yevikdg Kavovag, av Kamolo header
field pmopet vo deytel o AMota and comma separated TPéG TOTE M VEA T TOV
header field pmopel vo TpocaptOel og 0MO1ONTOTE TPOLTAPYOVCO TIUY| TOV original
redirected message. Av 10 header field dev déyxeton mOAOTAEG TWEG, M T GTO
original redirected request pumopetl vo ypogel amd mOve e TV TN Tov header field
OV avaypaQeTOl oto contact address. T mapdderypa, av o contact address
EMIOTPEPETOL LE TNV EXOUEVT] TIUN

sip:user@host?Subject=foo&Call-Info=http://www.foo.com>

161€ omowodNToTE subject header field oto original redirected request movwypdapeTal,
aArd to HTTP URL mpootifetor pepikd oe omotodnmote vadpyovoo Ty tov Call-
Info header field.

Ytov UAC mpoteiveton n enavoypnoonoinon towv header fields To,From kou
Call-ID mov ypnoipomomOnkav oto original redirected request, alhé o UAC pmopet
vo eMAEEEL TNV EVNUEPMOOT] TOV TANPOPOPIOV aLTOV Yo mapaderypa to Call-ID
header field 6tav mpdkerton Yo véa requests.
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TéMOG HOMG «KATOCKEVOGTED TO VEO request GTEAVETOL YPTGLLOTOIMVTOG EVOL
véo client transaction, €1o1 mpénel va. €xel véo branch ID oto top via field 6mmg

TEPLYPAPTNKE TPOTYOLUEVEMG.

e OAEG TIG VIOAOUTEG TEPUTTMGELS TOL Fequests TOV GTEAVOVTAL GOV OAVTNO)
o€ redirected responses TPEMEL VO YPNOIUOTOOVV T0O. header fields kou bodies Tov
original request.

Ye pepwég mepumtmoelg, ot Tég oto Contact header field pmopodv va
arofnkevtohv mpocwpvd N uovipa otov UAC eEoptodpeva amd 10 AneBEV status
code M| TV TAPOLGIN KATOWOL expiration interval.

Enelepyacio 4xx Responses

Kdémoww ocvykekpipéva 4xx response codes omouitohV  GUYKEKPIUEVT|
eneéepyacia and tov UA aveaptnra e pebddov mov ypnoipomomdnke.

Av MoeBel éva 401 (Unauthorized) | 407 (Proxy Authenticate Required)
response 101¢ 0o UA Bo mpénel va axolovbnoelr TG authorization procedures
(owdwkacieg €£o0VG10O0TNONG) YL VO OOKIHACEL Eavl TO request TAPEYOVTOG
credentials (SlomoteLTNPLOL)

Av Moebet éva 413 (Request Entity Too Large) response, 101 10 request
mepLelye kamowo message body mov MTOV UEYAAVTEPO ATO OWTO TOL UTOPOVGE VO
dextel o UAS. Av elvan duvatoév o UAC mpémetl vo dokipdoet Eava to request gite
TOPOAEITOVTOG TO GO EITE YPNOLOTOUDVTOS KPOTEPO GO UNVOLOTOG,.

Av MInobet éva 415 (Unsupported Media Type) response, 101€ 10 request
nepielye tomovg media ot onoiot dev vrrootnpilovtar and tov UAS. O UAC Oa mpémet
va EavaoTeilel TO request, ALT TN QOPA YPTCLOTOUDVTIOS GOV TEPIEXOUEVO KATO10
OV vo TEPEYEToL otV AMota tov Accept header field tov response, kafBmg woi
KOOWKOTOMGELS OWTEC oV LIdpyovv oto Accept-Encoding header field tov 16100
response, Kol YAOGCEG QVTEG TOL Qoivovtal 610 Accept-Language header field tov
response.

Av MInobet éva 416 (Unsupported URI Scheme) response, 10 request URI
ypnowonoinoe évo URI-scheme mov dgv mapéyetar and tov server. O client O mpémel
va 0oKIHAGEL EavE TO request avth T opd ypnoonowwvtog éva SIP URIL

Av MoeBel éva 420 (Bad extension) response 10te 10 request mepieiye €vo
Require | Proxy-Require header field to omoio ypnoionolovce éva option-tag yuo.
Kamowo feature (yopaxtnplotikd) mov oev mapeiye o proxy 1 o UAS. O UAC 6Oa
npénel vo, EavampooTabnoEl TO request oVTN TN QOPO TOPOAEITOVTOG OTOL0ONTOTE
extensions mov mepiéyovtal oto Unsupported header field tov response.

Ye OAEG TIC TOPOTAVE TEPWMTMOOELS, TO request emavalopuPdveron
ONUIOVPYDOVTOS €V KOVOUPYLO request e TIC KATAAANAES TPOTOTOMOEL. AVTO TO
véo request omoteleiton omd €vo vEo transaction xou Oo wpEmel va £yl TNV 110 TN
ota nedia Call-ID, To, xouw From pe 1o mponyobuevo request. To medio CSeq Oa
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TPENEL Vo TEPLEYEL Eval VEO sequence number avénpévo katd éva 6e oyxéom He TO
TPONYOVLEVO.

2.2.2 Yuptrepipopd Tou User Agent Server

Otav éva request 10 omoio dgv avikel o€ kdmowo dialog veictatot
eneéepyacioa amd tov UAS, vmbpyet €vo cOVOAO oamd KOATOWOVG KAVOVEG TOL
axolovBovvrot aveEaptnTo TG AEtTovpyiog TOV YPNCULOTOMONKE.

Oo mpémer vo onuelwbel moc M emefepyacio evog request eivar kabopd
atopkn oadwkocio. Av éva request yiver dektdo omnd tov UAS tote mpémer va
EKTEAECTOVV OAEG O1 OALOYEG KATAGTAOTG TOV OoXETICOVTOL LE TO request.

O1 UASs 0a mpémer va enelepydlovtal Ta requests oty GePA TV Prpdtov
mov okoAovBolv (OnAadr| Eexwvovtag pe authentication, HETO E€PELVOVTAG TNV
Aertovpyla, ta header fields kol OA0 TO VIWOAOITO TOV OVOPEPOVIOL GE OVTH TNV
evotta).

"Epegvva Aertovpyiag

MoMg éva request €xer motomowmBel (authenticated), ek10C Kol ov £€xel
emAeyel n mTapaiewyn tov authentication, o UAS mpémetl va peuviioel TV Asttovpyia
tov request. Av o UAS avayvopilet oAhd dev vrootnpilel v Aettovpyia mpénet va
onuovpynoetr éva response 405 (Method Not Allowed). Ouv dwdwacieg yio v
onuovpyio oL response meprypdoovtar apydtepa. O UAS mpémer emiong va
npocBéoel éva Allow header field oto response 405 (Method Not Allowed). To Allow
header field npénel va katoypaeet OAec TG Aettovpyieg mov mapéyovion and tov UAS
0 0T010¢ ONUIOVPYNOE TO LWIVVLLAL.

Av 1 Aertovpyia elvarl pio omd T1g mapeydueves and tov UA Server, tote
eneEepyacio cuveyiletal Kavovikd.

Mn Avayvopicwpo Header Field

Av o UAS dev xatoraPaivel éva header field evoc request (mboavototo zo
header field dev yapoaxkmmpileton oto RFC 3261 [9] 1 kdémowo vmoomnpilduevo
extension) 101 0 UAS mpémel va. ayvonocel 10 ovykekpyévo header field xor 0o
TpémeL va ovveyioel v eneepyasio Tov unvopatos. 'Evag UAS Ba mpémel va ayvoet
omotadnmote dvovonra header fields ta omoio dev givor avaykaio yio Tnv eneepyacio
TOV request.

To kot Request-URI

To header field “To” mpocdiopilel Tov original TopOAmIN TOL request TOL
npoopictnke omd TOV ¥PNoTn 0 omoiog mpoodopiletar oto From field. O original
nmopoAnmng mbavotata Ba eivar o UAS mov enelepydleton 10 request. Av dev 16y0eL
KATL TéT010 TOTE QVTO PUmopel va Exel mpokvyel e€antiag tov call forwarding | dAA®V
proxy operations. O UAS pmopet va gpappdcel onowadnmote policy embBopet yuo va
kabopicel mote Bo déxetan requests avaroya pe to av 10 “7o” header field mepiéyel
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™V TouTodTNTO TOV ovapepOeEvov UAS 1 dyt. Qotdco mpoteivetar o UAS va déyetan
requests axopa Kot ov 0ev avayvopilel to URI scheme (yuo mopdoetypa €va tel URI)
010 “To” header field ) 10 “To” header field dev amevBlhveral 6 KATOOV YVOGTO 1|
Tpéymv ypnotn tov UAS. Ztnv televtaio mepintwon B mpémel va dnUovpynocel Eva
response |g status code 403 (Forbidden) ka1 va 1o 61eihel 61OV transaction server yio.
EKTTOUTN.

To request URI mpocdiopilet tov UAS mov mpénel va eneEepyaotel 10 request.
Av 10 request URI ypnoyonotel kémoto scheme mov dev mapéyeton and tov UAS, o
televtaiog Oa mpémel va amoppiyel 10 request pe Eva response 416 (Unsupported URI
Scheme). Av 10 request URI dev mpocdiopilet pua dievbuvon, otnv onoio o UAS eivar
pdOvOg va dexTel requests, Bo TpEmel va amoppiyel To request pe Eva response 404
(Not Found). Tomkd évag UA mov ypnowomotet v Aettovpyic REGISTER yia va
TPOGOPTAGEL TNV address-of-record o€ oL GUYKEKPIUEVT contact address O PAETEL
T0 requests TV omoiwv M request URI tovtileton pe v mpoavapepbeica contact
address.

Merged Requests

AV 10 request dev €ygl Kamolo tag oto “To” header field, tote o mupnvag Tov
UAS mpémel va d1epeUVNGEL TO request ®G TPOG To omePYOUEVa. transactions. Av to
From tag, Call-ID, kol CSeq toaiptalovv amdAvta e KATOlo TOL aVKOVV GE KATo10
eepyduevo transaction aAld 10 request dev Toupldlel pe avtd, 10te 0 UAS Oa mpémet
va dnovpynoet éva response 482 (Loop Detected) kon vo 10 TEPAGEL GTOV Server
transaction.

Av 10 1010 request QTAGEL OTOV Server MePIOCOTEPEG OMO pioL (QOPES
aKolovBmvTag dtopopetikd paths avtd umopel va cvppaivel e€outiog tov forking. O
UAS 6a enelepyaotel 10 mpdto request ko o avtamokplBel pe éva response 482
(Loop Detected) ota voLoaL.

Require

YrnoBétoviag 6t o UAS amogocilel mwg eivor o katdAAniog ywoo tnv
eneEepyacio Tov request, eAéyyel 1o Require header field (av vidpyet).

To Require header field ypnowonoteiton and tov UAC v va dniooel o€
kdmowov UAS ta SIP extensions mov o UAC mepiuéver and tov UAS @dote o
tehevtaiog va gival oe B€om va emelepyaoctel 10 request kotoiinia. Av o UAS dev
katohafaivel Eva option tag mov PBpioketonr 610 Require header field, Bo mpémel vo
avtdpdost pe éva respond 420 (Bad Extension). EmmAéov o UAS mpémer va
npocBéoel Eva Unsupported header field dmov Qo xotaypdovtal kel Ta option tags
TOV OEV £YIVAV KATOVONTA GTO request.

Oa mpénel va onuelwdel 0TL To0 Require kol Proxy-Require dev Pmopovv vo.
ypnoporomBovv o éva SIP CANCEL request 1 oe éva. ACK request mov otdAOnke
Y. Kémolo non-2xx response. Avtd ta header fields Bo mpénel va ayvonbovv ov
VILAPYOLV GTO Fequests.
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‘Eva ACK request yio K4molo non-2xx response mPENEL VO, TEPLEYEL LOVO TIG
TIWEG TV Require kxou Proxy-Require mov vpyov Kot 6o initial request.

[Mapdoetrypa

UAC->UAS: INVITE sip:watson@bell-telephone.com SIP/2.0
Require: 100rel

UAS->UAC: sIP/2.0 420 Bad Extension
Unsupported: 100rel

Me avtdév tov 1pomo eEacpariletor 0TL | aAAnAemidopaon client-server Qo
TpoymPNoeEL Ywpic kabvotepnoelg Otov OAa T options €xovv Katovonoel kol amd Tig
dvo mAevpéc. Kabuotepnoeig pmopovv va Tpokdyouy povo 0tav KAmolo option givol
un xotavontd. Xe éva taplaotd (evydpt client-server n aAnAeniopaon eEeAiocoeTon
apketd ypryopa kepdilovtag ypdvo amd round trips mov cuUPAivovLy Gg PUNYOVIGHOVG
TPy HATELONG.

EneCepyacia mepreyopévoo pnvopotog

Oewpavtog 6t1 0 UAS kotavoel omoladfmote extensions amontodviol and Tov
client, Ba. mepdoel oV €£ETACT TOV CAOUOTOC TOV UNVOUOTOG KOl TV header fields
OV TO TMEPLYPAPOVV. AV VITdpyovV omoladNTote message bodies Twv omolwv ta type,
(paivetonr omd Content-type), language (@aiveton omd Content-Language), 1
kwowonoinon (eaivetar and Content-Encoding) dev elvar xotavontd, kol avtd to
bodies dev glvar mpoapetikd (paivetar and to Content-Disposition header field), tote
o UAS mpéner va amoppiyel to request pe éva. response 415 (Unsupported Media
Type). To respond Oa mpénel vo. mepiéxel €va Accept header field oto omoio Ba
Kataypdeovior 6Aot ot THmol TV bodies TOL €ivol KOTOVONTOL GTNV TEPITTMOOT TOV
10 request mepielye type body not-supported amd tov UAS. Av 10 request mepieiye
content-encodings U katovonto and tov UAS, 10 response Ba npémel va mepiéyet £vol
Accept-Encoding header field mov va xotaypdoeet Olo to encodings mov eivol
katovontd and tov UAS. Av 1o request mepieiye kdmolo mepieyodpevo e languages
un katovontég amd tov UAS tote 10 response o mpémel va mepiéyel €va Accept-
Language header field mov va kataypdoeel Ti¢ languages mov givol Katavontég amod
tov UAS. TIépa amd avtovg tovg ehéyyovs, to body handling eEoptdton and v
Aettovpyia Kot TOV TOHTO AVTOV.

Eq@appoyn tov Extensions

‘Evac  UAS mov 0Ha embBopovoe vo  epopudcel  Kamolo extensions
ONUIOVPYDVTOS TO response, OV €YEL OVTO TO OIKOUMUO EKTOG KOL OV Y10 OVTO TO
extension VIAPYEL Support Tov Qaivetol oto Supported header field tov request. Av
10 eMBLUNTO extension dev mapéyeton (not supported), o server Ba mpénetl va Paciortel
povaya oto baseline SIP ko og omoladnmoTe AAAO extensions vrootpilet o client. X¢
OTAVIEG TEPITTWAELS, OTOV O server Ogv UmOpel va emeepyaotel To request ympig To
extension, t10te umopel vo oteidel 10 response 421 (Extension Required). To 421
ONUOiVEL TG O server AdLVOTEL Vo ONUIOVPYNGEL TO KOTAAANAO response ywpig va
YPNOLUOTOMOEL KOO0 extension. To avayKoio extension TPEMEL VO TEPIEXETOL GTO
require header field Tov response. Avti 1 GUUTEPIPOPA OGS deV TPOTEIVETAL OO TO
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RFC 3261 [9] apov kdtt tétoto B pumopovoe va kataostpéyel v cuvepyacio SIP
elements N10POPETIKOV vendors.

EneCepyaoio Tov Request

Oewpovtog OTL OOl Ol €AEYYOl OTIC TPONYOVUEVEG TAPAYPAPOVS EYOLV
tehewnost pe emvyia, N eneCepyacio mov epappoler o UAS oamoktdel dlaitepo
YOPOKTAPO OVAAOYOL LE TNV AEITOVPYi TOL £)EL YpNoLoTOmOel 6TO request.

AmooToA] Tpoocmpivov Response

Mio onuovtiky odnyio aveEdptnmn g Asrtovpyiag, vy v onuovpyio
responses ova@épel 0Tt ot UASs dev mpémel va 6tédvouv kdmolo provisional response
(mpocwpvo) yia kdmowo non-INVITE request. Ovclootikd ot UASs 0o mpémer va
exdidovv éva final response oe omoodnmote non-INVITE request to cuvroudtepo
duvarto.

Otav onuovpyeiton éva response 100 (Trying) omowoonmote Timestamp
header field ivol Tap®Vv 610 request TPEMEL VoL AVTIYPOQEL GTO response. Av vrdpéet
Kamowo delay otnv dnuovpyia tov response, o UAS Ba mpémel vo mpocOécet Eva
delay value cto Timestamp value tov response. H tiun avty| 0o mepiéyet mv dapopd
YPOVOL HETOED TNG YPOVIKNG OTIYUNG MOV ANQONKE TO request Kol NG YPOVIKNG
OTLYUNG TOV GTAAONKE TO response.

Headers & Tags

To From field €vog response mpénet vo. .oovtal pe to From field tov request.
To Call-ID header field mov avikel oto response 0a mpénetl va 1oovtan pe to Call-ID
header field tov request. To CSeq header field nov Bpiokovpe 610 response 0o Tpémel
va ooVt pe 1o CSeq header field mov vmdpyel oto avtictowo header field tov
request. Ov TWéG 610 Via header field B mpénetl vo tavtiCovion pe T1g Tinég oto Via
header field tov request ka1 6o Tpémet va datnpovv Ko TV 1010 Gepd.

Av 10 request mepieiye xamowo “To” tag, tote 10 “To” header field cto
response TPEMEL VO LIGOVTAL LE 0VTO TOL request. Qot6co av 10 “To” header field cto
request oev mepielye Kamoto tag, N URI oto “To” header field tov response 0o mpémet
va eovton pe v URI wov vrdpyer oto “To” header field. Emmléov o UAS mpémet
va mpocBéoet éva tag oto “To” header field tov response (e e&aipeon to response
100 (Trying) 6mov og owtnv TV TEPinTOoN 10 fag sivor mpoopeTikd). Avtod
eEumnpetel mote va mposwonotel 0 UAS ot1 avtidpdet, mhoavotata KaTaAyovtag oe
kamoto dialog. To id10 tag npénel va ypnoonom el yio OAa ta responses e 0VTO TO
request, final xou provisional (e§oupdvtag Eava ta responses 100).

2.3 Redirect Servers

Ye KOmMOleG OapyLteKTOVIKEG umopel va elvor emBount) m  peiworn Tov
processing load ctovg proxy servers mov givol vtevBouvor yio v dpopoAdYNoN TV
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requests, kot 1 Peitioon g duvapukoTNTaS TOVL Ssignaling path YpNGULOTOIOVTOG
uebooovg redirection.

To redirection emtpénel 6TOVG Servers Vo GTEAVOLV TNV routing information
Yl KATO10 request TG® oAV response GToOV client, AQAPOVTAG TOV E0VTO TOVG OO TO
loop GAA®V PMVOUATOV Yo TNV CLYKEKPWEVN transaction. 'Etol Aowmdv dev yavovv
oV oTOY0 TOvg (gVpeom ¢ Tomobeciag evog ypnotn) amid dev pecoAafodv GTo
transaction. Otav o originator €vog request MaPel kdmowo redirection response 0o
oteidel éva véo request Paciopévo ot URI(s) mov élaPe. Me v ekmoun twv URIs
amd TOV TuPNVA TOL OIKTOOL OTIG GKPEG TOL, TO redirection €MTPEMEL WAL
a&loonpueint KApdkmon tov diktbov (network trafic shaping).

"Evag redirection server Moy omoteheiton and €va transaction server layer
Kot évav transaction user o omoiog £xel mpocPaomn o€ o location service. H location
service OULGLOOTIKO &ivor po database mov TEPEXEL ®C KATOXWPICELS, TIG
avtiotoymoelg (mappings) petalhd evoc URI ko kdmoliwv set €vOg 1| TEPLGGOTEP®V
alternative locations oto. omoio. 0 otOY0¢ TOL ovykekpévov URI pmopel va
EVTOMIOTEL.

"Evog redirect server dev dwompaypatedeton pe SIP requests and povog tov. Av
dextel éva request (extdg amd CANCEL) tote 1 0o amoppiyel to request v 0o
eroludoel pa Alota pe to alternative locations amd Vv location service kol Oa
emotpéyel éva teMkd response pe class 3xx. Xta CANCEL requests 0o npénet va
OTOVTIOEL UE KOmOwo 2xx response. Avtd 1o response olokKANpovelr kot to SIP
transaction. Amotelel evBVOvVN 0L client m aviyvevon tov forwarding loops neta&d
TV redirect servers.

Otav o redirect server omavidel e €vo 3xx response o€ KOMOWO request,
tonobetel v Aloto tev alternative locations (pioc M mepiocotepeg) oto Contact
header field. ¥to Contact header field pmopel emiong va ooBel o “expires”
TopAPETPOS 1 omoia dnAmvel v dudpketa (ong tov Contact data.

To Contact header field nepiéyer URIs 1o omoio mAnpogopodv yuo véa
locations M| usernames oto. omoia pmwopel va emyelpnOel Kamolo request, pmwopet amAd
va kaBopilel kanoleg emmAéov transport parameters. Eva 301 (Moved Permanently)
N 302 (Moved Temporarily) response pumopet va. divel v 10w location M username
TOV YPTCILOTOMONKE Kol 6TO 0pyIKO request omAd pmopet va divel kdmoleg emmAéov
TOPOUETPOVG (transport parameters) OTMOG OAPOPETIKO server | multicast address M
aArayn tov transport 1o SIP m.y. and UDP oe TCP kot 1o avtictpo@o.

Q01660 o1 redirect servers dev TPEMEL VAL EMOTPEPOLV £V request 6€ KATO10
URI ico pe avtd mov vrdpyel oto request URI, avti ovtod o server pmopet vo 6TéAVEL
10 request 6tov TPooplond tov (destination URI) pe v mpodmodeon 6t to URI dev
delyvel Tpog Tov €0VTO TOL 1| UTopel va To amoppiyel pe Eva 404.

Av évag client ypnowonolel kdmowov outbound proxy kol ovTOG O proxy

OVCIOCTIKA KAveEL redirection ©T0. requests, TPOKLMTEL 1| TPOOTTIKY Yol GTEPOL
redirection loops.
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Oa mpénel va onueiwdel mwg n T oto Contact header field pmopel vo
AVOQEPETOL GE OLLPOPETIKN resource amd avti mov KANOnke apywd. I'o mopdostypo
o SIP kAnom mov cuvoébnke oe éva PSTN gateway pmopet vo emBopel pio 101km
avaxoivmon onwg «O aplfuog mov KaAéoate Exel OAAAEE.

To Contact header field evOc response pmopel vo TEPEXEL OMOLONTOTE
katdAAnin URI n omoia deiyver v dievbuvon oty omoio pmopel vo VIomoTel o
KaAovpevog — ogv gtvon limited oto SIP URIs. ®a pmopovoe va mepiéyer URI yuo
mAépwvo, FAX, 1 irc | mailto: (RFC 2368) [13].

H napdapetpog expires tov Contact header field deiyvel yioo mdon dudpkela 1
URI eivon valid. H myq avt) eivor évog aplBuog mov deiyver tov ypdvo oe
devtepOrenTa. Av avTf M TOPAUETPOG Ogv diveTar TOTE N TN ToL EXpires header
field xoBopiler v didpreta (mng Tov URL

O redirect servers Qo mpémel va. ayvoovv features mov dev katohofaivoov
(6nwg unrecognized header fields, unknown options tags tov Require, | ovopoto
Aertovpyiwv) kot Oa Tpémel vo TpoxwpovV 6To redirection Tov request.

2.4 Nsiroupyia CANCEL

2T0 TPONYOVLEVO KEQPAANLO EYIVE U0 LUKPT) OVOPOPE GTIV CUUTEPIPOPE EVOG
UA «atd v dnuovpyla TV requests kol eneéepyoacio Twv responses yuo KOOe
Aertovpyla. Xe ooty v evotra Bo yiver Adyog yioo (o AETovpyio YEVIKOV
KaOnkoviov, v CANCEL.

To CANCEL request, dnwg vmovoel to Ovopo, YPNOLUOTOIEITOL Yo VO
aKVPAOGEL Eva previous request IOV otoAONKe amd tov client. Zuykekpiuéva {ntdet
ano tov UAS tov teppatiopd mg eneepyaciog yuo to request Ko tnv onpovpyio
evog error response yio 10 1010 request. To CANCEL 0gv éyel kapio enintoon o€ Eva
request yio. o onoio o UAS €yetl onpiovpynoet kamoto final response. EEautiog avtov,
etvar mo wpaktikd va yiveton CANCEL og requests ta. omoia amottodv and tov server
apKETO YPOVIKO dldoTnua Yoo ONUovpyncel 1o response. I'io avtd t0 AOYO TO
CANCEL ypnowonotweitar xvpiwg oto INVITE request oto omoio pmopel va
YPEWOTEL APKETH YPOVIKO SAoTNa Yo va dnpovpyndel 1o response. e ooty v
nepintwon o UAS mov AapPaver éva CANCEL request yio kamowo INVITE ko dev
éxel oteidel éva final response, Bo otapatnosl 1o ringing kol Bo avtomokpldel 6To
INVITE pe éva error response.

To CANCEL requests, onpiovpyodvtar kot otéAvovtal and tovg UAs aAld
Kot amd toug proxies. 'Evag stateful proxy avtoamokpiveror oe kémoio CANCEL oyt
ommg Bo avtomokpvotay 6e Eva 0To10dNTOTE request (ONA. amhd Kavovtag forward).
Mo avtd 10 Adyo to CANCEL avaeépetar kar cav “hop-by-hop” request, apov
yoipel e101KNG petayeiplong oe kB hop mov ektelet.

Xopreprpopd Tov Client

‘Eva. CANCEL request dev o mpémel va GTEAVETOL Y10 VO AKVPMOGEL KATOL0
request o1apopetikd and INVITE.
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Epdocov ota requests extdég twv INVITE n avromdkpion eivor dueon, m
amootol] evog CANCEL og éva non-INVITE request 6o, dnpuovpyodoe évav aymva
dpopov pe appifora amoterécparal.

O mapakdte ddikacieg Aappdavouv pépog oty kotackevr] evoc CANCEL
request. Ta Request-URI, Call-ID, To, 10 apiOuntikd pépog tov CSeq, Kot 10 From
header fields oe éva CANCEL request mpémel vo €ivol TOVOHOIOTUTOL LE OWTE TOV
VRAPYOLVV GTO request mov oKvpovetal, axopo kot to tags. 'Evo CANCEL mov
onuovpyndnke and kdmowov client mpémel vo Exel povaya 1o Via header field id10 pe
™mv T mov Ppioketor oty Kopven tov Via header field oto request mov
OKVPAOVETOL. XPNOUOTOIOVTOS TIG 101eC TIHEG ot Tapoamdve header field yivetan
gvkoAdtepn M avtiotoiynon tov CANCEL pe 10 request mov mpodketton va akvpmbet.
Qo100 t0 method part tov CSeq header field mpéner va €xel tnv Ty evog CANCEL.

Av 10 request mov axvpaveTon meEPLEYXEL £vo. Route header field, t6te 10
CANCEL request 0o mpémel vo mepi€yel Kot ovtd TV TN T0V Route header field.
Avtd ovpPaivel €11 dote vo givor dvvatdv amd Tovg stateless proxies vo.
dpoporoynoovv cwotd to CANCEL request.

To CANCEL request dev pmnopet vo mepiéyet require | Proxy-Require header
fields.

Molg to CANCEL request etoywaotel, o client eléyyetl av éxel deytel kdmolo
response (provisional M final) ywo. 10 request mov okvpavetotl. (otn PipAoypaio
avaeépeTol Ko “original request”)

Av dev &xel \MeBel kamoto provisional response, T0Te dev UTOPEL VoL GTOAEL TO
CANCEL. Avtibétog o client mpénet vo mepiével yio v aein evog provisional
response mpwv oteidel 10 CANCEL. Av yw to original request dnpovpyndnke évo
final response, 10 CANCEL 6gv umopet va otaret epocov tao CANCEL dev €yovv
Kapio enidpaoct o€ requests yio ta omoio £yxel onuovpynel éva final response. Otav
o client amopacilel va oteider éva CANCEL, onpovpyel éva client transaction kou
otéAvel amévavtt to CANCEL poli pe to destination address, port, xou transport. Ta.
destination address, port, Ko transport mpémer vo eivor 101 pe ovtd TOL
ypnoporomdnkay yia to original request.

Av frav emutpenty | amootoAn evég CANCEL mpwv v AMym evodg response
Y. TO TTPOTYOLUEVO request, o server Bo. pmopovoe vo AdPel to CANCEL mpwv 10
original request.

Oo mpémel vo onuewBel 0tL Ko tar dvo tramsactions (original request kol
cancel) 8o olokinpwBovv aveapmta. Qotdéco Evag UAC mov axvpmvel Evo request
dev umopel va Poaociotel ot Aym evog response 487 (Request Terminated) yio
original request epdcov évoc UAS ovuPatdg pe 1o RFC 2543 [11] dev Oa
dNuovpynoel éva tétolo response. Av doev vmdpéel Kamowo final response ywo. TO
original request ce 64*T1 devtepdiento (6mov T1 1o interval oto omoio av dev
Mobet éva response oe xamowo INVITE 10 televtaio avoaotédveran) o client Bo
npénel vo. Bewpnoel mw¢ M original transaction axvpmOnke kot Bo mpémer va
TEPUOTIOEL TO transaction TOV ACoYOAEITOL UE TO original request

43



Xopmeprpopd Tov Server

H Aerrovpyioa CANCEL amoutel and tov Transaction User oto server side v
axvpwon Tov pending transaction. O Transaction User kaBopilel To transaction mov
Ba axvpwBel dwPaloviag to CANCEL request, kol otnv cuvéyeto vrodETovtag Tmg
N request method eivon onmowdnmote extdég and CANCEL 1 ACK egpapudlet tig
dwdwaciec avtiotoiynons. H matching transaction eivor oty mov mPOKeELTAl Vo
aKvpmOEl.

H enelepyacio evog CANCEL request otov server eoptatal amd 10 100G TOL
server. Evag stateless proxy 0o mpowbnoel 1o request. 'Evog stateful proxy pmopei vo
avtamokpdel 610 request, ko vo dnuovpynoetl kamoia CANCEL requests yio tov
€anTo T0V, eV 0 UAS Ba avtamokpiBei Kovovikd.

O UAS enegepyaletor 10 CANCEL request ocOppova pe v yevikn
GUUTEPLPOPE TOV TOPOVGIAGTNKE GE TPOTNYOVUEVT] TOPAYPAPO. 26TOGO £POGOV TO
CANCEL requests dwoidovtar hop-by-hop o dev pmopet va yiver n emPePaimon
TOVG, 08V Umopel va yivel TpOGKANGN amd TOV server Yyl ENUTAEOV SLOTIOTEVTNPLO GE
Kamowo Authorization header field. EmmAéov Oa mpénetl va onueiwbdei 611 to CANCEL
requests 0gv TEPLEXOVV KAmo10 Require header field.

Av o UAS d¢ev evtomicel kdmowo transaction mov vo, taipralel pe to CANCEL
ocLHQ®VO pe TNV dadikocio Tapardve, Ba tpénet va avtonokpdei oto CANCEL pe
éva response 481 (Call Leg/Transaction Does Not Exist). Q61060 av 1O transaction
yw. 7o original request vapyel, n cvunepipopd tov UAS oty Aqyn tov CANCEL
request €Eoptatal and to av &yxel otalel €va final response | Oy ywo to original
request. Av éyel otalel, to CANCEL request dev €xel wopia emidpacn otnv
eneéepyacia Tov original request, Kopio €TidpAcT CTNV KOTAGTOOT TOV Session, Kol
Kopio enidpaocT ota responses mov OmpovpynOnkav yo 1o original request. Av o
UAS dev ompiovpynoe kdmoto final response yw 10 original request, | GOUTEPLPOPA
Tov e€aptdrtal otV Asrtovpyio. wov ypnoipomombnke Katd 1o original request. Av
avtd Mrov INVITE, o UAS npéner va avtamokpifei aueca oto INVITE pe éva
response 487 (Request Terminated). Evo. CANCEL request dev €yel xapio enidpoon
oV enelepyocio TOV transactions moOv YPNCLUOTOOVV KATOW AEITOVPYiQL 1) Omoia
opiletan o€ specification dSoupopetikd Tov RFC 3261 [9].

AveEdptnrta g pebddov mov ypnoylomoleital oto original request, dtav To
CANCEL avtictoynfei pe kdmoo vrapktd transaction, o UAS amavtdel avtdpota
ue éva response 200 (OK). To cuykekpilévo response Kata.okKeLALETOL 0KOAOVOMVTOG
TIC OOIKAGIEG TTOV TEPLYPAPNKOV TAPATAV®, CNUEWDVOVTOS TG Tto “T0” tag tov
response 610 CANCEL kot to “To” tag oto response tov original request Bo mpémel
va gtvarl ta 0. To response mov avoeépeton oto CANCEL diveton otov server
transaction yuo TV EKTOUTI] TOV.

2.5 Nsiroupyia Karaywpnong (Registrations)
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SIP Registration

NetManager

=l SIP Phone

LDAP Server %

LDAFP Search

Yympo 2.2

To SIP mpooeéper ovvatdtteg discovery. Av évag user emboupel vo
apywonomoel (initiate) éva session pe kémolov GAAo user, to SIP mpémer va
AVOKOAOYEL TO /h0St 6TO OMOL0 O user-otoyog yiveror dtnbécipog. Avtn 1 dadkacio
discovery cvyvd extekeiton and SIP network elements OnmG ol proxy servers M ot
redirect servers mov glval vTEVOLVOL YO TNV ANYN TOV requests, TOV VTOAOYIGUO TOV
EMOUEVOL GTOOLOV TOVG pe BACT TNV YVAOGCT OV TaipvouV amd po fdorn dedopévey,
KOl TNV OTOGTOAN QWTOV TV requests. o va yiver kdtt t€toto, ta SIP elements
Aoppdvouy v’ Oy pia vanpecio YvooT Kol g location service 1 omoia TopEYEL
KaToy®pIioelg yio. Eva CLYKEKPWEVO domain. AVTEC Ol KATOYMPNOELS OVTIGTOLYOVV
éva etoepyopevo SIP 1 SIPS URI m.y.

sip:userB@teicrete.com

o€ éva N meprocotepa. URI(s) mov eivan kdmmg o kovtd otov embountd ypniotn m.y .
userB@chania.teicrete.gr

Tehkcd o proxy 6o Aafet v’ dywv v location service 1 omoio, OVTIGTOLYEL TO
MoeBév URI o¢ éva n meprocdtepovg UA otovg omoiovg €xet kavel log in o userB.

H dwdwocio tov Registration dmpuovpyel Kotoy®pfoelg o€ o location
service evOG GUYKEKPUEVOL domain, 01 omoieg cLVOLoLV pia address-of-record URI
ue pio contact address. 'Etol 6tav o proxy evog domain MaPet éva request 1ov omoiov
10 request URI toupid&el pe xamnowo address-of-record, o proxy 0o mpowbncetl to
request otV contact address mov eivon registered e 1o address-of-record. To
tehevtaio eivol Aoy, av okepTel Kovelg Tmg To registration g address-of-record
yivetar otV location service evo¢ domain O6mov OAO TO requests PE GTOYO TNV
OLYKEKPIWEVN address-of-record Jdpoporoyovvior oto &V AOY® domain. XTig
MEPIGCOTEPES TOV TEPWMTMOEMV ALTO onuaivel 6tL 10 domain 6to omoio yiveton 10O
registration 0a npénet va topralet pe to domain oto URI t0v address-of-record.

H dwdwcasio tov registration amortet v omootodn evog REGISTER request

o€ évav €101kd TOmo UAS yvwoto cav registrar. 'Evag registrar avtidpd cav 1o front
end g location service evog domain, SoPaloviag Kot YpAPOVTOG OVTIGTOLYNGELS
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(mappings) Baciopéveg ota mepieyopeva tov REGISTER requests. Avti n location
service TUTIKO eAEyyeTon omd évav proxy server mov elvar vmevOuvog Yoo TV
OPOLOAOYNON T®V Fequests TOV aPopovV TO TOPATAV®D domain.

To oyqua 2.2 meprypdopel v dwdikacio Tov registration. Qo mpénel vo
onuelwdel O6t1 0 registrar Kol 0 proxy server EKTEAOVV SLUPOPETIKT AOYIKT AELTOVPYia,
Kol otV TPAEn UITOPOvLE VO TOVG GUVOVTHGOVUE GTNV 1010 IKTLOKY] GLOKELT. [
Adyovg KOAOTEPNG KATOVOMONG Ol 000 Servers €youv OlYMPICTEL GE QLTNV TNV
epyaoia. Eniong pmopei va avaeepBel nog évag UA mpénet va otédvel requests Pécm
eVOg proxy server £TGl OGTE VO, OTOGEL TOV registrar oV Ol TEAELTOUOL OITOTEAOVV
Eexoplotd elements.

To SIP dev opilel KAMOOV GUYKEKPYEVO UNYOVIGHO Yo TV LAOTOINGN TNg
location service. H pévn omaitnon elvat 0t o registrar evog cuyKekpiuévov domain
npEMEL va. €yl TV dvvaTdTTa Vo dtoalel kot vo ypapet dedopéva oty location
service. Emnpoofeta, o proxy ko o redirect server yi 10 GuyKekpipévo domain Ha
TPEMEL EMIONG VO, £XOVV SIKOLOUATO, EYYPAPNS oTO. dedopéva g location service.
‘Evoc registrar xou évag proxy server vy 10 1010 domain, pmopobV vo, givor
tonofetnuévol otov 110 Ydpo (0nwg kot cuvnBileton).

2.5.1 Aopnj Tou REGISTER Request

"Eva REGISTER request éyet tnv ax6AovOn yevikn popon:

REGISTER sip:141.29.36.134 SIP/2.0

Via: SIP/2.0/UDP 141.29.36.14:5060

To: Ioannis Papoutsis <sip:userl@chania.teicrete.gr>

From: Ioannis Papoutsis
<sip:userl@chania.teicrete.gr>;tag=el101aa5b053b6b

Call-ID: 67e07d3ace63049321692e5a4ac9425d@chania.teicrete.gr
CSeqg: 1079876078 REGISTER

Contact: Iocannis Papoutsis
<sip:userl@141.29.36.14:5060>;expires=900;methods="INVITE, ACK,
OPTIONS, BYE, CANCEL, REGISTER, REFER, SUBSCRIBE, NOTIFY, MESSAGE"
Max-Forwards: 70

Content-Length: 0

User-Agent: SCS/v3.1.12.33

To REGISTER requests npocOétovv, agaipoiv, 1 pOTOVV ylo. KOTAXWOPNOELG-
avtiototyioelg. 'Eva REGISTER request pmopel vo mpocOécel po avtiotoiynon
HETOEL (oG address-of-record ko plag M meplocotépwv contact addresses. H
Jwdikacion ek pPEPOLG  €VOG  CLYKEKPIUEVOL  address-of-record pmopel  va
mpaypatorombet ko and tpitov kotdAAnAa e€ovorodotnuévo. O client pmopei va
AQULPECEL TPOTYOVUEVEG KOTUYWPNOELS, N Umopel va ekteléoel avalftnon yo vo
KaBopioel Toleg KATOYWPNGELS AVOPEPOVTOL GE o address-of-record.

‘Eva REGISTER request dev onpovpyel kdmoio dialog. 'Evag UAC umopet va
ovumepthapel éva Route header field Bociopévo o€ o pre-existing O100pOUn 0TS
nePLYpAPNKE TPoNyovpéves. To Record-Route header field dev €yer vomuo ota
REGISTER requests 1| responses ka1 mpénel va ayvoeitor. Zuykekpipuéva o UAC dev
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npénel va dnuovpyel véa route sets Paci{OPEVOC GTNV TOPOVGIM 1) OTOVGIO TOV
Record-Route header field ce omowoonmote response npog éva REGISTER request.

To moapaxdtw header fields extdg tov Contact mpémel va copmeptlopupdvovron
oe éva. REGISTER request. (1o Contact header field givar mpoopetico)

Request-URI: To Request-URI ¢épel to Ovopa tov domain tng location
service yio. TV omoio mpoopiletal to registration (m.y. “sip:siemens.com”). H
TAnNpoeopia Tov ypnotn (user info) kot o yapoktypog “@” tov SIP URI dev npémnet va
dtdovtat og V1o TO TMEDTO.

REGISTER sip:141.29.36.134 SIP/2.0

Via: SIP/2.0/UDP 141.29.36.14:5060

To: Ioannis Papoutsis <sip:userl@chania.teicrete.gr>

From: Ioannis Papoutsis
<sip:userl@chania.teicrete.gr>;tag=ell01laab5b053b6b

Call-ID: 67e07d3ace63049321692ebad4ac9425d@chania.teicrete.gr
CSeqg: 1079876078 REGISTER

Contact: Ioannis Papoutsis
<sip:userl@141.29.36.14:5060>;expires=900;methods="INVITE, ACK,
OPTIONS, BYE, CANCEL, REGISTER, REFER, SUBSCRIBE, NOTIFY, MESSAGE"
Max-Forwards: 70

Content-Length: 0

User-Agent: SCS/v3.1.12.33

To: To “To” header field nepiéyer v address-of-record yia v omnoio Oa
onuovpynOet, tpomomombei, | epwtBel 1o registration. Ta “To” wou request URI
TUTKA SLAPEPOVLY APOV TO TPMTO EYEL Ko T0 username. H address-of-record mpémel
va gtvon pioe SIP 1 SIPS URL

REGISTER sip:141.29.36.134 SIP/2.0

Via: SIP/2.0/UDP 141.29.36.14:5060

To: TIoannis Papoutsis <sip:userl@chania.teicrete.gr>

From: Ioannis Papoutsis
<sip:userl@chania.teicrete.gr>;tag=ell01laab5b053b6b

Call-ID: 67e07d3ace63049321692ebad4ac9425d@chania.teicrete.gr
CSeqg: 1079876078 REGISTER

Contact: Ioannis Papoutsis
<sip:userl@141.29.36.14:5060>;expires=900;methods="INVITE, ACK,
OPTIONS, BYE, CANCEL, REGISTER, REFER, SUBSCRIBE, NOTIFY, MESSAGE"
Max-Forwards: 70

Content-Length: 0

User-Agent: SCS/v3.1.12.33

From: To From header field mepiéyel v address-of-record tov atdpov TOL
etvar vtevBuvo o 1o registration. H i avt) tovtileton pe mv tyunq oto “70”
header field, ext6g av 1o request €ivon third party registration (registration amod
Tpito).

REGISTER sip:141.29.36.134 SIP/2.0

Via: SIP/2.0/UDP 141.29.36.14:5060

To: Ioannis Papoutsis <sip:userl@chania.teicrete.gr>
From: Ioannis Papoutsis

<sip:userl@chania. teicrete.gr>;tag=ell0laa5b053b6b
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Call-ID: 67e07d3ace63049321692e5a4ac9425d@chania.teicrete.gr

CSeqg: 1079876078 REGISTER

Contact: Ioannis Papoutsis
<sip:userl@141.29.36.14:5060>;expires=900;methods="INVITE, ACK,
OPTIONS, BYE, CANCEL, REGISTER, REFER, SUBSCRIBE, NOTIFY, MESSAGE"
Max-Forwards: 70

Content-Length: 0

User-Agent: SCS/v3.1.12.33

Call-ID: Ola ta registrations and tov 610 UAC Qo mpémel va ypnoLonotovy
mv 0w tun oto Call-ID header field, 6tov to registrations ctéAvovtol 6tov 1010
registrar. Av o 1010¢ client ypnoipomolovoe d1popetikés TnéG oto Call-ID header
field, o registrar dev B pmopovce vo. dtakpivel TV AEEN Kamowov kabvotepnuévou
request.

REGISTER sip:141.29.36.134 SIP/2.0

Via: SIP/2.0/UDP 141.29.36.14:5060

To: Ioannis Papoutsis <sip:userl@chania.teicrete.gr>

From: Ioannis Papoutsis
<sip:userl@chania.teicrete.gr>;tag=ell01laa5b053b6b

Call-ID: 67e07d3ace63049321692e5a4ac9425dRchania.teicrete.gr
CSeqg: 1079876078 REGISTER

Contact: Ioannis Papoutsis
<sip:userl@141.29.36.14:5060>;expires=900;methods="INVITE, ACK,
OPTIONS, BYE, CANCEL, REGISTER, REFER, SUBSCRIBE, NOTIFY, MESSAGE"
Max-Forwards: 70

Content-Length: 0

User-Agent: SCS/v3.1.12.33

CSeq: H myn oto CSeq header field eyyvdtar v omot) oepd TOV
REGISTER requests. 'Evag UA npénel avédvel v Ty tov CSeq header field katd
éva yo kdBe REGISTER request pe to idwo Call-1D

REGISTER sip:141.29.36.134 SIP/2.0

Via: SIP/2.0/UDP 141.29.36.14:5060

To: Ioannis Papoutsis <sip:userl@chania.teicrete.gr>

From: Ioannis Papoutsis
<sip:userl@chania.teicrete.gr>;tag=el101laa5b053b6b

Call-ID: 67e07d3ace63049321692e5a4ac9425d@chania.teicrete.gr
CSeq: 1079876078 REGISTER

Contact: Ioannis Papoutsis
<sip:userl@141.29.36.14:5060>;expires=900;methods="INVITE, ACK,
OPTIONS, BYE, CANCEL, REGISTER, REFER, SUBSCRIBE, NOTIFY, MESSAGE"
Max-Forwards: 70

Content-Length: 0

User-Agent: SCS/v3.1.12.33

Contact: Ta REGISTER requests pnopet va mepiéyovv éva contact header
field pe pndevikn 1 014Popn ToL UNOEVOS TIU.
O1 UAs dgv emrpémetor vo otéAvouv véa registrations (To Omoio mEPLEYOVV

véa Tty oto Contact header field) av dev AMaPovv éva final response amd TOV
registrar yio. T0 TPOYYOOUEVO request. Av dev MQBel final response 1o véo request
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umopel v otalel HOAG TEPAGEL TO YPOVIKO OPlo 1GYVOG TOV TPONYOVLEVOL Fequest
(time out).

O mapokdtew Contact header mopdpeTpol €govv €01KN onpacio ce &va
REGISTER request.

REGISTER sip:141.29.36.134 SIP/2.0

Via: SIP/2.0/UDP 141.29.36.14:5060

To: Ioannis Papoutsis <sip:userl@chania.teicrete.gr>

From: Ioannis Papoutsis
<sip:userl@chania.teicrete.gr>;tag=ell101laa5b053b6b

Call-ID: 67e07d3ace63049321692e5a4ac9425d@chania.teicrete.gr
CSeqg: 1079876078 REGISTER

Contact: Iocannis Papoutsis
<sip:userl@141.29.36.14:5060>;expires=900;methods="INVITE, ACK,
OPTIONS, BYE, CANCEL, REGISTER, REFER, SUBSCRIBE, NOTIFY, MESSAGE"
Max-Forwards: 70

Content-Length: 0

User-Agent: SCS/v3.1.12.33

Action: H mapdauetpoc “action” éyer mayel va ypnoponoteiton and to RFC
2543 [11]. Ot UACsSs d¢ev Ba mpémet va, TV Yp1CLLOTOLOVV.

Expires: H napdpetpog “expires” delyvel v ypovikn didpketo mov entbvpel o
UA o xataydpnon oc éykopn. H tiun etvon évoc apBpdg mov delyvel devtepOrenTa.
Av ot M TOPAUETPOG OV TTapEXETAL, YPNOLOTOEiTaL oty Béom ¢ N T and 1o
Expires header field.

REGISTER sip:141.29.36.134 SIP/2.0

Via: SIP/2.0/UDP 141.29.36.14:5060

To: Ioannis Papoutsis <sip:userl@chania.teicrete.gr>

From: Ioannis Papoutsis
<sip:userl@chania.teicrete.gr>;tag=ell01laab5b053b6b

Call-ID: 67e07d3ace63049321692eb5a4ac9425d@chania.teicrete.gr
CSeq: 1079876078 REGISTER

Contact: Ioannis Papoutsis
<sip:userl@141.29.36.14:5060>;expires=900;methods="INVITE, ACK,
OPTIONS, BYE, CANCEL, REGISTER, REFER, SUBSCRIBE, NOTIFY, MESSAGE"
Max-Forwards: 70

Content-Length: 0

User-Agent: SCS/v3.1.12.33

2.5.2 Eregepyacia Karaxwpnoewyv

Anuovpyio Kotaympnoewy

‘Eva REGISTER request mov otéAvetal e KAmowov registrar mepl€xel TV/Tig
contact address(es). H address-of-record mepiéyeton oto “To” header field tov
REGISTER request.

O1 tyég tov Contact header field evog request Tomikd amotehovvron amd SIP 1
SIPS URIs ot omoieg avayvmpilovv cvykekpyéva endpoints (sip:john@pcll.
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siemens.com), evd pmopel va ypnotpomomOei onoroonmote URI scheme. ‘Evag SIP
UA pumopel va emAélel v Katoy®pnon ThAEQPOVIKOV aplOpdv (Yp1oLLOTOIOVTOG
v tel URL RFC 2806 [8] ) 1 Vv koataympnon email addresses (mailto URL RFC
2368 [13] ) cav emapég Yo o address-of-record.

INa TOPAOELY L0 0 John ue address-of-record
“sip:john@pcll.siemens.com” Ba ékave register e kdmoov SIP registrar
010 domain “siemens.com”. Ta registrations o tav otnv ddbeon evog proxy
server GT0 TOPOTAV®D domain Yyio. TNV dPOUOAOYNON TOV Frequests e TOPUANTT TNV
address-of-record tov John 6to avdioyo endpoint.

MoOMG o client OMOKANPMOGEL TIG KOTAYWOPNOELS TOV GE KAmowov registrar,
umopel vo oteilel S0 KA registrations to. OOl TEPLEYOVV VEEG KATAXWPNOELS M|
AALOYEG OTIG VITAPYOVGES KATUYWPNOELS, av ovTO givar amapaitnto. ‘Eva 2xx response
oe «omow REGISTER request Ooa mepiéyet oto Contact header field o
00K pOUEVI MOTO TOV KATOY®PNOEMY TOL £X0VV Yivel registered Yo, pio address-
of-record otov 1010 registrar.

Av n address-of-record oto “To” header field evoc REGISTER request sivon
pia SIPS URI, tote n Ty oto Contact header field Bo. mpénel eniong va eivar SIPS
URI. O clients 0o mpémer va kvouvv register 1ig non-SIPS URIs kdto ond po SIPS
address-of-record 6tav n aGQEAIAELD TOV resource TOV OVATOPIGTATOL 0O TNV contact
address pmopet va gyyonbet pe dalovg tpdémovg. Avtd umopel vo Bpel epappoyn o€
URIs mov cvpmepthappdvovv iAo mpwtdkoira dopopetikd and to SIP, 1 oe SIP
devices mov ypnoipomolovv pebddovg acpareiog drapopeticéc amd to TLS [21].

O¢tovrog To Expiration Interval tov Contact Addresses

Otav évag client otéhver éva REGISTER request, €xelr v dvvatotnto va
npoteivel éva expiration interval 1o omolo delyvel TV SLOpKELN Yio TNV onoia o client
0éher va elvar £ykvpo 1o request.

Yrdpyovv dvo tpdmol pe tovg omoiovg o client pmopel vo. ONAMOEL TO
expiration interval yio. pia Kotayopnon. O Tp®dTog TpoOTog yiveton pécw evog Expires
header field evdy o devtepog péow ¢ mopapétpov “expires” oto Contact header
field. O tehevtaiog enttpénel TOV OpIGUO expiration intervals avd Kotoympnor, 0TV
oniovovion mepiocotepeg ond pia aviiotoyynoelg oto REGISTER request. Xtov
TPMTO TPOTO £xovpe TV LVOOEEN evOg expiration interval yio OAeG TIG TYES TOV
Contact header field mov dev mepLEYOLV TNV expires TAPAUETPO.

Av kavévag amd Toug TpoavapepBeic UNYOVIGHOVS 0EV GLVAVTATOL GE KATOL0
REGISTER request, pe avtov tov 1pdémo o client dniodvel v embopio Tov GTOV
server vo. eMAEEEL 0 1010G TO expiration time.

Kotdpynon tov ketayopiocmv (Registrations)
To registrations eivon soft-state kol Ayovv av dgv avavewBovv, HITopovv
oumg ko vo e&aherpbovv. ‘Evag client pmopel va mpoomabfcel va emnpedosl to

expiration interval mov €&yer emeyel amd tov registrar. 'Etor o UA €yer v
duvatdtnta vo (NToeL TV GREST KOTAPYNoN LoG Kataydpnong amid kabopilovrog
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10 expiration interval oe “0” og kdmowo REGISTER request. Or UAs 0a mpémetl va
VootNPiovy AVTOV TOV UNYXAVICUO £TGL DGTE Ol KOTOYWPNOELS VO AKVPDOVOVTOL TPV
Méovuv.

H yprion tov “ * ” ot10 Contact header field emipéner oe évav UA va
aQopéoel OAEG TIG OVTIGTOUYNOELG TTOV lval GLVOEdENEVEG Le o address-of-record,

Yopic va EEpel TV akpiPn Tovg Tiun.
Avavémon Katayopnosov

KdéBe UA eivor vmevbuvog yia T Kotay®pnoelg mov £xel dSNUIOVPYNGEL GTO

mopeAfov. Mo katoympnon mov €xel onpovpyndel and kdmowov UA pmopel kot va
avavemBel povéya amd tov id10 UA.
To Response 200 (OK) mov mpoépyetar amd €vav registrar mepE el o Moto amd
Contact fields anapiOuovtog 6Aeg T1g Tpéyovoeg kataympicels. O UA cvykpivel kabe
contact address yio. vo. S1OMIGTMOCEL OV ONUIOVPYNOE TNV OIKIA Tov. AV 1 cOYKpIoN
dwoetl Betkd anotédespa o UA Ba avovedoel to expiration time interval cOPUQOVOL PLE
TNV TOPAUETPO expires. Av 1 cOYKPLON OMOEL APVNTIKO OTOTEAEGLOL OLVOVEMDVETOL T
T tov Expires field. Ztn cvvéyxeln o UA exnéunel éva REGISTER request yio xé0e
KAToy®PNoN Tov tov ovoroyel mpwv AEel 1o Expiration interval. Mmopovv, emiong,
VO GLVOLOGTOVV OPKETA Updates Ge Eva request.

Exnépnovrog éva Request

Mohg etowpaoctel to request tng Asttovpyiog REGISTER, xot Ppebel o
TPooplopdg tov unvopatog, o UAC akoiovBel v dladikacio mov mweptypdpTnKe
napanave ®ote va d00el to REGISTER o710 fransaction layer. Av to transaction
layer emotpéyel KAmOW0 time out error eneON 0V amavinONKe KATO0 response GTo
REGISTER, o client dev mpénel vo dOKIYACEL QUECHG TO registration GTOV 1010
registrar.

Mia dueon mpoomdbBeia otov 010 registrar mBavotato Bo €yer 10 1d10
amotéleopa (time out). Avtifeta av o client mepluével KOO0 €LAOYO YPOVIKO
SLAGTNHA MOTE Ol CLVONKEG TOL dNUOVPYNGOV TO GPAAL Vo, eEaAeLPBOVV, glval TTo
mlavd va efumnpetBel To aitnuo TOov, EVA TOVTOXPOVO HEUDVETOL TO OVOPELO
@opTio 610 dikTLO. Q6T000 TO SIP dev KaBOPilel TO YPOVIKO SACTNO TOL TPEMEL VO
pecolofet avdpeosa otig dS1000yIKEG Tpoomdbetes.

Error Responses

Av évag UA AdPel xémolo response 423 (Interval Too Brief), pmopei va
dokpdoel Eavd to registration ool 0€cel 10 expiration interval OAwV TV contact
addresses 1oo REGISTER request ico 1| peyadbtepo and to expiration interval g
TG tov Min-Expiration header field tov response 423.
Yvvomkn avripetomicn Tov REGISTER Requests

O registrar givan évag UAS mov avtamokpivetar oto. REGISTER requests pe

KAmolo response Ko oatnpel pion Mota pe TIC KOTOYWPNOEG-OVIIGTOYNOES OTNV
omoia &yovv mpdoPacn ot proxy & redirect servers mov avinKovv 6to 1010 domain. O
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registrar dwoyepiletal ta requests GOUE®VO LE OGO OVOPEPOVTAL GTNV EVOTNTA 2.2.2
pe v dwpopd 6t déyeton povayo REGISTER requests. ‘Evog registrar dev pumopet
Vo INUOVPYNGEL KATO0 6xX response.

O registrar pmopet va kavet redirect 1o REGISTER requests dtav kpiveton
aropaitmro. Mia kowv ypnon yw €vav registrar 0o MoV vo, dKOVEL G€ KATO10
multicast interface y1o. REGISTER requests ka1 va kdvel redirection 610 avtictoryo
unicast interface amot®vtog Ue Eva response 302 (Moved Temporarily).

O registrars mpémel vo. ayvooov 10 Record-Rout header field ov ovtd
nepéyeton 6to REGISTER request. Axopa 0a mpénet va unv coprnepthappdvovy to
Record-Rout header field ce omoloonmote response mov 6téAvouvy micwm otov UAC.

"Evog registrar pmopet vo Adf el kamolo request mov OMABe HEG® VOGS proxy o
omoiog emeEepydleton tao REGISTER requests cav unknown requests kol mpoc0étet
po T oto Record-Route header field.

O registrar mpénel va yvopilel (T.y. néow tov configuration) 10 GOVOLO TOVL /
TV domain(s) Yo to omoio dtatnpel T1g KoToywpnoeg-avtiototyies. Tao REGISTER
requests mpEmelL v veiotavtol eneepyocio and Evav registrar Pe TNV GEWPE TOV
KataeOavouv, aveaptnta amd to vIdAowma registrations.

Otav AapPavetor éva REGISTER request, o registrar axolovbei o mopokdtm
Bruato:

1. O registrar ehéyyet 10 request URI dote vo kabopioel av Exel mpocPaon oTig
OVTIGTOUYNOEG-KOTOYWPNOEL, TOL domain TOv TPOcoopileTor amd TO
mopanive header field. Av dev €xel mpoOcPaom Kal ov 0 server AEITOVPYEL Ko
WG proxy, o server Bo TPENEL v TPO®ONGEL TO request 6To avticTolyo domain
aKOAOVODVTOG TNV YEVIKY] GUUTEPLPOPA Y10 TOL ProxXying messages.

2. O registrar mpénel vo. eneEepyactel T1g TIRES 610 Require header field 6mwg
mePLypaeNnke oto 2.2.2 ®OTE v €lvol Glyovpo TG O registrar TOPEYEL
OTOL0ONTTOTE OOLTOVUEVA extensions.

3. O registrar 0o mpénel va motonmomost tov UAC. Mnyoviopoi yu v
miotonoinon twv SIP user agents vdpyovv oALd dev amOTEAOVV OVTIKEILEVO
HEAETNG LTINS TNG epYaoiag. Xe kapia mepintmon oev umopel vo Oewpndel 0Tt
N CLUTEPLPOPE TOV registration VIEPKOADTTEL TOVG YEVIKOVG UNYOVIGHOVS
ac@oareiag tov SIP. Av dev vapyovv SOEGILOL HUNYOVIGHOTL ACQUAELng O
registrar pmopei vo, emAéEel v From address cav 1600060, TOVTOTNTO TOL
originator 100 request.

4. O registrar 0o mpénetl va Tpocdlopicel av o authenticated user €yl dSucoimpo
va. oAAGEEL T registrations yw ™V address-of-record mov embopel. o
nopddelypa évag registrar pmopel va. dStutnpel po database mov avtiototyel
Kamowo user name og o AMota and addresses-of-record yio. v omoio o user
éxel authorization vo. oAAGEEL TV KaToydpNon. Av o authenticated user dev
elvar eEovo10d0TNUEVOC v aAAGEEL TNV KaToy®pPNon o registrar Oo amavToel
ue éva response 403 (Forbidden) kou O mapaxdapyet to exdpevo, frpoto.
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Ye apyTEKTOVIKEG TOL TapEYovV third-party registrations (omd TpiTOLC)
Kémowo ovtoétnTo pmopel vo givor vwevBovn yio TV avOvE®OT TOV
registrations Tov gival cGVVOESEPEVA e TOANOTALS addresses-of-record.

O registrar vrmoloyilel Vv address-of-record and 10 “To” header field tov
request. Av n address-of-record dev gival éykvpn yia 10 domain tov request
URI o registrar 0o oteihetl éva response 404 (Not found) kon Oa mopokdyet
ta vrorowma Pripota. To URI B mpémetl va petatpanel oe KOvVOviKn HOPO.
IMa va yiver xatt tétolo mpémet va agpopebodv 6Aeg ot mapduetpor tov URI
(ovumepthopfaveton Ko 1 user-param) Kol OTOOWNTOTE escaped YOPUKTPESG
Oo mpémer va petotpoamodv otnv unescaped popen tovg. To amotélecua
YPNOWEVEL 6OV index TG MoTg TOV KATAYWOPNCEDV.

O registrar e éyyel av 10 request nepi€yel to Contact header field, ov avt6 dev
nepéyeton ekterel To tedevtaio Prpa g Alotac. Av to Contact header field
elval Tapwv o registrar eAEYYEL OV VTAPYEL TIUN LE TOV YOPOKTAPA “ * 7 Kol
Kamowo Expires field. Av 10 request &xel emmAéov Contact header fields T
expiration time 149opo Tov UNdEVOC TOTE TO request eivan axvpo. O server Ba
emotpéyel éva response 400 (Invalid Request) wor 0o mopokdpyel To
vdéAouto Ppata. Av 0ev cupPel Timota and T Tapandve o server Bo eAEYEEL
10 Call-ID ovpuewvel pe v omobnkevuévn Ty mov owatnpel yoo Kabe
Katoyopnon. Av ot Tég oev eivor 101G Ba mpémel vo apalpEécel TV
KoTayopnon. Av ot TWég ovuemvovuy Bo mpEmEL Vo AQUIPECEL TNV
Katoympnon povo av to Cseq Tov request lval VYNAGTEPO ATd TV TN TOV
etvat amofnievpévn yuo TV Kotoy®pnon. AlpopeTikd 10 update akvpOVETOL
KOl TO request amoTuYYAVEL.

2t ovvéyeln o registrar enefepyaletar Kabe contact address oto Contact
header field. o «00e address kaBopilel 10 expiration interval ®G oKoAoVO®C:

o Av 1 Tiun £xel KAmOWL expires TOPAUETPO AT 1) TN Oa Tpémetl va AngOet
VI’ OV oo requested expiration

e Av dev vmdpyel T€T010V €IO0VE TOPAUETPOG OAAG TO request SaBETeL
Expires header field, ooty n tiun Oa mpénel va Anebel cav requested
expiration.

e Av dgv vmapyetl Timota and To TOPATOVE® W pre-configured default Tiun
Ba pémetl va ypnoonomBel cav requested expiration.

O registrar pmopel va emAéEel kAmowo expiration interval piKpoOTEPO AMO
avtd mov amoutiOnke omd tov client. Av to expiration interval eglval
LEYOADTEPO TOV UNOEVOC, WKPOTEPO NG UiOG MDPOG, Kol HKPOTEPO 1TNG
minimum default TWng tov registrar, o televtaiog £xel v dvvardTNTA VO
amoppiyel To request pe éva response 423 (Interval Too Brief). To response
Oa mpémel va mepiéyetl éva Min-Expires header field mov onAmvel 10 minimum
expiration interval 10 onoio o registrar givatl TpdOvog va deyTel.

Emutpénovtag oe éva registrar va opilel 1o registration interval €yovpe
nmpootacio and eEMPETIKE oLy VA registration refreshes. To expiration interval
evOg registration YpNGUYLOTOLEITAL GLYVA GTNV dNUovVPYia TV services. 'Eva
mopddetypa Bo umopovoe va eivar pio vanpeosio follow-me, 6mov o yPNOTNG
umopet va. givan dbéoyog o éva terminal v pukpd ypovikd ddotua. I'
avtd 10 AdYo ol registrars Qo mpEmEL va OEYOVTOL registrations WIKPNG
YPOVIKNG dwapkelag. o éva request e avtod TOV €ld0VC, TO registrations
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umopet va yivel rejected povéyo 6tav 1o interval givor 1060 PiKpO OTOL TO
refreshs 6o vrofadilav v amdd0oM TOL registrar.

> ouvvéxeww o registrar YAYveL TNV AlOTO TOV  EMITLYNUEVOV
KOTOYOPNOCEWV Yo KAOe d1ehBvvon ympiotd ¥pNoYLOTOIOVTAS £vO. GUVOAO
amd Kavoveg ovyKplone. Av 1 katoympnon oev Ppebel mpootibetal. Av
KOTOYDPNON VIAPYEL, O registrar ehéyyel v Tun tov Call-ID field. Av o1 dvo
TIEG €lvor SLPOPETIKEG (TNG LIAPYOVOOS KATUYMPNONG KOl TOV request) N
Katayopnon Oo mpémer vo apopebel av 1o expiration time givor 0 evd
drapopetikd Oa mpémel va avavemBel. Av opwmg ot Tipég oto Call-ID field eivan
idtec o registrar Ba cuykpivel kot v T Tov CSeq. Av 1 TiuN| ToV request
elvar vynAotepn amd g Katoydpnons Ba cvveyicel | dadikacio avavEmong
N aQaipeong ¢ KATaDdPNOoNS OTMG TPONYOLUEVAOS. AV 1 Tyn d0ev elvar
HEYOALTEPN TO Update aKVPOVETOL KO TO request AmOTVYYAVEL.

Avtoc o alyoplBuog eEocpaiilel OTL TOL requests TOL  €PYOVTOL
kaBvotepnuéva Kot o€ AdBog oelpd and tov idto UA, Ba ayvoovvrai.

Kd&Be xoataympnon katoaypdaeet 116 Tég tv Call-ID ko CSeq tov request.

Ot avavemoelg Tov kataywpioewv Ba tpénet vo dnpoctevovtal (m.y.
oToVG proxy M redirect servers) Otav OAEC Ol TPOCONKES TOV OVOVEDGEMV
&yovv mpaypatomombel pe emTuyia Yo KOmoOwo request. Av yio KOmolo AOYo
Kamowo Katoydpnon amotdyel (m.y. Aoy g back-end database) tote 1O
request 0o TPEMEL VO ATOTVYEL KOl OAEG Ol KOTAYMPNGELG TOL £ytvay eEantiog
TOV request Oa mpEmeL va, akvpwOoLV.

8. O registrar Ba emotpéyel éva response 200 (OK). To response Ba mpénet va
nepiEyel TwéG oto Contact header field 6mov 0o amoapiOpovvior O6Aeg ot
katayopnoels. Kdébe tipr Contact Bo mpémer vo ocvvodeveton amd pio
TOPAUETPO “expires” M OmoOiol VTOOEIKVVEL TO expiration interval mov &yel
emieytel amd tov registrar. To response Oa mpénel va mepiéyel ko Eva Date

header field.

2.6 Neiroupyia Epwrnong Auvaroritwyv (OPTIONS)

H SIP Aertovpyio OPTIONS emutpénetl oe éva UA va avtAncel minpogopieg
a6 évav ahdo UA 1 proxy server yuo. TIg SUVOTOTNTEG — VANPECIEG TOV TPOGPEPEL.
Me avtd tov TpOTmO givar duvatd €vag client Vo VOKOADYEL TANPOPOPIES Yo TIG
TapeEXOUEVEG AELTOVPYIES, content types, extensions, codecs, .y Y®PIG «ringing» GTo
other party. T mapadetypo, tpwv o client ewolyel éva Require header field péca ce
évav INVITE (av dev eivar oiyovpog av o mpoopilopevog UAS mapéyst
oLYKEKPIEVN emhoyN), pmopel va eréyEel tov UAS pe po Aettovpyion OPTIONS «an
Vo JMIOTAGEL AV 1| EMAOYN emoTpEPeTaL o€ €va. Supported header field. Olot ot
UAs npénet va vrootnpilovv v Aettovpyia OPTIONS.

O o16y0g Tov OPTIONS request dievkpiviCeton omd 10 request URI, to omoio
umopei vo delyvel og évav aGhdo UA 1 SIP server. Av to OPTIONS angvBovetar og
évav proxy server, to request URI tiBetan yopic user part, 6no¢ akpiPog cvpupaivel
o€ éva Register request.
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EvoAlaxtikd, évag server mov AapPaver éva OPTIONS request pe tyun 0 oto
Max-Forwards header field pmopet vo avtomokpiveTol 610 request aveEdptnta and o
request URI. Avt\ m ovumepipopd eivar kown pe 1o HTTP/1.1 ko pmopel va
ypnowonomBel cav dvvatdOTNTO trace route Y. TOV EAEYYO TMOV OSLVATOTHTMOV
Eexwplotav hop servers otéivovtag o oepd amd OPTIONS requests pe av&ovoeg
Max-Forwards Tég.

Yav amotéhespo Tov Tpdmov Asttovpyiag evog UA, to transaction layer pmopel
va emotpéyel éva time out error av 6to OPTIONS 6ev vrdpéet andvinon. Avtd Ha
UTopovGE va onuoaivel 0Tt 0 6TtOY0G glvan unreachable xon étol unavailable.

"Eva OPTIONS request prmopel va otarel oav pépog evoc Nom established dialog
Y TOV EAEYYO T®V peer on dVVOTOTHTOV Ol OToieg mPOKELTOL Vo pnoipomombodv
apyotepa o010 1010 dialog.

2.6.1 Anpioupyia Tou OPTIONS request

To OPTION request xataokevdletol e fACT TOLG KAVOVEG TTOL £YOVV OPLOTEL
mponyovpéveg yio ta SIP requests.

Y10 OPTIONS pmopet va vapyet évo Contact header field.

‘Eva Accept header field o mpémel va mepLEYETOL MOTE VO VITOJEIKVOETAL O
TOmog Tov message body émov 0 UAC emduvkel vo dgytel oto response. Tumikd, £d®
tiBetan to format 10 omoio ypMoIUOTOIEITOL YI0 VO TEPLYPAWEL TIG media dVVOTOTNTEG
tov UA, .y. T0 SDP (application/sdp).

To response ce éva, OPTIONS request vrotiBeton 0T1 amevBivetal 6to request
URI tov original request. Qotdéco povéya 6tav to OPTIONS amotehodv Koppdrt
evog established dialog eyyvovtor 0Tl Ta. pEAAOVTIKG requests Ba AneOovv omd tov
server mov dnovpynce 10 OPTIONS response.

[Mapdderypo:

OPTIONS sip:userA@chania.teicrete.gr SIP/2.0

Via: SIP/2.0/UDP pc33.siemens.com;branch=z9nhG4bKhjhs8ass877
Max-Forwards: 70

To: <sip: userA@chania.teicrete.gr >

From: UserB <sip:userB@siemens.com>;tag=1928301774

Call-ID: a84b4c76e66710

CSeqg: 63104 OPTIONS

Contact: <sip:userB@pc33. siemens.com>

Accept: application/sdp

Content-Length: 0

2.6.2 Etregepyacia evog OPTIONS request

To response oe éva OPTIONS «xoataockevdletal ypMOLLOTOIOVTOS TOLG
Bacikovg kavoveg yia €va SIP response mov éyovv avagepOei mponyovpévog. O
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KOOKOG Tov response Bo mpémet va. givat 10106 pe ovTOV OV B ¥PNGYLOTOOVTAV OV
to request tav INVITE. 'Etot éva 200 (OK) 0a otaket av o UAS eivar éropog va
deytel kKAom, éva 486 (Busy here) Ba otaket av o UAS eivan busy k.1.A. Mg avtov tov
tpomo emrpéneton oto. OPTIONS requests vo ypnoipomotovvton yioo va Kabopilovv
mv Pacikn Katdotaorn evog UAS, n onola pmopel va ypnoyonomdel cav £voeiEn av
o UAS d¢gytet éva INVITE request.

‘Eva OPTIONS request mov AapPdvetor péca oe kamowo dialog, dnuovpyel
éva response 200 (OK) to omoio elvar mavopoidtvmo pe avtd mov Oa elye
KATOOKELOOTEL EEm amd T0 dialog o dev Exet kapio enidpaon oto dialog.

H ypnon tov OPTIONS mapovcidlel meplopiopovs eEattiog twv oopopmv
nov vrdpyovv otov yeplopd Tv OPTIONS ko INVITES requests and tovg proxy
servers. Evo éva forked INVITE 0Oa elye ocav oamdvinon moAlanAd responses 200
(OK), éva forked OPTIONS 0a eiye cav amotélecpa Eva povadikd response agol ot
proxies 1o petayepilovron cov non-INVITE request.

Av to response oe éva OPTIONS request dnuovpyeiton amd évav proxy
server, 0 proxy emotpéeel €vo 200 (OK) xatoypaeovtag TG SuVATOTNTEG TOV Server.
Av106 10 response dev mepiEyel message body.

To media Allow, Accept, Accept-Encoding, Accept-Language, ko Supported
(BAéme KotdTEPO TOPAdELY Q) TTPETEL VO, Elvar TapdV Otav o€ éva response 200 (OK)
npog £vo OPTIONS request. Av to response dnpovpyeiton and Evav proxy, to Allow
header field 0o mpémer vo maporelpOel epodcov givar acapég AdYy®m G Ayveootng
uebodov mov ypnotponotel o proxy. To Contact header field pmopet va givon Tapov o
éva response 200 (OK) ka1 va, £xel TV 0100 onpoactioloyio Onwg og éva response 3xx,
ONAad” va Kataypayel £vo, GOVOAO OO EVOALOKTIKG ovopata Kot HeBddovg yuo tnv
TPOCTELNGT) TOVL YPNOTY).

Téhog o TOmOg TOV message body mov pmopei vo otarel kabopiletor amd to
Accept header field oto OPTIONS request. (ue mpoemheypuévn Ty TNV
application/sdp ov 10 Accept header field dev givar mapmv).

[Mopaderypo:

SIP/2.0 200 OK
Via: SIP/2.0/UDP pc33.atlanta.com;branch=z9nhG4bKhjhs8ass877
;jreceived=192.0.2.4
To: <sip:carol@chicago.com>;tag=93810874
From: Alice <sip:alice@atlanta.com>;tag=1928301774
Call-ID: a84b4c76e66710
CSeqg: 63104 OPTIONS
Contact: <sip:carol@chicago.com>
Contact: <mailto:carol@chicago.com>
Allow: INVITE, ACK, CANCEL, OPTIONS, BYE
Accept: application/sdp
Accept-Encoding: gzip
Accept-Language: en
Supported: foo
Content-Type: application/sdp
Content-Length: 274
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(SDP not shown)
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KE®AAAIO: 3 EQAPMOIH TOY SIP MPQTOKOAAQY
2E NMPAIrMATIKO NMEPIBAAAON AEITOYPIIAZ

3.1 Eicaywyn

Y10 TAaio1o TOPOVGINCN G TV OLVATOTHTMOV TOL TPWTokOAAOL SIP Oa yivouv
TPOYUATIKEG TEPAUOTIKEG cuvdéaels peta&y UAs. Katd v dbpkela autdv Tmv
ovvoéoemv Ba vtapyel evepyd kdmolro mpdypappo mov Bo katoypdpel (capture) ta
nokéto wov Oa dtokivovvtol. Me v pedétn Kot kotaypaen tov SIP mepieyopévov
TOV TokETOV Bo poavovy OAo Ta unvopato mov avtaArldccovtol oe £va SIP session
Kot ovolvOnkav oto Kepdaio 2.

[Mo v 6An viomoinon vnpyav dtbécot pra oepd and UA Clients, 6mwg o
SCS-Client v1.0.0 tg Siemens Switzerland Ltd [22] eite 0 Helmsman® User Agent
v3.0.9 ¢ Ubiquity [24].

Yav SIP proxy servers pmopeil va ypnowyomombBovv o SCS Proxy Server
v1.0.0.2 ¢ Siemens Switzerland Ltd o omolog umopel vo Aettovpynoet cav stand-
alone application | oav service oe nepipdirov Windows NT. Emiong pmopetl va
ypnoporomBei o online SIP Proxy/Registrar Server mov mapéyeton and to SIP
Center [25] kot o MySIP.ch [23] (yw v xpiion tov SIP Proxy/Registrar Server mov
nmopéyetor and to SIP Center amatteiton registration o710 site).

3.2 EmiAoyn kai YAorroinon SIP Client

Ot UA clients pmopovv, yevikd, va givor kdmowo SIP-phone (Qunipmvo) (0mmg
to Cisco SIP IP Phone 7960 [26] 1} to Siemens Optiset 100 phone PAéne oynua
3.1).

Xympoa 3.1

EvaAdoktikd, v Aettovpyia tov SIP UA client pmopodv va emiteAécouvy To
soft-phones mov mpoépyovioan amd etoupieg Omw¢ M Siemens, Ubiquity, Cisco ,
Ericsson, Microsoft.

Ta yopakINPIoTIKAE Kot 01 SUVOTOTNTEG TOV TO CNUAVTIKAOV Sofi-phones

aVOADOVTOL TOPOKAT®:

Siemens SCS-Client v1.0.0
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O SIP Communication System Client amotelel éva mpOYPAILO ETKOVOVING
molvpéowv. Ymoompiler mAnpwg to mpwtokorro SIP (mapéyovrog emiong to
Presence xou IM extensions), ev®d 0o pmopodce VoL YOPAKTNPIOTEL OG Uid 0T TIC TO
TAPELS ADGES OTOV TOUEN TMV TOAVUEC®V KOADTTOVTAG TNV GUYKAIGN LINPECIOV
EIKOVOG, NYOL , LETAPOPAG apyeimV , chat , instant messaging. Idiaitepn onpacio £xet
to yeyovog 6Tt o SCS-client mapéyetl sessions TOmOV point-to-point aALL Ko TOTOL
conference. Eniong umopei va. cvvepyoaotel pali pe dhiovg clients (m.y. Microsoft
Messenger). H mopokdto ewova tov oynuatog 3.2 omotelel screenshot tov SCS-
Client katd v didpketa kdmoov SIP session.

5IEI‘|’!EN5]
.

" o
i Buddy Uit Boy. L Caernisatien Ben
Idji 0y UHL lslpirn_alkhgm‘rm@ﬁgmcpm i Gardic ¢akreandsBalsmana, shi :tgs »
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MyQunstan | Oper: Drlie El A L 4

: _‘f’df "
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= & Oiilcs ‘2 'xIU K [ Sard |+ Steleno l
& Servio (Orie) Gl A B 711440 Markus von Sre>> H Statano
7, Shaun Unkresn| 1 i 2 > helo Markus, we gekts? |
:j, E‘lan}! EHFWWIII aie: |1l join pouin 2
ke [Urbrenl
& Stefere [Dninel fcls pe
H & Infalhannel: 20 ¥0 7B =

Yympa 3.2

Teyvikég mpodiaypapég tov SCS Client 6mwg avtég €yovv yvwotorombet amd
to datasheet g epappoync:

* Session Initiation Protocol (SIP), RFC 3261

* INFO Mé6odog, RFC 2976

» SIP Specific Event Notification, RFC 3265

* Draft-ietf-sip-content indirect- mech-00

* Draft ietf-sip-message-07

» Session Description Protocol (SDP), RFC 2327

* Real Time Protocol (RTP), RFC 1889

* Running on Windows NT, 2000 and XP

* Local ad hoc conferencing up to five participants (audio, video, chat)
* Video: H.263, H.261 (planned), QCIF, CIF

* Audio Codecs: G.711, G.723, GSM (planned), G.729 (planned)
* Media trix SIP stack

Ubiquity Helmsman® User Agent (HUA)
O Helmsman® User Agent 3.0 amoteAel tov mo wpdspato SIP Client g
etapiog Ubiquity [24]. O HUA divel v duvatdtnra o€ £vov TPOSHOTIKO VTOAOYIOTY|

va Ompovpyetl kol va AapPdver kKAnoeig oovhg (M oAAwg voice calls 1 VolP 1
Internet Calls). Emnpdc0eta ot1g Asttovpyieg apyikonoinong kot Aqyng call sessions
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0 HUA mpoc@épel mAn0dpa and yopoknpiotikd 0nwe mapoakoiovdnon kinong (call
monitor) , kol dwyeipion tavtodypova moAlamiomv kKAnocewv. O SIP UA client tng
Ubiquity givor eapeTikd TOPAUETPOTOGIUOG, £TGL OCTE 1) CALNYT TOV TPOSOTIKOV
otoyeimv kabe ypnom oArd kol ot dwbéoiueg emAoyég dkTHov OAAGLOVY TOAD
g0koAa (6mwg deiyvouv Ta TapPaKAT® screenshots Tov oynuatov 3.3 kot 3.4).

K Ubiguity

Active Calls Status

Xympa 3.3
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Outhound Proxy: ‘

Registrar: | ,

Public Address: ‘
Automatically Contact: v

Comtact Address: |

Contact Usermmame: ‘us ar

Port: 15060 '

OK Reload Cancel

Xympa 3.4

Oa mpémel va. onuewwbel Tog yioo v ypnon tov  Helmsman User Agent
amorteiton adsto ypong n omoia yivetor TPOSTEAAGIUN TOAD EDKOAO GTEAVOVTOG e-
mail oty nAextpovikn devbvvon ¢ Ubiquity [uasupport@sipcenter.com].

Ot eldy10TEC AMOITIOELS TOV TPOYPAUUOTOS OO TOV LITOAOYIGTY] GTOV OTMOi0
eykaBiotarton eivon

o Ilpo-gykateotuévn €kdoon tng Java mov vo copmintel | va givor vedtepn
and v JRE 1.3
o Kdpta nyov mov va cuvepydleton pe tov UA
Télog Ba mpémer va onuelwbet 611 0 HUA pmopel va emkowvovincel peer-to-peer
yopic v Vmapén Kamowov proxy server. Xe ovt) T mepintwon o UA avtdpato
dnuovpyel pa contact address Tmg LopeNg

sip:user@<host IP address>

Onowoconmote embopel va KoAéoel, Oo mpémer vo YPNOUYOTOMGCEL TNV
napondve SIP dievbuvon.
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3.3 EmiAoyn kai YAomroinon SIP Proxy Server

O SIP proxy server givol AOYIGUIKO OV TPEYEL TAV® GE KATOLNL TAATPOPLLOL
(xvpimwg Solaris) ka1 6KomAC TOV lvar va TapEyel VINPETieg SPOUOAGYNONG KANGE®Y
(call routing) oe éva diktvo IP tAepwviog. Xpnolponolidviog ToAAOVG proxy servers
apeca ouvOEdEUEVOLG HETAED TOVG Ol JLAPOPOL TTAPOYOL UTOPOLY VO, TPOGPEPOLY
HeYOANG KAIpoKoG Kot apketd a&lomoto diktua emvig Paciopéva ot HETOY®YN
TOKETOV.

[Moapadeiypata dwbéciuwv Avcewv yia SIP Proxy Servers amoteAoOv T kATmOL
Siemens SCS-Proxy V1.0.0.1

O SCS-Proxy (BAéme oynua 3.5) mpoépyetar and v Siemens Switzerland Ltd
[22] (6mwg ko o avtiotowog client). H dokipactikny €kdoon umopet va Bpedel otov
dwktvokd TOTo TG Siemens Switzerland wov apopd o SIP kot etvon www.mysip.ch
[23]. O ocvykekpyévog proxy server dabétel kol évov registrar server. 'Etot otov
{nmOei and TOV proxy éva request ywo. kdmowov SIP user, o proxy givon oe 0éom va
Kavel query Vv database mov dwnpet o registrar. O GUYKEKPUEVOG proxy UTOPEL va.
Aertovpynoel eite ¢ stateless eite og redirect server.

EmnAéov Oa mpémel va onperwbet Eva 1d10itepo YopaKINPIoTIKO Tov O100€TEL
0 proxy TG Siemens, 0Tt ONA0OY| OEYETOL EOIKES 0ONYiEG DOTE VL OPOLOAOYEL requests
mov mpoopilovtal Yoo Kdmowo domain o€ o wpoemdeyuévn devbuvorn. Avtiy m
npoemleyuévn  devBvvon Oa mpémer va odnyel oTOV proxy server yuw. TO
nmpoavapepOEév domain dGTE Vo UMV TEPTOVV GTO KEVO o1 KANoelg (Yo tnv axpifela
TaL requests).

Ynrdpyer eniong n dvvatdomta g dpopordynong oiwv tov SIP punvouatwov
oL avtaAAdocovy petalh tovg ot dvo Clients pésm tov SIP Proxy server. Kdvovtag,
Aowmdv, click omv emhoyn <Add Record-Route header to all
messages> 1 onoio Ppiocketor otnv KapTéAa Proxy, SnAOVETOL GTOV proxy mmg Ho
TPEMEL VO OLATNPNOEL TOV €0VTO TOV GTNV ddpouUn mov okoAovBovv oia ta SIP
unvopato. Avtd yivetal 0nwg €xel avagepBetl oto 2 Kepdrato ypnoiponoimvtag Eva
route header field.

Télog, éva e&loov ypnoyo yopaxtnplotikd mov mapéyel o SIP Proxy server
¢ Siemens Switzerland Ltd [22] eivot 1o IP packet logging. Me avtn tn Aettovpyia
emrvyydvetar o €leyyog tov SIP mepieyouévov tov unvopdtov mov @eBavovv 1
oTéAvVOVTaL.
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i

I Eonnectiunsl F!egistrarl Frosy I Huutingl .-’-‘-.uthenticatiunl Loggingl

Siemens Switzerland 5C5 SIP Proxg 1.0.0.1 Rel

Thiz application is an easy to uze SIP Registrar, Redirect and Stateless prosy server.

such as in the operation of nuclear facilities, aircraft navigation or communication systems, air traffic ﬂ
contral, direct life support machines, or weapons zystemns, in which the failure of Java technology could
lead directly to death, personal injury, or severe physical or environmental damage.

8 MHOWARRANTIES. Anzid expreszzly disclaims any warranty for the SOFTWABRE PRODUCT.

THE SOFTWw/ARE PRODUCT AND ANY RELATED DOCUMENTATION IS PROVIDED "“AS IS"
WITHOUT WaRRANTY OF MY KIMD, EITHER EXPRESS OR IMPLIED. INCLUDIMG, WITHOUT
LIMITATIOMN, THE IMPLIED wWARRBAMTIES OR MERCHAMTABILITY, FITMESS FOR A
FARTICULAR PURPOSE, OF NOMINFRIMGEMENT. THE EMTIRE RISK ARISIMG OUT OF USE OR
FERFORMAMNCE OF THE SOFTwWARE PRODUCT REMAIMS WITH YOU.

9 LIMITATION OF LIABILITY. To the masimum extent permitted by applicable law, in fio event shall
Siemens o ite suppliers be liable for any special, incidental, indirect, or consequential damages
whatzoever [including, without imitation, damages for loss of business profits, business interuption, loss
of business information, or any other pecuniany lozs) anzing out of the uge of ar inability bo uze the
SOFTWARE PRODUCT ar the pravision of ar failure to provide Suppart Services, even if Siemens has
been advized of the possibility of such damages. Because some states and junizdictions do not allaw the
exclugion or limitation of liability, the abowe limitation may not apply to pou,

10,  MISCELLAMEOUS. ;I

i

Generall D:unnectioml Reqistrar  Prosy |H0uting| .-’-\uthenticationl Lu:uggingl

— Proxg Mode

Statelezz prowy j

Redirect server
— Record-route header

Adding the Record-Route header will cauze all meszaging to be routed over thiz prosy.

[~ Add Fecord-Route header to all messages

Definition from rfc3261
Prosy, Prosy Server:

Anintermediany entity that actz az both & zerver and a client for the purpoze of making requests on behalf
of ather clients. & prosy gerver pimarly plays the role of routing, which means itz job iz to enzure that a
reguest iz zent to another entity "'clozer’ to the targeted wzer. Proxies are alzo useful for enforzing policy
[far example, making sure a user iz allwed to make a calll A prosy interprets, and, f necessany, rewrites
zpecific: parts of & request meszage before forwarding it.

Statelezz Prow:
A logical entity that does not mainkain the client or server transaction state machines defined in thiz

specification when it processes requests. A stateless prosy forwards every request it receives downstream
and every rexponze it receives upstrean,

Yympa 3.5




Public SIP Proxy oo Sip.sipcenter.com

O SIP Proxy/Registrar server too www.sipcenter.com (BAémne oynuo 3.6) eivai
dwbéopog amd omowadnmote public 1P dievBvvon. Ilpdkertan yio 10 hostname tov SIP
proxy server mov mpocopépel to SIP Center [25]. Tw va pmopécel kavelg va
TEPAPATIOTEL LE OVTOV TOV proxy Bo TPEMEL VoL SNUIOVPYNGEL O KOTOYMPNOT GTHV
dtevbuvon Tov avaPEPETaL TOPATAV® OivovTag To. oToryeior Tov ko Eva email 6To
omoio Oa amocsTahovV T0 dvopa xpNot (username) KoL 0 KOOWKOG yloL TV YPNON TNG
oNYKEKPIUEVNG VIINpeciag. AvtifeTa Le TOV TPONYOVUEVO Sip proxy server, GE GLTOV
dev vmapyxet M OvvoTdTNTO VO KAVEL KOVEIG — register YPNOLLOTOLOVTOG EVal
omotoonmote SIP URI. H anodextr| SIP URI givon tng mapokdto popeng:

Sip:username@sipcenter.com

Onwg yivetor Katovontd Yo vo. HUITOPEGEL VO, AEITOVPYNOEL EVOG Sip proxy
server givol avaykoio 1 vmopén evog Registrar. O registrar tov SIP Center [25]
Bpioketon emiong 010 [sip.sipcenter.com].

Av kot Oa mopovcialav apKeTd eVOlPEPOV, Oev VLIAPYOLV OlabEaiueg
TANPOPOPiES Yia To hardware mov PILOEEVEL AVTOVE TOVG SErvers.

‘ SRt Y ] 3 L Retpsiiwans.sipcenter.comsip.nsF/htmiTest+Proxy+Functionaity =l Iich | .8 x

SIPManifesto +  AboutSIP + Showcase + TestAres + Sponsors + News&Events +  SIPTradeshow
c_© 0 & ¥ B S
Search I est Proxy

HOME > TEST AREA » TEST BED > TEST PROXY FLNCTIONALITY
+ Test Bed Intro

Using the SIP Center Network Server to Test Proxy Functionality
+ Network

gerver. any wishing to communicate with the SIP Center proxy will have twao ways of doing so.
Capabilities 3
+ Test Proxy The first would be to set the sipcenter.com as a "next hop" server, and point this to sip.sipcenter.com, This will result in any
Functionality requests to sipcenter.com being proxied to the SIP Center server.
e 1““;‘9 U=tk Secondly, you could use DNS SRV lookups, i.e. When a server wishes to communicate with the SIP Center server, it does an SRV
gents Test Area |lookup, gets the SIP Centers and proxies to that address.
+ Compliance
Engine This then allows SIP servers under development to test compatibility when receiving and sending SIP messages such as INVITE
+ Network or REGISTER which have been proxied up/down stream. This can be achieved by reqgistering a client at the SIP Center Network Server, which is
Server available to receive calls, Connect a client to the SIP proxy server undergoing tests (which we will call PSTEST). Place a call to the client registered at
Registration the SIP Center from the User Agent Client connected to PSTEST - PSTEST will receive the call, identify that the daomain exists in its "nest hop” list of

known servers or does a SRV lookup and route the message upstream. This then allows the basic call set-up up between two User Agents with a route
passing through two SIP proxy servers, This call flow is illustrated by diagram 1 and the message flow below it

(ﬁF] Diagram 1
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Xympa 3.6
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Live Proxy — MySIP.ch

Evvalaxtikny Adon dwbéoipov online SIP Proxy/Registrar server amotelel Ko
o Live Proxy tov MySIP.ch [23] (BAéne oxnpa 3.7). Edd dev vrdpyovv dradikocieg
KaToydpNnong evo ot puuicelg mov amartovvion amd tovg Clients sivor:

e Proxy: sip:sipproxy.mysip.ch:5069
e Registrar: sip:sipproxy.mysip.ch:5069

Oa mpénel va onueiwbel mwg N ypnon g vanpeciag oev pmopel vo Bempeitan
dedopévn Ko pmopet vo avaotaret yopic kapio tpogdonoinom.

=]

SIEMENS

Siemens Schweiz AG

M Products

B |rfuriviation

Xympa 3.7
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3.4 Aiaraén YAormroinong kai Epeapuoyng SIP lNpwrok6AAou

Ta xpumpe emioyng egomiiopov, pe Pdaon to omoio €yel TPOKVLYEL M
mopoakdto drataln (PAEre oynua 3.9) frov:

o Avefaptoia amd dwbeciudtra chvoeong ota sites pécw Internet

e Aodyor eveMiog

e Mn dwBecpotnra SIP phones

e Avvatomta egokeimong pe mAnbdpa cevapiov emKovoviag HEcH
xp1ong tov SIP mpmTokdAiov

Amatteitor, Aowov, n vmoapén 3 1 4 vmoroywotdv (PC) pe Aettovpywod
Windows XP 1 Windows 2000/NT ovvdedepévolr oe éva  Ethernet 06iKtvo.
[Tpoarpeticd 10 Ethernet diktvo pnopet va €xel ovvdeon oto Tvrepver. Ot ehdyioteg
aroutnoelg mov Oa mpémel va mAnpovv ta PCs meprypdoovior amd tov TopokdTto
nivaxka (PAéme oyfua 3.8). T va yivouv ot katdAAnieg puvbuicelg amortovvrol
ACPOAMDG OTKOLDUOTO YPNONS ALoYEPIOTI] ZVGTHLOTOG,.

Platform Software Operating System CPU Memory| Free
Type Features (MB) Disk
(MB)
Intel SIP User Windows NT version 4 Pentium [ 128 50
Processor or |Agent 2.0 |Workstation and Server |400
equivalent
Xympa 3.8

EmumAéov, ot epapproyég mov ¥pNOYLOTOI0VVIOL GTHY TEPAUOTIKY Stodikacio
elvanl Baciopéveg oty teyvoroyio JAVA. 'Etol Aowmdv yia va Agttovpynoovv gival
amopoitnto vao  glval TPOEYKATESTNUEV M €KOVIKA unyovy 1M to  Software
Development Kit g JAVA.

Software Version/Specification Software Dependency

SIP User Agent release 2.0 JRE 1.3

Yympa 3.9

E&etdomkav ta kdtwbi cevipilo vAomoinong:

A. Z0ovdeon 600 SIP Clients og évav SIP Proxy (BAéme oynua 3.10)
B. 20voeon ovo SIP Clients péow 600 SIP Proxies (PAéne oynua 1.3)
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PC1 T T
w A" n
A
Xyqpa 3.10

PC 1: Z& avtdv tov voroyiot Ba tpéxet 1o Software tov SCS-Client v1.0.0
PC 2: X& avtdv 10V vtoroyioth Ba tpéxet to Software tov Helmsman® User Agent
PC 3: Ze avtov tov vmoroyiotn Ba tpéyet To Software tov SCS-Proxy V1.0.0.1

Oewpeiton TG OAOL 01 VITOAOYIGTEG AVIIKOLY GTO 1010 domain. Av 10 domain
etvan 1o chania.teicrete.gr 10te ta. SIP URIs Ba £xovv v mopoakdto popen|
sip:usernamelchania.teicrete.gr
210 oeviplo A mapovcialetal n dtucvvoeon tov 2 SIP users:

PC 1 : sip:userll@chania.teicrete.gr
PC 2 : sip:user2@chania.teicrete.gr

Kot éto1 mpokvmtetl to akdAovbo oynua 3.11.

__,-"‘ sip.chania.teicrete.gr  ""%s.. ..
141.29.36.134 PC2
PC 1 i
A |
| =
e = - .
o user2@chania.teicrete.gr
userli@chania.teicrete.gr 141.29.36.163
141.29.36.14
Yynpoa 3.11
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Mo va emrevydei emkowvwvia oto SIP mpwtdkorro Ba mpémel vo yivouv ot
nmopokdto pvluicelg otovg UAs:

Proxy server : sip.chania.teicrete.gr:5060
Registrar : sip.chania.teicrete.gr:5060
Public SIP address : sip:usern@chania.teicrete.gr,

omov usern avtikadiotaton omd userl 1 user2 avaroya e TNV TEPIMTOON.

Settings |
| User Details |[Local Security | Remate Security

Outhound Proxy: |sip:sip.chania.teicrete.gr |
Registrar: |sip:sip.chania.teicrete.gr |

Public Address; |5ip:user2@chania.teicrete.gr |

Rutomatically Contact: ]

act Address: zipuserddnl 41 29 361603

Contact Username: |us et |
Port: |5060 |
OK Cancel
Xynpa 3.12

O1 pvBpicelg Tov SIP proxy server a@opovv 6tov TpOTO Agttovpyiog Tov. Oa
TpEMeEL AomOV va. op1oTel T0 domain yio. 10 omoio Ba yivovton OekTd TaL registration.
Av16 Ba givan 1010 pe 10 domain twv SIP URIs dniadn

Domain name : chania.teicrete.gr

Emiong ewdikéc pvBuiceig pmopodv va 600ovv yia 10 ypovikd 6plo mov O
dwpKovv ta register requests. Katt moAd onuovtikd givor m Aertovpyio tov proxy
(stateless | redirect). L& TNV TNV €QOPUOYN O proxy server Bo AEITOVPYNOEL MG
stateless proxy. Ta screenshots tov oynudtov 3.13, 3.14, 3.15 divovv caen ekdva
Yo T puOpicelg Tov TpEneL va yivouv.
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Onwg mapatnpnnke dev €yive ypnon GLVOLAGUOV username Kol password
Yo T0 registration mov ektelel o «xkaBe UA client otov Registrar tov
sip.chania.teicrete.gr. Avtd vmodewkvoel v EAAewyn oocediewng oto SIP diktvo.
061000, AVTO TO YEYOVOG 0V TTPEMEL VoL amoTeAel AOYo avnovyiog kabmg o SIP proxy
server TG Siemens TOPEYETOL OMPEQV LOVAYQ Y10 TEPOUATIGHO KOL EPEVVOL.

H Aewtovpyia tov server og stateless proxy, 10 ypovikd meplddplo HETAED T®V
registrations, Kol 10 domain Yo, T0O OTO10 EMTPENOVTAL TO registrations ukovilovton
ota sceenshots Tov oynuatov 3.13, 3.14, 3.15 .

i

Generall D:unnectioml Registrar Houtingl .-’-\uthenticationl Lu:uggingl

— Proxg Mode

IStateIess proy j

r— Record-route header
Adding the Record-Route header will cauze all meszaging to be routed over thiz prosy.

[~ Add Fecord-Route header to all messages

Definition from rfc3261
Prosy, Prosy Server:

Anintermediany entity that actz az both & zerver and a client for the purpoze of making requests on behalf
of ather clients. & prosy gerver pimarly plays the role of routing, which means itz job iz to enzure that a
reguest iz zent to another entity "'clozer’ to the targeted wzer. Proxies are alzo useful for enforzing policy
[far example, making sure a user iz allwed to make a calll A prosy interprets, and, f necessany, rewrites
zpecific: parts of & request meszage before forwarding it.

Statelezz Prow:
A logical entity that does not mainkain the client or server transaction state machines defined in thiz

specification when it processes requests. A stateless prosy forwards every request it receives downstream
and every rexponze it receives upstrean,

Yynpa 3.13
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ff. SCS Sip Proxy

ff. SCS Sip Proxy

Xyfqpa 3.14

List of local allowed registration domains

Xyfqpa 3.15

Femave
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3.5 AvaAurikn Aiadiakacia Epapuoyng SIP NpwrokoAAou

H de€aymyn pog cuvodov (amokatdoTact cOVOESNC, ETKOVOVIK, OTOGVVOEST]) LE
xpnomn tov SIP mpwtokdALov katd To GeEviplo A Paciletor otnv didtaén vAomoinong
Tov oynuoatog 3.11.

2V mEWPOPATIK OdToEn £XOVUE TO GEVAPLO OOV O YPNOTNG KE TNV Sip
address sip:userl@chania.teicrete.gr «xoAel tov ypnot pe sip address
sip:user2@chania.teicrete.gr, emTLYYAVETAL ETKOW®OVIOL KOU OTN
ouvéyelo o userB mpoxkoiel Tov Teppatiopd TG ovvdédov. H cuvemaxodrlovdn
avTOALOYn pUnvopdtov amekovifetor oto oynua 3.15, avoAvTikny Kotaypoen Tomv
onoimv aKoAovOEL:

220 9.556201  141,28.36.14 141.29.36.134 SIP Request: REGISTER sipil41.29.36.134
221 9.557827 141.29.36.134 141.29.36.14 SIP Status: 200 OK {1 bindings)

745 33.120900 41.29.36. 14 41.29,36.134 Request: INVITE sip:user2@chania.teicrete.gr, with session description
746 33,139687  141.29.36.134 141,29,36,14 SIP Status: 100 Trying
753 33.280083  141.29.36.134 141.29.36.14 SIP/SDP  Status: 180 Ringing, with session description
897 39.935571  141,29.36.134 141.29.36.14 SIP/SDP  Status: 200 OK, with session description
899 39,964597  141.29.36.14 141,29,36.134 SIP Request: ACK sipruser2@idl.z9,36.163:5060
1420 44,343543  141.29.36.163 141,29.36.14 SIP Request: BYE sip:userl@idl.zd, 36,14 :5060
1421 44,354226 141.29.36.14 141.29,36.183 SIP Status: 200 OK
1429 44,843486  141,29,36. 163 141,29,36.14 SIP Request: EYE sip:userl@idl.z9,36.14:5060
1430 44,843875  141.29.36.14 141,29,36.163 SIp Status: 200 OK
Yynpoa 3.15

LDAP Server

. SIP Client
SIP Client SIP Phone SIP SIP Phone .
Proxy
............... INNITE ey user2@chania teicrete.gr

INVITE sip:user2@chania.teicrete.gr SIP/2.0

Via: SIP/2.0/UDP 141.29.36.14:5060

To: sip:userz2@chania.teicrete.gr

From:Iocannis Papoutsis
<sip:userl@chania.teicrete.gr>;tag=0b787bcccd6edl3
Call-ID: 9931f74b4ccla3clchania.teicrete.gr

CSeqg: 1980991524 INVITE

Max-Forwards: 70

Allow: INVITE, ACK, OPTIONS, BYE, CANCEL, REGISTER, REFER,
SUBSCRIBE, NOTIFY, MESSAGE

Content-Type: application/sdp

Content-Length: 267

Contact: Icannis Papoutsis <sip:userl@141.29.36.14:5060>
User-Agent: SCS/v3.1.12.33
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LDAP Server

i SIP Client
SIP Client SIP Phone sIP SIP Phone .

SIP/2.0 100 Trying

To: sip:user2@chania.teicrete.gr

From: Icannis Papoutsis
<sip:userl@chania.teicrete.gr>;tag=0b787bcccd6edl3
CSeq: 1980991524 INVITE

Call-ID: 9931f74b4ccla3c@chania.teicrete.gr

Via: SIP/2.0/UDP 141.29.36.14:5060

Content-Length: O

LDAP Server

i SIP Client
SIP Client SIP Phone sIP SIP Phone .

SIP/2.0 180 Ringing

To: sip:user2@chania.teicrete.gr;tag=957343957
From: Toannis Papoutsis
<sip:userl@chania.teicrete.gr>;tag=0b787bcccd6edl3
CSeqg: 1980991524 INVITE

Call-ID: 9931f74b4ccla3clchania.teicrete.gr

Via: SIP/2.0/UDP 141.29.36.14:5060

Content-Type: application/sdp

Contact: sip:user2@141.29.36.163:5060
Content-Length: O
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LDAP Server

SIP Client
SIP Phone sIP SIP Phone .

SIP Client

SIP/2.0 200 OK

To: sip:userz2@chania.teicrete.gr;tag=957343957
From: Icannis Papoutsis
<sip:userl@chania.teicrete.gr>;tag=0b787bcccd6edl3
CSeq: 1980991524 INVITE

Call-ID: 9931f74b4ccla3c@chania.teicrete.gr

Via: SIP/2.0/UDP 141.29.36.14:5060

Content-Type: application/sdp

Contact: sip:user20@141.29.36.163:5060
Content-Length: 121

LDAP Server

SIP Client
SIP Phone sSIP SIP Phone .

SIP Client

ACK sip:user20@141.29.36.163:5060 SIP/2.0

Via: SIP/2.0/UDP 141.29.36.14:5060

To: sip:user2@chania.teicrete.gr;tag=957343957
From: Icannis Papoutsis
<sip:userl@chania.teicrete.gr>;tag=0b787bcccd6edl3
Call-ID: 9931f74b4ccla3clchania.teicrete.gr

CSeqg: 1980991524 ACK

Max-Forwards: 70

Content-Length: O

Contact: Icannis Papoutsis <sip:userl@141.29.36.14:5060>
User-Agent: SCS/v3.1.12.33
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LDAP Server

SIP Client

SIP Phone .

SIP Client SIP Phone SIP

userl@chania.teicrete.gr

BYE sip:userl1@141.29.36.14:5060 SIP/2.0

Call-ID: 9931f74b4ccla3c@chania.teicrete.gr

Content-Type: application/sdp

To: TIoannis Papoutsis
<sip:userl@chania.teicrete.gr>;tag=0b787bcccdoedl3

From: sip:user2@chania.teicrete.gr;tag=957343957

CSeqg: 1 BYE

Content-Length: O

Via: SIP/2.0/UDP
141.29.36.163:5060;branch=8D1D24A313C4000000FDA38C4562-1*0

LDAP Server

SIP Client

SIP Phone .

SIP Client SIP Phone

SIP/2.0 200 OK

Call-ID: 9931f74b4ccla3c@chania.teicrete.gr

CSeqg: 1 BYE

From: sip:user2@chania.teicrete.gr;tag=957343957
To: Iocannis Papoutsis
<sip:userl@chania.teicrete.gr>;tag=0b787bcccdoedl3
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Via: SIP/2.0/UDP
141.29.36.163:5060;branch=8D1D24A313C4000000FDA38C4562-1*0
Content-Length: O

User-Agent: SCS/v3.1.12.33

Muw dwopopomoion peta&d epapuoyng tov SIP mpwtokdOAAov Kol TG CLUPATIKNG
merlpoviog amotelel To yeyovog OtL av 1 TAateoppa emikotveviog ntav to PSTN,
tote Qo émpeme amAd o userl vo yvopicel Tov ThAEQVIKOS aplBud tov user?. To
MAEQPOVIKO KEVTPO Yvopilel oe Moo port Ppioketal GLVOEIEUEVOS O TNAEPOVIKOG
apOuog Tov user2 ko avtiotoryo dopoporoyel v kAnon. H peydin dwapopd oto SIP
etvat 011 0 KGO ypMotng dev €xet po otabepr| tomobeaia. 'Etot 6tav kdmolog ypnog
Kavel log on o€ kmowo teppatikd o Tpémel va ONADVEL 0 KATOOV Server Twg givol
dwbéopog va deytel kKAnoelg (kdtt cav v dwdwkacio location update otnv Kivnt
Aepmvia). Avtog o server glvol 0 proxy/registrar server, Kol 1 povn otevfovvon mov
npénel va yvopilel oe avt v mepintwon o client givol avty T0V proxy/registrar
server.

3.6 Oéuara lNepairépw MeAérng

Yrdpyovv moArd Oépato pe ta omoion umopel va aocyoAnbei Kaveig yio va ddGeL
GUVEYELNL GE QUTY) TN TTTLYLOKT Epyacia, OTMG :

e Acutovpyio Tov SIP tpwtokdArov oe cuvepyasia pe évav PSTN Gateway ko
T GYETIKA TpoKVTTTOVTO CNTRHOTO 0ptBodOTNoNG

e Meiém tov SIP mpmtoKdAAOoL otV emKovmvio ovTod pHe ToV £E® KOGLO
otav 610 ToTKO diktvo TpEYel NAT

¢ Yiomoinon (mpoypappatiopodg oe C++) gpappoyng mov vo mailel tov poro
evog SIP client

e  Ylomoinon (mpoypoppotiopdg oe C++) gpappoyne mov va moilel tov poAo
evoc Signaling Gateway kot vo vrootipilel to SIP oAAd Kot TO TPOTOKOAAO
H.323

Ievikotepa, a&ilel va avaeepbel o pdhog mov 10 SIP mpwtdkoiro Ba dadpapaticet
oV eEEMEN TOV EMKOWVOVIOV OT0 AUeso HEAAOV. Evdektikd tng yxpnong Ttov
amotelobv Ta otolyeion Tov Tivako Tov oynuatog 3.16 kor To yEYovog OTL TO
avapevopeva €coda mov o mpokdhyovv amd vmnpecieg oyetilopeveg pe 1o SIP
TPp®TOKOALO Ba avéLBovv amd 67,31 ekatapdpia evpd to 2003 ota 2857 exatopdplo
evpo to 2007.

(mnyn TAnpopopidv: Analysys Research)
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2002 2003 2004 2005 2006 2007
Sip 0.000 0.164 0.394 0.912 1.876 3.817
connected
phones
Sip fixed 12.93 1591 20.11 26.47 28.39 31.83
messaging
Mobile 0.000 0.271 1.778 5.953 12.77 20.96
Total Sip 12.93 16.34 22.28 33.33 43.04 56.61
Clients in
use

Xympa 3.16
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