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KE®AAAIO 1°

Ewoayoy



1.1 — Neprypapn / Zkodg Epyaciag

YKOTOC TNG TTVYOKNG MO Epyaciog elval 11 LEAETN TV OIKTO®V mesh kol 1 KaTavonon Tov
SPOPETIKOV TUTT®V AETOLPYING TOVS KOOMG KoLl 1 YPNOTIKOTNTO TOVS OTNV KafnUePV HOG
Cof. T v koAvtepn Koatavonon tov evvoldv mov 0o availvBodv oty ovvéyela,
napovcstalovior 01e£odikOTEPO KATOW ONUEl TOV OKOTO €yovv vo pog Ponbnioovv va
AVTIANQOOVE KOAADTEPO ALTE TTOV TEPTYPAPOVTOL GTNV TTLYLUKT EPYOCIOL.

Atyo Moy yioo To oovppoto. diktoao:

Q¢ acvppato diktvo YapokTNPileTor T0 TNAETIKOWOVINKO OiKTLO, GLVIO®G TAEEP®VIKO N
OlKTLO VTOAOYIOTMOV, TO OmOl0 YPNOUOTOIEl, padloKLHATH ¢ Qopeic mAnpogopiag. Ta
OEOOUEVOL LETOPEPOVTAL LEGH NAEKTPOUAYVNTIKOV KUUAT®V, HE GuYvOTNTO OEPOVTOG 1 Omoin
eCoptatal Kabe Popd amd Tov pLOUd PETAOOONS OEGOUEVOV TTOL OmalTeiTOL Vo LITOGTNPIlEL TO
diktvo. H aclppatn emkowvovia, og avtifeon pe v gvovpuatn, dev ypnoLLonotel ®g HECO
HETAOOONC KATOWOV TOMO KOAMOIOL. X& TAANOTEPEG EMOYEG TO TNAEQMOVIKA OiKTva MTOV
avOAOYIKG, 0ALG onuepa OAa To acvpuato diktva PBaciloviol e ynelokn Te)voAoyio Ko,
EMOUEVMGS, KOTA o £vvola, vl OVGLUGTIKG OTKTLO VTOAOYICTMOV.

Yta aovppoTo  OIKTLOL EVIACGOVTIOL TO OIKTLO KWNTNHG TNAEQOVING, Ol OOPLPOPIKES
eMKOWVOViec, To acvppata diktva gvpeiag meployne (WWAN), to acvppoate UnTpomoMTIKd
diktva (WMAN) ta acvppota tomkd diktvo (WLAN) kot To acVppote Tpoconikd diktoo
(WPAN). H mAedpaon Kot 10 padido@mvo, av Kol ¢ THAETIKOWVOVIOKA UEca eival ek eHoEMG
acVPUOTO OTIC TEPICCOTEPEG MEPITTMGELS, OEV GLUTEPIAOUPAVOVTOL GTO OCVPUATO JIKTLA,
KaBmg 1 LETAdOON YiveTal TPOG TACH KATELOVLVOT YOPIG VO VTTAPYEL KATOL0 OOUNUEVO «OIKTVLOY
TNAETKOWVOVIOKOV KOUPoV (cvuokevdv) pe ) ocvvnon évvola. Qotdco, acHppata diktvo
dounuévav kOuPwv mov ypnowwomolovv RF  teyvoAoyieg petdooong €xovv apyicer va
avamTHooOVTOL TO TEAEVTOIN YpoOVia, Kot pdAioto pe paydaio pvOud. Eva t€1010 TpmTtdK0AL0
dkTHmong lval kot to ZigBee, 10 omoio 0o LEAETNIGOVIE TOPAKATO.

Teyvoloyieg S1kTHOV KOl ACVPLOTO TOTIKA STKTVAL.

Ot ovvnBéotepol tomol TeYVOLOYing OwctHov eivar to Acvpuato diktva, to Ethernet, to
HomePNA kot to Powerline. Megpikd TAEOVEKTHUATO TOV OIGVPLOTOV TOTIKMV SIKTO®V VOl TO
YOUNMAG KOGTOG LAOTOINONG, KOOGS £E0IKOVOLOVVTOL YPLOTE OO ATOITOVUEVES KAAWDIUDGELS,
dwpotpdlovror cuvdéoelg Internet kot GAAOL TOPOL OTMG EKTLTIMTES K.0.K., KAOMDC Ko 1 eveMéia
OV TTOPEYXETOL KABMG 0 YPNOTNG TOV JIKTVLOL UTOoPEl va petaktveitol eEAevBepa kat va PpiokeTot
0€ OTO100NTOTE GNUEID TOL YDPOL TOV KAADTTETAL.

O1 teyvoroyiec AGUPUAT®V SIKTOMV ATOKTOVV OAOEVO Kot LEYOADTEPT EQOpLOYn otV EAAGS.
Oplopéveg amd avtéG MOV CLVOEOVTOL HE TIG TEYVOAOYIEC OGVPUAT®V GLOKELMOV Elval M
TapopeTponoinon ovokevdv Bluetooth, n teyvoloyion WiMax, o ouyyxpoviopudg GUGKELMOV
Infrared xou n emeENynon teyvoroyuwv RFID. Evpeia yprion cuvavidtor Kot otnv te)vVoA0Yia
ZigBee Vv omoio Kot 0VOADOVLE TOPAKATO.

INa tig avaykeg g epyaciog pog ypnowonomoape cvokevég ZigBee X-Bee Pro g etapeiog
MaxStream, mov pog mopeiye 1o Teyvoroywkd Exmadevtikd Tdpvpo Kpnng, kot mov kdvovv
¥pNom ToLv acvppatov TpmTokdAlov ZigBee IEEE802.15.4. Evyapiotoipe t€Aog Tov kabnynt
K. Muoovddkn Avipéa yioo T0 GUUPBOVAELTIKO Kol KaB0odNYNTIKO ToL pOAo KaO'OAN TN drdpKeLn
™G eKmOVNONG NG TTLUYOKNG pag epyaciag. A&ilel va onuewmBel 6t 1 vAomoinon ™G Hog
£0woe TV gukaipio vo euPabivovpe TIG YVAOGCELS Hog Kol Topd Tic Oémoteg avtiEoOTNTES vV



UTOPEGOVLE VO KATOANEOVIE GE Eva EVOLUPEPOV TEIPOLOATIKO OTOTEAEC AL



KE®AAAIO 2°

OcopnTIKa



2.1 - NMNpwTtokoAAo IEEE 802.15

To IEEE 802.15 amotekei v 151 oudda epyaciag tov IEEE 802 n omoia e&gidikedeton ota
WPANSs. Ta kvptotepa épya g opadag epyaciog sivar to 802.15.1 1§ émwg givorl mo yvooTo,
Bluetooth, xat 1o 802.15.4 ndve oto onoio Baciletan to Zigbee. (Emonuaivovpe 61t to ZigBee
dev eivan to IEEE 802.15.4, obte to IEEE 802.15.4 eivar 10 ZigBee. To ZigBee &ivatl éva
TPOTOKOALO JKTV®WONG, Tov vrootnpiletar amoxkiewctikd amd v ZigBee Alliance, kot
YPNOOTOLEL TIG VINPESTES PETAPOPAS dedopévmv Tov podtaypdapovior oto IEEE 802.15.4.
M oyéon avtiotoyn pe 1o TCP/IP oe oyéon pe to IEEE 802.11g). Ta 600 avtd mpmtodxoira
elvar TpocavatoMopéva Yoo dStopopeTikés epapuoyéc. To Zigbee avikel otnv Katnyopio TV
YOUNANG TOYVTNTAG OCVPUATOV OKTVMOV KABMG 1 ToydTNTO LETASOONC TMV OEO0UEVOV UTOPET
va @tdoel émg to 250Kbps. H teyvoloyia mov ypnoyiomolel mopopoldletor pe oty Tov
Bluetooth, aAAd Oswpeitor cvouninpopatiky avtig. Ovowotikd OpmMG TPOKETOL Yo SO
OLPOPETIKEG TEYVOLOYIES TOV EIVOL TPOCAVATOMGUEVES GE OLUPOPETIKEG EQAPUOYEC.

To tpwtoéKoAro 802.15.4 givon TPOGAVATOMGUEVO GTOV EAEYYO KOl TNV OVTOUATOTOINGT, EVAD

to 802.15.1 emkevipovetal ot OlacHvoeon HETAED POPNTMOV GLOKELHOV OTME Ol (PopNTOl
VTOAOYIOTEC, TO KIWVNTA TNAEQPOVO KOl YEVIKOTEPO, AELTOVPYEL GOV OAVIIKOTACTOCN HLOG
KOA®OWKNG oLVOEoNC HeTaED mepupepelakav. To Zigbee ypnotpomotel yoaunid emimedo
EVEPYELOG YOl TN LETAOOGN TNG TANPOPOPIOG KOl OTOCTEAAEL TO. OESOUEVO GE UIKPE TOKETO, EVED
10 Bluetooth &yer vynAdTEpOLE PLOUOVG LETAGOONG, VYNAOTEPEG OMALTNGELS GE oYV Kot
petadidel v mAnpogopio. oe peyalvtepo mokéta. To diktvo pe t0 TPpwTOKOALO Zigbee
UmopoHV va VTooTNPiEoVV UEYAAD 0PlOLO GLOKELVMV Kol LEYUADTEPES OTOCTACGELS GE GUYKPION
pe 1o Bluetooth. Ady® avtdv TOV AEITOVPYIKAOV JPOP®Y, 01 TEYVOLOYIES VTEG dEV EYoVV T
dvvatdomto va enektaBobv oe OGAAEG epapupoyéc. [lo mapddetypo, pHio. GUOKELY] TOL
ypnowonolel To mpwtoékoAro Bluetooth sivor avaykoaio va emavagoptiletar cuyvd, evd o
GLOKEVT UE TO TPOTOKOAAO Zigbee Umopel vo AEITOVPYNGEL Y10, UVEG YWPIC TNV OVTIKOTAGTOON
TV puratoplov. Emmiéov, 1o Zigbee €xet ToAD yapumAovg xpovoug amdkpiong Kot eivat 18avikd
Y0 XPNON GE EPOUPUOYES TPOLYLOTIKOD ¥POVOL OTOV YPELALETOL AUEST) OpAoT), O avTifeoT L TO
Bluetooth yia to omoio amattovvTon peyaivtepot ypdvot yio t dnpovpyia g (evéne.
Enopévmg, n xprion tov 600 avtdv TpOTOKOA®Y UITopEel va elval TapaAANAN o€

éva WPAN epdcov mpocsavatoriloviol 6€ S1apopeTIKEG EQAPUOYES TO KAOE Eval.

2.1.1 — To tpotoxoriro IEEE 802.15.4:

To IEEE 802.15.4 eivan éva mpdtumo mov opilel 1o puoikd eminedo (physical layer) kot tov
éleyyo mpooPaong pécov (medium access control) yu pkpng euPéretag diktva YounAng
tayvtag (Low-rate personal area networks). Anuovpynnke kot cuveyiletar and v opddn
epyaciog IEEE 802.15. ITdvo og avtd otnpiletar to mpotokorro ZigBee, mov mpocpépet tnv
oAoKANpOUEVT Ao Yo dikTVo TTapExovTag Ta VITOAOUTa Enimeda Tov dev opilovral

and 1o tpotvmo. To IEEE 802.15.4 cromevel va Tpos@épel Ta TPOTAPYIKE YoauUnAdTEPQ EMIMESQ
dwktvov evog tomov WPAN mov eotidletal 610 YopmAd KOGTOC, YOUNAT TOYLTNTO Kol EVPEMG
O10000EVOL TPOTOV eMIKOVOVING (o€ avtiBeon pe dAAeg ADGEIC TOV £YOVV TEPICCOTEPO MG
o10Y0 1oV TeEMKO ypnotn Omwg 1o Wi-Fi). H éupaocn divetoar kupiwg oto yopmAd kOGTOC
EMKOIVOVING TOV KOVIIVOV GUOKEVAOV LLE EAAYIOTN 1 Kol KaBOAOL vodoun).

To Baocikd mhaicto mepriapPavel o teployn entkovoviag eppéretag 10 pétpwv



pe puluo petapopdg 250kbps. EmimAéov €xovv opiotel meptocOTEPE TOL EVOG PLGIK(L

emineda pe younAotepo pvud dedopévov tov 20 kor 40kbps kabBdg Kot tov TPOCEUTO
npootiféuevov pvBuod twv 100kbps. 'Etor 10 kOpro yoapaxtnpiotikd tov 802.15.4 eivan
onpacio mov divetar oty enitevén mApa TOAD YOUNAOD KATOCKEVAGTIKOD KOl AELTOVPYIKOV
KOOTOLG Kol M omAn TEYvoAoyia ywpic va Bvoualeron M yevikomto. Ta onuovikotepa
YOUPOKTNPLOTIKA TEPIAAUPAVOLY TNV KOTOAANAOANTO Y100 XPNOT GE EPOPUOYES TPOYUOTIKOV
xpovou (real time) pe v €EAoEAMOT EYYUNUEVOV YPOVIKOV TePBmpioy, TNV omToPLYY|
ovykpovce®v pe v ypnon tov CSMA/CA (molhanAn mpdcsPaocm He aviyvevon gEPovcas Kot
amo@LYn ocvykpovoewv — carrier sense multiple access with collision avoidance ) xoti v
EVOOUATOUEV VTOSTNPIEN Yo ao@aiels emkovavies. EmmAéov o1 cuokevég meptlapfavouv
Aertovpyieg EAEYXOV 10YVOG OTTWG 1) TOLOTNTA TNG GVVIESTC KOl 1] AVIXVEVOT EVEPYELNG.



2.2 - ZigBee XBee Pro 802.15.4

2.2.1 — I'evika Yo 10 ZigBee:

To mpwTOKOALO CLTO dnpoLPYNONKE

amd Evay opyaviopo Yvooto ¢ Zigbee Alliance mov amotedeiton amd

peyaieg etaupieg Kot Propnyavieg Tov ydpov Tov to VooTNPilovy, MG £va TPATLTO TOAD
YOUNAOV KOGTOVG, TOAD YOUNANG KATOVAAWDGONG, AUEIOPOLO, ACVPLOTNG ETKOIVOVING.
Inuovtikotepes  ypNoels tov  Bo  elval 68 MAEKTPIKEG Kol MAEKTPOVIKEG GULOKEVEG,
OVTOUOTIGHOVG, EPYOCTACIOKO EAEYYO, TEPLPEPELNKE VTOAOYIGTAOV, EQUPUOYES OTPIKDV
astntpov, Taryviow K.o.

To Zigbee cival oyxedlacuévo £tol dote vo pmopetl va evoopotmdel o éva TAn0og cuokev®V
GTO OT(TL 1] TO YPOPELO, Y10, TOPASELYUO GE QPOTIGUOVG, OOUKOMTEG, €1GO00VG Kol NAEKTPIKES
OLGKEVEG. AVTEC 01 GUGKEVEG UTOPOVV VO OAANAETIOPACOVY YMPIg TNV XP1OT KOAMIIDGEDV KoL
umopov va eEleyyBovv amd pio Kot povn cuekevT| N ortoio pmopel va givor £va Kivnto TNAEQ®VO
N éva tiexepompio. [apd 1o yeyovog 6t 1 texvoroyio oV €104YEL OV Elval EMOVACTOTIKT,
TPOY®PAEL £Vl Ppa TAPATEP OO TIG TOPASOCIUKES ACVPUOTEG EXIKOVOVIEG OTTMOC O AmAOG
TNAEXEPICUOC Y10 TO dvorypa TG YkapalomopTag 1 T0 Avappe Tov eoTicpod. To onueio mov
dlpopomoteitor omd OoVTEG TIG €QAPHOYEG elval To yeyovdg OTL T0 mpwTOKoAAo 802.15.4
EMTPENEL TNV EMKOWVOViR 000 OPOUOV HETAED OA®MV TV GLGKELMV GTIC OTOIEG EVOMUATMOVETAL,
OMAON TO PATO, TOVS OULKOTTEG, TOVG BEpUOCTATES, TOV KAMUOTIGUO Kol AOITTAL.

Mmopel vor KoaAOyel peydAovg ympovs, AOy®m g avénuévne euPéretdic tov kot pmopel va
duyelprotel TOAALOVS osONTPEG TOL EKTEAOVV SLOPOPETIKES EPYOTIESG TOVTOYPOVAL.

To Zigbee éyel oyedaotel yio va petadidel dedopéva oe YOUNAES TaxhtnTeg Kot €161 givat
Mybotepo evepyoPopo. AvdAoya pe TNV €POPUOYN KOl TOV TOmMO TG umatopiag mwov Oa
ypMnoonombei, 1 avtovopio VoG GCLGTHATOG LE ACVPUATY SIKTOMGT TOV KAVEL XPTOT CLTOV
TOV TPMTOKOAAOL Umopel va ptdoet axodun kot ta 10 ypovia.

‘Eva diktvo PBoociopévo oto Zigbee ypnotpomotel ynelokovg TOUmoNs Yo Vo ETIKOVOVIGEL
HETOED TOV OUPOPETIKOV GLOKELAOV Tov Ppickovtol ddomapteg otov y®po. Mio and Tig



OLOKEVEG TPEMEL Vo, Aettovpyel ¢ ovvtoviotng (coordinator) yio va yvopilet 6hovg tovg
KOpPovg tov dikTvov Kot vo dtyelpiletal v TANpoeopia Tov aviaAddooetal HeTAED TV
KOUP®V KOl TOV OIKTVOV GUVOAIKA. Xg €va. dikTvo Zigbee €kTdC GO TOV GUVIOVIOTY), AAAEC
GLGKEVEG OPOVV O OPOUOAOYNTES KOl AAAEG G 01 GVOKEVES TTOL AAANAETIOPOVV

LLE TOV PLGTKO KOGLO.

Ta diktva Zigbee pmopovv vor AEITOVPYNCOVV €lTE GE AEITOVPYIO TEPLOOIKNG EKTOUMNG EVOG
ONUATOG GUVTIOVICUOD, €ITE€ G€ AELTOVPYlOL PN EKTOUTNG. XTNV TPOTN TEPINTMOON €va O
OTOGTEALETAL TEPLOOIKA QIO TO GLVTIOVIGTH), TO 0010 ooV ETAKOAOVOO £xel var «Eumvay OAES TIg
OLGKEVEG TOL OIKTVUOL Ol OTOIEC MPEMEL VO EVIUEPMGOVY TOV GULVIOVICTH OV £XOLV KATO10
pnvopa vo, oooteilovy. Edv 0y, t6te N kdOBe GuoKELT EMOTPEPEL GE KOTAGTAGN OVOLOVNAG,.
2y GAAn mepintmon, Otav 0gv LIAPYEL OVTN M TEPLOOIKN EKTOUTN TOV CNUATOG OO TOV
GUVTOVIOTH, TO O{KTVO TO Omoio Onpovpyeital givor Ayotepo cuvvtoviouévo, kKabme 1 Kabe
TEPUATIKY] GLOKELY] EKMEUTMEL €va oNUa TO Omoio Ba mpémel vo. QTAGEL GTO GULVTOVIOTY|
TEPVAOVTOG amd OAOVS TOVG EVOLAUECOVS KOUPOLG TOL OKTOOVL. Xe VTN TNV TEPITT®ON, O
ouvtoviotig Ba mpémet va eival cuvexmG 6e AgtTtovpyia Yo va gival £Toyog o Kabe ofpa Tov
umopel va AneOel, Katavaldvovtog £T61 LEYAAVTEPO TOCE EVEPYELQG,.

Ye kdBe mepimtwon OUmE, &va OIKTLO ATOTEAOVUEVO OO GUOKEVEG OV EVOMUATMOVOLV TO
npotokorro IEEE802.15.4 dwtnpel v KOTOVAA®OTN 16YV0G € YopnAd emimedn O10TL 1
TASOYNOI0L TOV GLOKELMV TOV OIKTOOV TOAPAUEVOLV  OVEVEPYEC Yo MEYOAN YPOVIKA
SloTHHOTA.

2Oykpon tov mpwtokdAlov ZigBee IEEE802.15.4 pe dAda acOppota mTp@toKoAAd, GTOV
TivoKo ToPaKAT.



XEpuKTNPIOTIKG GoUPUATOV TPOTOKOLLOV Yo dikTva WPAN

ZigBee 802.11 Bluetooth UWB Wireless USB IR Wireless
(Wi-Fi)
Data Rate 20, 40, xm 250 11 & 54 Mbps | 1 Mbps 100-500 62.5 Kbps 20-40 Kbps
Kbps Mbps 115 Kbps
4 & 16 Mbps
Eppéiea 10-100 pétpo 50-100 pétpa | 10 pérpa <10 étpu 10 pétpu <10 uétpa
(omTu)
£TaEn)
Tomohoyiu Ad-hoe, peer to Point to hub Ad-hoc, Point to Point to point | Point to point
BIKTVOD peer, star, 1) mesh ToAl Uikpd | point
diktug
TugvoTnro 868 MHz 24 k5 GHz | 24 GHz 3.1-10.6 24 GHz 800-900 nm
Letovpyiog (Evpaomn) GHz
900-928 MHz
(B.AL), 2.4 GHz
(moykoouL)
MorvmhokdéTnTa | Xounin Yymin Yuman Méan Xaunin Xonin
Katavaioon Mot younin Yymhin Méom Xaunin Kaunhn Xaunin
11008 (GTAYOS 1) yeLni)
KOTovVaiman)
Agpdrero 128 AES ki 64, 128bit
application layer encyption
security
Ahdeg Ot cuokenés Ot ouokevés H oivdeon)
arpogopies | uTopolv va cuvdEoVTal oE | Lo
evtuyouy ato 3-5sec CUTKEDS
dikTuo oe Ayotepo araltel Emg
a6 30ms 10 sec
Tumkes Biopnyavikag Wireless Aclpuata | Metddoaon Tivdean Tnhexeipiopol,
£puppoyés gheyyos, dikTun LAN, diktua Bivreo, meppepetakay | PC, PDA,
cgBn T pov, EUPUCOVIKT LETUED L pEcies VIOAOYIGTAV mMAEQVE
gutouaTouol ouvdean 610 GUOKED OV OIKLOKTS
KTipiov, owiaxol Internet Omme yyaymyiog
CUTOLATITUOL, rEO VL,
Toyvidio PDA,
laptops,
UKOVGTIKG

2.2.2 — Iotopikd otovysia:

Aiktvo mapdpotag popeng pe 1o ZigBee Eexivnoav va mpoteivovtal and to 1998, otav &ywve
avtinntd 6t to WiFi kot to Bluetooth dev pmopodv va ypnoyomombodv ce apkeTES
EQUPUOYES. YTNPYE M AVAYKT] Y10 0TOOP YOV Tikd £l ToOTo (ad-hoc) acvppato diktvo.

To IEEE 802.15.4 mpdtumo oloxinpdbnke tov Mdio tov 2003. Ov ZigBee mpodiaypapéc
emkvpodnkav otig 14 Aexeuppiov 2004. H dwbeocipodtta tov npotokdArov 1.0 6to Koo
éywe otig 13 Tovviov 2005 pe v ovopoasio “IIpodiaypaen ZigBee 2004”. H ZigBee Alliance,
avakoivooe 01t Tov OktoPBpro tov 2004 ta péAn g siyov duthactiaoctel pe mdveo ond 100
etapieg oe 22 yopeg. Tov Ampiho tov 2005 elye 150 pén won tov Askéufpio 200. Tov
OktoPpro tov 2006 avokowvmOnke kot 060nke to PeAtiouévo TPOTLTO HE TNV OVOUOGIi
“ITpoduaypaon ZigBee 2006”. Z1ig 19 OxtmBpiov tov 2007, oAokAnpdOnkav ot BeATiopéves
nwpodlaypapég Tov ZigBee pe ovopa “TIpodwaypaen ZigBee 2006 ko “ZigBee PRO”.
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210V TopoKAT® Tivaka QoivovTol OAES 01 EKOOGELS TOL TPMOTOKOALOL péEYpt Kot to 2008.

Ap. 'Ekdoong Hpepopnvia ZXO0A1a
14/12/04 Emudpoon tov wpotimov ZigBee v.1.0
r06 17/02/06 AwpBacerg ko véeg drevkprvioels 6to ZigBee v.1.0
r07 28/04/06 Alhayég ota oyolo Tov ZigBee v.1.0
ri3 09/10/06 [podwaypa@éc Tov ZigBee-2006
ri4 03/11/06 IIpoowaypa@éc Tov ZigBee-2007
r1s 12/12/06 AwopBaceig kat orevkprvicerg oto ZigBee-2007
rl6 31/05/07 AwopOmceig kot orevkpivioelg oto ZigBee-2007
rl7 19/10/07 AwpBncerg oto ZigBee-2007

2.2.3 — Tororoyia d1KTVOV KOl 6VOoKEVEG ZigBee:
2uokeuég ZigBee:

[Ipwv avagepBobue ota enimeda Tov dKTVOL TOV aPopovy To ZigBee, va avapépovue amid
ToVg 000 TOTOVG Guokev®V Tov opilel  wpotvmonoinon IEEE 802.15.4. H wpad eivar N
mpng IEEE 802.15.4 cvokevn (Full Function Device — FFD) ko pmopet va ektehécel OAEG TIG
amortovpeveg amd to diktvo Asrtovpyies. Mio tomkry FFD, ocuviBog tpogodoteital oamd
aveCavtintn myn (tpogodotikdé AC amd v mAextpikn eykatdotaon). Ilpémer va sivon
oLUVEYXDG EVEPYOTOMUEVT] KOl GLVOEdEUEVN He TO acVppato diktvo. O dedtepog THTOC
GLOKEVOV eival 01 cVoKEVEG TEpLopiopévav dvvatotntev (Reduce Function Device — RFD). Ot
gpyocieg mov pmopovv va ektelécovv meplopilovtal otov EAeYX0 €EMTEPIKMOV GUGKELOV KO
SloKomTAOV Kol ot onypotoAnyio aoOntmipov. Zuvnbwg, emewdn TPOEOSOTOVVIOL HECH
UTOTOPIDV, EIVOL TPOYPOUUUATIGUEVEG VO KOYLOVVTOL Y10 LEYAAO YPOVIKO SIUGTNLLOL.

To mpwtdKOAAO ZigBee maipvel toug opiopovs twv cuckev®mv FFD kot RFD tov IEEE 802.15.4
ka1 opilel Tpelg TOmovg dikmv tov cvokevwyv. O Xvvtoviotig oktvov (ZigBee Coordinator),
etvan pioe FFD ovokevn, povadikn avd diktvo ZigBee, kat eivat ot mov 1o onpovpyel. MoOAg
0 ZVVTOVIGTNG 0picel T0 dikTLO, avaBETEL O1EVBVVGEIC SIKTVOV GTIG GUOKEVEG OV EMITPEMETAL
va ocuvdebovv oe avtd. Emiong, dwyepileton tov mivaka Siktdmong kot OpopoAoyel Ta
unvopato petald tov RFD. Xt ovvéyela, €yovue to Teppatikd (ZigBee End Device). H
OLGKELN OTH, €lval 0 KOUPOG TOV dkTVOV TOV glvarl cLVOEdeUEVOG e aoONTNpeg N exTerel
gpyaocieg eléyyov eEmtepikd ovvdedepévomv cvokev®my. To Teppatikd umopel va etvan gite FFD
eite RFD. Avtd kaBopiletar amd m @Oon tov gpyacidv mov tpoopiletar va ektedel. Av, yia
TOPAOELYI, O o1oONTAPOC TPEMEL VO OEIYUATOANTTEITAL GUVEXELD, EMEON EAEYXEL KATOLO
Kkpiowo péyebog, emréyetan FFD. To 1pito €idog cuokevng Tov diktdov, gival 0 ApoporoynTNIG
(ZigBee Router) ko1 m mapovcia tov eivar mpogportikny. O Apoporoynte, €ivor pio FFD
OLGKELN, N omoia emTpéNEL va. cuvoeBoVV 6To dikTvo TEPLoGdTEPOL KOpUPOL. 'ETot, pe T xpnon
Apoporoyntav, givol duvatd va enekteivovpe to p€yebog Kot 1o €0pog Tov dKTHOL, KAOMG,
OLOKEVEG TTOV PBpickovtal €KTOG TG EUPEAEIOG TOL XVVTOVIGTY], LEGHD APOLOAOYNTAOV UTOPOVV
va 6uvoeBovV KovoviKd.
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TotmroAoyigg SikTUoU ZigBee:

Totrohoyia AoTépa (Star Network):

H tomoloyio aotépa mephapPdver éva ovvirovioty (Coordinator) kot o 1
TEPIOCOTEPES TEMKEG CLOKEVEG (TEPUATIKE). XNV TOTOAOYIO 0GTEPA, OAEC Ol TEAIKEC
GLGKEVEG EMKOVMVOUV HOVO LLE TOV ZUVTOVIOTH. AV KATOW0 TEAMKY] GUOKELN YPELOCTEL
VO LETOQEPEL OEOOUEVO GE LIl OAAN TEMKT GULOKELY|, OTEAVEL TA O£OOUEVO GTOV
2uvtovioTt. Avtdc otV cvvéyeln, To Tpombel otov TEMKO amodéktn. Ta teppaTikd,
elval QuoKd Kot NAEKTPIKE OTOUOVOUEVE LETOED TOLG, KoL O HOVOS TPOTOG Yo val
avtaAlhagovv TAnpogopieg eivar pécm tov Xvvrovioty. O Actépac, Bewpeital dikTvo
povng avammonong (single hop), kabdg vapyet poévo €va EMTPENTO LOVOTATL AVAUEGO
0€ OTMOOONMOTE TEPUATIKO KOL TO XLVIOVIOTH. Eva ONHOVTIKO HEWOVEKTNUO TNG
tomoAoyiog avtng, etvar 0Tt OAot ot kOpPotl mpémel va glvar evidg tng euPérelag Tov
2UVTOVIOTY).

Tomoloyia  Aévipou 1 2uotddag  (Cluster —  Tree  Topology):
Mo GAAN TomoAoyia SikTVOL gival ot Tov dévepov cuumieypdtov (Cluster Tree). Ze

Q 909

)

S
_‘_
|

v | O
- Ho

AL TNV TOTOAOYIO, Ol TEAKES GUGKELES UTOPOVV Vo GuVOEDOVV gite GTOV ZUVTOVIOTH
TOV OIKTLOVL €ite o€ KAmolo Apoporoyntr. Ot Apoporoyntéc, emteAovv 600 Aettovpyieg.
Muw gival 1 advénon tov péyiotov aplfpod TV GLOKELAOV TOV UTOPOVV VO, VITAPYOLV
oto oiktvo. H aAAn elvor m avénon ¢ ouoikng euPéretag tov diktoov. Me v
TPpocONK”M evoc Apopoloyntn, 1 TEAKN GLoKeLT dev ypeldletol va Ppioketat evtog g
euPéretag Tov Zuvroviotr. Olo To UMVOUATO GE LTI TNV TOTOAOYIO KIVOUVTOL [LE TNV
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epapyio dévrpov. To Aévtpo, eivar ovclootikd moAlol Actépeg, OmOL Ol KEVTPIKOL
KopPot elvar cuvdedepévor petald tovg. Onwg givat e0KOAN AVTIANTTO, T TEPUATIKA deV
€yovv dueomn emkovovia petah Tovg, aAld, Oho T UNMVOUATO TPETEL VO TEPAGOVY O
TovAdyoTov éva ApopoAioynty N 1o Zuvtovioty. H tomoloyia avtr, Oempeiton
TOAOTAGV avammonoewv (multi hop), KaBdg vrdpyovV TOALL LOVOTTATIO EMKOVOVIOG
evog kOpPov pe To ZuvTovioTn.

- TomoAoyia MNMAéyuatog (Mesh Topology, Peer to Peer):

. Coordinator

O Router
@ ro

O RFD

‘Eva diktvo mAéypatog (mesh), mov amoteddel Ko T YEVIKOTEPN HOPPN €VOG OIKTHOL
ZigBee, givol Tapopoto [e avTd TV THTOV GLUTAEYLLOTOG OEVTIPOL, LLE TN SPOPA OTL TA
FFD pmopodv va petafifadcovv to unvopoto amevbeiog oe dAlo FFD yopig va
axoAovOn el n epapyia dévipov. o Toydv unvdpata mov mpénet va petadoBodv £KTOG
euPérerag, n TAnpogopio. avorndd and képpo oe kKOUPo pEYPL TOV TEMKO TPOOPIGUO
me. Qot6c0, to. unvopota mpog to RFD mpénetl kol mdh va mepdoovv amd t yovikn
ovokevn. Ta mheovekTnuaTo OLTHG TNG TOTOAOYiOG eivan OTL kpaivel 1 kabvotépnon
ot petafifocn Tov INVORATOV Kot DVIEpYEL LEYOADTEPT OEIOMIGTI.
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2.3 — ZigBee XBee-PRO RF module

o 1g avdykec g mopovcoc epyaciag,
OTOQOGICOUE VO YPNOCLUOTOU|COVUE T
povtepn Xbee-PRO g etapiog MaxStream
(ZigBee XBee-PRO IEEE® 802.15.4 OEM
RF Modules), ta omoio €yovv ehdyioteg
AmOUTNOEL, OGOV aPOPA OTNV KATOVAAW®GCN
evépyelng, eved  mapovotdlovy  vynAn
a&lomotio Kotd T LETOPOPE TMV SESOUEVOV.

‘Eva axépn mheovéxktnud tovg, €ivor 0Tl Umopovv vo ypnotporotnfovyv 1060 6€ GUGTHLOTO
dwtoov NonBeacon 6co kot ce cvotiuato NonBeacon (w/ Coordinator). Xe éva diktvo
ZigBee, O0Aeg 01 cvoKevég €yovv 16oTIUN TTPOGPacT 6TO0 PEGO emMKOWV®VING. YTdpyovuv dVO
TOTOL PNYOVICUAV TOAAUTANG TTpOSPacmg, e ¥pNoN PASIOPAP®V, 1 CAAMS GNUATOS0GI0G, Kot
yopic (Beacon, NonBeacon). X¢ éva diktvo ympig padio@dpovs, OAEG Ol GUOKEVEG EMITPETETOL
VO EKTELYOVY OTOLOONTOTE YPOVIKT] GTIYUY|, EPOCOV TO KaVAAL ival eAedBepo. Zta dikTva pe
PaOIOPAPOVG Ol GLOKEVEC EMITPEMETOL VO EKTEUYOLV HOVO G€ TpokaBopiopéva xpovikd
Tapadupa.

Ta cvomuata NonBeacon Agttovpyodv oe tomoroyieg Peer to Peer kot dev eaptovtor omd tnv
Omapén XvvtovioTt] 610 dikTtvo. Avtd onpaivel OTL To HOVTIEN TAPOUEVOVV GLYXPOVICUEVA
peta&y Kot Kabe cuokevn 610 dikTLo HopaleTan porovg Zvvrovioti)/Apoporoynt/Teppatikov
v Vv emitevén g petald tovg emkowvovioc. Ilapakdtom, 610 mEPApoTKd HEPOG TNG
gpyaciag, Oa ypnowwomomcovpe tomoAoyio ITAéypatog (Mesh Topology), pe obvotnua
NonBeacon. Ot 600 cvokevég mov Ba ypnoyoromBovyv, Ba ivor Tpaktikd 16oTIHES. Q0TOCO,
v Adyoug kaBopd emeEnynpatikos, n cvokevn Tov Ba givar cuvdedepuévn oe H/Y péow 0Opag
USB kot Bo amootéddel to dgdopéva, Oa avagépetor ®G “eKmopmos”, evd m 0evtepn
GLOKELT,TPOPOSOTOVEVT amd @opnti myn taong 6V DC ko tomoBetmuévn oe mlokéta
peavtdntopa LoopBack otnv RS-232 d1emapn, mov Oa ekméumet 6,11 dedopéva AapPavel micwo
otov ekmound Oa ovopdletat “avapetaddtg”.
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[Topaxdtm, oYNUATIKN OVOTOPAGTACT) EVOG OIKTVOV UE unyovicpid tpodcPaong NonBeacon.

>ta cvotfpoto NonBeacon (w/Coordinator) vrdpyet éva poviep to onoio mailel 1o poOAO TOL
AlyelptoTi/ZovtovioT Tov S1KTHoV, 6TOV 0Toio amosTéALovTOL OA Ta dedopéva amd Kkabe
TEMKT] GLGKELT.

Kataotaoeig Asttovpyioc.

( Transh

Mode
2t I
/ h\
\
I/
|' Sleep % Idle Receive
\ Mode / Mode Mode
Command
Mode

To pévTep TOV YPNOIUOTOLOVE SLUBETOVV TEVTE KATUGTAGELS AELTOVPYIOG:

1.

Idle Mode. Otav 1 cvokevn de otédvel 1 dev AapPdvet dedopéva. Ad avtr )
Aertovpyia, propet va petafel otig €€NMG KataoTaoelg Asttovpyiag.

Transmit Mode. Metdfaon 6€ avtiVv TV KATAGTACT AEITOVPYiNG EXYOVUE OTOV OEOOUEVAL
Aappdvovtal ot Geplakn 16000 TG GLGKELNC.

Receive Mode. Metdfaon 6€ avtnv TV Katdotaot AETovpyiag EYovpe 0Tov £yKvpa
RF dedopéva AapPdvovtal amd v kepaia TG GLCKELTG.

Sleep Mode. Metdfaon ce avtiv TV Kotdotaon Asttovpyiag £xovpe dtav 10 POVTEU
Bpioketar o Idle Mode petd and mpoxabopiopuévo ypévo 1 6tav 1 DTR (Data Terminal
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Ready) oev eivau evepyn|. H Aettovpyia Sleep Mode 6£tel T cvuckev| 6€ KATAGTAO
YOUNANG KOTOVAA®OOTG 10(00G Yot 00T PO TOPAUEVEL GE OVTH.

5. Command Mode. Metéfacn o vtV TV KOTAoTAoT AEITOVPYING £YOVUE OTOV TPEMEL
VO TPOTTOTOCOVLE TIG pLOUICELS TOV poVTEN 1 0TV BEAOLE Vo EAEYEOVLE TIC
pLOUicELg TOV £vart 101 TPOYPAUUOTIGUEVES.

H epPérerd toug etavel ta 100 pétpa oe KAEIGTOVG YDPOVG YWPIG ONTIKN EMaPN UETAED TV
ovokevdv, Kot to 1600 pétpa mepimov oe avolkto medio pe anevbeiag ontikn emaen. To edpog
{ovng tov diktvov ZigBee ¢tdver ta 250Kbps, evd M KotovAA®oN KLUAIVETOL GE OPKETE
YOUNAES TEG. Xvykekpluéva, oto 215mA katd ™ ddpkeln g HeETAd0oNS, SSMA Katd ™
My dedopévmv, Kot yapmAdtepn tov 10mA og kotdotaon adpdvelog.

AVOALTIKAE YOpaKTNPIOTIKE Kot cVYKplon Tov ekdocemv XBee kot Xbee-PRO, otov mivaka mov
aKolovbel otV enduevn GEAMOQ.
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XopoKTNPLETIKA KOl GUYKPLOT TOV EKOOGE®V:

Specification XBee XBee-PRO
Performance
Indoor/UrbanRange upto 100 ft. (30m) Upto300°(100m)

OutdoorRFline-of-sigRtange

upto 300 ft. (100n)

Upto 1mile(1500m)

TransmitPowerQutput TmW(0dBm) 60 mW(18dBm conducted, 100 mW(20
(softwareseletable) dBmEIRP*
RF Data Rate 250,000 bps 250,000 bps

Serial Interface Data R ae

1200- 115200bps
(non-gandrd baud rates also supported)

1200- 115200bps
(non-standabdiudratesalsosupported)

(softwareseletable)

Receiver S emitivity -92 dBm(1%padket error rate) -100 dBn{1%packet erraate)

PoweReqirements

Supplyvoltage 2.8-34V 2.8-34V
IfPL=0(10dBm t 7 mA(@3.3V),
139mA(@3.0V)PL=1 (12dBn): 155mA

TransmitCurren(ﬁypicB 45mA@3.3V) (@3.3V)153mA(@3.0VpL=2
(14dBm): 170mA (@3.3V),
171mA(@3.0P).=3 (16dBn): 188mA
(@3.3V)195mA(@3.0VRL=4
(18dBm): 215mA (@3.3V),
227mA(@3.0V)

Idle/ Receiv€Curren(typical) 50mA@33V) 55mA@33V)

Power-dowiC urren <10pA <10pA

Generh

OperatingFrequency ISM 2.4GHz ISM2.4GHz

Dimensions 0.960% 1.087"(2.438cmx 2.761cm) 0.960% 1.29772.438cmx 3.294cm)

OperatingTemperature -40 to 85°C (industrial) -40 t085°C (industrial)

AntennaOptions Integrated WhipChiporU.FLConnector IntegratedWhip Chip ot .FLConnector

Netwaking& Security

SupportedNetworKopologies

Poinito-pointPoint-to-muipoint & Peer-te
peer

NumbesfChannels 16 DirectSequenceChannels 12 DirectSequenceChannels
(softwareseletable)
AddresmgOptions PAN ID, ChannelandAddresses PAN ID,Channeand Addresses

AgencyApprovals

Unitedtate{FC(Partl5.247) OUR-XBEE OUR-XBEEPRO
IndustryCanada(IC) 4214AXBEE 4214AXBEEPRO

Europe(CE) ETSI ETSIMax.10dBmtransmitpoweroutput)*
Japan n/a 005NYCA0378(Max.10 dBntransmipower

output)**
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o T1¢ JdoKIWWEG 7OV  TPUYUOTOMOUCUUE OTO  TEWPOUATIKO OTASI0  TNG  E€PYNCing,
ypMNoLoTomcape d00 TAOKETES, EMioNG LAOTOMOELG TG eToupeiog MaxStream, n pio pe USB
B0pa emkovmViog [Le NAEKTPOVIKO VITOAOYIOTY, EVO 1 0€0TEPN UE oelplakn Bvpa, otnv omoia
tonofetOnke o mpoavapepBelg avtdmtopag loopback, £tor dote va  Asttovpyel ®g
avapeTad0TNG. AKOAOVOOUV CYNUOTIKES OVOTOPUCTACELS TNG TAOKETOC KOl TOV GEPLUKOV
QVTATTOPO, LLE T CUVOEGHOAOYIO TOV ETAPDV TOV.

Pinouts:

P2
pin 1 pin 1
—_ pin 2 pin 2
P1 Tk P2 on3 [—] I
— |c pind ——=® &—— pind
p : C s pin 5 f—NC NC— pin5
I |2a | - pin & pin &
pin & : :' A 0 A : pin & pin 7 pin 7
pin 1 ¢ ] .' pin 1 pin 8 :I |: pin 8
pin 9  p—nc NC— pin 9

NC = No Connection

18



Téhog, eivar onuoviikd va kdvovpe pio pikpn avaeopd ot Covn Fresnel, (mpoepetan
fraynell), mov eivon éva and Ta kOpa yapakprotika g RF petddoonc.

- d s

Fresnel zoned is the distance hetween the transmititer and the
receiver, b is the radius of the Fresnel zone.

H {ovn Fresnel elvar po eddemtikn meproyn (dBpoioua vog cuvorlov Bempntikd ameipov
eMelyenv), mov mepPdAdet T vont gvBeia TG OTTIKNG ETAPNG TOV EKTOUTOV UE TO déKTY. H
OLAUETPOC OWTNG TNG TTEPLOYNS EEUPTATAL OO TNV AOGTOCT LETAED TV 000 KEPAULDV KOOMG Kol
TN oVYVOTNTA GTNV omoia yivetar 1 HeTAdoot. OmolodnToTE PLGIKO eunddlo Ppioketor péoa
ot {dvn avt, ennppedlel To GNUO Kot ONHOVPYEL ATOAEIES. XTNV TPAEN, Ol UTMOAELEG AVTEG
Bewpovvton apeintéec 6tav eéac@aliletar 6Tt TovAdyotov 0 80% tng (dvng Fresnel eivan
yopic eundola. H axtiva Fresnel eivor to midtog ¢ Ing (dvng Fresnel, mov Bpioketal oto
HEGO NG OMOGTAONG TOUTOV-OEKTY. B0 TPEMEL GTNV AKTIVO 0VTH Vo NV vITdpyovy eumddia. H

axtiva Fresnel pnopel va Bpebel and tov e€ng tHmo:

. 250
Jrenzel =13 19754 —5

omov d n amdcTaon TV kepadv og km kot £ péon cvyvomta ce MHz (1o nudabpoicpa g
YOUMAOTEPNG KO TNG LYNAOTEPNG GLYVOTNTOC). TNV Ttepintwon Tov 2,4GHz 1covton pe
2441,75.

"Evag dALog tOmog evpeong g aktivog givat o e&ng:
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| D
= 17.32,/—
T 17

Omov D etvon | amdctoon petadd tov kepoaidv og km, f 1 ovyvétra oe GHz kot r n péyiom
axtiva g {ovng Fresnel og pétpa.

2T1G LETPNOELS TOL akoAoVBOVV, og eAdyLoTEG TEPITTAOGCELG dgv emnppedleton 1 {mvn Fresnel og
1060010 pKpdTEPO TOV 80%.

- d

I gﬂl Eﬁjﬂﬂ N

20



KE®AAAIO 3°

IHewpapatiko Mépog



3.1 — 1" Maipapatikl MéTpnon

3.1.1 - Ileprypapn) Métpnong:

YKOTOC TN TPMTNG HETPNONG Elvar 1 €E0KioN Hog L TOV EEOTAGHO, KOl 1) OTAY] TOPOTHPNON
TOV ATOTEAECUAT®V TNG LETAOOONG GE TPOYUATIKEG GLUVONKEG,.

3.1.2 - TonroO<coia:

H 6¢on ¢ mpaypatonoinong tov melpdpatog emAéydnke facn tov vyoueETpov 610 omoio Ha
tomoBetovoape tov ekmound (mepimov 400u.) oe oyéon pe TOV OVOUETAOOTN, O omoiog Oa
Bpokotav 100p. move amo to emimedo g 0AAMGGAG, OAAM KOl OO TN OWUOPO®GCT TOL
@UoKOV Tomiov Tov  Tapovciale OPKETEG OVOUOAlEG  €AQOVE. XTIV TOPOKATO
aePoPMTOYpaPic, Tapovstdlovtal ot BEcELS EKTOUTOD Kot avapeTadOTr), KaBDs Kot To pUOTKY
EUTOOI0 — KMUOKOTE SLUpopP®UEVES TAOYLES e EAOOEVTPA - TOL KaBloTOVGAY 0dvVOTY TNV
OTTIKY EMAPN HETAED ALTAOV.
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3.1.3 - Kartoyn:

8 DigitalGlobe
TelelAtlas

|

avuw B2 4 YwogTou yanou
886m amdcTOoN, YOPIC ONTIKY ETOPT).

3.1.4 - Kapikéc XovOnkeg:

Katd 1t dSudpkeidr tov mepdpatog emikpatodoov okpoieg Kopikés ouvvOnkes (dvvon
Bpoyomtwon Kot 1oyvpoi PopeloduTikol Gvepol evidoems 7-8 Umopmp), ot omoieg dvoyépatvay
TIG TPOGTAOEIEG LLOG.

3.1.5 - PvOpiceic Modem:

Apyikd, ot GLoKeLN] TOL TPOOPLLOTAY YO OVOUETOIOTNG, TOTOBTHONKE £vag avTAmTOPOG
loopback. Mg 1™ ovvdeoporoyion ovty, omoldnmote mTANpoopian AduPave to modem, Ha
OMOCTEAAOVTOY TG® GTOV EKTMOUTO. XTN) GUVEXELN, KOl Ol OVO GUOKELEC GLVOLONKOV HECH
B0pag usb 6e NAEKTPOVIKO VTOAOYIOTN], KOl TPOYPUUUATIOTNKOV HE TO TPOYPUUUA X-Ctu NG
Digi-MaxStream. Ot mep1o60TEPES MAPAUETPOL TAPEUEWVAV GTIG OPYIKES TOVG PLOUIGELS, EKTOC
and ekeiveg mov Oa emétpenay v emKovovia petabd Twv 000 CLGKEVOV G€ unicast mode, Tov
VooTNPilel TNV EMAVAANYT OMOGTOANG TOV OEOOUEVMV €AV O OVOUETAIOTNG Oev amokpdel og
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OLYKEKPIUEVO ypovikd Oltdotnua (data receive timeout = 1000ms). Avtég eivonr “DH

Destination Address High = 0, DL - Destination Address Low =
O0x01 kot MY - 16-Bit Source Address = 0x02” yia TOV EKTOUTO, EVO YO TOV
avopetodotn “DH - Destination Address High = 0, DL - Destination
Address Low = 0x02 kot MY - 16-Bit Source Address = 0x01”. O1

Tapondve puluicels agopodv otn S1ELBLVGLOJOTNOT TOV GLGKELMOV, DCTE VO UTOPOLV Vv
emkovovoLuy petald tovg. Xto media MY kot DL pmopodpe vo  ypnoLUOTOU|COVE
omoladnmote T ¢ popeng 0x**, apxel n tiu DL ¢ piog cvuokevng va avtiototyel otnyv
i MY g aAng (ko avtiotpoemg). Téhog, o avoauetaddtng amocuvvoédnke omd tov
VTOAOYIOTY, KOt TPOPOSOTHONKE He PopnTO KOKAWUA TyNS tdong 9V. O mapandve pvbuicelg,
TEPAV OPICUEVAV LKPOV eEapéoaiwv, Ba TapErevay mg elyov HEYPL TO TEAOS TOV TEPAUATOV.

3.1.6 - Amoteréopata:

Y& ovvoro 5000 makétwv giyape 2975 cwotd ko 2025 Aabog, mococto 59,5%.

3.1.7 - llapatyprjoeig:

Katd ™ dudpreta g p€Tpnong mopatnpnoope 0Tl 1 £VIaon Tov avépmy ennppéale onUovTiKd
TO, OMOTEAECUOTOL. ZVYKEKPIUEVA, OMOTE O AvepHog dvvauwve, N1 dAlale katevBuvon, elyope
OPKETEG GUVEXOUEVES, OMOTUYNUEVES TPOOTAOEIEG EMKOVOVIOG HETOED TOV OVO GLOKELMOV.
Avto mov dev yvopilope akouo ATV av ovTd OEeiAotav o TapeUPoOrEC TOV dnpoLPYOTOV
OTNV aCLPUATY UETAOOON, 1] OTIS 101G TIC GLOKEVES (.. kivnom g kepaiag). EmavaidPfope
uétpnon pe data receive timeout = 2000ms, £T61 OOTE Vo TOPATEIVOVLE TN SIAPKELD OLVOLOVIG
OV ekmopumoy ywo amdvinon. To amoteAéopata mov AdPape oe cvvoro 5000 makéTmv NTOV:
4150 cwotd kot 850 AaBoc, 050010 83%, apKeTd PEATIOUEVO GE GYECT) LLE TO TPOTYOVUEVOL.

3.1.8 - Younepaoporas:
Me 11¢ axpoieg Kapikég GLVONKEG OV EMKPATOVCAV, OAAGL KO TV OTMOAELN OTTIKNG EMAPNG
yw. pio T0c0 peydAn andotacn (886m), ciyovpa ta 6mola copmepdopato e&dyape o€ Bo nTov

avTmpoo®nevTikd. I[Iadvtoc, to MOGOGTA GEAAUATOS NTOV OPKETO YOUNAOTEPA Omd TO.
EMTPENTA OP1OL.
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3.2 — 2" Meaipapatik MéTpnon

3.2.1 - Ileprypoen Métpnonc:

2KOmOG LOG VTN TN QopA Elval VoL GLYKPIVOLUE TO ATOTEAECLLATO TNG TPONYOVUEVNG LETPTOTG
OV TTPOYUOTOTOMONKE YOPIG ONTIKY EMAPN OVAUEGH GE EKTOUTO KO OVOUETAOOTN, LE QUTA
mg mapodoag HETPNONG, OmOL Ol VO GLOKELEG &yovv omevBelag omtikn emagr. Na
ONUEIDGOVUE OTL 6T pétpnon avtr|, | {dvn Fresnel dev emmppedleton and eumdoa.

3.2.2 - ToroO<coio:

Metakivioope Tov ovoueTaddtn Alyo vymAdtepa, o€ pia meployr] mov Oa pog e€acpdle v
OTTIKY EMOAPY], YOPIC TNV Tapovsio eunodiov. O eKToUTOg TapEUEVE GTNV opyIkn Tov Béon. H
véa amdotaon HETAED TV 000 GLOKELMOV TOV TPOEKLYE, NTAV EAAPPOG MKPATEPN NG
nponyovpevnc. Bdon OAwv TtV mopamive, OVOUEVOUE TO OTOTEAECUATO VO €ivol OpKETH
KOADTEPQ, Kal, {00 LEGO GTO EMTPENTO EVPOC TIUDV UETAOOOTG.
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3.2.3 - Kartoyn:

08 DigitalGlobel
TelelAtlas ‘
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741m andotoom, pe ancvbeiog onTIKn ETAET.

3.2.4 - Kopikéc XovOnkeg:
Avvat) Ppoydmtwon kot Popelodvtikol Gvepor 7-8 pmo@dp, opoimg pe TV TPOoNyovpevN
pétpnon.

3.2.5 - PvOpiceig Modem:
Exmoun6g: “DH - Destination Address High = 0, DL - Destination
Address Low = 0x01 xoaL MY - 16-Bit Source Address = 0x02”.

Avapetaddmge: “DH - Destination Address High = 0, DL - Destination
Address Low = 0x02 xot MY - 16-Bit Source Address = 0x01”
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3.2.6 - Amoteréopato:

[Makéta mov otdAdnkav: 5000, cootd: 4650, Adbog: 350, tocootd 93%.

3.2.7 - llopatyprjoceis:

Ot eldiyioteg amotuynuéves mpoomdbeleg emkowvmviog mopatnpnOnkay Kot miAl kotd ™)
dapKeE OTOTOUWDV OAAAYDV GTNV EVTOGT 1] TNV KATELOHVVOT TOV AVEL®V.

3.2.8 - Younepaopora:

o plo okdpo @opd TOPUTNPNCOUE TNV EMPPOT] TOL £YEL O (VEUOG OTN UOTAOOGN.
Amogacicaue, n emnduevn pétpnon va yiver oty O akpPdg meployn kot pe OAEG TIG
VROAOUTEC TOPAUETPOVS GTAOEPES, OTTOTE O1 KAPIKES GLVONKEG TO EMTPEYOLV, DGTE VO, EYOVLLE
KOO0 aGQPAAES LETPO GVYKPIOTG, TPOTOL TpoPovpe o€ pneBddovg BwpdKions TV GLGKEVGOV,
omwg M tomofénon tovg 6e KAEWGTO TAOGTIKO KOVTi oL Ba TG TpooTaTEDEL MO OEPOL Kol
BpoxA.
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3.3 — 3" Neipapatik) MéTpnon

3.3.1 - Ileprypoon MéTpnonc:
2KomOG TNG HETPNOMG Elval 1 GUYKPIOT) TOV OMOTEAEGUATOV AVTNG, E EKEVA TNG OEVTEPTG KOTA
OEPA UETPNOMNG, DOTE VO TAPUTPNCOVUE TIG OLOPOPES OTN UETAOOGT GE GYECT LE TNV VTOPEN

N 61 TOV aVEROL Katd T ddpkela TV mepapdtov. Kot tai, 1 (dvn Fresnel dev ennppedletan
amd eumdoLaL.

3.3.2 - ToroO<coia:

O1 800 GLOKEVES, EKTOUTOG KOl AVAUETAOOTNG, TOTO0eTHONKAY 0TI 1d1EC akpIPmc BEcelg ue v
ponyovuevn pETpnon. (avolktog xmpog 741m pe anevbeiog onTikn emxoen).
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3.3.3 - Katoyn:

08 DigitalGlobe)
Tiele Atlas ’
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741m andotoon, pe ancvbelog onTIKN ETAPT.

3.3.4 - Kapikéc XovOnkeg:
Ot koupikég cLVONKEG TOV EMKPOTOVLV GtV TEPLoyn etvan Bempntcd Wavikés. HAopdvea,
dmvota, Kot oA Yo UNAG ETITESQ ATUOGPALPIKNG VYPACIOG.

3.3.5 - PvOpiceig Modem:

Exmoun6g: “DH - Destination Address High = 0, DL - Destination
Address Low = O0x0l1 xoaL MY - 16-Bit Source Address = 0x02".
Avapetaddmg: “DH - Destination Address High = 0, DL - Destination
Address Low = 0x02 xot MY - 16-Bit Source Address = 0x01”
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3.3.6 - Amoteréopatos:

Ye 5000 maxéra eiyope 5000 cwotd, 0 Aabog kot 100% T0c06TO EMTLYNUEVIG HETAOOTG.

3.3.7 - llopatyprjoeis:

Ot amotvynuéveg tpoonddeleg emtkovmviag, Oyt amAdS glayotonomdnKay, OnMG AVOUEVOLLE,
oA eCareipOnkay evtedmg! Ta makéto 610 GOHVOAO TOLG PHETAdOONKAY AKEPALAL.

3.3.8 - Younepaopara:

Xowpic mapovcio avépov oty T eopd, Kot dStnpmvTog otafepsc OAEC TIC AAAEG TOPAUETPOVG
TOV TEWPANOTOG, UTOPOVUE LE OCPAAELD VO OTACOVIE GTO GUUTEPAGLLO OTL O 0EPOS ETNPPEALEL
apyntikd 1N owdwkacio. e to Adyo ovtd, OMMOC £YOVHE avVOEEPEL, B0 KATOOKELAGOLLE
TPOCTATEVTIKG KOAAOUOTO YOt TIC GUOKELES, YPYNCLOTOUDVTOG TANCTIKE KOLTud, Afyo
peyoAvtepa amod Tig dtotdoelg Tovg. Ta poviep Ba torofetnBobv 610 ECOTEPIKO TV KOVTLOV,
Kot Bo otnpryTovy, apnvevtag povo TS Kepaieg opotéc. Kdatt tétoto Ba pog emrpéyel va
EPEVVNOOLUE €0V aLTO TOL TEMKE emmppedletor amd TIC KOPKES ovvONKeg eivorl avTY|
kaf'eaut) N petdooon (Ayodtepo mBavd) 1 ot ideg 01 cLoKEVEG (T.y. Tapdoita AOY® Kivong
TOV KEPULMV 1 TOPEUPOAES a0 VYPAGTN-CKOVTY, GTO KUKADUOTO TNG TAAKETOG).
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3.4 — 4" Mapapatikl MéTpnon

3.4.1 - Ileprypoon MéTpnonc:

Me 11 6VoKEVEG BOPAKIGUEVEG QLT TN QOPA, EMLYEPOVUE V. dOKILAcOoVUE TN Pedtimon g
EKTTOUTNG € GLVONKES TOPOUOIEG LE EKEIVEC TWV TPONYOVUEVOV LETPTCEWMV.

3.4.2 - TonoO<coia:

Enélape va tomobetoovpe tov ekmound oty 1opdatod S10poPov KTNpiov GTN TEPLOYN NG
Emokonng [ediddoc. To kmpro Bpioketal otnv KOPLEY VYOUATOG, KOl TOPEXEL TANPT OTTIKT
EMOON TPOG OAES TIG TAAYLEG TOV AOPOL TEPUETPIKA. O avapeTaddTg TonobetOnke ot Pdon
TOL AOQPOL, POPEOAVATOAMKE TOV ekmoumoV, kot oe amdotacn 770 pétpov. Ot Bécelg tov
oLOKEV®V POAIVOVTOL GTNV 0KOAOLON aepoPmTOYpaPia.
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3.4.3 - Katoyn:
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770m amdcTOo, |LE OTTIKY| ETAON.

3.4.4 - Koipikéc XovOnkeg:

Ot kapkég ouvOnNKeg NToV GYETIKG €VVOTKES. Emkpatovse nAopdveia pe yopumAr vypacio Kot
acOeveig £mg PETPLOL VOTIOL Avepol evtdioems 3-4 umoemp. 1o onpeio mov giye tomobetnOel o
EKTTOUTOG, 1 £VTOGT TOL OVELOV TAV EAAPPMOG ALENUEVT AGY® TNG VYOLETPIKNG SL0pOpdas, KATL
OV WOG EMETPENME VO JOMIGTOGOVUE TN Pertioon mov Oo emépepe KOTA TN SAPKEWD TNG
pétpnong n Bwpdrion e GLGKELNG.

3.4.5 - PvOpiceic Modem:

Ot pvBpicelg TV GVOKELAOV JTNPNONKAY OLOLES [E EKEIVES TV TPOTYOVUEVOV TTEPAUATOV.
Exmoun6g: “DH - Destination Address High = 0, DL - Destination
Address Low = 0x01 xoaL MY - 16-Bit Source Address = 0x02”.
Avopetaddmge: “DH - Destination Address High = 0, DL - Destination
Address Low = 0x02 kot MY - 16-Bit Source Address = 0x01”.
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3.4.6 - Amoteréopata:

[Tokéta mov otardnkav: 5000, cwotd: 5000, AdOog: 0, T0GOoTO eMTLYIOG EMKOWVOVING HETAED
TV cvokevav: 100%.

3.4.7 - llopatyprjceis:

Katd m dudpkela g pérpnong, tapatnpnnke onuavtiky] adEnomn g £VIaonS Tov avELOD, N
omoia Kotd S1oTLOTO EPTOCE Kol TOL 7 UToQ®p (TPOGEYYIOTIKN EKTIUNGN).

3.4.8 - Younepaopora:

[Tapd ™ OpacTiky] avENoT TG EVTOGNS TOV AVEROV, OAEG 01 TPOSTADEIES EMKOVOVING HETAED
TV 000 cvokev®v Ntav emruynuéves. To amotéleoua avtd, e cuvdptnon pe T Bwpdkion
TOV CLOKEVAV, OGS OTOOEIKVOEL OTL 1| OTOWL EMIPPEID TOV KOUPIKAOV cLVONKOV opeilotay o€
kivnon g kepaiag 1 o€ mapdoito 610 KOKA®UA, Kot oyl 610 1010 TO GNUO TOV EKTEUTOTAY,
KATL TO OmOi0 NTOV KOl OVOUEVOUEVO. XTIG UETPNCELS TOL OKOAOVOOVV, OKOMO KOl €0V KATL
TETO10 OgV avaPEPETAL, 1| Tapovsia TS Bopdkiong 6Tig cuokeVES Ba mpémetl va Bempeitor mg
dedopévn.
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3.5 — 5" NMeipapatikn MéTpnon

3.5.1 - Ileprypoen MéTpnonc:

2TIG TPONYOVUEVEG LETPNGELS, 1) ATOGTACT) LETAED TV VO GLGKELAOV NTAV EVIOS TV OPEALUWOV
opiwv mov didovion and v kotackevdotplo etoupio (100, oe KAeloTd Y®Opo kot 1600u. ce
avOIKTO Tedio.) XtV mopovca HETPNOT, £EETALOVIE TNV TTEPIMTOOT €Kelvn KATA TNV omoid Ot
OLOKEVEG TOTOOETOVVTOL GE AVOIKTO YMPO, OAAL M TOPOLGIN TOV PLGIKMOV EUTOdiwV &lval
tétoln o€ onueio mov va tpoceyyiletal KaTdoTaon TapdHold e KAEWGTOV ydpov. Evtonicape
éva LIKpO DYoL, HE HEYAAN Yovio KAMoNG OTIG TAAYLES TOV, Kol TOTOOETNGOE TIG CVOKEVEG
exatéPmBEY Tov.

3.5.2 - TonroO<coia:

O exmoundg TomobeTOnke €viOg TOL AYOVIGTIKOL Y®OPOoL YNmEédov modospaipov (Emokonm
[Teduadog, meproyr| Tovmdxt), evd 0 avapeTadOTNG, 6€ amdoTacn S60 HETPOV VOTIO-VOTIOOVTIKA
oV KOUToV. Metall TV dV0 GLOKEVAOV TapEUPdALOvVTaL TOCO 1) KEPKIdA TOV YNTESOL, OGO
Kot 0 A0eog tov Ayiov I'ewpyiov, ekundevioviag omotadnmote mMOAVOTNTO OTTIKNG ETAPTG.
Extog avtov, o 0ykog Tov Adpov (40u. Dyog kot 400p. mhdtog), dnpovpyet Eva QUGS EpayLLaL
EVAVTIOL GTO KOUOTO TIG LETAOOGNG.
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3.5.3 - Katoyn:

= A

¥ - ':ﬂdfjr}:_.ai’-gé:?_:‘ e £ a Sy,
. . a NlelAt g " % - 3 - 1

AN \ . ,
S SEea © vy =
35414157, 710B] " 2 27E aviy 301y Yyogtoulpatiol. 1.08 xAd

,

560m amdoTOoN, YOPIC OTTIKY ETOQT).

3.5.4 - Kopikég XovOnkec:

Apai] cuvvepld pe acBeveig avELOVS Kot TOPOLGIO EVTOVNG OTHOGQULPIKNG VYPAGIOGS.

3.5.5 - PvOpiceic Modem:

310 mWPOTO OKEAOG TG METPNOMG ot Tég mopéusvay o¢ eiyav. Exmoumdg: “DH

Destination Address High = 0, DL - Destination Address Low =
0x01 ot MY - 16-Bit Source Address = 0x02”. Avopetaddmg: “DH
Destination Address High = 0, DL - Destination Address Low =

0x02 kot MY - 16-Bit Source Address = 0x01”.

211 GUVEKELN, ALENCOUE TIC ETAVOANYELS GTNV OTOGTOAY] OTO TOV EKTOUTO, GE TEPIMTWOOT TOV
Kdmolo makéto Ot petadobel cwotd, amd 3 (apywn pvduion) oe 6 ko emavoAdPope ™
dwdkooio.
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3.5.6 - Amoteréopatos:

[eipapa 1o (3 emavaAnyelg):
[Takéra mov otaAdnkav: 5000, cwotd: 4202, Adboc: 798, T0OGOGTO EMTLYNUEVIG
uetddoonc: 84%.

[Teipapa 20 (6 emavaryeLg):
[Mokéta: 5000, cwotd: 4615, AdOog: 385, mocooto emitvyiag: 92,1%.

3.5.7 - llopatyprjoeis:

To amoteAéGHATA TOV TPMOTOV TEPALATOS, UTOPOVV VAL YOLPOKTIPLGTOVV MG OTOYONTEVTIKA, LE
TO TOGOOTO GPAALATOG Vo vrepPaivel apketd ™ otabun tov emtpentov. [lopd ™ Peitioon
OV TOPATNPOVUE GTO OEVTEPO Telpapo pe tn ypNon €&l EmAVAANYE®Y, 1 GYETIKA OVEKTN
TOPOVCio. GOEAALOTOG OE HOG EMITPEMEL VO YOPOKINPIGOVUE TN UETAOOCT MG ETITUYNUEVT.
Eniong mpémer va onpetdoovpe 61t 0 ¥pOVOG TEPATOONS TOV SEVTEPOL TEPALATOS avENONnKE
dpapatikd o€ cOykplon He TO0 TP®OTO (0(eOOV OMANCIACTNKE). AVTO 0QEiAeTOl KUPIOS OTO
yeyovog 0t ta 385 makéta To omoio TeEMKE dev HeETAdOONKOV GMOTA, EGTAANCAYV GUVOAKE 6
QOPEG amd TOV EKTOUTO, €V pmopovue va vrobécovpe OTL Ko omd TO LITOAOUTO OV
peTaddinkay emMTLYMOG, € KAmOw 10m¢ TeAKd va ypeldotnke vo e€avtinBovv kol ot €&t
TPOGTAOELEC ATTOGTOANG OO TOV EKTTOUTO, TPMTOV TEAMKA arrokplfel 0 avapeTadoTng.

3.5.8 - Younepaopara:

Yvumepacpotikd o Adyape OtTi, v Kol YEVIKA M YXPNON TEPIGCOTEPMV EMAVUANYEWDV
BeAtictomolel TN petdooon, ®oTOG0, 1 OQPEAUN OMOGTACT EKMOUMNG TOV GLUGKELMV
nmeplopiletal onuaviikd amd To €UmOdl0. TOV CLVOVTO, KOl 6€ Koppio mepimtwon Ogv
npooeyyilel ta 1600 pétpa mov avapépel 0 KOTaoKeLAGTHS. YO TéToleg cLVONKEG AoumdV, Kot
oe diktva peer to peer, m ypNon avNuéEvov aplfpod avAPETOO0TOV KOl GE KOVIIVOTEPT
amooToot petalld Tov kpiveton emPBePAnuévn.
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3.6 — 6" MNeipaparikn MéTpnon

3.6.1 - Ileprypaon MéTpnonc:

21y €KTn Katd GEpa LETPNON ATOPUCICAIE VO LEAETHGOVLLE TI GUUTEPLPOPE TNG LETAOOONG
0€ TEPIMTMGELS TOV GTNV TEPLOYN EMKPATOVV EKTOUTES KOUATOV GAADV OGVPLOTOV GUGKELMV,
KOL TNV EMOPOCT TOL QVTEG AGKOVV GTNV EMKOWV@VIO LeETAED EKTOUTOD KOt AVAUETASOTY).

3.6.2 - ToroO<coia:

EniléEape v meployn g mpdnv apepikavikng Paong oto Anpo I'ovPav, po meployn pe
avénuéva  emimedo  MAEKTPOUAYVNTIKNG  OKTIVOPOAING, 7OV TPOKOAOUVTOL Omd TOAAEG
domapTeG TNYEG ONUATO®V 0€ OAO TO EUPadO TOV 1| TEPLOYN KAAVTTEL EVvOoeikTikd avapépovpe
oplopéveg amd avtég: o) Pavtdp g moAepukng agpomopiog tomobetnuévo o amodctaon 1200
HETPOV, PopeloavaTolkd amd to onpeio mov emALEQNE Yo BE0T TOV EKTOUTOV HaG (TPOAOALOG
yopog Anpapyeiov TovBav). B) Epaciteyvikdg padiopmvikdg otabudg povsikod Avkeiov og
andotaon 150 pétpov votwo. v) Fevvnplo mopoymyng NAEKTPIKOD PEOLATOS TOV KOADTTEL TIG
avdykeg Tov Anpapyeiov o€ TEPITTOON TPOCOPIVNAG dlaKkomG (EKTOG Agttovpyiog Kab'oAn )
SlapKeL TOV TEWPAUATOC pog) o€ amdotaon 300 pétpov avatoMKd. &) LTOoTAOUOS VYNANG
tdong g A.E.H. Ze andotaon 100 pétpov votodvtikd kot €) IToAvkotevbuvriky kepaio
acvpUoToV JkTOoL pe euféreta 1500 pétpov kot og amdotacn 150 pétpov dvtikd. Ailet
TEAOG VO avaPEPOLE OTL 01 V0 cvokevég TomobetnOnkav o andotacn 700 pétpwv avdipesd
TOVG, Kol YOPig TN SLVATOTNTA AUECT|C OTTIKNG ETAPNC.
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3.6.3 - Katoyn:
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700m amdcTOoT, YOPIC OTTIKY ETOPTY).
3.6.4 - Kapikég XovOnkeg:

HAoopdvela kot ioyvpoi dutikol dvepot evidoews 7 pmopmp.

3.6.5 - PvOpiceic Modem:
Exmoun6g: “DH - Destination Address High = 0, DL - Destination
Address Low = 0x01 xoaL MY - 16-Bit Source Address = 0x02”.
Avapetaddmge: “DH - Destination Address High = 0, DL - Destination
Address Low = 0x02 xot MY - 16-Bit Source Address = 0x01”.

3.6.6 - AmoteréopaTa:

Yta 5000 mokéto mov otdAOnkav siyape: 3448 cwotd, 1552 AdBog. [locootd emiTuymuévng
netadoong 68,96%.
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3.6.7 - Ilapatyprjoeis:

10 onueio avtod, Oa TPEMEL Vo EMONUAVOVLUE OTL OKOMO KOl Ol GUOKEVES KIVITIG TNAEP®VING
IOV YPTGILOTOLOVGOLE Y10l TNV EXKOVOVIO, LOG, TAPOoLGialoy andAE GUOTOS GTNV TEPLOYN,
KATL TOV PHOVO MG CLUTTOUATIKO O Bo LITopovGE VoL YOPUKTNPIOTEL.

3.6.8 - Xounepaopara:
Onwg amodeikvoetal omd 10 TOPATAVE TEIpOpa, 1 OUoAn Agttovpyio kot 1 a&lomioTion ™G
petdooons tov modems, emnppedletot dpopatikd amd v Hmapsn oNUATOV GAAOV SIKTO®V

otV mepLoyn. Avtd eivan kdtt mov Ba mpémel va Aapfdvetal v'oOYNV 6To GYESNAGUO OIKTLMOV
mesh, 0tav ypnoiomolovvtol cuokevég ZigBee RF.
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3.7 — 7" Meaipapatikl MéTpnon

3.7.1 - Ilgprypon MéTpnonc:

To éBoopo koatd oepd meipapd pog omoteAeitar amd €va GUVOAO VTO-UETPNCEDV TOV
TPAYUATOTOMONKOV GE TUKVOKOTOIKNUEVT TEPLOYN £TOL OOTE VA EEOUOIOGOVHE OAOL TaL TOOVA
CEVAPLL YPNONG TV GLCKEVAV GE GLVONKES OGTIKNG KaBnUepvOTNTaS, OTmS avénuévn kivinon
OYNUAT®V, EKTETAPEVY] XPNON KWWNTOV TNAEQPOVOV KOl OCVPUATOV OIKTVMOV Kol TAEHO0
OTTIKOV EUTOSIMV.

3.7.2 - Kapikég XovOnkec:

Ot kopkég cuvOnKeg KoTd TN SLAPKELD TOV LETPHCEDV NTOV OPKETE EVVOIKEG. TVYKEKPLUEVAL,
EMKPATOVGE MAMOQAveln pe 0c0evels SVTIKOVG OVEHOLS UETOPANTAG €viaomg, oV Kol Kot
TOTOVE, AOY® NG S10UOPP®SNS TOV Tomiov dAlalav kKatévBuvon).

3.7.3 - PvOpiceic Modem:

O1 puOUIcELS TOV CLOKEVOV TAPEUEIVOV MG ELYOV KOl OTIS TPOTYOVUEVEG LETPNOELG.

Exmoum6ég: “DH - Destination Address High = 0, DL - Destination
Address Low = 0x01 xot MY - 16-Bit Source Address = 0x02”.
Avapetadomg: “DH — Destination Address High = 0, DL - Destination
Address Low = 0x02 xot MY - 16-Bit Source Address = 0x01”.
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3.7.4 - MeTpnioeig:

Ieipapa 1°

Kartoyn:
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264m andotao, YOPIg OTTIKY ETAET.
Amoteréopata:

[Mokéta wov otaAOnkav: 5000, cootd: 5000, Adbog: 0, T0G0GTO emMTLYNUEVNG
uetadoong: 100%.
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Heipapa 2°

Katoyn:

35819 M0 B 2571858, 128 Yogitouw yariou_, 5100

300m amdoTao, LLE OTTIKY| ETAP.

AmoteléopaTa:

[Tokéta wov otdAOnkav: 5000, cootd: 5000, Adbog: 0, T0G0GTO emMTLYNUEVNG
petdooong: 100%.
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Ieipopa 3°
Kartoyn:
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500m amdcTOoN, YOPIC ONTIKY ETOQY].

Amoteléopata:

[Mokéta mov otaAnkav: 5000, cootd: 4958, Adbog: 42, T0G0GTO EMTLYNUEVNS
petdooonc: 99,16%.
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Ieipopa 4°

AmoteléopaTa:

[Mokéta wov otaAOniav: 5000, cootd: 4296, Adbog: 704, T0OGOGTO EMTLYNUEVNC
petdooonc: 85,92%.
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Ieipopa 5°
Kartoyn:

Amoteléopata:

[Mokéta mov otaAOnkav: 5000, cootd: 4428, Adbog: 572, T0OGOGTO EMTLYNUEVNG
petdooonc: 88,56%.
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Ieipopa 6°

AmoteléopaTa:

[Mokéta wov otaAOniav: 5000, cootd: 4520, Adbog: 480, TOGOGTO EMTLYNUEVNC
petdooong: 90,4%.
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Ieipopa 7°

39418 Qv RO

735m amdoToon, YOPIC ONTIKY ETOQY.

PO Tou uatiou

AmoteléopaTa:

[Mokéta mov otdAOnkav: 5000, cootd: 3982, Adbog: 1018, T060GTO EMITLYNUEVIG
petdooong: 79,64%.
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Ieipopa 8°

Katoyn:

3518510 B 2lERa 2

822m amdoTOooN, YWPIG OTTIKY ETOQY.

Yol Tou patiou SRS AL

AmoteléopaTa:

[Mokéta mov otdAOnkav: 5000, cootd: 2783, Adbog: 2217, TOGOGTO EXITLYNUEVIG
petdooong: 55,66%.
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3.8.1 — ZuvoTrTIKOG lMNMivakag ATTOTEAECHATWYV:

METPHXH | AIIOXTAXH | ANEMOI | EMIIOAIA | TAKETA | EINITYXH | Z®AAMATA HOZ‘;)' 210 ITAPATHPHXEIX
la 8861 oyvpotl voit 5000 2975 2025 59,50% YVoKeVEG Un Bopakiopéves
1p -//- /- /- 5000 4150 850 BT | OS] SIS, (VS e
? 7o data receive timeout oto. 2000ms
2 741. wyvpoi oyt 5000 4650 350 93,00% YVOKEVEG [N OopaKIGHEVES
3 741 Gmvolo oyt 5000 5000 5000 100,00% 2V0KeEVEG 1) BOpPaKIGHEVEG
4 770p. pétpiot oyt 5000 5000 5000 100,00% XVokevEG OMPAKIGHEVEG
Sa 560p. acBeveig Vo 5000 4202 798 84,00% TuokevEG OpaKicpéVeg
5p /- aoPeveic v 5000 4615 385 opily | S REREIS, GhS R
emavoAyeLg oo 3 og 6
7 2V0KEVEG BPOKIGHEVES, 1GYVPOTUTEG
0,
6 700p. o vpoi vou 5000 3448 1552 68,96% i Ve G O BT
Ta 264u. | aoeveic | vau 5000 5000 0 100,00% Tookevég Bupuiiopves, oot
mePLOYN
7B 300p. acOeveic oyt 5000 5000 0 100,00% 2L AT Az L
TEPLOYN
7y 500p. aoPeveic v 5000 4958 ) 99,16% 2T BN G NS, Gt
TEPLOYN
78 51, | acbeveic | vau 5000 4296 704 85,92% Tvokevés wpoxiopéves, oo
mepLOYN
7e 6561 | aoleveic | vou 5000 4428 572 88,56% Tookevég Bupukiopves, oot
mePLOYN
7ot 700p. acleveic | ehdyiota | 5000 4520 480 90,40% DTS e 2, G S|
TEPLOYN
7 735, aoPeveic vau 5000 3982 1018 79,64 2T BN G NS, Gt
TEPLOYN
m 822y, aoPeveic va 5000 2783 2217 55,66 Zvokevg 9‘*;%‘;‘;;}*;“89’ ot

3.8.2 - ZupTtrEpacppaTa:

Meletdvtag ToV TPONYOOUEVO TIVOKO, GE GLVAPTNGN TOV GLVONKOV KAT® Omd TIC OMOIEG
AaPape o OMOTEAEGLOTO TOV PETPNCEWDYV, UTOPOVLE €0KOAO v KataAAnEovpe o€ oplopéva
OCQOAT] CUUTEPAGLOTO CYETIKA LE TN AslTOVPYiRt T®V UOVTEU KOt TIG W0AVIKEG CLVONKES KATW®
ano T1g omoieg Ta diktva ZigBee mesh amodidovv ta péyiota.

Kat' apyfv dwmotdvoope, OtL, av Kot ot akpoieg kopkés cvvinkeg dgv emmppedlovv oe
onpovtikd Pabud mv RF petddoon, olyovpa ackodv apvntiky| EXppor| 6TV KoAr Asttovpyio
TOV GLOKELMOV. YYPusio 6TV TAOKETA KOl TO KUKAMUATO, KIVIOT TOV KEPOUIDOV 0md TV £vVIoon
TOV OVEL®V KOL OKOVI], HELOVOLV OPOUOTIKA TO TOCOGTO EMTUYING TNG HETAOOONS TV
TANpoeopldv. Evtuyde, xdtt tétolo mopakdumteTor €0koAo pe TN xpnomn Bwpdxiong otic
ovokevés. H Bwopdkion avtr, dev givon timota mapoamdve amd €va TAAGTIKO TAoiclo (oTnv
TEPINTOON HaG), YOUUNAOD €mg pndevikov kOGTOvG, kol €1ct de pmopel vo Bewpnbel mg
HEOVEKTN LA, EKTOG {0MG amd TV adENGT TOL GYKOV TMV GLGKELDV.
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Awmotooope eniong, 6Tt N euPéreta mov yoapaxktnpiler ta ZigBee XBee PRO povrep mov
YAPNOLOTOMCALE, OEV amoTeALel decUEVTIKO TTapdyovTa, Kot pmopetl bkoda va Eemepactel av
emtevyBovv 1vavikég ovuvinkeg petdooons. A&ilel ed® vo vrevBuuicovpe 0Tl 01 KEPAieg moOL
YAPNOLOTOMCOUE NTAV OTAL SIMOAQ 7OV GLUTEPIAAAUPAVOVIOV GTO OPYIKO TOKETO TV
VAOTOMGE®MY oL Elyape oTa YEPLOL Hog. Me ) ypnon GAA@V TOTOV KEPOLDVY, UTOPOVUE VO,
HETAPAAAOVLE TN HEYIOTN OKTIVO EKTOUTNG TV GUGKELMV.

Av16 dpmg ToLv TPEMEL Vo ToVIGoLE eivar 1 avdykn dtatrpnong avénaeng g (ovng Freshnell,
KaBmg, mMEPAUATO HE TIC OV0 GLOKEVEG TOMOOETNUEVEG GE OYETIKA KOVTIVEG HETOED TOVG
OTOCTAGELS, TAPOLGIOLOV OTOTEAEGLOTA APKETO KATMTEPH TOV TPOCIOKIDY UG, OTOV EUTOdLO
nmopepfairoviav ot {ovn avtr. Kupiog Aomdv oe cuvOrkes mOAewV 6oL Kuplopyovv Leydio
KNP, 1 OTOV VIAPYEL OAVOUOLOHOPPioL €XGPOVS, TTPOTEIVETAL 1) TOTOBETNON EKTOUTOD Kot
aVOUETOOOTN € TLAGVEG N o€ onueia tétolo mote va e€acparilovv 0Tt 1 (v Freshnell
dwtnppeiton ovEmaen.

'Eva, kol icwg 10 povadikd, apvnTikd onpelo Tov TopATNPACOUE KOTd TN SldpKEW TOV
TEPOUATOV PaG, Eivol N adLVOpio ETKOWVOVINS TOV Tapovcsialay o1 S0 CLOKEVEG GE TEPLOYES
OmOL EMKPATOVCE EKTETOUEVT] XPNON Kol Artovpyio. GAA®V LOPO®V EKTOUTNG OCVPUATOV
SIKTH®V, KATL TO 0mOoi0 Ba TPEMEL VO LG OMAGYOM|GEL GE HEAALOVTIKEG MEAETEC, £TOL MGTE VO
ATOCAPNVICTOUV TANP®S TO 0TI OV TPOKOAOVV TIG OVOUOMES 0UTEG, KOOMG Kot v
avartuyBodv mbavég pEbodot mapdKapymg Tmv.

Téhocg, a&ilel va onueidoovpe 6t1, eved 1o TpwtdékoAro ZigBee IEEE802.15.4 eppavilel apketd
TAEOVEKTNUATO OTY UETAOOCN TANPOPOPI®V HIKPOU OYKOL OdOUEVOV o€ OYéon HE To
MEPIGCOTEPU TPMTOKOAAD OGLPUATOV OIKTO®WV, O Koupioo mepimtmorn Oev TPOoTiveTol Yo
EPAPLOYEG TTOL ATALTOVV HETASOOT EKOVOS 1 YoV, Kabmg Ta 250K bps e0povg mov mapéyet dev
UTOPOVV VO YOPAKTIPIGTOVV ETOPKT).

50



KE®AAAIO 4°

Merrovtikég Xpnoes Ilpotokoiiov
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4.1 — Xpnoigotnta

H yprion modem Xbee oe diktva ZigBee eupoavilel paydaio avdmtoén ta tedevtaio ypovia,
Aappdvovtag oloéva kot TEPIocOTEPO EVEPYO POLO € TANODPO EPAPLOYDV, OTIMG OGONTIPES,
CLOTNUOTA TTOPAKOAOVONONG, EAEYYOL Kol TNAEYEPIGUOD, OVTOUOTICUOVS, £EVTVEC OTKIOKEC
OLOKEVEG, CLOTNIOTO EVEPYEWNKNG GLVEIONONG, acVppate mpooommikd oiktva (WPAN) kot
owakd diktva (HAN), kot moALEC GAAES.

Baowd yopaxtnpiotikd tovg, 6mmg 10 yoUnAd KOGTOG, 1 YOUUNAN KOTAVAAMGY EVEPYELNS, M
neydAn odpketo Cong kot n dvvatdtnta avtocvvinpilong (self-healing), to pikpd péyebog, n
amoVcio KAAMIIMONG, 0l ETAOYEG KPUTTOYPAPTONG TMV OESOUEVMV, 1) ETITOTOV OPYAVHOGCT TOL
SIKTVOV YMEWKOV KOUPoV ®¢ mpog v avalitnon minpogopiog (ad-hoc), n gvehéio kot n
a&lomotioo Tov gppoavifouy, o HKpOHS xPOVOS OTOKPIoNS, 1 POPNTOTNTA, 1) AVENUEVT EUPEAEL
OV TOpPEYOVY GE oLYKpon He GAAa acOppata diktva, oAAG kupliog M dvvotdTnTa
TPOYPOULOTIGUOD KOl TOPOUETPOTOINONG TOVG Hécw kddka Dynamic-C, ta kabiotodv ®g 10
W00VIKO HEGO PETAPOPAS OESOUEVMV GE GLVONKEG OTTOL 0 LYNAOG PLOLOG LETOPOPAS OEOOUEVDV
dev gtvon emPefinuévog.
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4.2 — lNpotaoceig MOavig Xpnong

[ToAAéc eTaupieg Ko opyavicpol £xovv otpapel 6TV avATTLEN VEOV TOTTOV OIKIIKOV OIKTO®V
(HAN), mov Oa dtacvuvoéovy HETOED TOUG OLOPOPETIKG KOTOVOAMTIKO TPOTOVIO OUKIOKNG
YPNOEMG, OMMG NAEKTPIKEG GVOKEVES, BEPUOGTATES, OOKOTTEG POTICUOV Kot NAEKTPOOOHTNONG
KA, ka1, PE TN YpNomn ovokevmv ZigBee kot @V KatdAANA®V céveopwv Ba mapéyetal oTov
¥pPNoTN M duvatdTTo TOpaKoAoVONoNG Kol PLOUIONG TG KOTOVAAMONG EVEPYEWNG, TOL
TPOYPOUUOTIGHOD EPYOCIOV KAOMG Kol TOV ATOUOKPVOUEVOL EAEYYXOL GTO OIKLOKO OTKTVO HEGM
dadtkTHOoV.

Mia cofopn] d10popd TV VEOV OIKIOKOV IIKTO®V GE GYECT LE TO TapadostaKd £Evmva, oTiTia,
oto omoia OAEG 01 epyacieg Yivovtol HEG® £VOG KEVTPIKOD GCLGTNHHOTOG, VOl OTL Ol VEEC TAGELS
oyedlacpov mov meptiapfavouv HAN, evoopatdvouv Aoyikn kot ELeyyo og kdbe dacvuvdepévn
OLOKEVT. AVTI N KOVOTOMIKTY GAAQYY], LEIWWVEL TO KOOGTOG KOl TNV TOADTAOKOTNTA TOL OAOL
OV TOLOTOTOMUEVOD GUGTNHOTOC, TOPEXOVTOS TEPLGGOTEPN EVEMEID KOl EVKOALD XEPITHOV.

‘Epguveg opyavicudV Kol EPELVNTIKMOV 1OPVUAT®V, OTOOEIKVOOLV TMG 1 YPNON TETOO0V TOHTOV
OIKTO®V gvepyelnKNg ovveidnong o oonynoel oe peiwon NG KATOVOAWOGONG MAEKTPIKNG
eVEPYELNG OO TIG OIKLOKES GVOKEVES £G Kot 30%.

"Evag dAlog topéag otov omoio ot epappoyés diktvwv mesh yvopilovv oloéva kat peyoidtepn
avamtoln, etvar n AglaTpikn, KAAO0G TNG WITPIKNG HE GKOTO TNV TTApOY VYNANG TO1OTNTOG
WwTPKNG @povtidag avebdpmra and v tomobecia. Ilapadooiaxd tatpucd Opyovoa Kot
UNYOVALOTO, HTopovV TAEOV Vo EAeyxBo0V Kol VO TPOYPOUUATIOTOVV €E'0MOGTACEWC,
KoO1oTOVTAG Mo Auesn TV eNEUPACT] TOV 10TPOV, KOl TO OTOTEAEGLOTIKY TN GPOVTION T®V
acOevav.

Ytov topéa avtd, oM amd 1o 1998, Aettovpyel pe emrvyio otigc EAAGda, Kdmpo ko Itaria, to
Emergency-112. Mia tpotunn @opnt 6ueKeLN TNAEIOTPIKTG EKTAKTNG OVAYKTG, 1| OO0, LECH
dopvpdpov, GSM, POTS «ar ISDN, emrpénet m petddooon kpiciuwv PloAoyik®v onpdtov o
TPAYUATIKO ¥pOVvo, KaBdS Kot eikdVES TOV acBevn, amd e£edkeLEVO TPOCSOTIKO oL YelpileTan
KOTOOTACELS EKTAKTOV aVAYKNG, TPOKEWEVOL va. AneBovv KoatevBiveelg and ouddo 0OV
naboAdymv mov Pplokovtal e KEVIPO GLVIOVIGHOD EKTOKTNG ovaykne. Me avtd tov tpdmo,
Yivetal ekt 1 THAESAYVOOT, 1 WTPIKT LITOCTAPIEN Kot 1) TaPOyY] GLUPOVADV VYEIOVOLIKNG
nepiBoiyme, akdua Kot amd peydAn omdctacn. Mehéteg mov yivovior yio SlEvpuVen TV
YPNOUOTOIOVUEVOV SIKTO®V UE OKOTTO TNV TO10TIKY] avafAOIion Tov TapeyOUEVOV VINPECIOV,
neptAhapfdvouy Kot 1o Tpwtdkorio ZigBee.

AAAeg, amhovoTEPES EQUPLOYEG TV cuokevav ZigBee, mov &povv apyicel va avantbccovial,
TEPAAAUPAVOLY GLOTALOTO ONYLOTOANYIOG Ko TNAEXEPIOHOV, Owg Bepuopetpa, oSdueTpa,
VYPOUETPA, BEPUOCTATES, TIECOUETPO, KAVOUETPO KAT, OAAG Kol TO KOOMUEPIVA GUGTI LT
TNAEYEPIGUOD, Ty, GE YKOPALOTOPTES, KAMUATIOTIKA, TNAEOPACELS KOl GALAL.

Térhog, o wkpd péyebog twv XBee povtep, oAld kot 1 eoipeTikd YOUNA KOTOVAA®GOT
EVEPYEWG, 100G EMTPEYOVV TN UEAAOVTIKN XPNON TOVS € Kvntd ThALQ®VA, O &vav TPOTO
OMOGTOANG YPOTTAOV HNVOHATOV, 1| ©F ADGN Ol0CVVOECNS UHETOEN TOV GUOKELOV Kol
avTOAAOYNG dedopEVaV, OTMG YiveTat péypt onpepa e ) xpnon vrépudpwv kot bluetooth.
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KE®AAAIO 5°

Hapdaptnuo



5.1 — ZigBee XBee-Pro Manual
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1. XBee/XBee-PRO OEM RF Modules

The XBee and XBee-PRO OEM RF Modules were engineered

to meet IEEE 802.15.4 standards and support the uni

needs of low-cost, low-power wireless sensor networks.
The modules require minimal power and provide reliable

delivery of data between devices.

The modules operate within the ISM 2.4 GHz frequency

band and are pin-for-pin compatible with each other.

1.1. Key Features

ique

@--@

Long Range Data Integrity

XBee
« Indoor/Urban: up to 100’ (30 m)
« Outdoor line-of-sight: up to 300" (100 m)
* Transmit Power: 1 mW (0 dBm)
* Receiver Sensitivity: -92 dBm

XBee-PRO
* Indoor/Urban: up to 300’ (100 m)
« Outdoor line-of-sight: up to 1 mile (1500 m)
« Transmit Power: 100 mW (20 dBm) EIRP
* Receiver Sensitivity: -100 dBm

RF Data Rate: 250,000 bps

Advanced Networking & Security

Retries and Acknowledgements
DSSS (Direct Sequence Spread Spectrum)

Each direct sequence channels has over
65,000 unique network addresses available

Source/Destination Addressing
Unicast & Broadcast Communications

Point-to-point, point-to-multipoint
and peer-to-peer topologies supported

Coordinator/End Device operations

1.1.1. Worldwide Acceptance

Low Power
XBee
« TX Current: 45 mA (@3.3 V)
« RX Current: 50 mA (@3.3 V)
* Power-down Current: < 10 pA
XBee-PRO
« TX Current: 215 mA (@3.3 V)
* RX Current: 55 mA (@3.3 V)
« Power-down Current: < 10 A
ADC and I/0 line support
Analog-to-digital conversion, Digital 1/0
1/0 Line Passing
Easy-to-Use
No configuration necessary for out-of box
RF communications

Free X-CTU Software
(Testing and configuration software)

AT and API Command Modes for
configuring module parameters

Extensive command set
Small form factor
Free & Unlimited RF-XPert Support

MaxStream

FCC Approval (USA) Refer to Appendix A [p59] for
Systems that contain XBee/XBee-PRO RF Modules inl

ISM (Industrial, Scientific & Medical) 2.4 GHz frequ

Manufactured under ISO 9001:2000 registered standards

XBee/XBee-PRO RF Modules are optimized for use in

FCC Requirements.
herit MaxStream Certifications.

FC
43

the United States, Canada, Australia,

ency band

Israel and Europe. Contact MaxStream for complete list of government agency approvals.

© 2007 MaxStream, Inc.



XBee/XBee-PRO™ OEM RF Modules - 802.15.4 - v1.xAx [2007.05.031] pter 1 - XBee/XBee-PRO OEM RF Modules

1.2. Specifications

Table 1-01.  Specifications of the XBee/XBee-PRO OEM RF Modules

Specification XBee XBee-PRO

Performance

Indoor/Urban Range up to 100 ft. (30 m) Up to 300" (100 m)

Outdoor RF line-of-sight Range | up 10 300 ft. (100 m) Up to 1 mile (1500 m)

Eﬁﬁ?!éii?éi&%“é&’“‘ 1mW (0 dBm) 60 mW (18 dBm) conducted, 100 mW (20 dBm) EIRP*
RF Data Rate 250,000 bps 250,000 bps

Serial Interface Data Rate 1200 - 115200 bps 1200 - 115200 bps

(software selectable) (non-standard baud rates also supported) (non-standard baud rates also supported)

Receiver Sensitivity 92 dBm (1% packet error rate) ~100 dBm (1% packet error rate)

Power Requirements
Supply Voltage 28-34V 28-34V
If PL=0 (10dBm): 137mA(@3.3V), 139MA(@3.0V)
PL=1 (12dBm): 155mA (@3.3V), 153mA(@3.0V)
Transmit Current (typical) 45mA (@33V) PL=2 (14dBm): 170mA (@3:3V), 171mA(@3.0V)
PL=3 (16dBm): 183mA (@3.3V), 195mA(@3.0V)
PL=4 (18dBm): 215mA (@3.3), 227mA(@3.0V)

Idie / Receive Curtent (ypica) | 50mA (@33 V) 55mA (@33V)
Povier-down Current <10pA <10pA

General

Operating Frequency 1SM 2.4 GHz 1SM 2.4 GHz

Dimensions 0960 x 1,087 (2.438cm x 2.761cm) 0960 x 1.297" (2.438cm x 3.294cm)

Operating Temperature 4010 85° C (industrial) 4010 85° C (industral)

Antenna Options Integrated Whip, Chip or U.FL Connector Integrated Whip, Chip or U.FL Connector

Networking & Security

Supported Network Topologies | Point-o-point, Point-o-mulipoint & Peer-o-peer

g:m::;;z:;’g; 16 Direct Sequence Channels 12 Direct Sequence Channels

Addressing Optons PAN ID, Channel and Addresses PAN ID, Channel and Addresses

‘Agency Approvals

United States (FCC Part 15.247) | OUR-XBEE OUR-XBEEPRO

Industry Canada (C) 42147 XBEE 42147 XBEEPRO

Europe (CE) ETsI ETS (Max. 10 dBm tansmit pover output)”

Japan nla 00SNYCAQ37 (Max. 10 dBm transmit power output)**

* When operating in Europe: XBee-PRO RF Modules must be configured to operate at a maximum transmit power output level
of 10 dBm. The power output level is set using the PL command. The PL parameter must equal “0” (10 dBm).

Additionally, European regulations stipulate an EIRP power maximum of 12.86 dBm (19 mW) for the XBee-PRO and 12.11 dBm
for the XBee when integrating high-gain antennas.

** When operating in Japan: Transmit power output is limited to 10 dBm. A special part number is required when ordering
modules approved for use in Japan. Contact MaxStream for more information [call 1-801-765-9885 or send e-mails to sales@max-
stream.net].

Antenna Options: The ranges specified are typical when using the integrated Whip (1.5 dBi) and Dipole (2.1 dBi) anten-
nas. The Chip antenna option provides advantages in its form factor; however, it typically yields shorter range than the
Whip and Dipole antenna options when transmitting outdoors. For more information, refer to the “XBee Antenna” appli-
cation note located on MaxStream’s web site (http://www.maxstream.net/support/knowledgebase/article.php?kb=153).

AaxStream. © 2007 MaxStream, Inc 5
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1.3. Mechanical Drawings

Figure 1-01. Mechanical drawings of the XBee/XBee-PRO OEM RF Modules (antenna options not shown)
The XBee and XBee-PRO RF Modules are pin-for-pin compatible.
XBee XBee-PRO XBee & XBee-PRO
(1o view) (top view) (side views)

1.4. Mounting Considerations

The XBee/XBee-PRO RF Module was designed to mount into a receptacle (socket) and therefore
does not require any soldering when mounting it to a board. The XBee Development Kits contain
RS-232 and USB interface boards which use two 20-pin receptacles to receive modules.

Figure 1-02. XBee Module Mounting to an RS-232 Interface Board.

The receptacles used on MaxStream development boards are manufactured by Century Intercon-
nect. Several other manufacturers provide comparable mounting solutions; however, MaxStream
currently uses the following receptacles:
« Through-hole single-row receptacles -
Samtec P/N: MMS-110-01-L-SV (or equivalent)
« Surface-mount double-row receptacles -
Century Interconnect P/N: CPRMSL20-D-0-1 (or equivalent)

« Surface-mount single-row receptacles -
Samtec P/N: SMM-110-02-SM-S

MaxStream also recommends printing an outline of the module on the board to indicate the orienta-
tion the module should be mounted.

MaxStream. ©2007 MaxStream, Inc. 6
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1.5. Pin Signals

XBee/XBee-PRO™ OEM RF Modules - 802.15.4 - v1.xAx [2007.05.031]

daxStream

Figure 1-03. XBee/XBee-PRO RF Module Pin Numbers

(top sides shown - shields on bottom)

Fin 20

in 11

Table 1-02. Pin Assignments for the XBee and XBee-PRO Modules
(Low-asserted signals are distinguished with a horizontal line above signal name.)
Pin # Name Direction Description
vee - Power supply

2 DOUT Output UART Data Out
3 DIN/ CONFIG Input UART Data In
4 DOg* Output Digital Output 8
5 RESET Input Module Reset (reset pulse must be at least 200 ns)
6 PWMO /RSS! Output PWM Output 0/ RX Signal Strength Indicator
7 PWML Output PWM Output 1
8 [reserved] - Do not connect
9 DTR/ SLEEP_RQ/DI8 Input Pin Sleep Control Line or Digital Input 8
10 GND - Ground
1 AD4/DIO4 Either Analog Input 4 or Digital 10 4
12 CTs /Dio7 Either Clear-to-Send Flow Control or Digital 10 7
13 ON/ SLEEP Output Module Status Indicator
14 VREF Input Voltage Reference for AID Inputs
15 Associate / AD5 / DIOS Either Associated Indicator, Analog Input 5 or Digial /0 5
1 RTS/ ADG/DIOS Either Request-to-Send Flow Control, Analog Input 6 or Digital /0 6
1 AD3/DIO3 Either Analog Input 3 or Digital 10 3
18 AD2/DIO2 Either Analog Input 2 or Digital 10 2
19 AD1/DIOL Either Analog Input 1 or Digital 10 1
20 ADO/ DIOO Either Analog Input 0 or Digital 10 0

* Function is not suppor

Design Notes:

rted at the time of this release

* Minimum connections: VCC, GND, DOUT & DIN

* Minimum connections for updating firmware: VCC, GND, DIN, DOUT, RTS & DTR
« Signal Direction is specified with respect to the module

* Module includes a 50k Q pull-up resistor attached to RESET

* Several of the input pull-ups can be configured using the PR command

« Unused pins should be left disconnected
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1.6. Electrical Characteristics

Table 1-03. DC Characteristics (VCC = 2.8 - 3.4 VDC)

Symbol Characteristic Condition Min Typical Max Unit
Vi Input Low Voltage Al Digital Inputs - - EREM
Viy Input High Voltage Al Digtal Inputs 07*VCC - v
VoL Output Low Voltage loL=2MA,VCC>=27V - - 05 v
Vou Output High Voltage Tow =-2MA,VCC>=2.7V VCC-05 - - v
Ty Input Leakage Current Vi = VCC or GND, all inputs, per pin - 0.025 1 HA
lloz  High Impedance Leakage Current | Viy = VCC or GND, al 0 High-Z, per pin - 0.025 1 A

N - 45 215
™ Transmit Current veC=33V (XBee) | (PRO) mA
- . 50 55
RX Receive Current vee=33V (XBee) | (PRO) mA
PWR-DWN Power-down Current SM parameter = 1 - <10 A
Table 1-04. ADC Characteristics (Operating)
Symbol Characteristic Condition Min Typical Max Unit
'VREF - Analog-to-Digital converter
Vrer reference range 208 - Vooao v
Enabled - 200 - HA
! .
IReF | VREF - Reference Supply Current Disabled o Sleep Mode - <001 002 A
Vinoe Analog Input Voltage® Vssap- 03 - Vopap + 03 v
1. Maximum electrical operating range, not valid conversion range
Table 1-05. ADC Timing/Performance Characteristics'

Symbol Cl i Conditi Min Typical Max Unit
Ras Source Impedance at Input? B - 0 ko
Van Analog Input Voltage® VRerL VRerH \
RES Ideal Resolution (1 LSB)* 2,08V < Vppap < 3.6V 2081 - 3516 mv
DNL Differential Non-linearity® - 05 +1.0 LSB
INL Integral Non-linearity® - 05 £10 LSB
Ezs Zero-scale Error” - 04 +10 LsB
Frs Full-scale Error® - +04 +1.0 LB
E Input Leakage Error® - 0.05 450 LSB
Ery Total Unadjusted Error'® - +11 425 LsB

1. Al ACCURACY numb

are based on processor and system being in WAIT state (very little activity and no 10 switching)

and that adequate low-pass filtering is present on analog input pins (filter with 0.01 LF to 0.1 uF capacitor between analog
input and VREFL). Failure to observe these guidelines may result in system or microcontroller noise causing accuracy errors
which will vary based on board layout and the type and magnitude of the activity.

Data transmission and reception during data conversion may cause some

of these specifications, dep on

the number and timing of packets. It is advisable to test the ADCs in your installation if best accuracy is required.
2. Ryg is the real portion of the impedance of the network driving the analog input pin. Values greater than this amount may
not fully charge the input circuitry of the ATD resulting in accuracy error.

3. Analog input must be between Vieg, and Veegy for valid conversion. Values greater than Vegey will convert to $3FE.

4. The resolution is the ideal step size or 1LSB = (VpgriVrgr,)/1024
5. Differential non-linearity is the difference between the current code width and the ideal code width (1LSB). The current
code width is the difference in the transition voltages to and from the current code.

6. Integral non-linearity is the difference between the transition voltage to the current code and the adjusted ideal transition
voltage for the current code. The adjusted ideal transition voltage is (Current Code-1/2)*(1/(Vagsi+Ers)-(Vgri+Ezs))-

7. Zero-scale error is the difference between the transition to the first valid code and the ideal transition to that code. The

Ideal transition voltage to a given code is (Code-1/2)*(1/(Vrgrr~-VrerL)-

8. Full-scale error is the difference between the transition to the last valid code and the ideal transition to that code. The ideal
transition voltage to a given code is (Code-1/2)(1/(Vagen-Vrery)-
9. Input leakage error is error due to input leakage across the real portion of the impedance of the network driving the analog
pin. Reducing the impedance of the network reduces this error.
10.Total unadjusted error is the difference between the transition voltage to the current code and the ideal straight-line trans-
fer function. This measure of error includes inherent quantization error (1/2LSB) and circuit error (differential, integral, zero-
scale, and full-scale) error. The specified value of Ery assumes zero Ey (no leakage or zero real source impedance),
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2. RF Module Operation

2.1. Serial Communications

The XBee/XBee-PRO OEM RF Modules interface to a host device through a logic-level asynchro-
nous serial port. Through its serial port, the module can communicate with any logic and voltage
compatible UART; or through a level translator to any serial device (For example: Through a Max-
Stream proprietary RS-232 or USB interface board).

2.1.1. UART Data Flow

Devices that have a UART interface can connect directly to the pins of the RF module as shown in
the figure below.

Figure 2-01. System Data Flow Diagram in a UART-interfaced environment
(Low-asserted signals distinguished with horizontal line over signal name.)
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Data enters the module UART through the DI pin (pin 3) as an asynchronous serial signal. The sig-
nal should idle high when no data is being transmitted.

Each data byte consists of a start bit (low), 8 data bits (least significant bit first) and a stop bit
(high). The following figure illustrates the serial bit pattern of data passing through the module.

Figure 2-02. UART data packet OxIF (decimal number "31") as transmitted through the RF module
Example Data Format is 8-N-1 (bits - parity - # of stop bits)
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The module UART performs tasks, such as timing and parity checking, that are needed for data
communications. Serial communications depend on the two UARTs to be configured with compati-
ble settings (baud rate, parity, start bits, stop bits, data bits).

MaxStream. © 2007 MaxStream, Inc 9
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2.1.2. Transparent Operation

By default, XBee/XBee-PRO RF Modules operate in Transparent Mode. When operating in this
mode, the modules act as a serial line replacement - all UART data received through the DI pin is
queued up for RF transmission. When RF data is received, the data is sent out the DO pin.

Serial-to-RF Packetization

Data is buffered in the DI buffer until one of the following causes the data to be packetized and
transmitted:

1. No serial characters are received for the amount of time determined by the RO (Packetiza-
tion Timeout) parameter. If RO = 0, packetization begins when a character is received.

2. The maximum number of characters that will fit in an RF packet (100) is received.

3. The Command Mode Sequence (GT + CC + GT) is received. Any character buffered in the
DI buffer before the sequence is transmitted.

If the module cannot immediately transmit (for instance, if it is already receiving RF data), the
serial data is stored in the DI Buffer. The data is packetized and sent at any RO timeout or when
100 bytes (maximum packet size) are received.

If the DI buffer becomes full, hardware or software flow control must be implemented in order to
prevent overflow (loss of data between the host and module).

2.1.3. API Operation

API (Application Programming Interface) Operation is an alternative to the default Transparent
Operation. The frame-based API extends the level to which a host application can interact with the
networking capabilities of the module.
When in APT mode, all data entering and leaving the module is contained in frames that define
operations or events within the module.
Transmit Data Frames (received through the DI pin (pin 3)) include:

* RF Transmit Data Frame

« Command Frame (equivalent to AT commands)
Receive Data Frames (sent out the DO pin (pin 2)) include:

* RF-received data frame

+ Command response

« Event notifications such as reset, associate, disassociate, etc.
The API provides alternative means of configuring modules and routing data at the host applica-
tion layer. A host application can send data frames to the module that contain address and payload
information instead of using command mode to modify addresses. The module will send data
frames to the application containing status packets; as well as source, RSSI and payload informa-
tion from received data packets.

The API operation option facilitates many operations such as the examples cited below:

-> Transmitting data to multiple destinations without entering Command Mode
-> Receive success/failure status of each transmitted RF packet

-> Identify the source address of each received packet

To implement API operations, refer to API sections [p54].

MaxStream. ©2007 MaxStream, Inc. 10
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2.1.4. Flow Control

Figure 2-03. Internal Data Flow Diagram

|

DI (Data In) Buffer

When serial data enters the RF module through the DI pin (pin 3), the data is stored in the DI
Buffer until it can be processed.

Hardware Flow Control (CTS). When the DI buffer is 17 bytes away from being full; by default,
the module de-asserts CTS (high) to signal to the host device to stop sending data [refer to D7
(DIO7 Configuration) parameter]. CTS is re-asserted after the DI Buffer has 34 bytes of memory
available.

How to eliminate the need for flow control:

1. Send messages that are smaller than the DI buffer size.

2. Interface at a lower baud rate [BD (Interface Data Rate) parameter] than the throughput
data rate.

Case in which the DI Buffer may become full and possibly overflow:

If the module is receiving a continuous stream of RF data, any serial data that arrives on the DI
pin is placed in the DI Buffer. The data in the DI buffer will be transmitted over-the-air when the
module is no longer receiving RF data in the network.

Refer to the RO (Packetization Timeout), BD (Interface Data Rate) and D7 (DIO7 Configuration) com-
mand descriptions for more information.

DO (Data Out) Buffer

When RF data is received, the data enters the DO buffer and is sent out the serial port to a host
device. Once the DO Buffer reaches capacity, any additional incoming RF data is lost.

Hardware Flow Control (RTS). If RTS is enabled for flow control (D6 (DIO6 Configuration)
Parameter = 1), data will not be sent out the DO Buffer as long as RTS (pin 16) is de-asserted.

Two cases in which the DO Buffer may become full and possibly overflow:

1. If the RF data rate is set higher than the interface data rate of the module, the module will
receive data from the transmitting module faster than it can send the data to the host.

2. If the host does not allow the module to transmit data out from the DO buffer because of
being held off by hardware or software flow control.

Refer to the D6 (DIO6 Configuration) command description for more information.
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2.2. ADC and Digital I/0 Line Support

The XBee/XBee-PRO RF Modules support ADC (Analog-to-digital conversion) and digital I/0 line
passing. The following pins support multiple functions:
Table 2-01. Pin functions and their associated pin numbers and commands

AD = Analog-to-Digital Converter, DIO = Digital Input/Output

Pin functions not applicable to this section are denoted within (parenthesis).

Pin Function Pin# AT Command
ADO/ DIOO 20 DO
AD1/DIO1 19 D1
AD2/DI02 18 D2
AD3/DIO3 / (COORD_SEL) 17 D3
AD4 /DI04 1n D4
ADS / DIOS / (ASSOCIATE) 15 D5
DIO6/ (RTS) 16 D6
DIO7/(CTS) 12 D7
DI8/ (DTR) / (Sleep_RQ) 9 D8

To enable ADC and DIO pin functions:

For ADC Support: Set ATDn = 2
For Digital Input support: Set ATDn = 3
For Digital Output Low support: Set ATDn = 4
For Digital Output High support: Set ATDn = 5

2.2.1. I/0 Data Format

1/0 data begins with a header. The first byte of the header defines the number of samples forth-
coming. A sample is comprised of input data and the inputs can contain either DIO or ADC. The
last 2 bytes of the header (Channel Indicator) define which inputs are active. Each bit represents
either a DIO line or ADC channel.

Figure 2-04. Header

Header
Byte 1 Bytes 2- 3 (Channel Indicator)
‘ Total number of samples ‘ ‘ na A5 A4 A3 A2 A1 A0 D8|D7 D6 D5 D4 D3 D2 D1 DO ‘
f t
bit 15 bito

Bit set to ‘1" if channel is active

Sample data follows the header and the channel indicator frame is used to determine how to read
the sample data. If any of the DIO lines are enabled, the first 2 bytes are the DIO data and the
ADC data follows. ADC channel data is stored as an unsigned 10-bit value right-justified on a 16-
bit boundary.

Figure 2-05. Sample Data

Sample Data

‘xxxxxxxa755432|uH ADCn MSB ADCnLSB ‘

MaxStream. ©2007 MaxStream, Inc. 12
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2.2.2. API Support

1/0 data is sent out the UART using an API frame. All other data can be sent and received using
Transparent Operation [refer to p10] or API framing if API mode is enabled (AP > 0).
API Operations support two RX (Receive) frame identifiers for I/O data:
« 0x82 for RX (Receive) Packet: 64-bit address I/0
« 0x83 for RX (Receive) Packet: 16-bit address 1/0
The API command header is the same as shown in the "RX (Receive) Packet: 64-bit Address” and

“RX (Receive) Packet: 64-bit Address” API types [refer to p58]. RX data follows the format
described in the I/O Data Format section [p12].

Applicable Commands: AP (API Enable)

2.2.3. Sleep Support

When an RF module wakes, it will always do a sample based on any active ADC or DIO lines. This
allows sampling based on the sleep cycle whether it be Cyclic Sleep (SM parameter = 4 or 5) or Pin
Sleep (SM = 1 or 2). To gather more samples when awake, set the IR (Sample Rate) parameter.
For Cyclic Sleep modes: If the IR parameter is set, the module will stay awake until the IT (Sam-
ples before TX) parameter is met. The module will stay awake for ST (Time before Sleep) time.
Applicable Commands: IR (Sample Rate), IT (Samples before TX), SM (Sleep Mode), IC (DIO
Change Detect)

2.2.4. DIO Pin Change Detect

When "DIO Change Detect” is enabled (using the IC command), DIO lines 0-7 are monitored.
When a change is detected on a DIO line, the following will occur:

1. An RF packet is sent with the updated DIO pin levels. This packet will not contain any ADC
samples.

2. Any queued samples are transmitted before the change detect data. This may result in
receiving a packet with less than IT (Samples before TX) samples.

Note: Change detect will not affect Pin Sleep wake-up. The D8 pin (DTR/Sleep_RQ/DI8) is the only
line that will wake a module from Pin Sleep. If not all samples are collected, the module will still
enter Sleep Mode after a change detect packet is sent.

Applicable Commands: IC (DIO Change Detect), IT (Samples before TX)

NOTE: Change detect is only supported when the Dx (DIOx Configuration) parameter equals 3,4 or 5.

2.2.5. Sample Rate (Interval)

The Sample Rate (Interval) feature allows enabled ADC and DIO pins to be read periodically on
modules that are not configured to operate in Sleep Mode. When one of the Sleep Modes is
enabled and the IR (Sample Rate) parameter set, the module will stay awake until IT (Samples
before TX) samples have been collected.

Once a particular pin is enabled, the appropriate sample rate must be chosen. The maximum sam-
ple rate that can be achieved while using one A/D line is 1 sample/ms or 1 KHz (Note that the
modem will not be able to keep up with transmission when IR & IT are equal to “1”).

Applicable Commands: IR (Sample Rate), IT (Samples before TX), SM (Sleep Mode)

MaxStream. © 2007 MaxStream, Inc 13
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2.2.6. I/0 Line Passing

Virtual wires can be set up between XBee/XBee-PRO Modules. When an RF data packet is received
that contains I/O data, the receiving module can be setup to update any enabled outputs (PWM
and DIO) based on the data it receives.

Note that I/0 lines are mapped in pairs. For example: ADO can only update PWMO and DIS can
only update DOS). The default setup is for outputs not to be updated, which results in the I/O data
being sent out the UART (refer to the IU (Enable I/O Output) command). To enable the outputs to
be updated, the IA (I/O Input Address) parameter must be setup with the address of the module
that has the appropriate inputs enabled. This effectively binds the outputs to a particular module’s
input. This does not affect the ability of the module to receive 1/0 line data from other modules -
only its ability to update enabled outputs. The IA parameter can also be setup to accept I/0 data
for output changes from any module by setting the IA parameter to OxFFFF.

When outputs are changed from their non-active state, the module can be setup to return the out-
put level to it non-active state. The timers are set using the Tn (Dn Output Timer) and PT (PWM
Output Timeout) commands. The timers are reset every time a valid 1/0 packet (passed IA check)
is received. The IC (Change Detect) and IR (Sample Rate) parameters can be setup to keep the
output set to their active output if the system needs more time than the timers can handle.

Note: DI8 can not be used for 1/0 line passing.

Applicable Commands: IA (1/O Input Address), Tn (Dn Output Timeout), PO (PWMO Configura-
tion), P1 (PWM1 Configuration), MO (PWMO Output Level), M1 (PWM1 Output Level), PT (PWM
Output Timeout), RP (RSSSI PWM Timer)

2.2.7. Configuration Example

As an example for a simple A/D link, a pair of RF modules could be set as follows:

Remote C
DL = 0x1234
MY = 0x5678
DO =2
D 2
IR = 0x14 =1
IT=5 1A = 0x5678 (or OxFFFF)

These settings configure the remote module to sample ADO and AD1 once each every 20 ms. It
then buffers 5 samples each before sending them back to the base module. The base should then
receive a 32-Byte transmission (20 Bytes data and 12 Bytes framing) every 100 ms.

MaxStream. ©2007 MaxStream, Inc. 14
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2.3. XBee/XBee-PRO Networks

The following IEEE 802.15.4 network types are supported by the XBee/XBee-PRO RF modules:
* NonBeacon
« NonBeacon (w/ Coordinator)

The following terms will be used to explicate the network operations:

Table 2-02. Terms and definitions

Term Definition

AN Personal Area Network - A data communication network that includes one or more End Devices and
optionally a Coordinator.

AFullfunction device (FFD) that provides network synchronization by poling nodes [NonBeacon

Coordinator (w/ Coordinator) networks only]

P When in the same network as a Coordinator - RF modles that rely on a Coordinator for
synchronization and can be put nto tates of sleep forlow-pover applcations.

Associaion The establshment of membership between End Devices and a Coordinator, Associaton i only
applicable in NonBeacon (wiCoordinator) networks

2.3.1. NonBeacon

By default, XBee/XBee-PRO RF Modules are configured to support NonBeacon communications.
NonBeacon systems operate within a Peer-to-Peer network topology and therefore are not depen-
dent upon Master/Slave relationships. This means that modules remain synchronized without use
of master/server configurations and each module in the network shares both roles of master and
slave. MaxStream's peer-to-peer architecture features fast synchronization times and fast cold
start times. This default configuration accommodates a wide range of RF data applications.

Figure 2-06. NonBeacon Peer-to-Peer Architecture I

A peer-to-peer network can be established by
configuring each module to operate as an End Device (CE = 0), disabling End Device Association
on all modules (A1 = 0) and setting ID and CH parameters to be identical across the network.

2.3.2. NonBeacon (w/ Coordinator)

A device is configured as a Coordinator by setting the CE (Coordinator Enable) parameter to “1”.
Coordinator power-up is governed by the A2 (Coordinator Association) parameter.

In a NonBeacon (w/ Coordinator) system, the Coordinator can be configured to use direct or indi-
rect transmissions. If the SP (Cyclic Sleep Period) parameter is set to “0”, the Coordinator will send
data immediately. Otherwise, the SP parameter determines the length of time the Coordinator will
retain the data before discarding it. Generally, SP (Cyclic Sleep Period) and ST (Time before Sleep)
parameters should be set to match the SP and ST settings of the End Devices.

Association plays a critical role in the implementation of a NonBeacon (w/ Coordinator) system. Refer
to the Association section [next page] for more information.

MaxStream. © 2007 MaxStrean
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2.3.3. Association

Association is the establishment of membership between End Devices and a Coordinator and is
only applicable in NonBeacon (w/ Coordinator) networks. The establishment of membership is
useful in scenarios that require a central unit (Coordinator) to relay messages to or gather data
from several remote units (End Devices), assign channels or assign PAN IDs.

An RF data network that consists of one Coordinator and one or more End Devices forms a PAN
(Personal Area Network). Each device in a PAN has a PAN Identifier [ID (PAN ID) parameter]. PAN
IDs must be unique to prevent miscommunication between PANs. The Coordinator PAN ID is set
using the ID (PAN ID) and A2 (Coordinator Association) commands.

An End Device can associate to a Coordinator without knowing the address, PAN ID or channel of
the Coordinator. The A1 (End Device Association) parameter bit fields determine the flexibility of
an End Device during association. The A1 parameter can be used for an End Device to dynamically
set its destination address, PAN ID and/or channel.

For example: If the PAN ID of a Coordinator is known, but the operating channel is not; the A1
command on the End Device should be set to enable the ‘Auto_Associate’ and
‘Reassign_Channel’ bits. Additionally, the ID parameter should be set to match the PAN ID of
the associated Coordinator.

Coordinator / End Device Setup and Operation

To configure a module to operate as a Coordinator, set the CE (Coordinator Enable) parameter to
*1". Set the CE parameter of End Devices to ‘0’ (default). Coordinator and End Devices should con-
tain matching firmware versions.

NonBeacon (w/ Coordinator) Systems

In a NonBeacon (w/ Coordinator) system, the Coordinator can be configured to use direct or indi-
rect transmissions. If the SP (Cyclic Sleep Period) parameter is set to ‘0, the Coordinator will send
data immediately. Otherwise, the SP parameter determines the length of time the Coordinator will
retain the data before discarding it. Generally, SP (Cyclic Sleep Period) and ST (Time before Sleep)
parameters should be set to match the SP and ST settings of the End Devices.

Coordinator Power-up

Coordinator power-up is governed by the A2 (Coordinator Association) command. On power-up,
the Coordinator undergoes the following sequence of events:

1. Check A2 parameter- Reassign_PANID Flag
Set (bit 0 = 1) - The Coordinator issues an Active Scan. The Active Scan selects one channel
and transmits a BeaconRequest command to the broadcast address (OxFFFF) and broadcast
PAN ID (OxFFFF). It then listens on that channel for beacons from any Coordinator operating on
that channel. The listen time on each channel is determined by the SD (Scan Duration) param-
eter value.

Once the time expires on that channel, the Active Scan selects another channel and again
transmits the BeaconRequest as before. This process continues until all channels have been
scanned, or until 5 PANs have been discovered. When the Active Scan is complete, the results
include a list of PAN IDs and Channels that are being used by other PANs. This list is used to
assign an unique PAN ID to the new Coordinator. The ID parameter will be retained if it is not
found in the Active Scan results. Otherwise, the ID (PAN ID) parameter setting will be updated
to a PAN ID that was not detected.

Not Set (bit 0 = 0) - The Coordinator retains its ID setting. No Active Scan is performed.

MaxStream. ©2007 MaxStream, Inc. 16
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2. Check A2 parameter - Reassign_Channel Flag (bit 1)
Set (bit 1 = 1) - The Coordinator issues an Energy Scan. The Energy Scan selects one channel
and scans for energy on that channel. The duration of the scan is specified by the SD (Scan
Duration) parameter. Once the scan is completed on a channel, the Energy Scan selects the
next channel and begins a new scan on that channel. This process continues until all channels
have been scanned.

When the Energy Scan is complete, the results include the maximal energy values detected on
each channel. This list is used to determine a channel where the least energy was detected. If
an Active Scan was performed (Reassign_PANID Flag set), the channels used by the detected
PANs are eliminated as possible channels. Thus, the results of the Energy Scan and the Active
Scan (if performed) are used to find the best channel (channel with the least energy that is not
used by any detected PAN). Once the best channel has been selected, the CH (Channel) param-
eter value is updated to that channel.

Not Set (bit 1 = 0) - The Coordinator retains its CH setting. An Energy Scan is not performed.

w

. Start Coordinator
The Coordinator starts on the specified channel (CH parameter) and PAN ID (ID parameter).
Note, these may be selected in steps 1 and/or 2 above. The Coordinator will only allow End
Devices to to it if the A2 “Allow ion” flag is set. Once the Coordina-
tor has successfully started, the Associate LED will blink 1 time per second. (The LED is solid if
the Coordinator has not started.)

»

. Coordinator Modifications
Once a Coordinator has started:
Modifying the A2 (Reassign_Channel or Reassign_PANID bits), ID, CH or MY parameters will
cause the Coordinator’s MAC to reset (The Coordinator RF module (including volatile RAM) is
not reset). Changing the A2 AllowAssociation bit will not reset the Coordinator’s MAC. In a non-
beaconing system, End Devices that associated to the Coordinator prior to a MAC reset will have
knowledge of the new settings on the Coordinator. Thus, if the Coordinator were to change its
1D, CH or MY settings, the End Devices would no longer be able to communicate with the non-
beacon Coordinator. Once a Coordinator has started, the ID, CH, MY or A2 (Reassign_Channel
or Reassign_PANID bits) should not be changed.

End Device Power-up

MaxStream
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End Device power-up is governed by the A1 (End Device Association) command. On power-up, the
End Device undergoes the following sequence of events:

1. Check A1l parameter - AutoAssociate Bit
Set (bit 2 = 1) - End Device will attempt to associate to a Coordinator. (refer to steps 2-3).
Not Set (bit 2 = 0) - End Device will not attempt to associate to a Coordinator. The End Device
will operate as specified by its ID, CH and MY parameters. Association is considered complete
and the Associate LED will blink quickly (5 times per second). When the AutoAssociate bit is not
set, the remaining steps (2-3) do not apply.

2. Discover Coordinator (if Auto-Associate Bit Set)
The End Device issues an Active Scan. The Active Scan selects one channel and transmits a
BeaconRequest command to the broadcast address (OxFFFF) and broadcast PAN ID (OxFFFF). It
then listens on that channel for beacons from any Coordinator operating on that channel. The
listen time on each channel is determined by the SD parameter.
Once the time expires on that channel, the Active Scan selects another channel and again
transmits the BeaconRequest command as before. This process continues until all channels
have been scanned, or until 5 PANs have been discovered. When the Active Scan is complete,
the results include a list of PAN IDs and Channels that are being used by detected PANs.

© 2007 MaxStrear
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The End Device selects a Coordinator to associate with according to the Al parameter
“Reassign_PANID” and “Reassign_Channel” flags:
Reassign_PANID Bit Set (bit 0 = 1)- End Device can associate with a PAN with any ID value.
Reassign_PANID Bit Not Set (bit 0 = 0) - End Device will only associate with a PAN whose
ID setting matches the ID setting of the End Device.
Reassign_Channel Bit Set (bit 1 = 1) - End Device can associate with a PAN with any CH
value.
Reassign_Channel Bit Not Set (bit 1 = 0)- End Device will only associate with a PAN whose
CH setting matches the CH setting of the End Device.
After applying these filters to the discovered Coordinators, if multiple candidate PANSs exist, the
End Device will select the PAN whose transmission link quality is the strongest. If no valid Coor-
dinator is found, the End Device will either go to sleep (as dictated by its SM (Sleep Mode)
parameter) or retry Association.
Note - An End Device will also disqualify Coordinators if they are not allowing association (A2 -
AllowAssociation bit); or, if the Coordinator is not using the same NonBeacon scheme as the
End Device. (They must both be programmed with NonBeacon code.)
3. Associate to Valid Coordinator
Once a valid Coordinator is found (step 2), the End Device sends an AssociationRequest mes-
sage to the Coordinator. It then waits for an AssociationConfirmation to be sent from the Coor-
dinator. Once the Confirmation is received, the End Device is Associated and the Associate LED
will blink rapidly (2 times per second). The LED is solid if the End Device has not associated.
4. End Device Changes once an End Device has associated
Changing A1, ID or CH parameters will cause the End Device to disassociate and restart the
Association procedure.

If the End Device fails to associate, the Al command can give some indication of the failure.

© 2007 MaxStream, Inc. 18
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2.4. XBee/XBee-PRO Addressing

Every RF data packet sent over-the-air contains a Source Address and Destination Address field in
its header. The RF module conforms to the 802.15.4 specification and supports both short 16-bit

addresses and long 64-bit addresses. A unique 64-bit IEEE source address is assigned at the fac-
tory and can be read with the SL (Serial Number Low) and SH (Serial Number High) commands.

Short addressing must be configured manually. A module will use its unique 64-bit address as its
Source Address if its MY (16-bit Source Address) value is “0xFFFF” or “0xFFFE".

To send a packet to a specific module using 64-bit addressing: Set Destination Address (DL + DH)
to match the Source Address (SL + SH) of the intended destination module.

To send a packet to a specific module using 16-bit addressing: Set DL (Destination Address Low)
parameter to equal the MY parameter and set the DH (Destination Address High) parameter to ‘0"

2.4.1. Unicast Mode

By default, the RF module operates in Unicast Mode. Unicast Mode is the only mode that supports
retries. While in this mode, receiving modules send an ACK (acknowledgement) of RF packet
reception to the transmitter. If the transmitting module does not receive the ACK, it will re-send
the packet up to three times or until the ACK is received.

Short 16-bit addresses. The module can be configured to use short 16-bit addresses as the
Source Address by setting (MY < OXFFFE). Setting the DH parameter (DH = 0) will configure the
Destination Address to be a short 16-bit address (if DL < OxFFFE). For two modules to communi-
cate using short addressing, the Destination Address of the transmitter module must match the
MY parameter of the receiver.

The following table shows a sample network configuration that would enable Unicast Mode com-
munications using short 16-bit addresses.

Table 203 Sample Unicast Network Configuration (using 16-bit
Parameter RF Module 1 RF Module 2
Y (Source Address) 001 0:02
DH (Destination Address High) 0 0
DL (Destination Address Low) 0x02 001

Long 64-bit addresses. The RF module’s serial number (SL parameter concatenated to the SH
parameter) can be used as a 64-bit source address when the MY (16-bit Source Address) parame-
ter is disabled. When the MY parameter is disabled (set MY = OxFFFF or OXFFFE), the module’s
source address is set to the 64-bit IEEE address stored in the SH and SL parameters.

When an End Device associates to a Coordinator, its MY parameter is set to OxFFFE to enable 64-
bit addressing. The 64-bit address of the module is stored as SH and SL parameters. To send a
packet to a specific module, the Destination Address (DL + DH) on one module must match the
Source Address (SL + SH) of the other.

2.4.2. Broadcast Mode

Any RF module within range will accept a packet that contains a broadcast address. When config-
ured to operate in Broadcast Mode, receiving modules do not send ACKs (Acknowledgements) and
transmitting modules do not automatically re-send packets as is the case in Unicast Mode.
To send a broadcast packet to all modules regardless of 16-bit or 64-bit addressing, set the desti-
nation addresses of all the modules as shown below.
Sample Network Configuration (All modules in the network):

* DL (Destination Low Address) = 0x0000FFFF

* DH (Destination High Address) = 0x00000000 (default value)

NOTE: When programming the module, parameters are entered in hexadecimal notation (without the
“0x" prefix). Leading zeros may be omitted.
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2.5. Modes of Operation

XBee/XBee-PRO RF Modules operate in five modes.

Figure 2-07. Modes of Operation
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2.5.1. Idle Mode

When not receiving or transmitting data, the RF module is in Idle Mode. The module shifts into the
other modes of operation under the following conditions:

« Transmit Mode (Serial data is received in the DI Buffer)

* Receive Mode (Valid RF data is received through the antenna)

« Sleep Mode (Sleep Mode condition is met)

* Command Mode (Command Mode Sequence is issued)

2.5.2. Transmit/Receive Modes

RF Data Packets

Each transmitted data packet contains a Source Address and Destination Address field. The Source
Address matches the address of the transmitting module as specified by the MY (Source Address)
parameter (if MY >= OxFFFE), the SH (Serial Number High) parameter or the SL (Serial Number
Low) parameter. The <Destination Address> field is created from the DH (Destination Address
High) and DL (Destination Address Low) parameter values. The Source Address and/or Destination
Address fields will either contain a 16-bit short or long 64-bit long address.

The RF data packet structure follows the 802.15.4 specification.

[Refer to the XBee/XBee-PRO Addressing section for more information]

Direct and Indirect Transmission

There are two methods to transmit data:
« Direct Transmission - data is transmitted immediately to the Destination Address
« Indirect Transmission - A packet is retained for a period of time and is only transmitted after
the destination module (Source Address = Destination Address) requests the data.
Indirect Transmissions can only occur on a Coordinator. Thus, if all nodes in a network are End
Devices, only Direct Transmissions will occur. Indirect Transmissions are useful to ensure packet
delivery to a sleeping node. The Coordinator currently is able to retain up to 2 indirect messages.
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XBee

Direct Transmission

A NonBeaconing Coordinator can be configured to use only Direct Transmission by setting the SP
(Cyclic Sleep Period) parameter to “0”. Also, a NonBeaconing Coordinator using indirect transmis-
sions will revert to direct transmission if it knows the destination module is awake.

To enable this behavior, the ST (Time before Sleep) value of the Coordinator must be set to match
the ST value of the End Device. Once the End Device either transmits data to the Coordinator or
polls the Coordinator for data, the Coordinator will use direct transmission for all subsequent data
transmissions to that module address until ST time (or number of beacons) occurs with no activity
(at which point it will revert to using indirect transmissions for that module address). “No activity”
means no transmission or reception of messages with a specific address. Global messages will not
reset the ST timer.

Indirect Transmission

To configure Indirect Transmissions in a PAN (Personal Area Network), the SP (Cyclic Sleep Period)
parameter value on the Coordinator must be set to match the longest sleep value of any End
Device. The SP parameter represents time in NonBeacon systems and beacons in Beacon-enabled
systems. The sleep period value on the Coordinator determines how long (time or number of bea-
cons) the Coordinator will retain an indirect message before discarding it.

In NonBeacon networks, an End Device must poll the Coordinator once it wakes from Sleep to
determine if the Coordinator has an indirect message for it. For Cyclic Sleep Modes, this is done
automatically every time the module wakes (after SP time). For Pin Sleep Modes, the A1 (End
Device Association) parameter value must be set to enable Coordinator polling on pin wake-up.
Alternatively, an End Device can use the FP (Force Poll) command to poll the Coordinator as
needed.

CCA (Clear Channel Assessment)

Prior to transmitting a packet, a CCA (Clear Channel Assessment) is performed on the channel to
determine if the channel is available for transmission. The detected energy on the channel is com-
pared with the CA (Clear Channel Assessment) parameter value. If the detected energy exceeds
the CA parameter value, the packet is not transmitted.

Also, a delay is inserted before a transmission takes place. This delay is settable using the RN
(Backoff Exponent) parameter. If RN is set to "0, then there is no delay before the first CCA is per-
formed. The RN parameter value is the equivalent of the “minBE” parameter in the 802.15.4 spec-
ification. The transmit sequence follows the 802.15.4 specification.

By default, the MM (MAC Mode) parameter = 0. On a CCA failure, the module will attempt to re-
send the packet up to two additional times.

When in Unicast packets with RR (Retries) = 0, the module will execute two CCA retries. Broadcast
packets always get two CCA retries.

Acknowledgement
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If the transmission is not a broadcast message, the module will expect to receive an acknowledge-
ment from the destination node. If an acknowledgement is not received, the packet will be resent
up to 3 more times. If the acknowledgement is not received after all transmissions, an ACK failure
is recorded.

pter 2 - RF Module Operation

2.5.3. Sleep Mode

Sleep Modes enable the RF module to enter states of low-power consumption when not in use. In
order to enter Sleep Mode, one of the following conditions must be met (in addition to the module
having a non-zero SM parameter value):

« Sleep_RQ (pin 9) is asserted.

« The module is idle (no data transmission or reception) for the amount of tlme defined by the
ST (Time before Sleep) parameter. [NOTE: ST is only active when SM = 4-5.]
Table 2-04. Sleep Mode Configurations

into out of D Related Power
Setting Sleep Mode Sleep Mode (wake) Commands | Consumption
P ibemate | Assr (1) Se<p_RQ | cccr ow) SR Noroncon ysons | (5V) aouA(@s0
SM=1 | @9 " only/ Lowest Power vee)
Pin/Host-controlled /
fs”h‘AD“;)e f‘fieg’)‘ (high) Sleep RQ ' g scsert (low) Sleep_RQ | NonBeacon systems | (SM) <50pA
pi only / Fastest wake-up.

Transition occurs after the | RF module wakes in
cyclic sleep time interval | pre-determined time
elapses. The l\me interval | intervals to detect if RF (SM), SP, ST <50 pA

Automatic transition to

) Sleep Mode as defined by
Cyclc Sieep

@238 | the SM (Skeep Mode) and

is defined by the SP data s present / When when sleeping
ST {Time beore Seeh) | (Gycic Seep Period) | SM=5, NorBeacon
" parameter. systems only

The SM command is central to setting Sleep Mode configurations. By default, Sleep Modes are dis-
abled (SM = 0) and the module remains in Idle/Receive Mode. When in this state, the module is
constantly ready to respond to serial or RF activity.

Higher Voltages. Sleep Mode current consumption is highly sensitive to voltage. Voltages above
3.0V will cause much higher current consumption.

Table 2-05. Sample Sleep Mode Currents

XBee XBee-PRO
Vee (V) SM=1 SM=2 SM=4,5 SM=1 SM=2 SM=4,5
28-3.0 <3pA <35uA <34uA <4uA <34uA <34uA
31 8uA 3TmA 36uA 12uA 39uA 37uA
32 32uA 48uA 49uA 450A B0UA 55uA
33 101uA 83uA 100uA 130uA 115uA 120uA
34 255UA 170uA 240uA 310uA 260uA 290uA

Pin/Host-controlled Sleep Modes

The transient current when waking from pin sleep (SM = 1 or 2) does not exceed the idle current
of the module. The current ramps up exponentially to its idle current.

Pin Hibernate (SM = 1)

« Pin/Host-controlled

* Typical power-down current: < 10 pA (@3.0 VCC)

« Wake-up time: 13.2 msec
Pin Hibernate Mode minimizes quiescent power (power consumed when in a state of rest or inac-
tivity). This mode is voltage level-activated; when Sleep_RQ is asserted, the module will finish any
transmit, receive or association activities, enter Idle Mode and then enter a state of sleep. The
module will not respond to either serial or RF activity while in pin sleep.
To wake a sleeping module operating in Pin Hibernate Mode, de-assert Sleep_RQ (pin 9). The
module will wake when Sleep_RQ is de-asserted and is ready to transmit or receive when the CTS
line is low. When waking the module, the pin must be de-asserted at least two 'byte times' after
CTS goes low. This assures that there is time for the data to enter the DI buffer.
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Pin Doze (SM = 2)

* Pin/Host-controlled

« Typical power-down current: < 50 pA

* Wake-up time: 2 msec
Pin Doze Mode functions as does Pin Hibernate Mode; however, Pin Doze features faster wake-up
time and higher power consumption.
To wake a sleeping module operating in Pin Doze Mode, de-assert Sleep_RQ (pin 9). The module
will wake when Sleep_RQ is de-asserted and is ready to transmit or receive when the CTS line is
low. When waking the module, the pin must be de-asserted at least two 'byte times' after CTS
goes low. This assures that there is time for the data to enter the DI buffer.

Cyclic Sleep Modes

Cyclic Sleep Remote (SM = 4)

« Typical Power-down Current: < 50 pA (when asleep)

« Wake-up time: 2 msec
The Cyclic Sleep Modes allow modules to periodically check for RF data. When the SM parameter is
set to ‘4, the module is configured to sleep, then wakes once a cycle to check for data from a
module configured as a Cyclic Sleep Coordinator (SM = 0, CE = 1). The Cyclic Sleep Remote sends
a poll request to the coordinator at a specific interval set by the SP (Cyclic Sleep Period) parame-
ter. The coordinator will transmit any queued data addressed to that specific remote upon receiv-
ing the poll request.
If no data is queued for the remote, the coordinator will not transmit and the remote will return to
sleep for another cycle. If queued data is transmitted back to the remote, it will stay awake to
allow for back and forth communication until the ST (Time before Sleep) timer expires.
Also note that CTS will go low each time the remote wakes, allowing for communication initiated
by the remote host if desired.

Cyclic Sleep Remote with Pin Wake-up (SM = 5)
Use this mode to wake a sleeping remote module through either the RF interface or by the de-
assertion of Sleep_RQ for event-driven communications. The cyclic sleep mode works as described
above (Cyclic Sleep Remote) with the addition of a pin-controlled wake-up at the remote module.
The Sleep_RQ pin is edge-triggered, not level-triggered. The module will wake when a low is
detected then set CTS low as soon as it is ready to transmit or receive.
Any activity will reset the ST (Time before Sleep) timer so the module will go back to sleep only
after there is no activity for the duration of the timer. Once the module wakes (pin-controlled),
further pin activity is ignored. The module transitions back into sleep according to the ST time
regardless of the state of the pin.
[Cyclic Sleep Coordinator (SM = 6)]

« Typical current = Receive current

« Always awake

NOTE: The SM=6 parameter value exists solely for backwards compatibility with firmware version
1.x60. If backwards compatibility with the older firmware version is not required, always use the CE
(Coordinator Enable) command to configure a module as a Coordinator.

This mode configures a module to wake cyclic sleeping remotes through RF interfacing. The Coor-
dinator will accept a message addressed to a specific remote 16 or 64-bit address and hold it in a
buffer until the remote wakes and sends a poll request. Messages not sent directly (buffered and
requested) are called "Indirect messages". The Coordinator only queues one indirect message at a
time. The Coordinator will hold the indirect message for a period 2.5 times the sleeping period
indicated by the SP (Cyclic Sleep Period) parameter. The Coordinator's SP parameter should be set
to match the value used by the remotes.
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2.5.4. Command Mode

To modify or read RF Module parameters, the module must first enter into Command Mode - a
state in which incoming characters are interpreted as commands. Two Command Mode options are
supported: AT Command Mode [refer to section below] and API Command Mode [p54].

AT Command Mode

To Enter AT Command Mode:

Send the 3-character command sequence “+++" and observe guard times before and after the
command characters. [Refer to the “"Default AT Command Mode Sequence” below.]

Default AT Command Mode Sequence (for transition to Command Mode):
« No characters sent for one second [GT (Guard Times) parameter = 0x3E8]

« Input three plus characters (“+-++") within one second [CC (Command Sequence Character)
parameter = 0x2B.]

« No characters sent for one second [GT (Guard Times) parameter = 0x3E8]
All of the parameter values in the sequence can be modified to reflect user preferences.

NOTE: Failure to enter AT Command Mode is most commonly due to baud rate mismatch. Ensure the
‘Baud’ setting on the “PC Settings” tab matches the interface data rate of the RF module. By default,
the BD parameter = 3 (9600 bps).

To Send AT Commands:

Send AT commands and parameters using the syntax shown below.

Figure 2-08. Syntax for sending AT Commands

"AT" | ASCII Space Parameter _ Carriage
Prefix Command (Dptional) (Optional, HEX) Return

T T
Example: ATDL 1F<CR>

To read a parameter value stored in the RF module’s register, omit the parameter field.

The preceding example would change the RF module Destination Address (Low) to “0x1F”. To store
the new value to non-volatile (long term) memory, subsequently send the WR (Write) command.
For modified parameter values to persist in the module’s registry after a reset, changes must be
saved to non-volatile memory using the WR (Write) Command. Otherwise, parameters are
restored to previously saved values after the module is reset.
System Response. When a command is sent to the module, the module will parse and execute
the command. Upon successful execution of a command, the module returns an “OK” message. If
execution of a command results in an error, the module returns an "ERROR” message.
To Exit AT Command Mode:
1. Send the ATCN (Exit Command Mode) command (followed by a carriage return).
[OR]
2. If no valid AT Commands are received within the time specified by CT (Command Mode
Timeout) Command, the RF module automatically returns to Idle Mode.

For an example of programming the RF module using AT Commands and descriptions of each config-
urable parameter, refer to the RF Module Configuration chapter [p25].
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3.1. Programming the RF Module

Refer to the Command Mode section [p24] for more information about entering Command Mode,
sending AT commands and exiting Command Mode. For information regarding module program-

ming using API Mode, refer to the API Operation sections [p54].

3.1.1. Programming Examples

Refer to the X-CTU sec-|  Setup

tion of the Develop-
ment Guide [Appendix
B] for more information
regarding the X-CTU
configuration software.

interfacing with a PC.)

web page: www.maxstream.net/support/downloads.php)

The programming examples in this section require the installation of MaxStream's X-CTU Soft-
ware and a serial connection to a PC. (MaxStream stocks RS-232 and USB boards to facilitate

1. Install MaxStream's X-CTU Software to a PC by double-clicking the "setup_X-CTU.exe" file.
(The file is located on the MaxStream CD and under the 'Software' section of the following

2. Mount the RF module to an interface board, then connect the module assembly to a PC.
3. Launch the X-CTU Software and select the 'PC Settings' tab. Verify the baud and parity set-

tings of the Com Port match those of the RF module.

NOTE: Failure to enter AT Command Mode is most commonly due to baud rate mismatch.
Ensure the ‘Baud’ setting on the 'PC Settings’ tab matches the interface data rate of the RF mod-

ule. By default, the BD parameter = 3 (which corresponds to 9600 bps).

Sample Configuration: Modify RF Module Destination Address

Example: Utilize the X-CTU “Terminal” tab to change the RF module's DL (Destination Address

Low) parameter and save the new address to non-volatile memory.

After establishing a serial connection between the RF module and a PC [refer to the 'Setup' sec-
tion above], select the “Terminal” tab of the X-CTU Software and enter the following command

lines (‘'CR’ stands for carriage return):

Method 1 (One line per command)

Send AT Command System Response
e+ OK <CR> (Enter into Command Mode)
ATDL <Enter> {current value} <CR> (Read Destination Address Low)
ATDL1AOD <Enter> OK <CR> (Modify Destination Address Low)
ATWR <Enter> OK <CR> (Write to non-volatile memory)
ATCN <Enter> OK <CR> (Exit Command Mode)
Method 2 (Multiple commands on one line)
Send AT Command System Response
+++ OK <CR> (Enter into Command Mode)
ATDL <Enter> {current value} <CR> (Read Destination Address Low)

ATDL1AOD,WR,CN <Enter> OK<CR> OK<CR> OK<CR>

Sample Configuration: Restore RF Module Defaults

Example: Utilize the X-CTU “"Modem Configuration” tab to restore default parameter values.
After establishing a connection between the module and a PC [refer to the 'Setup' section

above], select the “Modem Configuration” tab of the X-CTU Software.
1. Select the 'Read' button.
2. Select the 'Restore' button.
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3.2. Command Reference Tables

XBee/XBee-PRO RF Modules expect numerical values in hexadecimal. Hexadecimal values are des-

ignated by a “0x” prefix. Decimal equivalents are i by a “d” suffix. C

are con-

tained within the following command categories (listed in the order that their tables appear):

« Special
* Networking & Security
« RF Interfacing
* Sleep (Low Power)
« Serial Interfacing
« 1/O Settings
« Diagnostics
« AT Command Options
All modules within a PAN should operate using the same firmware version.

Special
Table 3-01._XBee-PRO Commands - Special
Ly EBRENE |y o) st Parameter Range Default
Command | Category 9
Write. Writ parameter values to non-volatie memory so that parameter modfcations
WR Special persist through subsequent power-up or reset.
P Note: Once WR s issued, no addiional characters should be sent to the module until
ater he response "OKIr"is received,
RE Specia Restore Defauls. Rostore module parameters to factory defaults -
FR(v1280) | Specal Software Rt Responds mmediately wihan OK e proms a e et
* Firmware version in which the command was first introduced (firmware versions are numbered in hexadecimal notation.)
Networking & Security
Table 3-02._XBee/XBee-PRO Commands - Networking & Security (Sub-categories designated within [brackets)
Ly Command [\ 0 and Description Parameter Range Default
Command | Category
o Networking | Channel. SeURead the channel number used for Uansmiling and receiving data | 0x0B - Ox1A (XBee) 00 (128)
{Addressing) | belween RF modules (uses 802.15.4 protocol channel numbers). 0X0C - 0x17 (XBee-PRO)
Networkin PAN D. Sel/Read the PAN (Personal Area Network) ID. 03332
Lo i 0- OKFFFF
{Addressing} | Use 0xFFFF {o broadcast messages to all PANs. (13106d)
Destination Address High. SeURead the upper 32 bis of the 64-bit destination
oH Networking | address. When combined with DL, it defines the destination address used for 0 OXFFFFFEFF 0
{Addressing}  ransmission. To transit using a {6-bit address, set DH parameler to zero and DL less
than 0XFFFF. 0x000000000000FFFF is the broadcast address for the PAN
Destination Address Low. SetRead the lower 32 bis of the 64-bit destination
o Networking | address. When combined with DH, DL defines the destination address used for 0- OXFFFFFFFF 0
{Addressing)  iransmission. To transmit using a 16-bt address, set DH parameler (o zero and DL less
than OXFFFF. 0x000000000000FFFF is the broadcast address for the PAN
Networkin 16-bit Source Address. Set/Read the RF module 16-bit source address. Set MY =
My Detiorng | OAFFFF o isabereception ofpackels with 16-bit adresses. 64-bilsource acdfess | 0- OFFFF 0
b (serial number) and broadcast address (0x000000000000FFFF) is always enabled.
Networking | Serial Number High. Read high 32 bts ofthe RF module's unique IEEE 64-bit
SH {Addressing} | address. 64-bit source address is always enabled. 0 - OXFFFFFFFF [read-only] | Factory-set
Networking | Serial Number Low. Read low 32 bits of the RF module's unique IEEE 64-bt address. | _ . 3
St (Addressing)  64-bit source address is always enabled. 0 - OXFFFFFFFF [read-only] | Factory-set
Networkin XBee Retries. SetlRead the maximum number ofrelries the module will execute in
RR(VIXAD) | (09, addiionto he 3 reties provided by the 802.15.4 MAC. or each XBee rty he 0-6 0
9 802.15.4 MAC can execute up to 3 reries.
Networkin Random Delay Slots. SeURead the minimum value of the back-off exponent n the
RN Unteraean®, | CSMACA lgoriim thts used forcolison avicance. RN =0, olision avoidance | 0-3 exporent] 0
S} s disabled during the first teration of the algorithm (802.15.4 - macMInBE).
MAC Mode. SetiRead MAC Mode value. MAC Mode enables/disables the use of a | 0-2
o | Networking | MaxSiream header n the 802.15.4 RF packet, When Mode O1s enabled (MM=0), 0= MaxStream Mode
MM (v1.x80°) 0
{Addressing) | duplicate packet detection s enabled as well as certain AT commands. Modes 1and2 | 1= 802154 (no ACKs)
are strict §02.16.4 modes, 2= 802.15.4 (with ACKs)
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Table 3-02.

AT
Command

Command
Category

Bee/XBee-PRO Commands - Networking & Security (Sub-categories designated within {brackets

Name and Description Parameter Range Default

NI (v1.x80%)

D (V180"

Networking
{identifcation)

Networking
{identifcation)

Node Identifier. Stores a string dentifer, The register only accepts printable ASCII

data. A string can not start with a space. Carriage return ends command. Command will

automatically end when maximum bytes for the string have been entered. This string is | 20-character ASClI sting | -
returned as part of the ND (Node Discover) command. This identifer s also used with

the DN (Destination Node) command.

Node Discover. Discovers and reports all RF modules found. The following information

is reported for each module discovered (the example cites use of Transparent operation

(AT command formt) - refer to the long ND command description regarding difierences

between Transparent and AP operation)

SL<CR> optional 20-character NI value

NI<CR><CR>
The amount of time the module allows for responses is determined by the NT
parameter. In Transparent operation, command completion is designated by a <CR>
(carriage retun). ND also accepts a Node Identifier as a parameter. In ths case, only a
module matching the supplied identifer il respond.

NT (v1.XA0")

DN (v1.x80°)

CE (v160°)

SC (v1.x807)

SD (v1.x807)

Networking
{Identiication)

Networking
{identfcation)
Networking

{Association)

Networking
{Association}

Networking
{Association)

Node Discover Time. Set/Read the amount of time a node will waitfor responses from

other nodes when using the ND (Node Discover) command.

Destination Node. Resoivesan NI (Node eniier sing 0 a physical adres. The

following events occur upon successful command executio
1°DL 310 DH ot set ot acress of he modulewih 6 matcing Node Idenifer.
2.°0K" s returned. 20-character ASCII string
3. RF module automatically exits AT Command Mode

fthre i o esponse o mode witin 200 msec o  parameters ot peced

(left blank), the command is terminated and an “ERROR” message is retuned

0x01- 0xFC 0x19

0-1
0=End Device 0
oordinator

Coordinator Enable. Set/Read the coordinator setting.

Scan Channels. SetRead st of channels o scan for all Active and Energy Scans as a
biffield. This affects scans iniiated in command mode (AS, ED) and during End Device OXIFFE
Association and Coordinalor startup: 0- OXFFFF [oifield] A
bi0-00B  bitd-00F  bit8-0x13  bit12-0x17 (bis 0,14, 15 notalowed on | (& XBee-
bit1-00C  bit5-0x10  bit9-Oxi4  bitf3-0x18 he XBee-PRO)
bit2-0x0D  bit6-Oxt1  bit10-0xi5  bittd-0x1g Channels)
bit3-00F  bit7-0c12  bit11-0x16  bit15-OxIA

Scan Duration. Set/Read the scan duration exponen,
End Device - Duration of Active Scan during Association. On beacon system, set SD =
BE of coordinator, SD must be set at least o the highest BE parameter of any
Beaconing Coordinator with which an End Device or Coordinator wish to discover.
Coordinator - If ‘ReassignPANID’ option is set on Coordinator [refer to A2 parameter],
SD determines the length of time the Coordinator will scan channels to locate existing
PANs. If ‘ReassignChannel’ option is set, SD determines how long the Coordinator will
perform an Energy Scan to determine which channel it will operate on
“Scan Time' is measured as (# of channels to scan] * (2 * SD) * 15.36ms). The number
of channels to scan s set by the SC command. The XBee can scan up to 16 channels
(SC = OxFFFF). The XBee PRO can scan up (o 13 channels (SC = Ox3FFE).
Example: The values below show results ior a3 channel scan:

11D =0, tme = 0.18 se

0-0x0F [exponent] 4

S| 2, i 2,58 mi
SD 6 ﬂme 11 80 sec SD=14, I\me 50.33 min

AT (V1.80°)

Networking
{Association}

daxStream

End Device Association. Set/Read End Device association options.
bit 0 - ReassignPaniD
0 - Will only associate with Coordinator operating on PAN ID that matches module ID
1 - May associate with Coordinator operating on any PAN ID
bit 1 - ReassignChannel
0 - Will only associate with Coordinator operating on matching CH Channel setting
1 - May associate with Coordinator operating on any Channel
bit 2 - AutoAssociate
0 - Device will not attempt Association
1 - Device attempts Association until success
Note: This bit is used only for Non-Beacon systems. End Devices in Beacon-enabled
system must always associate to a Coordinator
bit 3 - PollCoordOnPinWake
0 - Pin Wake will not poll the Coordinator for indirect (pending) data
1 - Pin Wake will send Poll Request to Coordinator to extract any pending data
bits 4 - 7 are reserved

0- OXOF [vifeld] 0

© 2007 MaxStream
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Table 3-02.

AT
Command

A2(v180')

Al (v1.x80%)

Command
Category

Networking
{Association}

Networking
{Association)

(Bee/XBee-PRO Commands - Networking & Security (Sub-categories designated within {brackets|

Name and Description Parameter Range Default

Coordinator Association. Set/Read Coordinator association options.
bit 0 - ReassignPaniD
0 - Coordinator will not perform Active Scan to locate available PAN ID. It will operate
on ID (PAN ID).
1 - Coordinator will perform Active Scan to determine an available ID (PAN ID). If a
PAN ID conflict is found, the ID parameter will change.
bit 1 - ReassignChannel -
0 - Coordinator will not perform Energy Scan to delenmne free channel. It will operate 0 - 7 [oitfeld] 0
on the channel determined by the CH parameter
1 - Coordinator will perform Energy Scan to find a lree channel, then operate on that

bit 2 - AllowAssociation -
0 - Coordinator will not allow any devices to associate to it.
1 - Coordinator will allow devices to associate to it

bits 3-7 are reserved

Association Indication. Read errors wih the last association request:

0x00 - Successful Completion - Coordinator successiully started or End Device
association complete

0x01 - Active Scan Timeout

0x02 - Active Scan found no PANs

0x03 - Active Scan found PAN, but the CoordinatorAllowAssociation bit is not set

0x04 - Active Scan found PAN, but Coordinator and End Device are not

configured to support beacons
005 AciteScanfoun PAN, bt he Cordinalor 1D parameterdoes o mach
e ID parameter of the End Devi

0x05- Acive S ok PAN. bt e Goardiator CH parameter does not match the
CH parameter of the End Device

0x07 - Energy Scan Timeout

0x08 - Coordinator startrequest faed 0-0x13 [read-only] -

0x09 - Coordinator could not start due to invalid parameter

0x0A - Coordinator Realignment is in progress

0x0B - Association Request not sent

0x0C - Association Request timed out - no reply was received

0x0D - Association Request had an Invalid Parameter

OX0E - Association Request Channel Access Failure. Request was not ransmitted -
CCA failure

0x0F - Remote Coordinator did not send an ACK ater Association Request was sent

0x10 - Remote Coordinator did not reply to the Association Request, but an ACK was
received after sending the request

0xt1 - [reserved

0x12 - Sync-Loss - Lost synchronization with a Beaconing Coordinator

0x13 -D Nolonger associated to Coordinator

DA (v1.x807)

FP (v1.180)

Networking
{Association}
Networking

{Association)

MaxStream

Force Disassociation. End Device willimmediately disassociate from a Coordinator (if
associated) and reattempt to associate.

Force Poll. Request indirect messages being held by a coordinator. - -

© 2007 MaxStream, Inc.
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Table 3-02._XBee/XBee-PRO Commands - Networking & Security (Sub-categories designated within {brackets)
Ly Command [\ 0 and Description Parameter Range Default
Command | Category
Active Scan. Send Beacon Request to Broadcast Address (OXFFFF) and Broadcast
PAN (OXFFFF) on every channel. The parameter determines the time the radio will
listen for Beacons on each channel. A PanDescriptor is created and retuned for every
Beacon received from the scan. Each PanDescriptor contains the following information
CoordAddress (SH, SL)<CR>
CoordPaniD (ID)<CR>
CoordAddrMode <CR>
0402 = 16-bit Short Address
0403 = 64-bit Long Address
Channel (CH parameter) <CR>
SecurityUse<CR>
CLEnlry<CR>
SecurityFailure<CR>
SuperFrameSpec<CR> (2 bytes):
« | Networking bit 15 - Association Permitted (MSB)
AS(VIX80') | inssociation) | bit 14~ AN Cooinatr 0-6
bit 13 - Rest
bit 12 Balry L Extension
bits 8-11 - Final CAP Slot
bits 4-7 - Superframe Order
bits 0-3 - Beacon Order
GisPermit<CR>
RSSI<CR> (RSS! is retuned as -d8m)
TimeStamp<CR> (3 bytes)
<CR>
Acarriage return <CR> is sent at the end of the AS command. The Active Scan is
capable of returning up to 5 PanDescriptors in a scan. The actual scan time on each
channel is measured as Time = (2 *SD PARAM) * 15.36] ms. Note the total scan time is
ihis time multplied by the number of channels to be Scanned (16 for the XBee and 13
for the XBee-PRO). Also refer to SD command descriptio.
Energy Scan. Send an Energy Detect Scan. This parameter determines the length of
scan on each channel. The maximal energy on each channel i relurned & each value
Networkin is folowed by a carriage retur. An additional carriage returm is sent at the end of the
ED (v1aB0Y) | peciter) | command. The values relumed represent he detecied eneray lvel i unifs of Bm. | 0-6 -
The actual scan fime on each channel is measured as Time = (2 *ED) * 15.36] ms.
Note the total scan time is this fime multiplied by the number of channels to be scanned
(refer to SD parameter).
+ | Networking | AES Encryption Enable. Disable/Enable 128-bit AES encryption support. Use in
EE(VIXAD) | (security) conjuncion with the KY command. 0-1 0 {disabled)
. | Networking | AES Encryption Key. Set the 128-bit AES (Advanced Encryption Standard) key for o _ y )
KY (VIXAD) | (ecurity) encryptingldecrypting data. The KY register cannot be read. 0- (any 16-Byte value)
* Firmware version in which the command was first introduced (firmware versions are numbered in hexadecimal notation.)
RF Interfacing
Table 3-03.XBee/XBee-PRO Commands - RF Interfacin
& Command [0 2nd Description Parameter Range Default
Command | Category
Puwer Level. SelectRead the power level at which the RF module transmits conducted © ‘0“_ (X_Bee/ 1’85‘19;'“""0'
PL RF Ineracing | NOTE: XBee-PRO RF Hodules optimized for use in Japan contain firmware that linits Bjzdem 4
transmit power output to 10 dBm. If PL=4 (default), the maximum power output level is 2/16dBm
fixed at 10 dBm. 718 B
CCA Threshold. Setread the CCA (Clear Channel Assessment) threshold. Prior to oC
CA(v1x80") | RFInterfacing | transmitting a packet, a CCA s performed to detect energy on the channel. If the 0-0x50 [-dBm] i B
detected energy is above the CCA Threshold, the module will not transmit the packet. ¢ m)
* Firmware version in which the command was first introduced (firmware versions are numbered in hexadecimal notation.)
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Sleep (Low Power)
Table 3-04. XBee/XBee-PRO Commands - Slecp (Low Power)
AT Command | \. o and Description Parameter Range Default
Command | Category
05
o Sleep
in Hibemate
i
eserved
sm R ower) | Sleep Mode. <NonBeacon frmuare> SetRead Sleep Mde confguratns. o om0
wl pin wake-up
6= [Sleep Coordinator] for
backwards compatibility
wiv1.x6 only; otherwise,
use CE command
Time before Sleep. <NonBeacon firnware> Set/Read time period of naciivity (no
serial or RF data is sent or received) before activating Sleep Mode. ST parameter is
. only valid with Cyciic Sleep settings (SM = 4- 5) .
ST (ngfpmr) Coordinator and End Device ST values must be equal 1- OXFFFF [x 1 ms] (:':0004)
Also note, the GT parameter value must always be less than the ST value. (If GT > ST,
the configuration will render the module unable to enter into command mode.) Ifthe ST
parameter is modified, aiso modify the GT parameter accordingly
Cyclic Sleep Period. <NonBeacon firmware> SetiRead sleep period for cycic seeping
remotes. Coordinator and End Device SP values should always be equal. To send
S Direct Messages, set SP = 0.
sP (Lgfj’,, ower) End Device - SP determines the sleep period for cyclic sleeping remotes. Maximum | 0 - 0x6880 [x 10 ms] 0
sleep period is 268 seconds (0X68B0).
Coordinator - If non-zero, SP determines the time to hold an indirect message before
discarding it A Coordinator will discard indirect messages after a period of (2.5 * SP).
Disassociated Cyclic Sleep Period. <NonBeacon firmware>
End Device - SetiRead time period of sleep for cyciic sleeping remotes that are
o | Steep configured for Association but are not associated to a Coordinar. .. I a device is 03E8
DP(1X80) | ([ow Power) | configured to associate, configured as a Cyclic Sleep remote, but does not find a 1-0x68B0 [x 10 ms] (1000d)
Coordinator, it wil leep for DP time before reattempting association.) Maximur sleep
period s 268 seconds (0x68B0). DP should be > 0 for NonBeacon systems.
* Firmware version in which the command was first introduced (firmware versions are numbered in hexadecimal notation.)
Serial Interfacing
Table Bee-PRO Commands - Serial Interfacin
Ly Connany Name and Desct n Parameter Range Default
Command | Category
07 (Standard baud rates)
200 bps
Interface Data Rate. SetRead the seria interface data rate for communications
0 Serial between the RF module serial port and host 5
Interfacing Request non-standard baud rates with values above 0xB0 using a terminal window.
Read the BD register to find actual baud rate achieved.
00- a0
(non-standard baud rates)
Seral Packetization Timeout. SetRead number of characler times of nter-character delay
RO i required before iransmission. Set o zero to ransmit characers as they arrive instead of | 0 - OXFF [« character tmes] | 3
9 buffering them into one RF packet
0-2
isabled
« | Serial Pl enabled
APBD) | Pieing API Enable. Disable/Enable API Mode bl oo 0
(wlescaped control
characters)
0-4
= 8.bit (no parity or
Serial _ 7-bit (any parity)
NB ertacing Parity. Set/Read parity setings. ]z titeren
it mark
it space

MaxStream. ©2007 MaxStream, Inc.
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Table 3-05.XBee-PRO Commands - Serial Interfacin
'g:mm" u g;’:‘;’:fr’;" Name and Description Parameter Range Default
Pull-up Resistor Enable. SetlRead biffeld to configure nternal pullup resistor stalus
for /0 ines
Bifeld Map:
bit0 - AD4/DIOA (pin'1)
bit 1-AD3/ DIO3 (pin’7)
.| seria bit2- AD2/DIO? (in18) i
PRIVIAE0) | ntertacing bit 3 - AD1/DIO (pin19) 0-0:FF OcFF
bit4-ADO/ DIOO (pin20)
bit5 - RTS / ADB /DIOG (pin16)
bit6 - DTR / SLEEP_RQ  DIB (pind)
bit7- DINCONFIG (pin3)
Bit set o “1”specifies pulkup enabled; 0" specifies o pul-p
* Firmware version in which the command was first introduced (firmware versions are numbered in hexadecimal notation.)
1/0 Settings
Table 3-06._XBee-PRO Commands - I/O Setings (sub-category designated within [brackets))
glmma" e g::: ;":rr;d Name and Description | Parameter Range Default
0-1
08 110 Sett i i ine (o 0= Disabled
etings  DI8 Configuration. SelectRead options for the DI8 ine (pi 9) o the RF module. : 0
(12485 /a)
0-1
led
. TS Flow Control
| ) DIO7 Configuration. SelectiRead settngs for the DIOT line (pin 12) of the RF module.
D7(v1.x80%) | /0 Settings ' 5tiong include CTS flow control and IO line settings. 1
0 o
5=D0 high
bled
1=RTS flow control
| ) DIO6 Configuration. SelectiRead settngs for the DIOG line (pin 16) o the RF module.
D6 (v1x80°) | WO Setings | Gpiiong include RTS flow control and IO line settings. 0
low
igh
sabled
DIOS Configuration. Configure settings for the DIOS line (pin 15) of the RF module. ssocialed indicator
D5 (1480 | IO Settings  Options include Associated LED indicalor (blinks when associated) and 10 line oC
setlings
0 low
0 high
isabled
0008 (DIO4 -DIO) Configuration. Select/Read settings for the following lnes: ADOIDIOD a)
xR 60 Settings  (pin 20), ADT/DIO (pin 19), AD2IDIO2 (pin 18), AD3/DIOS (pin 17), AD4IDIOA (pin 11, 0
’ Options include: Analog-to-igtal converter, Digital Input and Digtal Oufput.
4=D0low
0 high
) 0-1
" ' 110 Output Enable. Disables/Enables /0 data received to be sent out UART. The data
WU (XA | O Settings ic'sont using an AP frame regardless of the current AP parameter value. !
" ; Samples before TX. SetiRead the number of samples to colectbefore tansmiting |, _
IT(VIXADY) | 1O Settings 24, "Naximum number of samples is dependent upon the number of enabled inputs. |~ OXFF !
8-bit bitmap (each bi
" ' Force Sample. Force a read of al enabled nputs (DI or ADC). Data s returned through
1S (VIXADY) | 10 Settings f represents the lovel of an 10
the UART. If no inpuls are defined (DI or ADC), this command wil return error o
. ) Digital Output Level. Set digital output level to llow DIO lines that are setup as
10 (vIxADY) | WO Settings | it to be changed through Command Mode.
DIO Change Detect, SetRead biteld values for change detect monitoring. Each bit
IC(v1XAQ") | /O Settings  enables monioring of DIOO - DIOY for changes. Ifdelected, data is ransmitted with | 0 OXFF [oitfied] 0 (disabled)
DIO data only. Any samples queued waiting for transmission will be sent st
" ) Sample Rate. Set/Read sample rate. When set, tis parameter causes the module o |, _
IR(VLXAD') | VO Settings | ornle all enabled inputs at a specified nterval, 0- OxFFFF [x 1 msec] 0
0-1
AV(1XADY) | 1OSetings | ADC Voltage Reference. <XBee-PRO only> SetiRead ADC reference voltage swilch. | 0 = VREF pin 0
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Table 3-06._XBee-PRO Commands - /O Settings (sub-category designated within [brackets])
AT Command e
Command | Categary | Name and Description | Parameter Range Default
) 1/0 Input Address. SetiRead addresses of module {o which oulpus are bound. Setting
I (viaapy | [0 Setings ‘)”0 all bytes 10 XEF il not allow any received 0 packet o change oulputs. Setng | 0 - OKFFFFFFFFFFRFFFFF | ST
9} address to OFFFF wil allow any received I/O packet to change outputs.
(D0 - D7) Output Timeout, SetRead Output timeout values for ines that correspond
T0-17 U0 Setings (VO | with e DO - DY pramelers. Vinen oufpt s et (du o 0 ine passing) 0aron- | oo gt yoq o FE
(VXA Line Passing) | defauitlevel,a imer i started which when expired wil set the output o 1t default lovel.
The timer is reset when a valid O packet i received.
) o esggz‘gjg()”o PWMO Configuration. SelectiRead function for PWMO pin. 1
P1 (v1xADY) ngﬁg‘;’gﬁg()”o PWM1 Configuration. SelectRead function for PWNH pin. 0
2= PWM Output
MO (v1.XAQ") ngﬁgg‘g:g()”o PWMO Output Level. SetRead the PWMO output level. 0- 0X03FF .
M1 (v1XAOY) Eg:ﬁ:‘s"gﬁg‘)”o PWM1 Output Level. SetiRead the PWMO output level. 0- 0X03FF -
PWM Output Timeout. SetiRead output timeout value for both PWH oufputs. When
.| V0setings (10 | PWM is setto a non-zero value: Due to 0 line passing, a time is started which when | _
PTWIXADY) || inePassing) | expired will et the PWM output fo zero. The timer is reset when a valid 10 packetis | 0~ OFF [x 100ms] OcFF
received]
0 Sefings (10| RSS! P Timer. SeRead PIM timer rgistr. S thocuraton of PWHI (pul vidh
RP s /0" modulaton signa output on the RSSI in. The signal dty cycleisupdated it each | 0- 4FF x 100 ms] 0x28 (400)
9} received packet and is shut off when the timer expires.]
* Firmware version in which the command was first introduced (firmware versions are numbered in hexadecimal notation.)
Diagnostics
Table 3-07._XBee/XBee-PRO Commands - Diagnostics
Ly Connany Name and Desct n Parameter Range Default
Command | Category
VR jagnostics | Firmware Version. Read firmware version of the RF module. 0- OXFFFF [read-ony] Faclory-sel
o o Firmware Version - Verbose. Read deailed version information (including application
VL (1280 | Diagnosts g gate, MAC, PHY and bootloader versions)
HV (vixB0°) | Diagnostics  Hardware Version. Read hardware version of the RF module. 0- OXFFFF [read-only] Factory-set
Receied Signal Stengin. Road sl ovl n 8L f st good packl ecived — OK1T.015C (1Goo)
0B Diagnostics | (RSSI). Absolute value s reporied. (For example: 058 = -88 dBm) Reported value is | 0x24-064 (XBee-PRO)
ccuraie bohiean 40 6B and RX sy, [reac-oniy]
CCA Failures. ReselRead count of CCA (Clear Channel Assessmen) failures. This
- parameer value increments when the module do ot transmit a packet because t | i
EC (v1xB0) | Diagnostics  etorteg energy above the CCA threshold level set with CA command. This count | 0~ OXFFFF
saturates at its maximum value. Set count to “0" to reset count.
ACK Failures. Reset/Read count of acknowledgment filures. This parameter value
" increments when the module expires fs transmission retries without receiving an ACK
EA(V1xB0°) | Diagnostics | o backet transmission. This count saturates atits maximum value. Set the parameter | 0~ OXFFFF
0°0" o reset count,
Energy Scan. Send ‘Energy Detect Scan’. ED parameter defermines the length of scan
on each channel. The maximal energy on each channel s reumned and each value is
ED (vixB0°) | Diagnostics  followed by a carriage retum. Values retumed represent detecled energy levels in units | 0-
of -4Bm. Aclual scan fime on each channel is measured as Time = [(2 4 SD) * 15.36]
ms. Total scan time i tis fime mullied by the number of channels o be scanned.

* Firmware version in which the command was first introduced (firmware versions are numbered in hexadecimal notation.)
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AT Command Options

Table 3-08. XBee/XBee-PRO Commands - AT Command Options
Lty Glemmrir) Name and Description Parameter Range Default
Command | Category

AT Commang | COMMand Mode Timeout. SetlRead the period o naciviy (10 vald commands
cr received) afer which the RF module automaticaly exits AT Command Modeand | 2. OXFFFF [x 100 ms] 064 (1009)
Mode OpHoNs ety to Idle Mode.

AT Command it
CN Mode Options Exit Command Mode. Explicitly exit the module from AT Command Mode. - -

AC (xagt) | AT Command | Apply Changes. Expliily apply changes to queved parameter value(s) and re-
Mode Options | iniiaize module.

AT Command Guard Times. Set required period of silence before and after the Command Sequen

ce
T Ar Sofimand | Characters ofthe AT Command Mode Sequence (GT+CC + GT). The period of silence | 2- 0x0CE [x 1 ms] ?{305&)
P is used to prevent nadvertent enlrance nio AT Command Mode.
AT Commang | Command Sequence Character. Set/Read the ASCIl characier value 0 be used 028
cc Ar Cofimand | between Guard Times ofthe AT Command Mode Sequence (GT+CC+GT). The AT | 0- 0xFF sy
P Command Mode Sequence enfers the RF module into AT Command Mode.
* Firmware version in which the command was first introduced (firmware versions are numbered in hexadecimal notation.)
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3.3. Command Descriptions

Command descriptions in this section are listed alphabetically. Command categories are desig-
nated within "< >" symbols that follow each command title. XBee/XBee-PRO RF Modules expect
parameter values in hexadecimal (designated by the "0x" prefix).

All modules operating within the same network should contain the same firmware version.

A1 (End Device Association) Command

<Networking {Association}> The A1 command is

P, AT Command: ATA1
used to set and read association options for an

End Device. Parameter Range: 0 - 0xOF [bitfield]
Use the table below to determine End Device Default Parameter Value: 0
behavior in relation to the A1 parameter. Related Commands: ID (PAN ID), NI (Node

Identifier), CH (Channel), CE (Coordinator
Enable), A2 (Coordinator Association)

Minimum Firmware Version Required: v1.x80

Bit number End Device Association Option

0 - Will only associate with Coordinator operating on PAN ID that matches Node Identifier
1 - May associate with Coordinator operating on any PAN ID

0 - Will only associate with Coordinator operating on Channel that matches CH setting

1 - May associate with Coordinator operating on any Channel

0-ReassignPaniD

1-ReassignChannel

0 - Device will not attempt Association

2- Autohssociate 1 - Device attempts Association unti success
Note: This bt is used only for Non-Beacon systems. End Devices in a Beaconing system must
always associate o a Coordinator

0-Pin Wake will not pol the Coordinator for pending (indirect) Data
1 - Pin Wake will send Poll Request to Coordinator to extract any pending data
4.7 [reserved]

3 - PollCoordOnPinWake

A2 (Coordinator Association) Command

<Networking {Association}> The A2 command is

. ; AT Command: ATA2
used to set and read association options of the

Coordinator. Parameter Range: 0 - 7 [bitfield]
Use the table below to determine Coordinator Default Parameter Value: 0
behavior in relation to the A2 parameter. Related Commands: ID (PAN ID), NI (Node

Identifier), CH (Channel), CE (Coordinator
Enable), A1 (End Device Association), AS
Active Scan), ED (Energy Scan)

Minimum Firmware Version Required: v1.x80

Bit number End Device Association Option

0 - Coordinator will not perform Active Scan to locate available PAN ID. It will operate on ID

(PAN D).

1 - Coordinator will perform Active Scan to determine an available ID (PAN ID). If a PAN ID
conflict is found, the ID parameter will change.

0 - Coordinator will not perform Energy Scan to determine free channel. It will operate on the
1-ReassignChannel channel determined by the CH parameter.

1 - Coordinator will perform Energy Scan to find a free channel, then operate on that channel.

0-ReassignPanid

0 - Coordinator will not allow any devices to associate to it
1 - Coordinator will alow devices to associate to it.
3-7 [reserved]

2- AllowAssociate

The binary equivalent of the default value (0x06) is 00000110. ‘Bit 0" is the last digit of the sequence.
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AC (Apply Changes) Command

<AT Command Mode Options> The AC command
is used to explicitly apply changes to module
parameter values. ‘Applying changes’ means that ~Minimum Firmware Version Required: v1.xAO
the module is re-initialized based on changes

made to its parameter values. Once changes are applied, the module immediately operates
according to the new parameter values.

AT Command: ATAC

This behavior is in contrast to issuing the WR (Write) command. The WR command saves parame-
ter values to non-volatile memory, but the module still operates according to previously saved val-
ues until the module is re-booted or the CN (Exit AT Command Mode) command is issued.

Refer to the “AT Command - Queue Parameter Value” APl type for more information.

AI ( iati ication) C

<Networking {Association}> The Al command is oo
used to indicate occurrences of errors during the

Jast association request. Parameter Range: 0 - 0x13 [read-only]
Related Commands: AS (Active Scan), ID (PAN
ID), CH (Channel), ED (Energy Scan), Al (End
Device Association), A2 (Coordinator
Association), CE (Coordinator Enable)

Use the table below to determine meaning of the
returned values.

Minimum Firmware Version Required: v1.x80

Returned Value (Hex)
000 Successful Completion - Coordinalor successiully started or End Device association complete
0101 Active Scan Timeout
002 Active Scan found no PANs
0103 Active Scan found PAN, but the Coordinator Allow Association bit s not set
0104 Active Scan found PAN, but Coordinator and End Device re not configured to support beacons
0105 Active Scan found PAN, but Coordinator ID (PAN ID) value does not match the 1D of the End Device
0106 Active Scan found PAN, but Coordinator CH (Channel) value does not match the CH of the End Device
007 Energy Scan Timeout
0x08 Coordinator start request falled
009 Coordinator could not start due to Invalid Parameter
0:0A Coordinalor Realignment s in progress
008 Association Request not sent
00C Association Request fimed out - no reply was received
00D Association Request had an Invalid Parameter
00E Association Request Channel Access Failure - Request was not transmitted - CCA faiure
0x0F Remote Coordinator did not send an ACK after Association Request was sent
10 Remote Coordinator did not reply to the Association Request, but an ACK was received
after sending the request
0xt [reserved]
ox12 Sync-Loss - Lost synchronization with a Beaconing Coordinator
0x13 Disassociated - No longer associated to Coordinator
0xFF RF Module is attempting to associate
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AP (API Enable) Command
<Serial Interfacing> The AP command is used to .
enable the RF module to operate using a frame- 1 command: ATAP
based API instead of using the default Transpar- ~ Parameter Range:0 - 2
ent (UART) mode. Parameter Configuration
o Disabled
(Transparent operation)
1 APl enabled
5 APl enabled

(with escaped characters)
Default Parameter Value:0

Minimum Firmware Version Required: v1.x80

Refer to the API Operation section when AP| operation is enabled (AP = 1 or 2).

AS (Active Scan) Command

<AT Command Mode Options> The AS command
is used to send a Beacon Request to a Broadcast
(OXFFFF) and Broadcast PAN (OxFFFF) on every Parameter Range: 0 - 6

channel. The parameter determines the amount Related Command: SD (Scan Duration), DL
of time the RF module will listen for Beacons on (Destination Low Address), DH (Destination

AT Command: ATAS

each channel. A ‘PanDescriptor’ is created and High Address), ID (PAN ID), CH (Channel)
returned for every Beacon received from the Minimum Firmware Version Required: v1.x80
scan. Each PanDescriptor contains the following

information:

CoordAddress (SH + SL parameters)<CR> (NOTE: If MY on the coordinator is set less than
OXFFFF, the MY value is displayed)
CoordPanID (ID parameter)<CR>
CoordAddrMode <CR>

0x02 = 16-bit Short Address

0x03 = 64-bit Long Address
Channel (CH parameter) <CR>
SecurityUse<CR>
ACLENtry<CR>
SecurityFailure<CR>
SuperFrameSpec<CR> (2 bytes):

bit 15 - Association Permitted (MSB)

bit 14 - PAN Coordinator

bit 13 - Reserved

bit 12 - Battery Life Extension

bits 8-11 - Final CAP Slot

bits 4-7 - Superframe Order

bits 0-3 - Beacon Order
GtsPermit<CR>
RSSI<CR> (- RSSI is returned as -dBm)
TimeStamp<CR> (3 bytes)
<CR> (A carriage return <CR> is sent at the end of the AS command.

The Active Scan is capable of returning up to 5 PanDescriptors in a scan. The actual scan time on
each channel is measured as Time = [(2 ~ (SD Parameter)) * 15.36] ms. Total scan time is this
time multiplied by the number of channels to be scanned (16 for the XBee, 12 for the XBee-PRO).

NOTE: Refer the scan table in the SD description to determine scan times. If using AP| Mode, no
<CR>’s are returned in the response. Refer to the API Mode Operation section.
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AV (ADC Voltage Reference) Command

<Serial Interfacing> The AV command is used to
set/read the ADC reference voltage switch. The
XBee-PRO has an ADC voltage reference switch
which allows the module to select between an on- Parameter
board voltage reference or to use the VREF pin on 3

the connector.

AT Command: ATAV

Parameter Range:0 - 1

Configuration
VREF Pin

Internal (on-board

! reference - VCC)

This command only applies to XBee-PRO RF Mod-
ules and will return error on an XBee RF Module. e o0

BD (Interface Data Rate) Command Minimum Firmware Version Required: v1.xA0

<Serial Interfacing> The BD command is used to
set and read the serial interface data rate used

between the RF module and host. This
determines the rate at which serial data is sent to

AT Command: ATBD

Range:0 - 7 rates)
0x80-0x1C200 (non-stndard rates)

the module from the host. Modified interface data Parameter Configuration (bps)
rates do not take effect until the CN (Exit AT Com- 0 1200
mand Mode) command is issued and the system 1 2400
returns the 'OK' response.

2 4800
When parameters 0-7 are sent to the module, the
respective interface data rates are used (as 3 9600
shown in the table on the right). 4 19200
The RF data rate is not affected by the BD param- 5 38400
eter. If the interface data rate is set higher than 6 57600
the RF data rate, a flow control configuration may 7 115200
need to be implemented.

Default Parameter Value:3
Non-standard Interface Data Rates:

Any value above 0x07 will be interpreted as an

actual baud rate. When a value above 0x07 is sent, the closest interface data rate represented by
the number is stored in the BD register. For example, a rate of 19200 bps can be set by sending
the following command line "ATBD4B00". NOTE: When using MaxStream’s X-CTU Software, non-
standard interface data rates can only be set and read using the X-CTU ‘Terminal’ tab. Non-stan-
dard rates are not accessible through the ‘Modem Configuration” tab.

When the BD command is sent with a non-standard interface data rate, the UART will adjust to
accommodate the requested interface rate. In most cases, the clock resolution will cause the
stored BD parameter to vary from the parameter that was sent (refer to the table below). Reading
the BD command (send "ATBD" command without an associated parameter value) will return the
value actually stored in the module’s BD register.

Parameters Sent Versus Parameters Stored

BD Parameter Sent (HEX) Interface Data Rate (bps) BD Parameter Stored (HEX)
0 1200 0
4 19,200 4
7 115,200 7
12C 300 128
1C200 115,200 18207

CA (CCA Threshold) Command

<RF Interfacing> CA command is used to set and

AT : ATCA
read CCA (Clear Channel Assessment) t Command c

Parameter Range: 0 - 0x50 [~dBm]

Prior to transmitting a packet, a CCA is performed
to detect energy on the transmit channel. If the
detected energy is above the CCA Threshold, the
RF module will not transmit the packet.

Default Parameter Value: 0x2C
(-44 decimal dBm)

Minimum Firmware Version Required: v1.x80
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cc (C c ) C

<AT Command Mode Options> The CC command
is used to set and read the ASCII character used
between guard times of the AT Command Mode
Sequence (GT + CC + GT). This sequence enters
the RF module into AT Command Mode so that
data entering the module from the host is recog-
nized as commands instead of payload.

AT Command: ATCC

Parameter Range: 0 - OXFF

Default Parameter Value: 0x2B (ASCII “+")
Related Command: GT (Guard Times)

The AT Command Sequence is explained further in the AT Command Mode section.

CE (Coordinator Enable) Command

<Serial Interfacing> The CE command is used to
set and read the behavior (End Device vs. Coordi-
nator) of the RF module.

AT Command: ATCE
Parameter Range:0 - 1

Parameter Configuration
0 End Device
1 Coordinator

Default Parameter Value:0

Minimum Firmware Version Required: v1.x80

CH (Channel) Command

<Networking {Addressing}> The CH command is
used to set/read the operating channel on which
RF connections are made between RF modules.
The channel is one of three addressing options

AT Command: ATCH

Parameter Range: 0x0B - Ox1A (XBee)
0x0C - 0x17 (XBee-PRO)

available to the module. The other options are the
PAN ID (ID command) and destination addresses
(DL & DH commands).

In order for modules to communicate with each

Default Parameter Value: 0x0C (12 decimal)

Related Commands: ID (PAN ID), DL
(Destination Address Low, DH (Destination
Address High)

other, the modules must share the same channel

number. Different channels can be used to prevent modules in one network from listening to trans-
missions of another. Adjacent channel rejection is 23 dB.

The module uses channel numbers of the 802.15.4 standard.

Center Frequency = 2.405 + (CH - 11d) * 5 MHz (d = decimal)

Refer to the XBee/XBee-PRO Addressing section for more information.

CN (Exit Command Mode) Command

<AT Command Mode Options> The CN command
is used to explicitly exit the RF module from AT
Command Mode.

AT Command: ATCN

CT (Command Mode Timeout) Command

<AT Command Mode Options> The CT command
is used to set and read the amount of inactive
time that elapses before the RF module automati-
cally exits from AT Command Mode and returns to
Idle Mode.

AT Command: ATCT
Parameter Range:2 - OxFFFF

[x 100 milliseconds]
Default Parameter Value: 0x64 (100 decimal
(which equals 10 decimal seconds))

Use the CN (Exit Command Mode) command to
exit AT Command Mode manually.

Number of bytes returned: 2
Related Command: CN (Exit Command Mode)
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DO - D4 (DIOn Configuration) Commands

<1/0 Settings> The DO, D1, D2, D3 and D4 com-
mands are used to select/read the behavior of
their respective AD/DIO lines (pins 20, 19, 18, 17

AT Commands:
ATDO, ATD1, ATD2, ATD3, ATD4

and 11 respectively). Parameter Range:0 - 5
Options include: Parameter Configuration
« Analog-to-digital converter o Disabled
« Digital input 1 n/a
« Digital output 2 ADC
3 DI
4 DO low
5 DO high

Default Parameter Value:0
Minimum Firmware Version Required: 1.x.AQ
D5 (DIOS5 Configuration) Command

<1/0 Settings> The D5 command is used to

select/read the behavior of the DIOS line (pin 15). A1 command: ATDS

Parameter Range:0 - 5

Options include:

Parameter Configuration
* Associated Indicator (LED blinks when the .
module is associated) 0 Disabled

« Analog-to-digital converter 1 Associated Indicator
« Digital input 2 ADC
« Digital output 3 DI

4 DO low

5 DO high

Default Parameter Value:1

Parameters 2-5 supported as of firmware
version 1.xA0

D6 (DIO6 Configuration) Command

<1/0 Settings> The D6 command is used to

select/read the behavior of the DIO6 line (pin 16). A1 Command: ATD6

Options include: Parameter Range:0 - 5

« RTS flow control Parameter Configuration
* Analog-to-digital converter [ Disabled
« Digital input 1 RTS Flow Control
« Digital output 2 n/a

3 DI

4 DO low

5 DO high

Default Parameter Value:0

Parameters 3-5 supported as of firmware
version 1.xA0
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D7 (DIO7 Configuration) Command
<1/0 Settings> The D7 command is used to ATC & ATD?
select/read the behavior of the DIO? line (pin 12). ommand:
Options include: Parameter Range:0 - 5
+ CTS flow control Parameter Configuration
* Analog-to-digital converter 0 Disabled
« Digital input 1 CTS Flow Control
« Digital output 2 n/a
3 DI
4 DO low
5 DO high

Default Parameter Value:1

Parameters 3-5 supported as of firmware
version 1.x.AQ

D8 (DI8 Configuration) Command

<I/O Settings> The D8 command is used to

select/read the behavior of the DI8 line (pin 9). AT Command: ATD8

This command enables configuring the pin to Parameter Range:0 - 5

function as a digital input. This line is also used (1,2,4&5n/a)

with Pin Sleep. Parameter Configuration
[ Disabled
3 DI

Default Parameter Value:0

Minimum Firmware Version Required: 1.xAO
DA (Force Disassociation) Command

<(Special)> The DA command is used to immedi-
ately disassociate an End Device from a Coordi-
nator and reattempt to associate. Minimum Firmware Version Required: v1.x80

AT Command: ATDA

DB (Received Signal Strength) Command

<Diagnostics> DB parameter is used to read the AT Command: ATDB

received signal strength (in dBm) of the last RF Parameter Range [read-only]:

packet received. Reported values are accurate 0x17-0x5C (XBee), 0x24-0x64 (XBee-PRO)
between -40 dBm and the RF module's receiver
sensitivity.

Absolute values are reported. For example: 0x58 = -88 dBm (decimal). If no packets have been
received (since last reset, power cycle or sleep event), “0” will be reported.

DH (Destination Address High) Command

<Networking {Addressing}> The DH command is
used to set and read the upper 32 bits of the RF
module's 64-bit destination address. When com- _Parameter Range: 0 - OXFFFFFFFF

AT Command: ATDH

bined with the DL (Destination Address Low) Default Parameter Value: 0

parameter, it defines the destination address used elated Commands: DL (Destination Address
for transmission. Low), CH (Channel), ID (PAN VID), MY (Source
An module will only communicate with other Address)

modules having the same channel (CH parame-
ter), PAN ID (ID parameter) and destination address

(DH + DL parameters).

To transmit using a 16-bit address, set the DH parameter to zero and the DL parameter less than
OXFFFF. 0x000000000000FFFF (DL concatenated to DH) is the broadcast address for the PAN.

Refer to the XBee/XBee-PRO Addressing section for more information.
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DL (Destination Address Low) Command

<Networking {Addressing}> The DL command is

used to set and read the lower 32 bits of the RF AT Command: ATDL

module's 64-bit destination address. When com- _Parameter Range: 0 - OxFFFFFFFF
bined with the DH (Destination Address High) Default Parameter Value: 0
parameter, it defines the destination address Used pelated Commands: DH (Destination Address

for transmission. High), CH (Channel), ID (PAN VID), MY (Source
A module will only communicate with other mod- ~ Address)

ules having the same channel (CH parameter),

PAN ID (ID parameter) and destination address (DH + DL parameters).

To transmit using a 16-bit address, set the DH parameter to zero and the DL parameter less than
0xFFFF. 0x000000000000FFFF (DL concatenated to DH) is the broadcast address for the PAN.

Refer to the XBee/XBee-PRO Addressing section for more information.

DN (Destination Node) Command

<Networking {Identification}> The DN command .
is used to resolve a NI (Node Identifier) string to 1 Command: ATON
a physical address. The following events occur ~Parameter Range: 20~character ASCI String
upon successful command execution: Minimum Firmware Version Required: v1.x80
1. DL and DH are set to the address of the
module with the matching NI (Node Identifier).
2.'0OK'is returned.
3. RF module automatically exits AT Command Mode.

If there is no response from a modem within 200 msec or a parameter is not specified (left blank),
the command is terminated and an ‘ERROR’ message is returned.

DP (Disassociation Cyclic Sleep Period) Command

<Sleep Mode (Low Power)> AT Command: ATDP

NonBeacon Firmware Parameter Range: 1 - 0x68B0

End Device - The DP command is used to set and [x 10 milliseconds]
read the time period of sleep for cyclic sleeping Default Parameter Value:0x3E8
remotes that are configured for Association but (1000 decimal)

are not associated to a Coordinator. (i.e. If a
device is configured to associate, configured as a
Cyclic Sleep remote, but does not find a Coordi-
nator; it will sleep for DP time before reattempt-
ing association.) Maximum sleep period is 268
seconds (0x68B0). DP should be > 0 for NonBeacon systems.

Related Commands: SM (Sleep Mode), SP
(Cyclic Sleep Period), ST (Time before Sleep)

Minimum Firmware Version Required: v1.x80

EA (ACK Failures) Command

<Diagnostics> The EA command is used to reset
and read the count of ACK (acknowledgement)
failures. This parameter value increments when Parameter Range:0 - OxFFFF

the module expires its transmission retries with- Minimum Firmware Version Required: v1.x80
out receiving an ACK on a packet transmission.

This count saturates at its maximum value.

AT Command: ATEA

Set the parameter to “0” to reset count.
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EC (CCA Failures) Command

<Diagnostics> The EC command is used to read
and reset the count of CCA (Clear Channel
Assessment) failures. This parameter value incre- ~Parameter Range:0 - OxFFFF

ments when the RF module does not transmit a Related Command: CA (CCA Threshold)
packet due to the detection of energy that is
above the CCA threshold level (set with CA com-
mand). This count saturates at its maximum
value.

AT Command: ATEC

Minimum Firmware Version Required: v1.x80

Set the EC parameter to “0” to reset count.

ED (Energy Scan) Command

<Networking {Association}> The ED command is
used to send an “Energy Detect Scan”. This
parameter determines the length of scan on each
channel. The maximal energy on each channel is
returned and each value is followed by a carriage
return. An additional carriage return is sent at the
end of the command.

AT Command: ATED

Parameter Range:0 - 6

Related Command: SD (Scan Duration), SC
(Scan Channel)

Minimum Firmware Version Required: v1.x80

The values returned represent the detected energy level in units of -dBm. The actual scan time on
each channel is measured as Time = [(2 ~ ED PARAM) * 15.36] ms.

Note: Total scan time is this time multiplied by the number of channels to be scanned. Also refer to
the SD (Scan Duration) table. Use the SC (Scan Channel) command to choose which channels to scan.

EE (AES Encryption Enable) Command

<Networking {Security}> The EE command is

used to set/read the parameter that disables/ AT Command: ATEE

enables 128-bit AES encryption. Parameter Range:0 - 1

The XBee/XBee-PRO firmware uses the 802.15.4 Parameter Configuration
Default Security protocol and uses AES encryption 0 Disabled
with a 128-bit key. AES encryption dictates that 1 Enabled

all modules in the network use the same key and

the maximum RF packet size is 95 Bytes. Default Parameter Value:0

o X Related Commands: KY (Encryption Key), AP
When encryption is enabled, the module will (API Enable), MM (MAC Mode)

always use its 64-bit long address as the source
address for RF packets. This does not affect how
the MY (Source Address), DH (Destination
Address High) and DL (Destination Address Low) parameters work

If MM (MAC Mode) > 0 and AP (API Enable) parameter > 0:

With encryption enabled and a 16-bit short address set, receiving modules will only be able to
issue RX (Receive) 64-bit indicators. This is not an issue when MM = 0.

Minimum Firmware Version Required: v1.xAO

If a module with a non-matching key detects RF data, but has an incorrect key: When encryption is
enabled, non-encrypted RF packets received will be rejected and will not be sent out the UART.

Transparent Operation --> All RF packets are sent encrypted if the key is set.

API Operation --> Receive frames use an option bit to indicate that the packet was encrypted.

FP (Force Poll) Command

<Networking (Association)> The FP command is o0 cep
used to request indirect messages being held by
a Coordinator. Minimum Firmware Version Required: v1.x80
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FR (Software Reset) Command

<Special> The FR command is used to force a
software reset on the RF module. The reset simu-
lates powering off and then on again the module.

GT (Guard Times) Command

AT Command: ATFR

Minimum Firmware Version Required: v1.x80

<AT Command Mode Options> GT Command is
used to set the DI (data in from host) time-of-
silence that surrounds the AT command sequence
character (CC Command) of the AT Command
Mode sequence (GT + CC + GT).

The DI time-of-silence is used to prevent inad-
vertent entrance into AT Command Mode.

Refer to the Command Mode section for more

AT Command: ATGT
Parameter Range:2 - OXOCE4
[x 1 millisecond]
Default Parameter Value:0x3E8
(1000 decimal)
Related Command: CC (Command Sequence
Character)

information regarding the AT Command Mode Sequence.

HV (Hardware Version) Command

<Diagnostics> The HV command is used to read
the hardware version of the RF module.

IA (I/0 Input Address) Command

AT Command: ATHV
Parameter Range:0 - OxFFFF [Read-only]

Minimum Firmware Version Required: v1.x80

<1/0 Settings {1/0 Line Passing}> The IA com-
mand is used to bind a module output to a spe-
cific address. Outputs will only change if received
from this address. The IA command can be used
to set/read both 16 and 64-bit addresses.
Setting all bytes to OxFF will not allow the recep-
tion of any I/0 packet to change outputs. Setting
the IA address to OxFFFF will cause the module to
accept all I/0 packets.

IC (DIO Change Detect) Command

AT Command: ATIA
Parameter Range:0 - OXFFFFFFFFFFFFFFFF

Default Para alue
(will not allow any received |/O packet to
change outputs)

Minimum Firmware Version Required: v1.xAQ

<1I/0 Settings> Set/Read bitfield values for
change detect monitoring. Each bit enables moni-
toring of DIOO - DIO7 for changes.

If detected, data is transmitted with DIO data
only. Any samples queued waiting for transmis-
sion will be sent first.

AT Command: ATIC
Parameter Range:0 - OXFF [bitfield]
Default Parameter Value:0 (disabled)

Minimum Firmware Version Required: 1.xA0

Refer to the "ADC and Digital I/O Line Support” sections of the "RF Module Operations” chapter for

more information.

ID (Pan ID) Command

<Networking {Addressing}> The ID command is
used to set and read the PAN (Personal Area Net-
work) ID of the RF module. Only modules with
matching PAN IDs can communicate with each
other. Unigue PAN IDs enable control of which RF
packets are received by a module.

AT Command: ATID
Parameter Range: 0 - OxFFFF

Default Parameter Value:0x3332
(13106 decimal)

Setting the ID parameter to OxFFFF indicates a global transmission for all PANs. It does not indi-

cate a global receive.
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10 (Digital Output Level) Command

<I/O Settings> The 10 command is used to set
digital output levels. This allows DIO lines setup
as outputs to be changed through Command
Mode.

IR (Sample Rate) Command

AT Command: ATIO

Parameter Range: 8-bit bitmap
(where each bit represents the level of an 1/0
line that is setup as an output.)

Minimum Firmware Version Required: v1.xAO

<I/0 Settings> The IR command is used to set/
read the sample rate. When set, the module will
sample all enabled DIO/ADC lines at a specified
interval. This command allows periodic reads of
the ADC and DIO lines in a non-Sleep Mode
setup.

Example: When IR = 0x0A, the sample rate is 10
ms (or 100 Hz).

1S (Force Sample) Command

AT Command: ATIR

Parameter Range: 0 - OXFFFF [x 1 msec]
(cannot guarantee 1 ms timing when IT=1)

Default Parameter Value:0
Related Command: IT (Samples before TX)

Minimum Firmware Version Required: v1.xAQ

<1/0 Settings> The IS command is used to force
a read of all enabled DIO/ADC lines. The data is
returned through the UART.

When operating in Transparent Mode (AP=0), the
data is retuned in the following format:

AT Command: ATIS
Parameter Range: 1 - OxFF

Default Parameter Value:1

Minimum Firmware Version Required: v1.xAO

All bytes are converted to ASCII:
number of samples<CR>
channel mask<CR>
DIO data<CR> (If DIO lines are enabled<CR>

ADC channel Data<cr> <-This will repeat for every enabled ADC channel<CR>

<CR> (end of data noted by extra <CR>)

When operating in AP mode (AP > 0), the command will immediately return an ‘OK’ response.
The data will follow in the normal API format for DIO data.

IT (Samples before TX) Command

<1/0 Settings> The IT command is used to set/
read the number of DIO and ADC samples to col-
lect before transmitting data.

One ADC sample is considered complete when all
enabled ADC channels have been read. The mod-
ule can buffer up to 93 Bytes of sample data.

AT Command: ATIT

Parameter Range: 1 - OxFF

Default Parameter Value:1

Minimum Firmware Version Required: v1.xAQ

Since the module uses a 10-bit A/D converter, each sample uses two Bytes. This leads to a maxi-

mum buffer size of 46 samples or IT=0x2E.

When Sleep Modes are enabled and IR (Sample Rate) is set, the module will remain awake until IT

samples have been collected.
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IU (I/0 Output Enable) Command

<I/O Settings> The IU command is used to dis-
able/enable 1/0 UART output. When enabled (IU
= 1), received I/0 line data packets are sent out

the UART. The data is sent using an API frame
regardless of the current AP parameter value.

KY (AES Encryption Key) Command

AT Command: ATIU
Parameter Range:0 - 1
Parameter Configuration
Disabled -
Received I/0 line data
packets will NOT sent
out UART.
Enabled -
1 Received 1/0 line data
will be sent out UART

Default Parameter Value:1

Minimum Firmware Version Required: 1.xAQ

<Networking {Security}> The KY command is

used to set the 128-bit AES (Advanced Encryption

Standard) key for encrypting/decrypting data.

Once set, the key cannot be read out of the mod-

ule by any means.
The entire payload of the packet is encrypted

using the key and the CRC is computed across the

AT Command: ATKY
Parameter Range:0 - (any 16-Byte value)
Default Parameter Value:0

Related Command: EE (Encryption Enable)

Minimum Firmware Version Required: v1.xAQ

ciphertext. When encryption is enabled, each packet carries an additional 16 Bytes to convey the
random CBC Initialization Vector (IV) to the receiver(s). The KY value may be “0” or any 128-bit
value. Any other value, including entering KY by itself with no parameters, is invalid. All ATKY
entries (valid or not) are received with a returned 'OK'.

A module with the wrong key (or no key) will receive encrypted data, but the data driven out the
serial port will be meaningless. A module with a key and encryption enabled will receive data sent
from a module without a key and the correct unencrypted data output will be sent out the serial
port. Because CBC mode is utilized, repetitive data appears differently in different transmissions

due to the randomly-generated IV.

When queried, the system will return an ‘OK’ message and the value of the key will not be

returned.

MO (PWMO Output Level) Command

<1/0 Settings> The MO command is used to set/

read the output level of the PWMO line (pin 6).
Before setting the line as an output:

1. Enable PWMO output (PO = 2)

2. Apply settings (use CN or AC)

The PWM period is 64 psec and there are 0x03FF
(1023 decimal) steps within this period. When MO

= 0 (0% PWM), OXO1FF (50% PWM), Ox03FF
(100% PWM), etc.

M1 (PWM1 Output Level) Command

AT Command: ATMO
Parameter Range:0 - OxO3FF [steps]
Default Parameter Value:0

Related Commands: PO (PWMO Enable), AC
(Apply Changes), CN (Exit Command Mode)

Minimum Firmware Version Required: v1.xAQ

daxStream
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<I/0 Settings> The M1 command is used to set/

read the output level of the PWM1 line (pin 7).

Before setting the line as an output:
1. Enable PWM1 output (P1 = 2)
2. Apply settings (use CN or AC)
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AT Command: ATM1
Parameter Range:0 - Ox03FF
Default Parameter Value:0

Related Commands: P1 (PWM1 Enable), AC
(Apply Changes), CN (Exit Command Mode)

Minimum Firmware Version Required: v1.xAO
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MM (MAC Mode) Command

<Networking {Addressing}> The MM command is

used to set and read the MAC Mode value. The

MM command disables/enables the use of a Max-

Stream header contained in the 802.15.4 RF

packet. By default (MM = 0), MaxStream Mode is
enabled and the module adds an extra header to

the data portion of the 802.15.4 packet. This
enables the following features:

+ ND and DN command support

« Duplicate packet detection when using ACKs
The MM command allows users to turn off the use

of the extra header. Modes 1 and 2 are strict

802.15.4 modes. If the MaxStream header is dis-
abled, ND and DN parameters are also disabled.

Note: When MM > 0, application and CCA failure

retries are not supported.

MY (16-bit Source Address) Command

AT Command: ATMM
Parameter Range:0 - 2

Parameter Configuration
MaxStream Mode
0 (802.15.4 + MaxStream
header)
1 802.15.4 (no ACKs)
2 802.15.4 (with ACKs)

Default Parameter Value:0

Related Commands: ND (Node Discover), DN
(Destination Node)

Minimum Firmware Version Required: v1.x80

<Networking {Addressing}> The MY command is
used to set and read the 16-bit source address of

the RF module.

By setting MY to OxFFFF, the reception of RF pack-
ets having a 16-bit address is disabled. The 64-bit

address is the module’s serial number and is
always enabled.

NB (Parity) Command

AT Command: ATMY

Parameter Range: 0 - OXFFFF
Default Parameter Value: 0

Related Commands: DH (Destination Address
High), DL (Destination Address Low), CH
(Channel), ID (PAN ID)

laxStream

<Serial Interfacing> The NB command is used to
select/read the parity settings of the RF module

for UART communications.

© 2007 MaxStream, Inc.

AT Command: ATNB
Parameter Range: 0 - 4

Parameter Configuration
o 8-bit (no parity or
7-bit (any parity)
1 8-bit even
2 8-bit odd
3 8-bit mark
4 8-bit space

Default Parameter Value: 0
Number of bytes returned: 1
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ND (Node Discover) Command

<Networking {Identification}> The ND command

AT Command: ATND
is used to discover and report all modules on its Co d

current operating channel (CH ) and Range: optional 20-character NI value

PAN ID (ID parameter). ND also accepts an NI Related Commands: CH (Channel), ID (Pan ID),
(Node Identifier) value as a parameter. In this MY (Source Address), SH (Serial Number High),
case, only a module matching the supplied identi- SL (Serial Number Low), NI (Node Identifier),
fier will respond. NT (Node Discover Time)

ND uses a 64-bit long address when sending and Minimum Firmware Version Required: v1.x80

responding to an ND request. The ND command
causes a module to transmit a globally addressed ND command packet. The amount of time
allowed for responses is determined by the NT (Node Discover Time) parameter.

In AT Command mode, command completion is designated by a carriage return (0x0D). Since two
carriage returns end a command response, the application will receive three carriage returns at
the end of the command. If no responses are received, the application should only receive one
carriage return. When in API mode, the application should receive a frame (with no data) and sta-
tus (set to ‘OK’) at the end of the command. When the ND command packet is received, the
remote sets up a random time delay (up to 2.2 sec) before replying as follows:

Node Discover Response (AT command mode format - Transparent operation):
MY (Source Address) value<CR>
SH (Serial Number High) value<CR>
SL (Serial Number Low) value<CR>
DB (Received Signal Strength) value<CR>
NI (Node Identifier) value<CR>
<CR> (This is part of the response and not the end of command indicator.)

Node Discover Response (API format - data is binary (except for NI)):
2 bytes for MY (Source Address) value
4 bytes for SH (Serial Number High) value
4 bytes for SL (Serial Number Low) value
1 byte for DB (Received Signal Strength) value
NULL-terminated string for NI (Node Identifier) value (max 20 bytes w/out NULL terminator)

NI (Node Identifier) Command

<Networking {Identification}> The NI command
is used to set and read a string for identifying a

particular node. Parameter Range: 20-character ASCII string

Related Commands: ND (Node Discover), DN
(Destination Node)

AT Command: ATNI

Rules:
« Register only accepts printable ASCII data.
« A string can not start with a space.
« A carriage return ends command
* Command will automatically end when maximum bytes for the string have been entered.

This string is returned as part of the ND (Node Discover) command. This identifier is also used
with the DN (Destination Node) command.

Minimum Firmware Version Required: v1.x80

NT (Node Discover Time) Command

<Networking {Identification}> The NT command
is used to set the amount of time a base node will
wait for responses from other nodes when using ~ Parameter Range: 0x01 - OxFC
the ND (Node Discover) command. The NT value [x 100 msec]
is transmitted with the ND command. Default: 0x19 (2.5 decimal seconds)

AT Command: ATNT

Remote nodes will set up a random hold-off time ~ Related Commands: ND (Node Discover)
based on this time. The remotes will adjust this Minimum Firmware Version Required: 1.xAQ
time down by 250 ms to give each node the abil-

ity to respond before the base ends the command. Once the ND command has ended, any
response received on the base would be discarded.
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PO (PWMO Configuration) Command

<1/0 Setting {1/O Line Passing}> The PO com-
mand is used to select/read the function for
PWMO (Pulse Width Modulation output 0). This
command enables the option of translating
incoming data to a PWM so that the output can be

AT Command: ATPO
The second character in the command is the
number zero (“0"), not the letter “O".

Parameter Range: 0 - 2

translated back into analog form. Parameter Configuration
With the IA (I/0 Input Address) parameter cor- 0 Disabled
rectly set, ADO values can automatically be 1 RSSI
passed to PWMO. 2 PWMO Output

Default Parameter Value: 1

P1 (PWM1 Configuration) Command

<1/0 Setting {1/0 Line Passing}> The P1 com-

mand is used to select/read the function for AT Command: ATP1

PWM1 (Pulse Width Modulation output 1). This Parameter Range: 0 - 2

command enables the option of translating Parameter Configuration
incoming data to a PWM so that the output can be o Disabled
translated back into analog form. 1 RSS!
With the IA (1/O Input Address) parameter cor- 5 PWNT Output

rectly set, AD1 values can automatically be
passed to PWM1. Default Parameter Value: 0

Minimum Firmware Version Required: v1.xAO

PL (Power Level) Command

<RF Interfacing> The PL command is used to

AT d: ATPL
select and read the power level at which the RF Comman

module transmits conducted power. Parameter Range: 0 - 4

WHEN OPERATING IN EUROPE: Parameter XBee XBee-PRO

XBee-PRO RF Modules must be configured to 0 -10 dBm 10 dBm

operate at a maximum transmit power output 7 ~6 dBm 12 dBm

\(elxseldt;f;)o dBm. The PL parameter must equal "0 2 4 dBm 14 dBm
o i . 3 -2 dBm 16 dBm

Additionally, European regulations stipulate an

EIRP power maximum of 12.86 dBm (19 mW) for 4 0 dBm 18 dBm

the XBee-PRO and 12.11 dBm for the XBee when Default Parameter Value: 4

integrating high-gain antennas.

WHEN OPERATING IN JAPAN:

XBee-PRO RF Modules optimized for use in Japan contain firmware that limits transmit power out-
put to 10 dBm. If PL=4 (default), the maximum power output level is 10 dBm. For a list of module
part numbers approved for use in Japan, contact MaxStream [call 1-801-765-9885 or send e-mail
to sales@maxstream.net].

laxStream. © 2007 MaxStream, Inc. 48



XBee/XBee-PRO™ OEM RF Modules - 802.15.4 - v1.xAx [2007.05.031] Chapter 3 - RF Module Configuration

PR (Pull-up Resistor Enable) Command

<Serial Interfacing> The PR command is used to

AT : ATPR
set and read the bit field that is used to configure Command

internal the pull-up resistor status for 1/0 lines. Parameter Range: 0 - OxFF
“1” specifies the pull-up resistor is enabled. “0” Default Parameter Value: OxFF
specifies no pull up. (ll pull-up resistors are enabled)
bit 0 - AD4/DI04 (pin 11) Minimum Firmware Version Required: v1.x80

bit 1 - AD3/DIO3 (pin 17)

bit 2 - AD2/DIO2 (pin 18)

bit 3 - AD1/DIO1 (pin 19)

bit 4 - ADO/DIOO (pin 20)

bit 5 - AD6/DIO6 (pin 16)

bit 6 - DI8 (pin 9)

bit 7 - DIN/CONFIG (pin 3)
For example: Sending the command “ATPR 6F” will turn bits 0, 1, 2, 3, 5 and 6 ON; and bits 4 & 7
will be turned OFF. (The binary equivalent of "0x6F” is "01101111". Note that 'bit 0" is the last digit
in the bitfield.

PT (PWM Output Timeout) Command

<1/0 Settings {1/O Line Passing}> The PT com- e 0o
mand is used to set/read the output timeout
value for both PWM outputs. Parameter Range: 0 - OXFF [x 100 msec]

When PWM is set to a non-zero value: Due to /0 Default Parameter Value: OxFF

line passing, a time is started which when expired ~ Minimum Firmware Version Required: 1.xAO
will set the PWM output to zero. The timer is reset
when a valid I/O packet is received.

RE (Restore Defaults) Command

<(Special)> The RE command is used to restore
all configurable parameters to their factory
default settings. The RE command does not write
restored values to non-volatile (persistent) memory. Issue the WR (Write) command subsequent
to issuing the RE command to save restored parameter values to non-volatile memory.

AT Command: ATRE

RN (Random Delay Slots) Command

<Networking & Security> The RN command is
used to set and read the minimum value of the
back-off exponent in the CSMA-CA algorithm. The ~ Parameter Range: 0 - 3 [exponent]
CSMA-CA algorithm was engineered for collision Default Parameter Value: 0
avoidance (random delays are inserted to prevent

data loss caused by data collisions).

AT Command: ATRN

If RN = 0, collision avoidance is disabled during the first iteration of the algorithm (802.15.4 -
macMinBE).

CSMA-CA stands for "Carrier Sense Multiple Access - Collision Avoidance". Unlike CSMA-CD (reacts
to network transmissions after collisions have been detected), CSMA-CA acts to prevent data colli-
sions before they occur. As soon as a module receives a packet that is to be transmitted, it checks
if the channel is clear (no other module is transmitting). If the channel is clear, the packet is sent
over-the-air. If the channel is not clear, the module waits for a randomly selected period of time,

then checks again to see if the channel is clear. After a time, the process ends and the data is lost.
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RO ( ization Timeout) C

<Serial Interfacing> RO command is used to set
and read the number of character times of inter-

character delay required before transmission. Parameter Range:0 - OXFF
[x character times]

AT Command: ATRO

RF transmission commences when data is
detected in the DI (data in from host) buffer and
RO character times of silence are detected on the
UART receive lines (after receiving at least 1 byte).

Default Parameter Value: 3

RF transmission will also commence after 100 Bytes (maximum packet size) are received in the DI
buffer.

Set the RO parameter to '0' to transmit characters as they arrive instead of buffering them into
one RF packet.

RP (RSSI PWM Timer) Command

<1/0 Settings {1/O Line Passing}> The RP com~

AT d: ATRP
mand is used to enable PWM (Pulse Width Modu- Comman

lation) output on the RF module. The output is Parameter Range:0 - OxFF
calibrated to show the level a received RF signal is [x 100 msec]
above the sensitivity level of the module. The Default Parameter Value: 0x28 (40 decimal)

PWM pulses vary from 24 to 100%. Zero percent
means PWM output is inactive. One to 24% per-

cent means the received RF signal is at or below the published sensitivity level of the module. The
following table shows levels above sensitivity and PWM values.

The total period of the PWM output is 64 ps. Because there are 445 steps in the PWM output, the
minimum step size is 144 ns.

PWM Percentages

PWM percentage

CBjaboveiSsnstiii (high period / total period)

10 41%
20 58%
30 75%

A non-zero value defines the time that the PWM output will be active with the RSSI value of the
last received RF packet. After the set time when no RF packets are received, the PWM output will
be set low (0 percent PWM) until another RF packet is received. The PWM output will also be set
low at power-up until the first RF packet is received. A parameter value of OxFF permanently
enables the PWM output and it will always reflect the value of the last received RF packet.

RR (XBee Retries) Command

<Networking {Addressing}> The RR command is
used set/read the maximum number of retries
the module will execute in addition to the 3 Parameter Range: 0 - 6
retries provided by the 802.15.4 MAC. For each Default: 0

XBee retry, the 802.15.4 MAC can execute up to 3
retries.

AT Command: ATRR

Minimum Firmware Version Required: 1.xA0

This values does not need to be set on all modules for retries to work. If retries are enabled, the
transmitting module will set a bit in the Maxstream RF Packet header which requests the receiving
module to send an ACK (acknowledgement). If the transmitting module does not receive an ACK
within 200 msec, it will re-send the packet within a random period up to 48 msec. Each XBee retry
can potentially result in the MAC sending the packet 4 times (1 try plus 3 retries). Note that retries
are not attempted for packets that are purged when transmitting with a Cyclic Sleep Coordinator.
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SC (Scan Channels) Command

<Networking {Association}> The SC command is
used to set and read the list of channels to scan
for all Active and Energy Scans as a bit field.

AT Command: ATSC

Parameter Range: 0 - OxFFFF [Bitfield]
(bits 0, 14, 15 are not allowed when using the
XBee-PRO)

Default Parameter Value: 0x1FFE (all XBee~
PRO channels)

This affects scans initiated in command mode [AS
(Active Scan) and ED (Energy Scan) commands]
and during End Device Association and Coordina-

tor startup.
Related Commands: ED (Energy Scan), SD
(Scan Duration)
Minimum Firmware Version Required: v1.x80
bit 0 - 0xOB  bit 4 - 0XOF bit 8 - 0x13
bit 12 - 0x17
bit 1 - 0x0C  bit 5 - 0x10 bit 9 - 0x14 bit 13 - Ox18
bit 2 - 00D bit 6 - 0x11 bit 10 - 0x15 bit 14 - 0x19
bit 3 - OXOE  bit 7 - 0x12 bit 11 - 0x16 bit 15 - Ox1A

SD (Scan Duration) Command

<Networking {Association}> The SD command is
used to set and read the exponent value that
determines the duration (in time) of a scan.

AT Command: ATSD
Parameter Range: 0 - OxOF
Default Parameter Value: 4

Related Commands: ED (Energy Scan), SC
(Scan Channel)

End Device (Duration of Active Scan during
Association) - In a Beacon system, set SD = BE of
the Coordinator. SD must be set at least to the
highest BE parameter of any Beaconing Coordina-
tor with which an End Device or Coordinator wish
to discover.

Minimum Firmware Version Required: v1.x80

Coordinator - If the ‘ReassignPANID’ option is set on the Coordinator [refer to A2 parameter], the
SD parameter determines the length of time the Coordinator will scan channels to locate existing
PANs. If the ‘ReassignChannel’ option is set, SD determines how long the Coordinator will perform
an Energy Scan to determine which channel it will operate on.

Scan Time is measured as ((# of Channels to Scan) * (2 ~ SD) * 15.36ms). The number of chan-
nels to scan is set by the SC command. The XBee RF Module can scan up to 16 channels (SC =

OxFFFF). The XBee PRO RF Module can scan up to 12 channels (SC = 0x1FFE).
Examples: Values below show results for a 12-channel scan

IfSD =0, time = 0.18 sec
SD =2, time =0.74 sec
SD =4, time = 2.95 sec
SD =6, time = 11.80 sec

SD =8, time = 47.19 sec
SD =10, time = 3.15 min
SD = 12, time = 12.58 min
SD = 14, time = 50.33 min

SH (Serial Number High) Command

<Diagnostics> The SH command is used to read
the high 32 bits of the RF module's unique IEEE
64-bit address.

The module serial number is set at the factory
and is read-only.

SL (Serial Number Low) Command

AT Command: ATSH
Parameter Range: 0 - OXFFFFFFFF [read-only]

Related Commands: SL (Serial Number Low),
MY (Source Address)

XBee/XBee-PRO™ OEM RF Modules - 802.15.4
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<Diagnostics> The SL command is used to read
the low 32 bits of the RF module's unique IEEE
64-bit address.

The module serial number is set at the factory
and is read-only.

© 2007 MaxStream, Inc
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AT Command: ATSL
Parameter Range: 0 - OxFFFFFFFF [read-only]

Related Commands: SH (Serial Number High),
MY (Source Address)

Chapter 3 - RF Mod!
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SM (Sleep Mode) Command

SP (Cyclic Sleep Period) Ct

<Sleep Mode (Low Power)> The SM command is
used to set and read Sleep Mode settings. By
default, Sleep Modes are disabled (SM = 0) and
the RF module remains in Idle/Receive Mode.
When in this state, the module is constantly
ready to respond to either serial or RF activity.

SM command options vary according to the net-
working system type. By default, the module is
configured to operate in a NonBeacon system.

* The Sleep Coordinator option (SM=6) only
exists for backwards compatibility with firmware
version 1.x06 only. In all other cases, use the CE
command to enable a Coordinator.

AT Command: ATSM
Parameter Range: 0 - 6

Parameter Configuration
0 Disabled
1 Pin Hibernate
2 Pin Doze
3 (reserved)
4 Cyclic Sleep Remote
s Cyclic Sleep Remote
(with Pin Wake-up)
6 Sleep Coordinator*

Default Parameter Value: 0

Related Commands: SP (Cyclic Sleep Period),
ST (Time before Sleep)

<Sleep Mode (Low Power)> The SP command is

used to set and read the duration of time in which
a remote RF module sleeps. After the cyclic sleep
period is over, the module wakes and checks for

data. If data is not present, the module goes back
to sleep. The maximum sleep period is 268 sec-

onds (SP = 0x68BO0).

The SP parameter is only valid if the module is
configured to operate in Cyclic Sleep (SM = 4-6).
Coordinator and End Device SP values should
always be equal.

To send Direct Messages, set SP = 0.

NonBeacon Firmware

AT Command: ATSP

Parameter
Range:
Default
Parameter
Value:

NonBeacon Firmware:
1 - 0x68BO0 [x 10 milliseconds]

NonBeacon Firmware: 0

Related Commands: SM (Sleep Mode), ST
(Time before Sleep), DP (Disassociation Cyclic
Sleep Period, BE (Beacon Order)

End Device - SP determines the sleep period for cyclic sleeping remotes. Maximum sleep period is

268 seconds (0x68B0).

Coordinator - If non-zero, SP determines the time to hold an indirect message before discarding it.
A Coordinator will discard indirect messages after a period of (2.5 * SP).

ST (Time before Sleep) Command

laxStream

<Sleep Mode (Low Power)> The ST command is

used to set and read the period of inactivity (no

serial or RF data is sent or received) before acti-
vating Sleep Mode.

NonBeacon Firmware

Set/Read time period of inactivity (no serial or RF
data is sent or received) before activating Sleep

Mode. ST parameter is only valid with Cyclic Sleep
settings (SM = 4 - 5).

AT Command: ATST

Parameter
Range:
Default
Parameter
Value:
Related Commands: SM (Sleep Mode), ST
(Time before Sleep)

NonBeacon Firmware
1 - OXFFFF [x 1 millisecond]

NonBeacon Firmware: 0x1388
(5000 decimal)

Coordinator and End Device ST values must be equal.

© 2007 MaxStream, Inc.
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TO - T7 ((D0-D7) Output Timeout) Command

<1/0 Settings {1/O Line Passing}> The T0, T1,
T2,7T3,T4,T5, T6 and T7 commands are used to
set/read output timeout values for the lines that
correspond with the DO - D7 parameters. When Default Parameter Value:0xFF

output is set (due to I/0 line passing) to a non-“inimum Firmware Version Required: v1.xAO
default level, a timer is started which when

expired, will set the output to its default level. The timer is reset when a valid I/O packet is
received. The Tn parameter defines the permissible amount of time to stay in a non-default
(active) state. If Tn = 0, Output Timeout is disabled (output levels are held indefinitely).

AT Commands: ATTO - ATT7

Parameter Range:0 - OxFF [x 100 msec]

VL (Firmware Version - Verbose)

<Diagnostics> The VL command is used to read

detailed version information about the RF module.
The information includes:

application build date; MAC, PHY and bootloader
versions; and build dates. Default Parameter Value: 0x28 (40 decimal)

AT Command: ATVL

Parameter Range:0 - OxFF
[x 100 milliseconds]

Minimum Firmware Version Required: v1.x80

VR (Firmware Version) Command

<Diagnostics> The VR command is used to read

which firmware version is stored in the module. AT Command: ATVR

Parameter Range: 0 - OXFFFF [read only]

XBee version numbers will have four significant
digits. The reported number will show three or
four numbers and is stated in hexadecimal notation. A version can be reported as "ABC" or
"ABCD". Digits ABC are the main release number and D is the revision number from the main
release. "D" is not required and if it is not present, a zero is assumed for D. "B" is a variant desig-
nator. The following variants exist:

* "0" = Non-Beacon Enabled 802.15.4 Code

e« "1" = Beacon Enabled 802.15.4 Code

WR (Write) Command

<(Special)> The WR command is used to write AT Command: ATWR

configurable parameters to the RF module's non-

volatile memory. Parameter values remain in the

module's memory until overwritten by subsequent use of the WR Command.

If changes are made without writing them to non-volatile memory, the module reverts back to pre-
viously saved parameters the next time the module is powered-on.

NOTE: Once the WR command is sent to the module, no additional characters should be sent until
after the “OK/r" response is received.

AaxStream. © 2007 MaxStream, Inc

XBee/XBee-PRO™ OEM RF Modules - 802.15.4 - v1.xAx [2007.05.031] Chapter 3 - RF Modi

Configuration

3.4. API Operation

By default, XBee/XBee-PRO RF Modules act as a serial line replacement (Transparent Operation) -
all UART data received through the DI pin is queued up for RF transmission. When the module
receives an RF packet, the data is sent out the DO pin with no additional information.
Inherent to Transparent Operation are the following behaviors:
« If module parameter registers are to be set or queried, a special operation is required for
transitioning the module into Command Mode.
* In point-to-multipoint systems, the application must send extra information so that the
receiving module(s) can distinguish between data coming from different remotes.
As an alternative to the default Transparent Operation, API (Application Programming Interface)
Operations are available. API operation requires that communication with the module be done
through a structured interface (data is communicated in frames in a defined order). The API spec-
ifies how commands, command responses and module status messages are sent and received
from the module using a UART Data Frame.

3.4.1. API Frame Specifications

Two API modes are supported and both can be enabled using the AP (API Enable) command. Use
the following AP parameter values to configure the module to operate in a particular mode:

« AP = 0 (default): Transparent Operation (UART Serial line replacement)

API modes are disabled.

« AP = 1: API Operation

« AP = 2: API Operation (with escaped characters)
Any data received prior to the start delimiter is silently discarded. If the frame is not received cor-
rectly or if the checksum fails, the data is silently discarded.

API Operation (AP parameter = 1)

When this API mode is enabled (AP = 1), the UART data frame structure is defined as follows:
Figure 3-01. UART Data Frame Structure:

Start Delimiter Length Frame Data Checksum
(Byte 1) (Bytes 2-3) (Bytes 4-n) (Byten +1)
OX7E ‘ ‘ MSB | LSB ‘ ‘ API-specific Structure ‘ ‘ 1Byte ‘

MSB = Most Significant Byte, LSB = Least Significant Byte

API Operation - with Escape Characters (AP parameter = 2)

When this API mode is enabled (AP = 2), the UART data frame structure is defined as follows:

Figure 3-02. UART Data Frame Structure - with escape control characters:

Start Delimiter Length Frame Data Checksum
(Byte 1) (Bytes 2-3) (Bytes 4-n) (Byten+1)
O0x7E ‘ ‘ MSB LsSB ‘ ‘ APl-specific Structure ‘ ‘ 1 Byte ‘

L 1
T
Characters Escaped If Needed

MSB = Most Significant Byte, LSB = Least Significant Byte
Escape characters. When sending or receiving a UART data frame, specific data values must be
escaped (flagged) so they do not interfere with the UART or UART data frame operation. To escape
an interfering data byte, insert 0x7D and follow it with the byte to be escaped XOR'd with 0x20.
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Data bytes that need to be escaped:
* Ox7E - Frame Delimiter
« 0x7D - Escape
* 0x11 - XON
* 0x13 - XOFF

Example - Raw UART Data Frame (before escaping interfering bytes):
0x7E 0x00 0x02 0x23 0x11 0xCB

0x11 needs to be escaped which results in the following frame:

0x7E 0x00 0x02 0x23 0x7D 0x31 0xCB

Note: In the above example, the length of the raw data (excluding the checksum) is 0x0002 and
the checksum of the non-escaped data (excluding frame delimiter and length) is calculated as:
OXFF - (0x23 + 0x11) = (OXFF - 0x34) = OXCB.

Checksum

To test data integrity, a checksum is calculated and verified on non-escaped data.

To calculate: Not including frame delimiters and length, add all bytes keeping only the lowest 8
bits of the result and subtract from OxFF.

To verify: Add all bytes (include checksum, but not the delimiter and length). If the checksum is
correct, the sum will equal OxFF.

3.4.2. API Types

Frame data of the UART data frame forms an API-specific structure as follows:
Figure 3-03. UART Data Frame & API-specific Structure:

Start Delimiter Length Frame Data Checksum
(Bytes 2-3) (Bytes 4-n) (Byten +1)
Ox7E ‘ ‘ MSB ‘ LsSB ‘ ‘ API-specific Structure ‘ ‘ 1 Byte ‘
API Identifier Identifier-specific Data

‘ cmdID ‘ ‘ cmdData ‘

The cmdID frame (API-identifier) indicates which API messages will be contained in the cmdData
frame (Identifier-specific data). Refer to the sections that follow for more information regarding
the supported API types. Note that multi-byte values are sent big endian.

Modem Status

API Identifier: 0x8A
RF module status messages are sent from the module in response to specific conditions.

Figure 3-04. Modem Status Frames

Stat Delimiter Length Frame Data Checksum
Ox7E ‘ ‘ MsB ‘ Ls8 ‘ ‘ APL-specific Structure H 1Byte ‘

ot ldantior dentfospecifc Data
Ox8A
eacon-enabled only)
oordinator realignment
oordinator started
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AT Command

API Identifier Value: 0x08

The “AT Command” API type allows for module parameters to be queried or set. When using this
command ID, new parameter values are applied immediately. This includes any register set with
the “"AT Command - Queue Parameter Value” (0x09) API type.

Figure 3-05. AT Command Frames

e g i ot
ore ] [e | 135 | [rapeotommne | [ _1ome ]
e oo
0x08

Frame ID (Byte 5) AT Command (Bytes 6-7) Parameter Value (Byte(s) 8-n)
Identifies the UART data frame for the hostto Command Name - Two Ifpresent, indicates the requested parameter
correlate with a ACK ASCl that value to setthe given register.

Ifsetto ‘0", no response is sent identify the AT Command, Ifno characters present,register is queried

Figure 3-06. Example: API frames when reading the DL parameter value of the module.

Byte 1 Bytes 2-3 Byte 4 Byte 5 Bytes 67 Byte 8
‘ OX7E ‘ 0x00 ‘ 0x04 ‘ ‘ 0x08 ‘ 0x52 (R) ‘ ‘ 0x44 (D) ‘ 0x4C (L) ‘
Start Delimiter Length* API Identifier ~Frame ID** AT Command Checksum

* Length [Bytes] = API Identifier + Frame 1D + AT Command

value was arbitrarily selected

Figure 3-07. Example: API frames when modifying the DL parameter value of the module.

Byte 1 Bytes 2-3 Byte 4 Byte 5 Bytes 6-7 Bytes 8-11 Byte 12
‘ OX7E ‘ 0x00 ‘ 0x08 ‘ ‘ 0x08 ‘ 0x4D (M) ‘ ‘ 0x44 (D) | 0X4C (L) ‘ ‘ 0x00000FFF ‘
Start Delimiter Length* API Identifier ~ Frame ID** AT Command Parameter Value Checksum

* Length [Bytes] = API Identifier + Frame ID + AT Command + Parameter Value
 “M" value was arbitrarily selected.

AT Command - Queue Parameter Value

API Identifier Value: 0x09
This API type allows module parameters to be queried or set. In contrast to the "AT Command” API
type, new parameter values are queued and not applied until either the "AT Command” (0x08) API
type or the AC (Apply Changes) command is issued. Register queries (reading parameter values)
are returned immediately.
Figure 3-08. AT Command Frames

(Note that frames are identical to the “AT Command” API type except for the API identifier.)

StartDolmitor Longin Frama Data Chockeum
oxte | [wse [ ss | [ apvspecito st | [ 1yt |
RPiidentier _ dentferspecifc Dot
e
Frame D (Byte 5) AT &) Eyto(s) 8-m)

Identifies the UART data frame for the host to Command Name - Two If present, indicates the requested parameter
cormelate with a subsequent ACK (acknowledgement). | | ASCII characters that value to set the given register.

1f sel to 0, no response is requested. identify the AT Command. | | If no characters present, register is queried.
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AT Command Response

API Identifier Value: 0x88

Response to previous command.

In response to an AT Command message, the module will send an AT Command Response mes-
sage. Some commands will send back multiple frames (for example, the ND (Node Discover) and
AS (Active Scan) commands). These commands will end by sending a frame with a status of
ATCMD_OK and no cmdData.

Figure 3-09. AT Command Response Frames.

s m ramom omtem
ore | [wsn | tsn | [ aovapetisuncirn || 1oy |
CT R~

Frame ID (Byte 5 ) AT Command (Bytes 6-7) Status (Byte 8) Value (Byte(s) 9-n)
Identifies the UART data frame being reported. | | Command Name - Two
Note: If Frame ID = 0 in AT Command Mode, ASCII characters that 0Z0KROR | | reHEX (nonASCH) vawe
1o AT Command Response will be given. identify the AT Command. req red

TX (Transmit) Request: 64-bit address

API Identifier Value: 0x00
A TX Request message will cause the module to send RF Data as an RF Packet.

Figure 3-10. TX Packet (64-bit address) Frames

StatDetiier Lengn Frame Data Checksum
oxte | [wse [ uss | [ apkopecitc stmcturs || 18yt0 |
R dertfor _ cansirspacifc Dai
Frame D (Byte 5) Destination Addross (Bytes 6-13) Options (Byte 14) RF Data (Byte(s) 15:0)
Identifies the UART deta frame for the host to MSB first, LSB last. 0401 = Disable ACK
comelate with a subsequent ACK (acknowledgement). Broadcast = 0404 = Send packet with Broadcast Pan ID Up o 100 Bytes per packet
Setting Frame 1D to 0 will disabie response frame. 0000000000000 FFF Al other bits must be set t0 0.

TX (Transmit) Request: 16-bit address

API Identifier Value: 0x01
A TX Request message will cause the module to send RF Data as an RF Packet.

Figure 3-11. TX Packet (16-bit address) Frames

‘Start Delimiter Frame Data Ghecksum

Length
wre | [wsn | tsn | [ artepestcsmenns || 1o |

ol dartifer dontifr spocifi Data

0x01 = Disable ACK
0x04 = Send packet with Broadcast Pan ID. Up to 100 Bytes per packet
Al other bits must be set 10 0.

Identifies the UART data frame for the host to
correlate with a subsequent ACK (acknowledgement). gzig:'l I:SDEF‘;SFLF
Setting Frame ID to ‘0’ will disable response frame. =

= MaxStream. ©2007 MaxStream, Inc

Chapter 3 - RF Module Configuration

XBee/XBee-PRO™ OEM RF Modules - 802.15.4 - v1.xAx [2007.05.031]

TX (Transmit) Status

API Identifier Value: 0x89
When a TX Request is completed, the module sends a TX Status message. This message will indi-
cate if the packet was transmitted successfully or if there was a failure.

Figure 3-12. TX Status Frames
Start elimiter

Length Frame Data Checksum
Oox7E ‘ ‘ MSB. ‘ LsB ‘ ‘ APL-specific Structure H 18Byte ‘

AP Idontifor Identier-specific Data
0x89 cmdData

Frame ID (Byte 5) Status (Byte 6)

Success
Identifies UART data frame being reported. .
Note: If Frame ID = 0 in the TX Request, no 2 gg:?mgckmadge ent)received
AT Command Response will be given. fayals

NOTES:
« "STATUS = 1" occurs when all retries are expired and no ACK is received.
« If transmitter broadcasts (destination address = 0x000000000000FFFF), only
“STATUS = 0 or 2" will be returned.
* "STATUS = 3" occurs when Coordinator times out of an indirect transmission.
Timeout is defined as (2.5 x SP (Cyclic Sleep Period) parameter value).

RX (Receive) Packet: 64-bit Address

API Identifier Value: 0x80
When the module receives an RF packet, it is sent out the UART using this message type.

Figure 3-13. RX Packet (64-bit address) Frames

Start Delimiter Length Frame Data Checksum
ore | [ wss | usn | [ wremctcsincas || 1500 |
O ——

Source Address (Bytes 5-12) RsSI (Byte 13) Options (Byte 14) RF Data (Byte(s) 15-n)
Received Signal Strength Indicator - bit 0 [reserved]
MSB (most significant byte) first, | | Hexadecimal equivalent of (-dBm) value. | | bit 1= Address broadcast
LSB (least significant) last (For example: If RX signal strength = 40 | | bit 2= PAN broadcast Up to 100 Bytes per packet
dBm, “0x28" (40 decimal) is retumed) bits 37 [reserved]

RX (Receive) Packet: 16-bit Address

API Identifier Value: 0x81
When the module receives an RF packet, it is sent out the UART using this message type.

Figure 3-14. RX Packet (16-bit address) Frames

i i oo owaem
o | [wsn | isn | [ arvepeocsmenns || 1ae |
Tttt

Source Address (Bytes 5.6) RS Byte 7) Options (Byte 8) RF Data (Byto(s) 91
Received Signal Strength Indicator - bit 0 [reserved]
MSB (most significant byte) first, | | Hexadecimal equivalent of (dBm) value. | | bit 1= Address broadcast
LSB (least significant) last (For example: If RX signal strength =40 | | bit 2= PAN broadcast Up to 100 Bytes per packet
dBm, “0x28" (40 decimal) is retured) bits 37 [reserved]
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Appendix A: Agency Certifications

United States (FCC)

XBee/XBee-PRO RF Modules comply with Part 15 of the FCC rules and regulations. Compliance
with the labeling requirements, FCC notices and antenna usage guidelines is required.

To fulfill FCC Certification requirements, the OEM must comply with the following regulations:

1. The system integrator must ensure that the text on the external label provided with this
device is placed on the outside of the final product [Figure A-01].

2. XBee/XBee-PRO RF Modules may only be used with antennas that have been tested and
approved for use with this module [refer to the antenna tables in this section].

OEM Labeling Requirements

WARNING: The Original Equipment Manufacturer (OEM) must ensure that FCC labeling
A requirements are met. This includes a clearly visible label on the outside of the final
product enclosure that displays the contents shown in the figure below.

Figure A-01. Required FCC Label for OEM products containing the XBee/XBee-PRO RF Module

Contains FCC ID: OUR-XBEE/OUR-XBEEPRO**

The enclosed device complies with Part 15 of the FCC Rules. Operation is subject to the following two
conditions: (i.) this device may not cause harmful interference and (ii.) this device must accept any inter-
ference received, including interference that may cause undesired operation.

*The FCC ID for the XBee is “OUR-X]

”. The FCC ID for the XBee-PRO is “OUR-XBEEPRO”.

FCC Notices

IMPORTANT: The XBee/XBee-PRO OEM RF Module has been certified by the FCC for use with
other products without any further certification (as per FCC section 2.1091). Modifications not
expressly approved by MaxStream could void the user's authority to operate the equipment.

IMPORTANT: OEMs must test final product to comply with unintentional radiators (FCC section
15.107 & 15.109) before declaring compliance of their final product to Part 15 of the FCC Rules.

IMPORTANT: The RF module has been certified for remote and base radio applications. If the
module will be used for portable applications, the device must undergo SAR testing.

This equipment has been tested and found to comply with the limits for a Class B digital device,
pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection
against harmful interference in a residential installation. This equipment generates, uses and can
radiate radio frequency energy and, if not installed and used in accordance with the instructions,
may cause harmful interference to radio communications. However, there is no guarantee that
interference will not occur in a particular installation.

If this equipment does cause harmful interference to radio or television reception, which can be
determined by turning the equipment off and on, the user is encouraged to try to correct the inter-
ference by one or more of the following measures: Re-orient or relocate the receiving antenna,
Increase the separation between the equipment and receiver, Connect equipment and receiver to
outlets on different circuits, or Consult the dealer or an experienced radio/TV technician for help.
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FCC-Approved Antennas (2.4 GHz)

XBee/XBee-PRO RF Modules can be installed using antennas and cables constructed with standard connectors (Type-
N, SMA, TNC, etc.) if the installation is performed professionally and according to FCC guidelines. For installations
not performed by a professional, non-standard connectors (RPSMA, RPTNC, etc) must be used.

The modules are FCC-approved for fixed base station and mobile applications on channels 0x0B - Ox1A (XBee) and
0x0C - 0x17 (XBee-PRO). If the antenna is mounted at least 20cm (8 in.) from nearby persons, the application is
considered a mobile application. Antennas not listed in the table must be tested to comply with FCC Section 15.203
(Unique Antenna Connectors) and Section 15.247 (Emissions).

XBee OEM RF Modules (1 mW): XBee Modules have been tested and approved for use with all of the antennas
listed in the tables below (Cable-loss IS NOT required).

XBee-PRO OEM RF Modules (60 mW): XBee-PRO Modules have been tested and approved for use with the
antennas listed in the tables below (Cable-loss IS required when using antennas listed in Table A-02).

Table A-01. Antennas approved for use with the XBee/XBee-PRO RF Modules (Cable-loss is not required.)

Part Number__Type (Description) Gain Application” Win. Separation
AZ4-HSM-450 Dipole {Hall-wave arficulaied RPSMA - .57 IRAK:] T 20cm
A24-HABSM | Dipole (Articulated RPSWA] [27d8 | Fired [20cm
'A24-HABUF-PSI | Dipole (HalF-wave articulated bulkhead mount U.FL. W/ 5" pigtail [27d81 | Fired [20cm

40l Monopole (Integrated whip) 1508 Fixed 0 cm

Table A-02. Antennas approved for use with the XBee RF Modules (Cable-loss is required)

umber__Type (Description; ain ion_WIin. Separ: fequired Cable-loss
Omni-Directional Class Antennas
\24-YBNF 'Yagi (6-element] BBdBI | Fixed Zm T7dB
4-YTNF Yagi (7-element) 9.0dBi | Fixed 2m 19dB
4-YONF Yagi (9-element) 10.0dBi | Fixed 2m .9dB
A24-Y1ONF | Yagi (10-element 11.0dBi | Fixed 2m 39dB
A24-Y12NF | Yagi (12-element 120dBi | Fixed 2m 49d8
A24-Y13NF | Yagi (13-element 120dBi | Fixed 2m 49d8
A24-Y15NF Yagi (15-element 125dBi | Fixed 2m 54d8
A24-Y16NF Yagi (16-element 135dBi | Fixed 2m 6.4dB
A24-Y16RM 'Yagi (16-element, RPSMA connector) 135dBi | Fixed 2m 6.4d8
A24-Y18NF Yagi (18-element) 15.0dBi | Fixed 2m 79d8
O Class Antennas
4-CT ‘Surface Mount -T5dB7 0 cm
A-FINF Ormni-Girectional (Fiberglass base station) TdBT 20¢cm
A24-F3NF Omni-directional (Fiberglass base station) 3.0d8Bi | Fixed/Mobile 20cm
A24-F5NF Omni-directional (Fiberglass base station) 5.0dBi | Fixed/Mobile 20 cm
A24-FBNF Omni-directional (Fiberglass base station) 8.0dBi | Fixed 2m
A24-FONF Omni-directional (Fiberglass base station) 95dBi | Fixed 2m 02dB
A24-F10NF Omni-directional (Fiberglass base station) 10.0dBi | Fixed 2m 0.7d8
A24-F12NF | Omni-directional (Fiberglass base station) 12.0dBi | Fixed 2m 27d8
A24-F15NF | Omni-directional (Fiberglass base station) 15.0dBi | Fixed 2m 57d8
A24-WINF | Omni-directional (Base station) 7.2dBi | Fixed 2m
A24-MTNF Omni-directional (Mag-mount base station) 72dBi | Fixed m
Panel Class Antennas
AZA-PBSF Flat Panel B5dBT | Fixed m T5d8
4-PBNF Flat Panel 85dBi | Fixed m 15dB
4-P13NF Flat Panel 13.0dBi | Fixed 2m 6dB
4-P14NF Flat Panel 14.0dBi | Fixed 2m 7dB
4-PT5NF Flat Panel 15.0dBi | Fixed 2m 8dB
4-P16NF Flat Panel 16.0dBi | Fixed 2m 9dB
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Table A-03. Antennas approved for use with the XBee/XBee-PRO RF Modules (Cable-loss is required)

umber | Type (Description, aimn pplication’ n. SeparationRequired Cable-loss
A24-CT ‘Surface Mount -15dBi 0 cm -
AZ8-YANF 'Yagi (4-element) B.0dBi | Fixed m B8TdB
A24-Y6NF 'Yagi (6-element) 8.8dBi | Fixed 2m 10.9dB
4-YTNF Yagi (7-element) 9.0dBi | Fixed 2m 11.1dB
4-YONF Yagi (9-element) 10.0dBi | Fixed 2m 12.1dB
4-YTONF Yagi (10-element) 11.0dBi | Fixed m 13.1dB
4-Y12NF Yagi (12-element 12.0dBi | Fixed 2m 14.1dB
A24-YT3NF Yagi (13-element 12.0dBi | Fixed 2m 14.1dB
4-Y15NF Yagi (15-element] 125dBi | Fixed 2m 146dB
4-Y16NF Yagi (16-element] 13.5dBi | Fixed 2m 156dB
A24-YT6RM | Yagi (T6-element, RPSMA connector) 135dBi | Fixed 2m 156 dB
A24-YT8NF | Yagi (18-element) 150 dBi | Fixed 2m 17.1dB
4-F2NF Omni-directional (Fiberglass base stafion] TdBi | Fi fobil 20cm 42Zd8
A24-F3NF irecti Fiberglass base station) 3.0dBi | Fixed/Mobile 20em 5.1d8
A24-F5NF Fiberglass base station) 5.0dBi | Fixed/Mobile 20em 7.1d8
A24-FBNF n Fiberglass base station) 8.0dBi | Fixed 2m | 10.1dB
A24-FONF Omni-directional (Fiberglass base station) 95d8Bi | Fixed 2m 116 dB
A24-F10NF Omni-directional (Fiberglass base station) 10.0dBi | Fixed 2m 12.1dB
A24-F12NF Omni-directional (Fiberglass base station) 12.0dBi | Fixed 2m 14.1dB
A24-F15NF Omni-directional (Fiberglass base station) 15.0dBi | Fixed 2m 17.1dB
A24-WTNF Omni-directional (Base station) 72dBi | Fixed 2m 9.3dB
A24-M7NF Omni-directional (Mag-mount base station) 7.2dBi | Fixed 2m 9.3dB
A24-P8SF Flat Panel B5dBi | Fixed m B6dB
A24-PBNF | Flat Panel 85dBi | Fixed 2m 86dB
A24-P13NF | Flat Panel 13.0dBi | Fixed 2m 13.1dB
A24-P14NF Flat Panel 14.0dBi | Fixed m 14.1dB
A24-PT5NF Flat Panel 15.0dBi | Fixed 2m 15.1dB
4-P16NF Flat Panel 16.0dBi | Fixed 2m 16.1dB
4-P1ONF Flat Panel 19.0dBi | Fixed 2m 19.1dB

* If using the RF module in a portable application (For example - If the module is used in a handheld device and the antenna is less
than 20cm from the human body when the device is operation): The integrator is responsible for passing additional SAR (Specific
Absorption Rate) testing based on FCC rules 2.1091 and FCC Guidelines for Human Exposure to Radio Frequency Electromagnetic
Fields, OET Bulletin and Supplement C. The testing results will be submitted to the FCC for approval prior to selling the integrated
unit. The required SAR testing measures emissions from the module and how they affect the person.

RF Exposure

20 cm or more should be maintained between the antenna of this device and persons during device operation.
To ensure compliance, operations at closer than this distance is not recommended. The antenna used for this
transmitter must not be co-located in conjunction with any other antenna or transmitter.

g WARNING: To satisfy FCC RF exposure requirements for mobile transmitting devices, a separation distance of

The preceding statement must be included as a CAUTION statement in OEM product manuals in order to alert users
of FCC RF Exposure compliance.
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Europe (ETSI)

The XBee/XBee-PRO RF Module has been certified for use in several European countries. For a
complete list, refer to www.maxstream.net.

If the XBee/XBee-PRO RF Modules are incorporated into a product, the manufacturer must ensure
compliance of the final product to the European harmonized EMC and low-voltage/safety stan-
dards. A Declaration of Conformity must be issued for each of these standards and kept on file as
described in Annex II of the R&TTE Directive.

Furthermore, the manufacturer must maintain a copy of the XBee/XBee-PRO user manual docu-
mentation and ensure the final product does not exceed the specified power ratings, antenna
specifications, and/or installation requirements as specified in the user manual. If any of these
specifications are exceeded in the final product, a submission must be made to a notified body for
compliance testing to all required standards.

OEM Labeling Requirements

The 'CE' marking must be affixed to a visible location on the OEM product.

Figure A-02. CE Labeling Requirements

The CE mark shall consist of the initials "CE" taking the following form:

« If the CE marking is reduced or enlarged, the proportions given in the above graduated draw-
ing must be respected.

« The CE marking must have a height of at least 5Smm except where this is not possible on
account of the nature of the apparatus.

« The CE marking must be affixed visibly, legibly, and indelibly.

Restrictions

Power Output: The power output of the XBee-PRO RF Modules must not exceed 10 dBm. The
power level is set using the PL command and the PL parameter must equal "0” (10 dBm).

France: France imposes restrictions on the 2.4 GHz band. Go to www.art-telecom.Fr or contact
MaxStream for more information.

Norway: Norway prohibits operation near Ny-Alesund in Svalbard. More information can be found
at the Norway Posts and Telecommunications site (www.npt.no).

Declarations of Conformity

MaxStream has issued Declarations of Conformity for the XBee/XBee-PRO RF Modules concerning
emissions, EMC and safety. Files are located in the 'documentation’ folder of the MaxStream CD.
Important Note

MaxStream does not list the entire set of standards that must be met for each country. MaxStream
customers assume full responsibility for learning and meeting the required guidelines for each
country in their distribution market. For more information relating to European compliance of an
OEM product incorporating the XBee/XBee-PRO RF Module, contact MaxStream, or refer to the fol-
lowing web sites:

CEPT ERC 70-03E - Technical Requirements, European restrictions and general requirements:
Available at www.ero.dk/.

R&TTE Directive - Equipment requirements, placement on market: Available at www.ero.dk/.
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Approved Antennas

When integrating high-gain antennas, European regulations stipulate EIRP power maximums. Use
the following guidelines to determine which antennas to design into an application.

XBee OEM RF Module

The following antenna types have been tested and approved for use with the XBee Module:

Antenna Type: Yagi

RF module was tested and approved with 15 dBi antenna gain with 1 dB cable-loss (EIRP Maxi-
mum of 14 dBm). Any Yagi type antenna with 14 dBi gain or less can be used with no cable-loss.
Antenna Type: Omni-directional

RF module was tested and approved with 15 dBi antenna gain with 1 dB cable-loss (EIRP Maxi-
mum of 14 dBm). Any Omni-directional type antenna with 14 dBi gain or less can be used with no
cable-loss.

Antenna Type: Flat Panel

RF module was tested and approved with 19 dBi antenna gain with 4.8 dB cable-loss (EIRP Maxi-
mum of 14.2 dBm). Any Flat Panel type antenna with 14.2 dBi gain or less can be used with no
cable-loss.

XBee-PRO OEM RF Module (@ 10 dBm Transmit Power, PL parameter value must equal 0)

The following antennas have been tested and approved for use with the embedded XBee-PRO RF
Module:
« Dipole (2.1 dBi, Omni-directional, Articulated RPSMA, MaxStream part number A24-HABSM)
« Chip Antenna (-1.5 dBi)
* Attached Monopole Whip (1.5 dBi)
The RF modem encasement was designed to accommodate the RPSMA antenna option.

Canada (IC)

Labeling Requirements

Japan

Labeling requirements for Industry Canada are similar to those of the FCC. A clearly visible label
on the outside of the final product enclosure must display the following text:

Contains Model XBee Radio, IC: 4214A-XBEE

Contains Model XBee-PRO Radio, IC: 4214A-XBEEPRO
The integrator is responsible for its product to comply with IC ICES-003 & FCC Part 15, Sub. B -
Unintentional Radiators. ICES-003 is the same as FCC Part 15 Sub. B and Industry Canada accepts
FCC test report or CISPR 22 test report for compliance with ICES-003.

In order to gain approval for use in Japan, the XBee-PRO RF Module must contain firmware that
limits its transmit power output to 10 dBm.

For a list of module part numbers approved for use in Japan, contact MaxStream [call 1-801-765-
9885 or send e-mail to sales@maxstream.net].

Labeling Requirements

A clearly visible label on the outside of the final product enclosure must display the following text:

ID: 005NYCA0378
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Development Kit Contents

The XBee Professional Development Kit includes the hardware and software needed to rapidly cre-
ate long range wireless data links between devices (XBee and XBee-PRO Starter Kits, that contain
fewer modules and accessories, are also available).

Table B-01. Items Included in the Development Kit (Professional)

tem Qty. | Description Part#
(1) OEM RF Module w! U.FL antenna conneclor XBP24-AUL001
XBee-PRO Module 2| (1) OEM RF Module w/ attached wire antenna XBP24-AWI-001
(1) OEM RF Module w/ U FL antenna connector XB24-AUI001
XBee Module 3| (1) OEM RF Module w aftached whip antenna XB2A-AWI-001
(1) OEM RF Module w chip antenna XB2A4-ACH001
Board fo interfacing between modles and RS-232 devices
RS-232 DevelopmentBoard | 4 6o eni signal levels, displays diagnosiic info, & more) XBIB-R
Board for interfacing between modles & USB devices
USB Development Board | 1| (500 ent signal levels, displays diagnostic info, & more) X8IB-Y
RS-232 Cable 4| Cablefor comnectng RS-232 nterface board with DTE devices J——
(6. stright-through) (devices that have a male serial DB-9 port - such as most PCs)
USB Cable (6) 1| Cable for connecting USB inteface board o USB devices JU1U2-CSB-6F
Serial Loopback 4| IRed] Adapte forconfguring the mocule assembly (modue +RS:282 | oo o
Adapter inteface board) to funciion as a repeater for range testing
NULL Modem Adapter 1| [Black] Adapter for comecing te module assembly (module + RS-282 | oo o
(male-to-male) inteface board) to other DCE (female DB-) devices
NULL Modem Adapter [Gray] Adapter for connecting seril devices. It allows users to bypass
1 JDID3-CON-A
(fomale-o-female) the radios {0 verly serial cabing s functoning properly.
Power Adapter (VDC, 14) |1 | Adapter for powering the RS-232 developmen board JP5P2-9V1-6F
Battery Clip (9V) 1| Clip for remotely powering the RS-232 board wi a 9V batery 1P2P3-C204I
RPSMA Antenna 2| RPSMA half-wave dipole antenna (24 GHz, 2.1 dB) A24-HASNH450
RF Cable Assembly 2| Adapterfor connecting RPSMIA antenna to U FL connecior JFIR6-CR34I
[} 1| Documentation and Software MD0030
Step-by-step instruction on how to reate wireless links
Quick Start Guide " | & test range capabilties of the modules MD0026

Interfacing Options

The development kit includes an RS-232 and a USB interface board. Both boards provide a direct
connection to many serial devices and therefore provide access to the RF module registries.
Parameters stored in the registry allow OEMs and integrators to customize the modules to suite
the needs of their data radio systems.

The following sections illustrate how to use the interface boards for development purposes. The
MaxStream Interface board provides means for connecting the module to any node that has an
available RS-232 or USB connector. Since the module requires signals to enter at TTL voltages,
one of the main functions of the interface board is to convert signals between TTL levels and RS-
232 and USB levels.

Note: In the following sections, an OEM RF Module mounted to an interface board will be referred to as
a "Module Assembly”.

MaxStream. ©2007 MaxStream, Inc. 63



XBee/XBee-PRO™ OEM RF Modules - 802.15.4 - v1.xAx [2007.05.031] Appendix B: Development Guide

RS-232 Development Board

External Interface

B-01a. Reset Switch

Figure B-01. Front View The Reset Switch is used to reset (re-boot) the RF module. This
o switch only applies when using the configuration tabs of MaxStream’s

X-CTU Software.
e 9
e

BrOch

DB-9 Serial Port

@ B-01b. I/0 & Power LEDs
|

LEDs indicate RF module activity as follows:

Yellow (top LED) = Serial Data Out (to host)

Green (middle) = Serial Data In (from host)

Red (bottom) = Power/Association Indicator (Refer to the D5
(DIO5 Configuration) parameter)

L fleoe

B-01d
RSSI LEDs 1L

B-01b.
1/O & Power LEDs

Bote. host Module Assemblies host

Power Connector

- B-0la. B-01c. Serial Port
Config Switch

Standard female DB-9 (RS-232) connector.
B-01d. RSSI LEDs

RSSI LEDs indicate the amount of fade margin present in an active

wireless link. Fade margin is defined as the difference between the

incoming signal strength and the module's receiver sensitivity.
3LEDsON = Very Strong Signal (> 30 dB fade margin)
2LEDsON = Strong Signal (> 20 dB fade margin)
1LEDON = Moderate Signal (> 10 dB fade margin)
OLEDON = Weak Signal (< 10 dB fade margin)

B-01le. Power Connector

5-14 VDC power connector

B-02a. DIP Switch

Figure B-02. Back View DIP Switch functions are not supported in this release. Future down-
loadable firmware versions will support DIP Switch configurations.

B-02a.
DIP Switch
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RS-232 Pin Signals

Figure B-03. Pins used on the female RS-232 (DB-9) Serial Connector

Pin 4 Pin2
rins  DTR RND pin1
GND

Fin 3
]

Table B-02. Pin Assignments and Implementations

DB-9 Pin RS-232 Name Description Implementation
1 DCD Data-Carrier-Detect Connected to DSR (pin6)
Serial data exiting the module assembly
2 RXD Receive Data ({0 host)
3 . Transmit Data Serial data entering into the module assembly
4 DTR Data-Terminal-Ready Can enable Power-down on the module assembly
5 GND Ground Signal Ground
6 DSR Data-Set-Ready Connected to DCD (pin)
= Request-to-Send / Enables RTS flow control or

! RTS/CND Command Mode Command Mode
8 cTs Clear-to-Send Provides CTS flow control

Optional power input that is connected internally to
9 RI Ring Indicator the positive lead of the front power connector

* Functions listed in the implementation column may not be available at the time of release.
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Wiring Diagrams

Figure B-04. DTE Device (RS-232, male DB-9 connector) wired to a DCE Module Assembly (female DB-9)

MaxStroam RS-232
RS-232 Davice (DTE) Madule Assembly (DCE)

Figure B-05. DCE Module Assembly (female DB-9 connector) wired to a DCE Device (RS-232, male DB-9)
MaxStroam RS-232
Madule Assembly (DEE) RS-232 Device (DCE)
male-to-male
NULL Modem Adapter
_mn o

_Dﬂ ™ oy omw
== <
s b m By
PR — mg_D_

_<]|nm P : : mmﬁg:

a

Sample Wireless Connection: DTE <--> DCE <--> DCE <--> DCE

Figure B-06. Typical wireless link between DTE and DCE devices

he-to-male
@l RS-23] cale - mf‘:/m.... adapter
CTAVAV |
o\ O
Corveuter (OTE) 2 Module Assemblies (DCE) ‘Taroet Devics (DCEY
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Adapters

The development kit includes several adapters that support the following functions:
« Performing Range Tests
« Testing Cables
« Connecting to other RS-232 DCE and DTE devices
« Connecting to terminal blocks or R]-45 (for RS-485/422 devices)

NULL Modem Adapter (male-to-male)

Part Number: JD2D2-CDN-A (Black, DB-9 M-M) The male-to-male NULL modem adapter is
used to connect two DCE devices. A DCE device connects with a straight-through cable to the male
serial port of a computer (DTE).

Figure B-07. Male NULL modem adapter and pinouts

Top view py  Pinouts: P2
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Figure B-08. Example of a MaxStream Radio Modem (DCE Device) connecting to another DCE device)

male-to-male
RS-212 cable - NULL modem adapter
SV w0\ N\
Comeuter (DTE) 2 Module Assemblies (DCE) Target Device (DCE)

NULL Modem Adapter (female-to-female)

Part Number: JD3D3-CDN-A (Gray, DB-9 F-F) The female-to-female NULL modem adapter is
used to verify serial cabling is functioning properly. To test cables, insert the female-to-female
NULL modem adapter in place of a pair of module assemblies (RS-232 interface board + XTend
Module) and test the connection without the modules in the connection.

Figure B-09. Female NULL modem adapter and pinouts

Top Veew Pl Pirouts: P2
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Serial Loopback Adapter

Part Number: JD2D3-CDL-A (Red, DB-9 M-F) The serial loopback adapter is used for range
testing. During a range test, the serial loopback adapter configures the module to function as a
repeater by looping serial data back into the radio for retransmission.

Figure B-10. Serial loopback adapter and pinouts

Pinouts:
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USB Development Board
External Interface
B-11a. I/0 & Power LEDs
Figure B-11. Front View LEDs indicate RF module activity as follows:
oe Yellow (top LED) = Serial Data Out (to host)
00 Green (middle) = Serial Data In (from host)
Red (bottom) = Power/Association Indicator (Refer to the D5
e (DIOS Configuration) parameter)
B-11c. .
USB Port host Module Assemblies host
B-11b.
RSSI LEDs
B-11b. RSSI LEDs
B-11a RSSI LEDs indicate the amount of fade margin present in an active
1/O & Power LEDs

wireless link. Fade margin is defined as the difference between the
incoming signal strength and the module's receiver sensitivity.

3LEDsON = Very Strong Signal (> 30 dB fade margin)
2LEDsON = Strong Signal (> 20 dB fade margin)
1LEDON = Moderate Signal (> 10 dB fade margin)
OLEDON = Weak Signal (< 10 dB fade margin)

B-11c. USB Port

Standard Type-B OEM connector is used to communicate with OEM
host and power the RF module.

B-12a. DIP Switch

Figure B-12. Back View DIP Switch functions are not supported in this release. Future down-

loadable firmware versions will support the DIP Switch configurations.

B-12b. Reset Switch

The Reset Switch is used to reset (re-boot) the RF module.

B-12a.
Reset Switch

B-12a.
DIP Switch

USB Pin Signals

Table B-03. USB signals and their implantations on the XBee/XBee-PRO RF Module

Pin Name Description Implementation
1 VBUS Power Power the RF module
2 D- Transmitted & Received Data Transmit data to and from the RF module
3 D+ Transmitted & Received Data Transmit data to and from the RF module
4 GND Ground Signal Ground
MaxStream. © 2007 MaxStream, Inc 68
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X-CTU Software

X-CTU is a MaxStream-provided software program used to interface with and configure Max-
Stream RF Modules. The software application is organized into the following four tabs:

* PC Settings tab - Setup PC serial ports for interfacing with an RF module

« Range Test tab - Test the RF module's range and monitor packets sent and received

+ Terminal tab - Set and read RF module parameters using AT Commands

« Modem Configuration tab - Set and read RF module parameters
Figure B-13. X-CTU User Interface (PC Settings, Range Test, Terminal and Modem Configuration tabs)

—
|

NOTE: PC Setting values are visible at the bottom of the Range Test, Terminal and Modem Configura-
tion tabs. A shortcut for editing PC Setting values is available by clicking on any of the values.

Installation

Double-click the "setup_X-CTU.exe" file and follow prompts of the installation screens. This file is
located in the 'software' folder of the MaxStream CD and also under the 'Downloads’ section of the
following web page: www.maxstream.net/support/downloads.php

Setup

To use the X-CTU software, a module assembly (An RF module mounted to an interface Board)
must be connected to a serial port of a PC.

NOTE: Failure to enter AT Command Mode is most commonly due to baud rate mismatch. The
interface data rate and parity settings of the serial port ("PC Settings" tab) must match those of
the module (BD (Baud Rate) and NB (Parity) parameters respectively).

Serial Communications Software

A terminal program is built into the X-CTU Software. Other terminal programs such as "HyperTer-
minal" can also be used to configure modules and monitor communications. When issuing AT Com-
mands through a terminal program interface, use the following syntax:

Figure B-14. Syntax for sending AT Commands

"AT" . ASCII  Space = Parameter Carriage
Prefix Command (Optional) {Optional, HEX) Return

= ]
L =5 |
Example: ATDL 1F<CR>

NOTE: To read a parameter value stored in a register, leave the parameter field blank.

The example above issues the DL (Destination Address Low) command to change destination
address of the module to "0x1F". To save the new value to the module’s non-volatile memory,
issue WR (Write) command after modifying parameters.
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1-Year Warranty

Ordering

XBee/XBee-PRO RF Modules from MaxStream, Inc. (the "Product”) are warranted against defects
in materials and workmanship under normal use, for a period of 1-year from the date of purchase.
In the event of a product failure due to materials or workmanship, MaxStream will repair or
replace the defective product. For warranty service, return the defective product to MaxStream,
shipping prepaid, for prompt repair or replacement.

The foregoing sets forth the full extent of MaxStream's warranties regarding the Product. Repair or
replacement at MaxStream's option is the exclusive remedy. THIS WARRANTY IS GIVEN IN LIEU
OF ALL OTHER WARRANTIES, EXPRESS OR IMPLIED, AND MAXSTREAM SPECIFICALLY DISCLAIMS
ALL WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. IN NO EVENT
SHALL MAXSTREAM, ITS SUPPLIERS OR LICENSORS BE LIABLE FOR DAMAGES IN EXCESS OF THE
PURCHASE PRICE OF THE PRODUCT, FOR ANY LOSS OF USE, LOSS OF TIME, INCONVENIENCE,
COMMERCIAL LOSS, LOST PROFITS OR SAVINGS, OR OTHER INCIDENTAL, SPECIAL OR CONSE-
QUENTIAL DAMAGES ARISING OUT OF THE USE OR INABILITY TO USE THE PRODUCT, TO THE
FULL EXTENT SUCH MAY BE DISCLAIMED BY LAW. SOME STATES DO NOT ALLOW THE EXCLUSION
OR LIMITATION OF INCIDENTAL OR CONSEQUENTIAL DAMAGES. THEREFORE, THE FOREGOING
EXCLUSIONS MAY NOT APPLY IN ALL CASES. This warranty provides specific legal rights. Other
rights which vary from state to state may also apply.

Information

“MaxStream

XBee/XBee-PRO™ OEM RF Modules - 802.15.4

Figure C-01. Divisions of the XBee/XBee-PRO RF Module Part Numbers
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For example:

XBP24-AWI-001 = XBee-PRO OEM RF Module, 2.4 GHz, attached whip antenna, Industrial temper-
ature rating, IEEE 802.15.4 standard

If operating in Japan, XBee-PRO RF Modules must contain firmware that limits transmit power
output to 10 dBm. For a list of module part numbers approved for use in Japan, contact Max-
Stream [call 1-801-765-9885 or send e-mail to sales@maxstream.net].
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Contact MaxStream

“MaxStream

Free and unlimited technical support is included with every MaxStream Radio Modem sold. For the
best in wireless data solutions and support, please use the following resources:

Documentation: www.maxstream.net/support/downloads.php
Technical Support: Phone. (866) 765-9885 toll-free U.S.A. & Canada
(801) 765-9885 Worldwide
Live Chat. www.maxstream.net
E-Mail. rf-xperts@masxstream.net

MaxStream office hours are 8:00 am - 5:00 pm [U.S. Mountain Standard Time]
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