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Heprypaen ITvyuoxng

"Evag opyoaviopdg yio va £xeL Ty SuvaTOTNTO VoL TETUYEL TOVS GTOYOLG TTOL £)El BETEL,
TPEMEL VO, SUCPAAIGEL TNV OTALTOVUEVT] OGPAAELD TOV TANPOPOPIOKADOV CUCTNUATOV
0V KaODS Kot TV gvaichntov dedopévav (Bdon volukdv vroypedoemv 1 Ady® g
@VONG TOL OPYOVIGHOV) TTOL AmOONKELOVTAL 1| OKIVOUVTIOL GE QUTY), GTOV UEYIGTO
Babud. H epappoyn evog oyediov acedielog onpepa, cHpeova pe debvi tpdtuma
KOl TPOKTIKES, OVTILETOTICETOL ooy Uio. GNUOVTIKY] OL(EPLOTIKT AErTovpyio Kot Oyt
amAd g pia Texvikn Aettovpyia.

H mapovoca mruyoxn Katopynv acyoieitol:

e Me Vv meptypaen ¢ 010d1KaGiog TIGTOTOINoNG EVOS 0pYOVIGHOD BAcT TOL
nmpotumov [SO27001 ko xKatd devTEPO AOYO LE OTOUATOTOINUEVES HeBOOOVG
duyelptong oTpaTNYIKAOV AGOAAELNS.

e Epyoieio Omuovpyiag kot otayeipiong moltik®dv oceoieioc. Ommg kot
10TOGEAIDEC 1] AAAEG TTNYEG EVPECNG TOMTIKMOV AGPAAEINC.

o Koataypagpn tov moltik®v acediewng mov opilovv v opBn ypnom g
VTOSOUDV EVOS 0PYOVIGHLOD.

e [lapovcicon TOMTIKGOV KOl 0NYUDV Y10 EKTOIOELON KO GUVELOINTOTOINGT
TPOGMOTIKOV o€ Bpata acpaieiog.

To amotéheopa g mTvyKNG elval duvatd Ba epapuootel ota mAaicia tov T.E.I
Kpntng oto Hpdaxieto. [Ipémet va onpetwbei 0TL 01 TOAMTIKEG ACPAAELNS OVOPEPOVTOL
o€ &va 6GUVOLO KOVOVMV Kol 0ONYLdV TOV OplofETOVV KOl OPYOVAOVOLV ECMTEPIKES
Jdwdkaocieg (epocov avtég oyetiCovtal pe v acedieio TANpoeopldv). O otdyog
avtnNG NG mpoomdbelag elval vo €QPOPUOCOVUIE ACPOUAELS TPOKTIKEG oePOEVOL
TOVTOYPOVE TNV KOVATOVPO TOV JETEL EVaAV EKTOOEVTIKO /epeuvnTiKd opyoviopo. Ta
va emrtevybel 10 moapomdve Bo ypewaotel ocvvepyacio amd OAovg M omoia Ha
KOOIKOMOoLEITOL GV S101KNTIKN KotevBuvon kot SEGUEVLST OGO 0POPE GTOVS POAOVG
KOl TIG VTTOYPEDGELS TOV LEADV TOV 1OPVLLOTOG.
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Abstract

An organization/service in order to have the ability to achieve its objectives, should
among all, reassure the required security of its calculating infrastructure as well as
sensitive data (based on legal obligations or due to the nature of the organization)
which is stored or transmitted in it. The implementation of a security plan today,
according to international standards and practices, is faced as an important
management process and not just as a technical one. The present project deals with
the development, concretization and support of security strategies according to
modern standard ISO27001. The advantages for the organization are summarised in
the followings:

e With the description of certification process of base on ISO27001 and
incidentally with automated methods management of strategies safety

e Creation and management tools for security policies . As with web pages or
other sources for finding policies

e Registration of policies for equitable use of infrastructures

e Presentation of policies and directives on training and awareness of personnel
on security issues.

The result of this project is possible to be applied in the frames of TEI of Crete at
Heraklion. It should be mentioned that security policies are referred to a total of rules
and guidelines which delimit and organize internal processes (provided that they are
related to information security). The objective of this effort is to apply secure
practices in respect to the culture that characterizes an educational/researching
organization. In order to achieve the above, it will be needed collaboration from all,
which is coded as administrative direction and commitment as regards the roles and
the responsibilities of members of the institution.
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Kepdioro 1
Eicaywyn

ATO ™ amopyn TS EMCTNUNG TOV VTOAOYIGTMV, 1] ACPAAELL TV TANPOPOPLOV TOV
avtoi emeEepydloviav NTav éva onuoviikd 0épa. TIéco pdAiov dtav avtég ot
TANPOQOPiEG UTopovoaV va. Kpivouv €va TOAELO, TNV KOLPGO Y10 OVOKOALYT LG
TeXVoLOYiag, | TNV ayopd €vog mpoidvtog. Avaugiofrtnto ofuepa, o Kivouvog gival
aKOpo mo opotdg KoM To CLOTHUHOTO EKTIOEVTOL GE €VPV PACHO XPNOTOV Kol
ouvendg Kwvduvov. Etol n minpoeopio 660 onuaviikn kot €qv gival mpémel va
evAdcceTal KoTdAANAL Kol cwotd. H mAnpoeopia, orotadnmote ki av givor 11 Lopen
™G, €POCOV vl OMUOVTIKN amotteitonl vo d10@LAdceeTal KatdAAnAa Kot va, gival
OMOTA TPOGTATELLEVT. AVTOC iVl 0 ATDTEPOG GKOTOC TG AGPAAELNS TTANPOPOPIDV:
VO TPOGTATELEL TNV TANpo@opic. omd &vo €upld QAGHO ATEN®V TOPEXOVTAG
eEAOQAAMION OTNV  EMYEPNUATIKY] Kowwvio, chayotomowwviag tn (nuio tov
EMYEPNOEDV Kol aLEAVOVTAG TO KEPOOC Oamd EMEVOVLCEIS KOL EMLYEIPNUOTIKES
evkalpies. H acpdielo Tov cuomnuatov Kot Tov 0edouEVmV Toug opiletal o€ TPELS
JLOOTACELS: EUMIOTEVTIKOTNTO, OKEPULOTNTA, dtabectUdTNTA.

Tig tedevtaieg dekoeTieg To TEPLOVOIAKA GTOLXELN piag ETOPIOG TPOEPYOVTOUL KVPIMG
and auia ototyeio. Avtd onpaivel 6Tt o1 opyoviGHol ivol O EVAAMTOL GE AMEINES
aceoieiog, AOY®m NG €£APTNONG TOVG G TANPOPOPLOKE GLGTAUATO KOl VINPECIEC.
Eniong A0y g peyding adénong Tov EMYEPNCEDV EYOVUE OC GLVETELN OVTEG VO
yivovtor o eAkvoTikdg 610)0G. 'ETol To. GUGTAUOTO TOV ETXEPNOEMY TPETEL VO
elval og 0éon vo avipetonicovy ddPopec OmENEC:AmATN e YPNON VTOAOYLOTH,
doA0PBopd, KOTAGKOTEIN 1 Kol PUGIKEG KOTAGTPOPEC.

Apa évoc OpYOVIGHOG TPEMEL Vo €EACQOOAMGEL TNV  oKEPOITOTNTA TOV Kol Vo
e€AoQUAIoEL TNV GLVOYN KOl TNV OCQAAE TOV OEOOUEVOV TOV UE SLAPOPOLS
uNYavVIGRovS, eAEyxovg Kkat dradtkocies. O Eleyyog OpmG £xel apKet OLGKOAID AOY®
:0100VVOECTG ONUOCIOV KOl WOIOTIKOV JIKTH®V Kot dtoveunpuévng tinpoeopnong. H
ac@drela Tov pmopel va emtevyfel péoa amd texvIKA péoa eivor mePLOPIoUEVN, Kot
Ba mpémetl va vrootpiletor amd KatdAAnAn dwyeipion Ko dwadwkociec. H dwayeipion
NG OCPAAELNS TANPOPOPLOV YPELALETAL GUUUETOYN, Ol LOVO o’ TOLG £PYULOUEVOVG
otV emyeipnon, aALd Kol OAOLG TOV cLVEPYALOVTOL LE AVTNV, EVOEXOUEVMG KOl LE
EOIKOVG  EUTEIPOYVOUOVEG £TGL OOTE VO €£00QoMoTEl TO0  KaALTEPO duvatd
arotéleopa. Kot avayvopilovrog Tt €éAeyyol kot anotnoelg acpaieiog ypetdlovral
o€ £vav 0pYOVIGUO TALE GTO EMOUEVO GTAO0 TTOV £ivOl O GYEOOGUOS TOV TOATIKMOV
ac@aAeiag mov amoattovvtal. ‘Etot yiveton kotavontd 6Tl otV €moyr| oG TPETEL Vi
axolovBeitanr Ko va epapuoletor pion TOAMTIKY ACQAAES £OPALOVOVTOS ETCL TNV
ac@AaArEln o€ KGO duvaTd EMIMESO KO TAPEYOVTOG TNV ATALTOVUEVT] TPOCTUGIO GTNV

emyeipnon.
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Kepdioro 2
Awdkaoieg IIvotomoinong Kata ISO 27001"

2t onuepwn €moyn, M TANpoeopia mnyalel and v enefepyocio TOV YnELoKd
amobnkevpévov dedoUéveOV GE TANPOPOPLIKA GLOTNUOTO, OTO OToio. UTOpPovV Vv
€xovv mpdcPacn ToALOL ¥POTEG OO SAPOPES YEWYPUPIKES TEPLOYES. L& EVOL TETOLO
Aertovpykd mepiaiiov glcdyovtor kivovvor pun ££0VGL000TNIEVNC TTIPOGPACNS GE
TAnpopopieg, ewoaymyns Aovloouévov  dedopévov, un - e&ovclodotnuévng
ATOKAALYN G TANPOPOPLOV, KABMG Kot aALOIOoNC 1 KOTAGTPOPNS TOVS. X ALTO TO
KePdAao mapovstaloviol to Ppote, Ot JldIKacIeS OV TMPEMEL oL EMLEipnoN,
opyaviopog va akolovOnoet mote va motonomBel katd ISO 27001. Eckivovtag amd
TOV TPOCOOPICHO TOVL AETOLPYIKOL TEPPAALOVTOC dnAadY| KaToypopr 1TNg
dpaocTnNpOTTaG TG EMLYEpPNONG Ko TNG TANpopoplakng s doung. E&éraong tov
non  vroapyoévtev Owheidov aceoieiog Kol TPOCIOPIGUOG TOV  VOHIKOD Kol
KOVOVIGTIKOU TAousiov ac@aleiog. Ztnv cuveyea n aSloAdynon kot 1 dwxeipion
TOV KWWOOVOV Kol TV advvapidv tov opyoviopov. Kot téhog n avdmtuén tov
GLOTNUATOG OlayeiploNg ACPUAEING TANPOPOPIOV GOV ATOTELECLUA TMOV TOPUTAVED
EVEPYELDV.

fpoabiopiopog AeiToupyikoU
Nepipaovrog

ABioAdynon & Aiaxcipion
Kivbovou

AvarrTutn ZueThparog
Alaxeipiong AogpdAciag
 [Anpogopiwy (AvarTugn
Bagikeu Koppou kara

1S027001)

Zyqpo 1: Amrotonmon pe@odoroyikig TPOGEYYLGNG Y0 TV VAOTOINGT TOV £pyov.

! Teyvikn mpocéyyon vy Avantoén  Zvotiuatog  Awyeipiong  Acedaielog

[Tinpogopiev and v Innova A.E
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2.1 lIpooodwopropoc Asttovpyikov Iepifdirovrog
2.1.1 Karaypaen Emixeipnuatikng ApaoctnpioTntag

YKomo¢ Tov oTediov aVTOD Elval M GUVONTIKY KOTOYPAQT TNG ETLXEPTLOTIKNG
dpaoctnpromrag tov Opyoavicpov. H katavonon tov mepifdiiovioc Asttovpyiog Kot
™G YEVIKOTEPNG KOVATOVPAG Tov Opyaviopod eivol omopaitntn yw v avamtuén
evog Xvotnuotog Awayeipiong Acearelag ITAnpopopudv, 10 omoio Ba avtamokpivetal
OTIG OVAYKES, TPOTEPALOTNTES, GTOYOVG KOl TO YOULPOKTIPLOTIKA AELTOVPYIOG TOV.

‘Etolr  xotaypdeetor T LRAPYOV  EMYEPNUATIKO AEITOLPYIKO TEPPAALOV Kot
CLYKEKPLUEVO TO OVTIKEILEVO KOL TO VP0G TV OpacTNPlOTHTO®V ToL OpYaVIGHOV, Ol
VANPEGIEC TOV TOPEYEL, 1| OPYOVOTIKT TOL OOUT, Ol EMYEPNUATIKOL TOL GTOYOL, Ol
ovvepyacieg mov dtatnpel Kot ot TBavEG amattioels TG Aloiknong avaeopika te v
ACQAAELLL TTANPOPOPIDV.

H pn onovpyio tov odnyel o €va pun AE1Tovpykd Kol OTOTEAEGUOATIKO GUGTLLOTOL
ACQAAELNG, AVIKOVO VO ETITUYEL TOVG TPOTAPYLKOVS GTOYOLS Y10 TOLG 0oiovg Kpidnke
EMTOKTIKY 1] OVATTLEN TOVL.

2.1.2 Karaypaen NMAnpoopiakng Yrodoung

YKOmOG TOV G6TadioV AVTOV Elval M AVAYVOPIOT Kol 0plofETnomn Tov AELTOVPYIKOD
TEPPAALOVTOC KOl 1 KOTOYPOQPY] TOV TANPOPOPIOKAOV GLOTNUAT®V, To. omoio Ha
ocoumepineBodv  otn  perétn  avamtuéng GLOTNUATOG  OlayeiploNg  ACPAAELOG
minpoeopidv. H kataypaen avt Ba apopd toug KpIGIovg TANPOQOpLaKovs TOPOVG
(information assets) kot Oa £xovv cupemvn et pe Tov Opyaviouo.

O mpoGO10PIGUAC TOV KPICIU®V TEPLOLGLOK®Y GToLEl®V (assets), ta omoio vdpyovv
OTNV GLYKEKPUWEVN TTEPLOYN EAEYYOVL KOl GLVOEOVTOL WE TN GLAAOYT, emeCepyacia
amoffKeLoT Kol O0KIiVIIoN TOV TANPOPOPIDV, ATOTEAOVV CMUAVTIKY TANPOEOpNON
v TV 0pOY| Ko ATOTEAEGUATIKT AELOAGYNOT TV KIVOUVOV ACPAAELOS TAT|POPOPLDOV
plog ovykekpuévng meployns. ¢ ek tovTov, givon amopaitntn n dnuovpyio £vOG
KATOAOYOV 6TOV omoio mepthapPdvovtal OAot ot TOPoL, Ol OTOI0l GUUUETEYOVV OTIG
depyacieg g ev AOY® TePLoYNG EAEYYXOL Ko EXOVV ox€om HE TNV EMEEEPYOCIN TV
TANPoPopLdV. O GLYKEKPLUEVOS KATALOYOS Ba TPosdlopicel T0 £0POG, TO AVTIKEIEVO
KOl TO oXeOloUO vAomoinong g ekdotote alloddynong kivdovev. Kébe térolog
nopog £xel Kamowa a&ia yio tov Opyovicpd, Kot avarloyo e QUTIV TOV TPOGTUTEVOVILE
avVaALOY®G.
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2.1.3 E¢étaon Y@iotapuevwy OpyavwTiKWV Kal TEXVIKWV AIKAgidwv
Ac@aAsiag

Yxomdg Tov oTadiov aVTOL eivor M €E€TaON KoL KOTOYPOQPY| TOV VLEIOTAUEVOV
dAeldwVv acpdielag ol omoiot £xovv vioBetnBel ko epappdlovtar otov Opyaviouo,
elte avtég elvor opyavmTikng gite TeXVIKNG @Oonc. Avtd Ba Pondnocel oe pa apykn
EKTIUMON  adLVOUIOV Kol Kvovvev mov  oémovv tov  Opyavicpd, ©cte va
oNuovpynBovv KatdAnia eyyepiotn aceareiog kot va fondnbei o oyedacpudc g
APYLTEKTOVIKNG ac@aAreiag Tov Opyavicpov.

2.1.4 Npoodiopiodg Nopikou kKail KavovioTikou MNMAaiciou
Ac@dAsgiag MAnpogopiwv

2Komdg Tov OTaOloV AVTOL Elval O TPOGOIOPIGUOS TOV VOUIKOD KOl KOVOVIGTIKOU
TAOIGIOV  OGQAAELNG TANPOPOPUDY TOL OMEL TO GUYKEKPUEVO YDPO TOV
dpaoctnpromoleiton 0 Opyoviopoc, Omwg avtd opiletor omd v EAANVIKN Kot
eVpOTAiKT vopobeosio kot vopoAoyio Kot Tig apUOdIEG KOVOVIGTIKES OPYES.

‘Etolr  mpaypotomoteitor  avdAvon TOL  VEIGTAREVOL VOHIKOV, Oecpikov kot
KOVOVIGTIKOV TAdlciov Omwg opiletor amd v eAAnvikn Kot debvn vopobeoia xon
vopoloyio 6Gov a@opd otV aceaiel Tov TAnpogoputdv. H avaivon koaidmtet
dupopes Bepatikés evotnTeG OTMG TPOSTAGIN OEOOUEVOV TPOCOTIKOL YOPOKTP,
TVELUOTIKY  1010KTNOi0, YNOUWKEG  VLIOYPOPES, Gdeleg  ypNong  AOYIGHIKOD,
NAEKTPOVIKO EUTOPLO KAT.

2.2 Awyeiprion & A&oroynon Kivovvoo
2.2.1 MNpoodiopiopdg Eupoug AgioAéynong Kivdouvou

Xe ot TV OAon YiveTon TPOGOOPIGHOS Kol aEl0AOYN oY TV KIVOOVOV ACPAAELNS
OV QPOPOVV GTOVS TANPOPOPLOKOVS TOPOVS KO GTIG EMLXEPTUATIKES OL0OIKOGIES,
OTMG KoL TOV TPOCIOPIGUOG TG EMIOPACTNG TOV KIVOLVAOV QLTOV GTNV Kabnuepivi
Aertovpyio Tov Opyovicpov, 660 Kol 6TV EMITEVEN TOV GTPATNYIKAOV 6TdY®V Tov. Ta
OMOTEAECUOTO OO TOL TTOPATAVE 6TAd B xpnoomomBodv yio v emAOYN TOV
KATOAANA®V SIKAEId®V 0GOAAELOC.

2V cuvéyela Yivetol 0 TPOSIOPICHOS TOV TANPOPOPLIK®Y CLUGTNUATOV TO. OOl
Ba copmeptineBovv e avtr ) @don. Kot apopd kpicipovg mAnpogopiakod mdépovg
(information assets) O6mwg ovtol Ba €yovv mpokLYEL MO TAVE® Kot Bo Eyouvv
ovpemvndei pe tov Opyaviouod.

Yvppoveitar pe tov Opyaviopd mn okpifnig éxtaon tov  eA&yyov, dniaom
mpocdlopiloviol & cLUE®VOVVTOL OAEG O1 TEPLOYES KO TO, TANPOPOPLOKA GLUGTHLLOTO
T omoia O cvumePANEOHOVVY otV a&loAdYNoN TOV KIvOHVOU.
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Kot avartvcoeton 1o «ITAdvo EAéyywv», 10 omoio amotelel 10 oy€do 610 Omoio
TPOOLALYPAPOVTOL Ol EAEYYOL TOL TPOKEITOL VO TPOYHOTomoinBodv, To YPOVIKO
dtlonuo. oto omoio Ba de&oyBohv Kot TO OVOHO T®V ATOU®V TOL TPOKELTOL VO
dlEvePYNGOLV.

2.2.2 AvdaAuon Emixeipnuatikwyv Eimrrwoswyv Ac@daAgiag
MAnpogopiwv

YKOTOG TOL GTASIOV TNG OVAALONG EMYEIPNUATIKOV ETMTOCEDV AGPAAELNG Elval O
TPOGOIOPIGUAC TNG KPIGIUATNTOS TTov £xouv Y. tov Opyavioud ot TANPo@oploKol
nopot kot To dedopéva T omoia emeepydlovral, dlaKvohvTal Kot arodnKevovTal GTo
ebpog g mepoyng eAEyyov. EmumpocBeta, m ovykekpuévn  dadikacio
YPNOLOTOIEITOL TPOKELUEVOL VO, TPOGOLOPLIGTEL 1] KPIGUOTNTO TOV AEL10A0YOVUEVOD
ovotnuatog ywo. tov Opyaviopd. H kpioypdmra tov IAnpoeopidv mov apopovy Kaoe
évav omd Tovg TOPOLS TNG LTO AEOAOYNON TEPLOYNS, Ol OTOI0L GUUUETEYOLV GTNV
enefepyacio Kot OKivnon TV TANPOPOPLOV, EKTUATOL TPocdtopiloviag v
enidpaon mov Oa eixe yw tov Opyavicpd 1 OTOAEW TNG EUTIGTELTIKOTNTOG,
akepodOTNTaG Kol Owbeciudttag toug. H v MOy  a&loddynon Oswmpeitan
emPefinuévn kdbe Popd mov avamtHoceTol 1 ayopaletal véa £Qoapuoyn Kot KaOe
QOpd OV HETAPAALETOL TO EVPOC KO O GKOTTOG XPNONG TNG KAOE EQUPUOYTG.

Téhog a&loroyeitor m emintowon o Tov Opyovicpd omd mbovy OTOAEW NG
EUMIOTEVLTIKOTNTOG, OKEPALOTNTOG Kol OBECIUOTNTOC TOV  TANPOPOPIDY  TOL
emeepydletoan kdBe mANpoeoplokd ocvotuo, HE okomd vo  katotoybovv  To
TANPOPOPLUKA CLGTHLOTA COUPMOVO LE TNV KPICIUOTNTO TOV dEG0UEVOV TOVS Kol VL
TPOCIOPIGTOVV Ol EKAGTOTE AMAUITNOELS ACPAAELNG.

2.2.3 NMpoodiopiondg AtreiAwv Ac@daAeiag

YKOmOG TOL oTAdiov AVTOV £ival O EVIOMIGUOS TOV KUPLOTEPMOV OTEIMDV OCOAAELNS
TANPOPOPLDOV TOL APOPOVV GTO SEGOUEVA KOl TIG TANPOPOPIES TG VIO a&loAdYNoN
TEPLOYNG, DOTE VO YIVOLV KOTOVONTOT 01 Kivouvol ot 0moiot €ival GUVVEAGUEVOL [E TN
evon TV dpactnpottewv mov vrootnpilovv. Koatd v oapyik o¢don Tov
TPOCOOPICHOD TV  ONEIMDV  AGPAAEWG  OnMpovpYEiTal KoTtdAoyos, O 0moiog
TEPILOUPAVEL TIG E0TIEC AMEILDVY, Ol OTTOIEG OLPOPOVV GTNV EKAGTOTE TEPLOYN EAEYYOV
KOl UTopodV Vo VTOKIWVAGOLV TNV €KONAMGON T®V OTEADV ac@diewag. [ tov
TANPECTEPO TPOGOIOPICUO TOV TOPATAV®, OVOPEPETOL Ko TO KivnTpo, To omoio Ha
UITOpovGE va ypnotpomombet yio TNy vrokivnon g EKONAMONG TS OTEIANG.

[Tpocdopilovion ot amelhég otig omoieg givar ektebeyuévog o Opyaviopdg Ady® Tov
€0pPOVG SPACTNPOTATOV KOl TMV LIANPECIOV TOV TPOCPEPEL, Ol MNYEG TPOEAEVONG
TOVG, KaOhg Katl 1 mhavot T eKdNA®oNS Toug. O TPocdlopiopdg avtdc otnpiletor —
EKTOC TOV GAA®V- OTNV OVAALGT TOV OTOTEAEGUATOV TPONYOUUEVOV QACEMVY, GTO
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diktva pe To omoia GuVEEovTal Ta GVoTHHATO TOL OpPYaVIGHOV, Ta dedOUEVA TTOV AVTA
amofnkevovy, emeepydlovrtor Kot SKIVOLV, TOVG TPOMOVG Kol TO  EMIMEdN
npocPaonc. Ta mopamdve ATOTEAECUATO TOV OMEMDY OTOTEAOVV TOVG KVUPLOLG
KWWOOVoLug TG ac@aAElag TAnpopoptdv. O mpocsdlopiopnds ko 1 aglohdynon tov
KIVOUVOV a0T®OV amotelel avtikeipevo g dadikasiog a&loAdynong Kivobvmy.

2.2.4 Evromiopog Aduvapiwv Ac@dAsiag

>Komdg ToV oTadiov aVToY, KATA TO 0Toi0 TPOGdoPIlovTal Ol AOVVOLIES ACPAAELOS
OV APOPOLYV GTNV TTEPLOYN VIO eE€TaoT, elvan 1 dnpovpyio AMotog pe Tig advvapies,
o1 omoieg o uTopoVGAV VO ATOTEAEGOVV OVTIKEIIEVO EKUETAAAEVONC OO TIC OTEIAEC.
Ot advvapiec aoc@dAelog doev  mpokvmTOLy pOVO amd TV EAAewym N TNV
OVOTTOTEAECLATIKOTNTO, TOV TEXVIKOV OIKAEIO®V aco@Aaielag, aAld myalovv amd Adon
Katd ™ oyedlaon tov ocvotnudtov (design vulnerabilities), amd AoavOacuévn
vAomoinom evog oyedlaoTikd KaAoh cuotiuatog (implementation vulnerabilities), and
AGO1 katd v mapapetponoinon (configuration vulnerabilities), and pun ™pnon tov
TPOOLAYPUPDV AGPALELNG £TCL OTTMG OVTEC TPOoKVTTTOLY oo TNV [ToMTikn Acpdieiog,
TG mpoTLTEG odMyieg acpdielng Ko TG Oebveig mpaktikég acedieiag. Emiorg,
aduvapieg ao@AAELNG TPOKVTTOUY OO TNV EAAEWYN N TNV OVOTOTEAECUATIKOTNTO
OKAEId®V aoQAAELOG, O1 OTOlEG aPpopovV oTNV ACPOAN dtoyeipton ™ TANpoopiag,
elte avtn yivetol amd TANPOPOPIKA CLGTHHOTA, EITE 0O avOpOTIVO TOPdyovTa.

"Elgyyoc Tpnong lpodwypapdv Acepdrerag (Gap Analysis)

Y10 TAoiolo O1EVEPYELNG TOV CLYKEKPIUEVOL eAEYyov eEetdletal n evapuovion Tng
EAEYYOUEVNG TTEPLOYNG LLE TIG OTOUTNOELS ACPAAELOG TOV Opyavicpol, £T61 OTMS AVTEG
npocdlopilovrar amd ta axorovda:
o Apyéc ko atoYovg T0V Opyovicuon
[ToAtikn Acpdieloc tov Opyovicpov
Awdwkaocieg Acpdlelag (Texvikoh TEPLEXOUEVOL KO Un)
Odnyiec Acpdhetog
Noukég, KavovIeTIKES Kol GUUPOTIKES VITOYPEDCELS
AteBveic mpaxTiKéc acpdrelng ot omoieg epappoloviar oe Opyoviopovs ot
omoiot
o Emefepydlovion dedopéva g 1010¢ N Kot HeyohhTepNS KPIGIUOTNTOG UE TOV
Opyaviopo
oAb mpdtuma acparelog

"Eleyyoc Teyvik@v Advvomiav (Vulnerability Assessment)

H ovykekpipévn evomra eAéyyov agopd oe TeYVIKES advvapieg ac@aAElng otV
OPYITEKTOVIKY] OGQAAENG, KOODG Kol 68 OAOLG TOLG TANPOPOPLOKOVS TOPOVS KOt
Aoyiopikd mov avtoi dtwbétovv. Eivar amdivta teyvikng evoems kot e£etaletl Epputeg
(eyyeveic) advvapieg g oyedlaong evog TANPOPOPLOIKOD GULOTAUATOC 1 MG
epappoyng (design vulnerabilities), eite avtéc a@opovv Aoyloukd egite LAKO,
advvapieg mov ogeiloviar ce AavBaouévn viomoinomn &vog GYEONCTIKG KOAOV
ocvotpatog (implementation vulnerabilities) kot advvopieg Tov opeilovtar e AGO
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napopetponoinong (configuration vulnerabilities) tov cvomudtov 1 OSoyeiplong
TOLC.

‘Eleyyoc AmoteleopotikoTnTtog Yo@uotdpevov  AKAEIdOV  Ac@drerog
(Controls Assessment)

H ovykekpyévn evotmra eAEyyov a@opd TV amoTEAECUATIKOTNTA TOV SIKAEID®V
AoPAAELNG TOGO GE OPYOAVOTIKO OGO KOl G€ TEXVIKO EMIMED0. TVYKEKPIUEVA, EAEYYETAL
1 OTOTEAECUATIKOTNTO TOV VOIOTAUEVOV SIKAEIO®MV 0GPAAELNG TTOV TPOGTUTEVOVV T,
TANPOPOploKA cvotiuate Tov Opyavicpov, 1 vAomoinon 1M Oyl TOV JSKAEId®V
ACQPAUAELOG TTOV KPIVOVTOL OmOPOITNTEG Y10 TO EKAGTOTE AEITOVPYIKO TEPPAAAOV KO,
TENOG, 1 TOPOUETPOTOINGT TOV TANPOPOPLOKDOV GUGTNUAT®V KO EPUPUOYDV.

2.2.5 A%loAdynon MOavéTnTag EkperdAAgeuong AdSuvapiwy
Ac@aAgiag

H évvown g ameng eivor ocvvogoouévn pe v mlovotnto €KONAMONG oG
advvapiog acedietoc. H mbavotmto ekdnimong pog advuvopiog aceaielog eivor
OMOTEAECO, TNG TOPOVGIOG 1 OTOVGING TV KUTAAANA®Y OIKAEId®V acPAAElNG. Xe
nepinTOOoN  KOTA TNV omoia  vmdpyovv OikAeldeg aoceAAelng, 1 mOavOTNTA
expetdAievone  pwog  advvapiag  mpokvmrel  omd v afloAdynon g
OTOTEAECUATIKOTNTOS TMOV EYKOTECTNUEVOV OIKAEId®V ACQPAAENG, €iTe aVTEC eivor
TEXVIKEG OIKAEIDEC, €1TE O100TKAOTIKEG.

2.2.6 ExTtipnon Kivduvou Ac@dAsiag NMAnpogopiwv

YKxomdg Tov 6Tadiov aVTOV givat 1 EKTIUNGCT TOL EMTESOL KvOHVoL Yo kdBe (evyog
AmEMG Kol adLVOUIOG ACQAAEIOS, OTTMOC AVTE £XOVV TPOKVYEL OO TPOTYOVUEVQ
o1doo ¢ pebodoroyiog, Pe oKOTO VO TPOGAOPIGTEL TO GLVOMKO EMIMESO KIVOHVOL
oto omoto eivon ektebeévog o Opyaviouds. H  extipmon tov  Kvobvou
TPAYUATOTOLEITAL GLVOLALOVTOG TNV KPICIHOTNTO TOV TANPOPOPLOKDOY TOPWOV, TOV
ATEILDV KOl TOV AOVVOLIOV 0CPAAELNS, VO omoTeAEl TNV TLEIdA Yo TNV ETAOYT TOV
KATAAANA®V SIKAEId®V acPAAEl0G Kol TNV eniteLEN TOL emMBLUNTOD

EMMEOOV ACPAAELNG TANPOPOPLDV.

A&woroynon Anotereopatov & Extipnon tov Kiwvoovou

"Exovtag oAoxAnpmdoel Tovg eAEYYOVS, OMOUEVEL 1 OEIOAOYNON TOV OTOTEAECUATOV
KOl 0 TPOGOOPICHOG TOV KIvdUVOL Yoo kGBe pio amd Tig advvapieg aoc@AAELNS TOV
evromioOnkav. O kivduvog TPOKHTTEL GOUPMVOL LE TNV TAPUKAT® GYEOT:

Kivouvvog = IIBavéotnta Experdilevong Advvapios (Aneni)) X Eaiopaon g
Anaug X A&ia ITopov
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2.2.7 Zx€d10 Alaxeipiong Kivduvou

Yxomdg tov otadiov avtov eivar 1 avdmrTuén evog oyediov Yoo T dwayeipion tov
KIVOUVOL ac@iielog mAnpogopidv (information security risk management plan), pe
otoY0 TV ghaylotonoinon M v €£AAElyYT TOL KIVOOVOL OV £YEl EVTOMIGTEL. XTO
mloiclo avtd, mpocsdopilovtar ot amantoVUeVEG O0pBOTIKES evEpyeles, eite avTEG
elval véeg owheldeg aoc@dAelag 1 PeATIOTOTOINGN TNG OMOTEAECUATIKOTNTAG TMV
VropPYOVTOV, a&loAoYoUVTOL Kot TEAOC, TPOTEPULOTNTO TPOG LAOTOINGT. Agdopévou
OTL 1] OAOKANPOTIKN €EAAELYT TOV KIVODVOL EIVaL TPOKTIKAOS AdVVATT, ETIAEYOVTOL OL
KATOAANAEG S10pOMTIKEG EVEPYELEG, TO KOGTOS TV OMOIMV Eivat LKPOTEPO 1 1GO e TO
KOGTOG TG MOAVIG OMOAEWG CGE TEPIMTOON MOV Ol TMPOTEWOUEVES OIKAEIDES
acirelag 0gv vAOTOOVVTAVY Kot 0 Kivouvog giye mpaypatoromBel. H evbovn yo v
EMAOYT avT &YKETAL otV avatepn Atoiknon kot to Sevbuviikd oTeAE)n TOL
Opyoviopo?.

IIpoodropiopdc Aikreidmv Acpareras & AropOoTikav Evepysiov

Merétn tov kvobvev, ot omoiot €govv TPocdloploTel Kot TPOTOoT OKAEId®V
ACPAAELOG EAOYLOTOTOINGNG TOVS, AVOAGYMG TNG KPIGILOTNTOS TMV TATPOPOPUDY TOL
npdkertan va Tpoostatevovy. ['a kébe kivovvo, Tpoteivovtal ot KaTAAANAEG OIKAEIDES
ac@dArelog og opyaveOTIKO & TeYVIKO £mimedo.

2.2.8 Tekpnpiwon kai Mapouciaon ATTOTEAEOHATWY

Yxomdg tov TeEAevtaiov otadiov ¢ pebodoroyiog aflohdynong kot dSoyeipiong
KIVOUVOL €lval 1 avOALTIKY] KOt OAOKANP®UEV TEKUNPIMOT Kol TOPOVCINcY] TV
OTOTEAECUATOV TOV EAEYY®V, NG OEOAGYNONG KIVOUVOL KOl TNG TPOTEWVOUEVNG
oTPATNYIKNG SlaXelplomng TOL KIVOUVOL OGOAAELOG.

v Awoiknon tov Opyavicpov TapovctdleTal o GOVOYN HE To KOPLOL OMLEia Tov
eviomioOnkay Katd TN JlEVEPYEID TOV EAEYY®V aoQAAELNG TANpoPopldy. Ta onueio
VYNA0D KIvdUVOL OHOdOTOLOVVTOL KOt TEPLYPAPOVTAL Y®PIG TNV TEYVIKT] AETTOUEPELQ.
H odvoyn ocvuminpoveronr omd pio mopovsiocsn, m omoia €xel cov GTOXO TNV
Katovomnon Tov kuplotepmv onueiov g agloldynong kot v emeEnynon Tov
OKAEId WV acQAAELOG TOV TPETEL VO DAOTOMBOVV.
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2.3 Avantoén Xvotipotog Awyeipiong Acoedierng I[Anpogoprov
(kotd 1SO27001)

To Zvomua Awyeipiong Acodretog ITIAnpogopidv amoteiel pépog tov gvpHTEPOL
cvotnuatog dwxeipiong evog Opyaviopov kot agopd otn Oepeiioon, viomoinon,
Aertovpyia, Eleyyo THPNONG, cvvTNPNoT Kol BEATIOON TG AGPAAELNG TAPOPOPLOV
evog Opyavicpod. H viomoinon tov okolovBel mpoocéyyion Paciopévn oTovg
EMYEPNUOTIKOVS KIvdUVOLG ToL Opyavicpov (risk based approach).

To Z.A.A.II amotelel éva TAOIGIO apy®V e OKOTO TNV EMITEVEN KO GTI) GUVEXELD TN
dwtpnon Tov emBuunTod EMUTESOL ACPAAELNG TANPOPOPLOV €vOG OpPyoviGHov.
Eivar éva €1dog oyediov / odnyod otov omoio mpocdiopiletar To emBuuntd emimedo
acparelag mAnpopopidv. To L. A A.IT opeilel Kon mpémel va eivor EVAPUOVIGUEVO LE
TOUG  OVTIKEWEVIKOVG oTOYovg tov Opyoviopod kot vo  glvar  oviloyo g
KPIOWOTNTOG TOV  EMYEPNUATIKOV TANpoeopidv. 'Eva 1étoo mlaicio apydv
TPoodopilel T0 GUVOAD TOV GULUTEPIPOP®V, JEPYOUCIOV KOl TPOUKTIKOV TO OOl
oLVIYOpoUV GTNV VAOTOINGN Tov emMBLUNTOD EMMEOOV ACPAAELNG TANPOPOPLOV (UE
oxéon pe 115 amortoelg Epmortevtikommrog, Akepatdtntog kot Atfectudtntos towv
TANpoeopldv Tov Opyavicpov). XpnoOTOUDVING TOVS EMYEPNUATIKOVS GTOYOVG
ooV KPITHPLO, Ol OPYOVIGUOL UTOPOVV VO TPOcdlopicovv 1o emBountd emimedo
acQAAELNG Kol Vo, TO TomofeToovy og pio KAIHOKO HETPNONG, OTO EVOLAUECO TNG
ATOCTUCNG OVALEGO GTO VPICTAUEVO EMIMESO AGPAAENG KOl GTO 10€0TO (0TS OVTO
npocodlopilerar amd TpdTLTO Kot TIC O1EOVEIG TPAKTIKES).

Onwg O6Ao ta ovotquoato  Owayeiptone (management systems), to X.A.A.II
TEPILAUPAVEL TOV TPOGIOPIGUO OPYOVAOTIKNAG SOUNG Kol VIEVOVVOTHTWV, TOMTIKAV,
SOIKACIOV, TPOTVTOV Kol 0ONYLOV ac@AAElng TANpogopidy. O oyedlaouodg Kot
viomoinon evog X.A.AIL emnpedletar omd TIC EMYEPNUOTIKEG ATOITHOES KOl TOVG
OVTIKEWEVIKOVS 6TOYOVS ToL OpYOvVIGHOV, TOVG KIVOUVOVS OV TPOKVTTOLY O TNV
anoielng ¢ Eumotevtikomrtog, Axepoadomtoag kot Awbeoiudmmrog TV
TANPOPOPIDV, TIG ONOLTNGELS AGPAAELNG TANPOPOPLDYV, TIG OlEPYACIES KAl TOV TPOTO
Aertovpyiog, To péyedog Kat tn doun evog Opyoavicpov.

To Zvomuo Awayeipiong Acodieag ITAnpopopidv amoteleitor amd £vo dounuévo
OUVOAO EVIVTOV OlpopeTIKAOV Pabuidmv, 10 omoio meprhouPdver Ilolrtiké,
[Tpoétuma, Awadikacieg ko Odnyieg. Méoa amd ta évruma mpocdtopilovtot ot factkég
TPOOLALYPOUPES KOl TALTOXPOVO, OTOITNCES aoQAAelag twv [IAnpogopidv tov
Opyoaviopod, Kadmdg Kot o1 S10d1KaGIEG VAOTOINONG TWV TPOJAYPUPDOV OVTMV.

210 mopomdve TANIGI0 AvamTOGGOVTOL TO AkOAOLO:

OpyovoTiké IThaicro Acedrerog IIinpooprdv — Oétel Tig mpoimobEécelg Yo
dnpovpyia evog mhaiciov epyaciog, HECH TOL OPIGHOD POA®V Kol OPUOSIOTHTOV MG
TPOG TNV ACQPAAELD, TO Omoio LTOoTNPILEl TO GLUVIOVIGUO KOl TOV EAEYXO TNG
VAOTOINONG KOl EPAPUOYNG TOV TOATIK®OV, O0OIKAGUDY, TPOTHTOV KOl 0ONYIDV
ACPAAELNG TAT|POPOPLDV.

18



MMoMtwkn Ac@drerag IIinpogoprdv — Avtikatontpilet Tig Béoeig g Aloiknong yio
mv Acpdiela ITinpopopidv tov Opyaviopod. H molitiky acedieiag kabopilel Toug
KOVOVEG HECOH OO TOLG OMOIOVG EMITLYYAVETOL TO EMBLUNTO EMiMEdO AGPAAELNG
TANPOPOPLADV.

Empépovg Iohtikés Ac@dlrewag Iinpogoprdv (ava Oepatikn evotnta) -
[Tpocdopilovv Tovg KaVOVES OGPAAELNG, COLPOVO LE TOVS OTOI0VE TOL TAT|POPOPLUK(L
ocvotpata gykadiotovtal, oxedldlovtol, AEITOVPYOVV Kol GLVTNPOVVTAL.

Awdkaoieg Acpdrerag ITAnpogoprav — Ilpocdiopilovv pe Aemtopépeia tov TpOTO
HE TO OMOI0 VAOTOOVVIOL Ol OMOUTNGES OOQAAELNG TANPOPOPIDV, KOTE TNV
KaOnpepvn Aettovpyia tov Opyavicpov.

Teyvoroywkd Ilpotoma Aceaierog — Aegntouepr| éviuma to. omoio avtictotyilovv
(netaepalovv) Tic YeEVIKEG TPodlaypapés acpaielag e [ToAtikig o cuykekpLEVES
OTOLTGES KOl KOVOVEG TOVL APOPOLV GTOVG TANPOPOPLIKOVS TOPOLS KOl OTIG
depyaocieg dwayeipiong tov Opyavicuov.

Teyvikd Ipotvma Acedierog - Acmtopepr] évivma ta omoio kabopilovv Tig
BEATIOTEG TPOUKTIKEG TTOL TPEMEL VO AKOAOLOOVVTOL YO TNV AGPOAT OVATTLEYN TOV
TANPOPOPIIK®OV  GLOTNUATOV  GLYKEKPUEVOV  KATOOKELOOTOV, opiloviag Tig
eMdyoTeG amodeKTéG puBpicelg acpdieiog Tovg (baseline security configuration).

Oonyiec Acodarewog Iinpooprdv - A@opobhv otnv oc@ain dwuyeipion Kot
TOPOUETPOTTOMGT  TOV  POCIKOV  AEITOVPYIKOV  TAATQOPU®Y  TANPOPOPLIKDV
cvotudTOv Tov OpPYavIGHOV.

To Zvomua Awyeipiong Aceparelog [TANpo@opidV SUUOPPOVETOL COUPOVO LE TIG
avdykeg acdrelng Tov Opyavicpov, OTmMG avTég mTPocsdlopifoviol amd TNV apyIKn
a&loAOYNOT KPICIHOTNTAG TOV OEOOUEVOV KOl TOV EMNTOGEMY Yo Tov Opyaviouod
and mbovny andiewa g Epmotevtikottog, Akepaidtnrog kot Atafesyottog towv
TANPOPOPIOY 1oL dwyepiletal, amd v alloddynon Tev KwdOvVeov Tov givol
ocuvueaopévol pe Tn Asrtovpyion tov, amd To 1oybov Noukd, Osopkd Ko
Kavoviotikd mhaiclo kol cOppmva pe ta oebvny mpdtuoma Kot Tig d1ebveic mpaKTikég
acpdreag TAnpoeopidv (ISO/IEC17799, ISO13335, COBIT).
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Anarmoeic Aopaleiac MAnpogopiov
o Abohoynan kivdivov
o Nopikd & Beopikd nhaioio :
o Emigeipnuarixoi otoyol Anpioupyia ZuoTijuarog
o AieBveic npakTikeg SIOKHPISTIS AT aARCS
MAnpopopIV
DO:
AsiToupyia ZuoThparog
Aiayeipiong Ac@dAsiag

Euvtripnon &
BeATiwon

Xympa 2:Kdkrog Long Zvotipatog Awayeipiong Acodaierag IIAnpopoprav

‘Etolr okomdg ¢ ovykekpyévng @daomng tov €pyov givor 0 oxedlacpdg evog
arotedecpatikod XA AT, TPOGAPUOGUEVO GTIC OVAYKES KOL OTOLTIOEL, ACPAAELOG
TAnpoeoptdv tov Opyavicpov, kabmg kot 1 avdrtuén Tov Bactkod Koppov avtov.
Yto mhoiclo TG ovyKeKpEVNG edong oyxeotdletar 1o XA AIL g etopiog won
TOVTOYPOVO, OVOTTOGGETOL O POCIKOS TOL KOPUOG GUUP®VO, UE TIG OTOLTIOELS TOV
npotonov ISO27001, mpokewevor 1o ocvykekppuevo X.AAIL vo pmopel vo
motomonfel 6TV AUESMG ETOUEVT] PAGT TOV £PYOV.

2.3.1 Xyedwoopog XAAITL

Yto mlaiowr NG OLYKEKPWEVNG evépyelag yivetor oyediaom kol mpoteivel
oAOKANpOUEVO cvoTNUo dtaeipiong acedietng mAnpogopidv (X.A.AIT) v tov
Opyoviopo €161 0TS 0VTO TPOKVTTEL ATO:

To vpiotauevo Aertovpykd & emyeipnuoatikd mepipdiiov

Tovg Ktvdvvoug acpdielag TG eTonpeiog

Tig amonthoeig g Atoiknong yio tnv Acedieiag [TAnpopopidv

Tig WwntepdtnTeg Asttovpyiog g eToupiog

Ti¢ Mot GELS OMOTEAEGLATIKOTNTOG

T amoutnoelg tov mpotvmov ISO27001

O oyxedwopog tov ZAAIL  Eekvd e TO TPOCOIOPICUO TMOV OTALTCEWDV
acQAAELNG Kol 1 €VOVYPAULUCT] TOVG HE TIC EMUYEPNUOTIKES OTOLTOELS Kol
ToVG 6T0Y0VS NG Opyovicov.
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"‘Exovtag mpoodlopicel TIC OmMAITNOELS OCQAAES TANPOPOPLOV Tov Opyavicpov
akoAovBel n @don «Avantuén Eyyepdiov Acoedieing I[TAnpopopidvy 10 omoio
aQOpd OTNV TEKUNPIOOT TOV SASIKOCIDV, KOVOVOV KOl TOATIK®V, ol omoieg Oa
VTOOEIEOVVY TIC KOTAAANAEG OIKAEIDES AGPAAELOG, 1] TPNOT TOV OTOIMV SAUOPPADOVEL
10 €MBLUNTO EMIMESO AGPAAELNG TOV TANPOPOPLADV.

AWPOpOOVOVTOL KOVOVEG KOl TPOJYPOQPES OCQAAEING, 1 TAPNON TOV ONOi®mV
SlHopP®VEL TO amoutovpevo emimedo  Eumiotevtikotnroc, Axepoaidtnrog Kot
ABeoHOTNTOS TOV SEOUEVMV, AVAAOYO NG KPIGILOTNTAS TOVS Yo Tov Opyoviouo
otov omoio oamevBhvovtal. Anuovpyeitor €vo GHVOAO SOUNUEVOV TOMTIKGOV Kol
Kavovov ac@diewng (to omoio omotedel 1o Xvotmuo Atayeipiong AcedAciog
[TAnpo@opidv) cOUP®VA LE TOVS OTOIOVE TANPOPOPLOKA GLGTIUOTO KOl VINPECIEG
eykaBiotavral, oyedialovial, AEIToLPYOoVV Kot GUVTNPOVVTL.

Koatd 10 614810 0016 drapoppmvovtot to akdiovda:

[ToMtikn acdAelOg TANPOPOPIOV

Empépovg moAtikég acpdieiag TANPOPOpLOV

Awdikocieg asPareLOg

Teyxvoroywd TpdTLTTO. AGPALELOG

Texvikd mpdtumo acEAAELNS Y10 TIG PACIKOTEPEG AEITOVPYIKES TAATPOPUES
Odnyieg ac@arelog TANPOPOPIOV

Yroompiktikd £vivma mov Bonboldv ot AettovpyikdTnTo Kot VAOTOINoN Twv 66mV
npoodopilovtar oto Eyyepidio Acodieiag ITAnpopopidv. Ta mopamdve amotehovv
t0 Eyyepidio Aocopdreing ITAnpopopidv (Information Security Manual) 1o omoio
amotedeiton omd pio oepd amd EVTLTO TOL AVOOEMPOVVTOL GUVEYMS, KOOMG OAAALEL 1
EYKATESTNUEVT TEYVOAOYIKT Bdiom, LeETOPAAAOVTOL O1 EMLYEPNUATIKEG OPACTNPLOTITES
0V Opyavicpov Kot dALALOVV Ol ATULTHGELS AGPAAELOG.

Ta évruona mov anaptilovv 10 Eyyepidio Acopdietog [TAnpopopudv dev eivar 6ha 6To
1010 emimedo. AmoTeEAOVV PEPOG UIOG OOUNG TLPOUIONS 1 OTtolal EXEL GTNV KOPLON TNG
11§ PacIKEG OPYES Yo TV AGQAAELDL TANPOPOPIOV £TGL OIS AVTEG TPOocdlopilovtal
and ™ Awoiknon tov Opyavicpov.
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MoAhimekn Aowpalkeiag
—:

Opyavioon AopaAeias
MANDOPOD I

Baomeg Apxec & MpdTuna

ISiormaia
NAnpogopidv PoAon & Baocikéc Apxtc  Aladikaoieg
&M AppodIoTN TEG

ZUOTN AT WY

AZiocdoynon Kividvwv

\ ] Zoompa Awayxeipiong .
Acpalziag NMAnpoypopiav

\

Xymqpa 3:Avdypappa TpocLyylong vA0Toinong Tov XvoTipatog Atayeipiong Acpdaierog
Iinpogoprodv

H «xopdid» tov Eyyepidiov Acedieing ITAnpoeopidv (Kot kat’ eméKTACYT TO
Kkevipikd onueio tov X.A.ALIT) etvan n TToAtikn Acpdieiac, 1 omoio ATOTLTMOVEL T
eurocopio kot fodinon tov Opyoviopol yio TV ac@AAEln TOV dedOUEVOV TNG O
oyxéon pe v Epmotevtikomnta, Akepordotnta kot Atofectudtnto mov kpivetl 0Tt avtd
&xouv avaykn. H moMtikn acedAelog eivor o UnNyoviopog mOv EMITPEMEL TOV
TPOGOIOPIGUO KOl TNV VAOTOINGCT TOV OVTIKEIWLEVIKOV OTOY®V NG OCQAAELNG
TAnpoeopldv. Amoterel Tig Pacikég apyég mov 6lot otov Opyavioud opeilovv va
mpovv. H TloAtikny Acpdielog GOUTANPAOVETOL OO ETUEPOVS TOMTIKESG, Ol OTOIEG
KOADTTOVV EKTEVEGTEPQ TTEPLOYEG LYNMANG Kplodtntag Yo tov Opyavicud.

To enduevo eminedo tov Eyyepidiov Acodretog [TAnpopopiodv eivar or mpodTLTESG
odnyiec aceaielog 1 TPOHTLTA, To OOl OeV EKPPALOVY YEVIKOVG KOVOVES Kol OPYES,
Om®MG M TOMTIKN] OCQAAENG, OAAG TPOcdopilovy CULYKEKPUUEVEC TPAKTIKEG Kol
OKAEIOEG OICPAAELOG Y10 CUYKEKPUUEVEG ETYEPNUOTIKEG OlEPYOCies KOl TEXVOLOYiEG,
Om®MG Yo TOPAOELYHO 1  OOQAAEIL TOV  AEITOVPYIKOV  CLUOTNUATOV OV
ypnoponoovvtal otov Opyavicud, 1 0GOAAELN TOV NAEKTPOVIKOD TaXLIPOUEiOD, M
npoécPacn o€ dedouévo Kot €QAPHOYEG, T ao@AAEld Tov OkTtvov. Ta mpdTLTTQ
avTiotoryilouy Tig YeVIKES TPOodIaypapEg ac@AAelag TG TIOMTIKNG, 08 CLUYKEKPIUEVES
OTOLTNOES KOL KOVOVEG 7OV OPOPOVV GTOVS TANPOPOPLOKOVS TOPOVE KOl OTIC
depyacieg dwayeiptong Tov OpyaviGuov.
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Tehevtaio eminedo tov Eyyeipdiov Acodierog [TAnpopopidv eivar ot dladtkacieg
acQAAElnG, o1 omoieg KaBodnyovv 10 TMpoocwmkd Tov Opyaviopod oe Oépota
ACQPUAELOG KOTA TNV KOONUEPIVY TOVG £PYOCio Kol OlEKTEPOIMON TOV KoONKOVT®V
Tovg (meprhapfavouy Bépata Omwg Safaduion g dlaKIVOOUEVNG TANPOPOPIaG, TO
backup, oAiayn tov password ONUOVIIKOV AOYOPLOICU®MV, OLOOIKAGIO TOPOYNG
TPOGPOUONG GE GUOGTILLOTO KO EPOPUOYES).

Oleg o1 moMTikéG Kot 00Myieg ao@AAELNg EIVOL TPOGOPUOGUEVES OTIS OVAYKES TOV
Opyaviopod, €161 MOTE va €ivol OMOTEAECHOTIKEG KOl VO ETPEPOVY TO EMBLUNTO
OTOTEAECLLOL.

H televtaio @dorn vAomoinong tov X.A.AIT elvar n «YAlomoinon I[MoMtikng won
Audeidwv Acpdielocy. AQopd GtV TAPOYN TOV OTOPUiTNTOV £pYOAEi®V Yo TV
vAomoinon tev 6cov mpodaypdeovtal oto Eyyepidoro Acedieiag [TAnpopopiodvy.
Y10, TAAIoL0L TG GUYKEKPIUEVTG PACNC, OYEOIALETOL 1 OPYLITEKTOVIKT] ACPAAELNG TOV
Opyaviopo?, emAéyetol o €EOTAICUOG ACPAAELNG TOV KPIVETOL OOPOITTOG Y10l TO
VOLOTAUEVO AELTOVPYIKO TTEPIPAALOV, StapopPdvovTal To. ZxEd AGPAAElng Yo To
Kopro [TAnpogoprakd Zvotuata tov Opyavicpol Kot TPoyHaToTolEiTon EKTOidEVoN
TOV TPOCOMIKOV.

2.3.2 I1pocoropiopog eVPOVS TIGTOTONN GG

Y10 mhoiolo TG CLYKEKPLUEVNG EVEPYELOG GE GLVEPYACiD LE TNV opdda £pyov Tov
Opyavicpod Ba mpocdiopicet 1o vpog — éktacn Tov X.A.AIL

H ovykekpyévn amdeoaon dev enmpedlel v amotelecpatikdmra Kabdg Kot v
avantoén tov XAAIL elvar Opwg onuovtiky 010tt emnpedlel CLYKEKPIUEVES
OTOLTGELS TEKUNPIOONG TOL TPOTVLTOL OTMC:

¢ 'Extaon Zvotuartog Atayeipiong Acopdreiag [TAnpopopidv (ISMS scope)

e  MnTp®O KOTOYPAPNG TEPLOVCIAKMY oToLYEl®V (asset registry)

o Eppérela epappocipodttog tpotdmov (scope of applicability)

O 7POcOOPIGHOG TOL €VPOVE TIGTOTOINONG EMNPEALEL TO €VPOG EPOPUOYNS TOL
TPOTLTTOL OTNV ETAPEIN KOL KOT' €EMEKTOCTN TPOcdlopilel TIg omaitnoelg and
TAELPE TOL EOPED. TMIGTOMOINGNG OYETIKA HE TEKUMPiwoN, opyeion kol Aourd
OTOOEIKTIKA GTOLXEIN EPUPUOYTNG TOV TTPOTVTTOV.

2.3.3 Avantoén X.AAI

Yto mAoiclo NG CLYKEKPEVNG EVEPYELNG OVOTTUGGETAL O Pacikdg KOPUOS TOV
2.A.A.II tov Opyoaviopov o ortoiog mepthapfdvet ta axoiovda:

Avantuén tekunpiwon mov apopd 6To TPOTLTO:
e ’'Extaomn Zvotmuatog Awoyeipiong Acedieiog [TAnpopopiodv (ISMS scope)
o  MnTpdo KaTOypaPiS TEPLOVCIAKAOV oTOLEI®V (asset registry)
e Eupéiern epappooipodtntag mpotdmov (scope of applicability)
e  MeBodoroyia a&loAdynong Kivovvev
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Opydvoon Acodretag [TAnpopopudv

Yovtaén kvpiov tevyovg [oltikng Acpdieiog

2HvTaén VIOGTNPIKTIKOV SL0IKOCIHOV ACPAAELNS TAT|POPOPLDOV

Yovtaén Pacik®v mTpotumev acedieiag TAnpoeopldy (information security
standards)

Opyavoon Acedirerog IIAnpogoprov

Ye avtqv v @don tibeviar ot mpobmoBEicels Yoo T Onpovpyio. vOg TAAGiov
gPYNCing, HECH TOV OPIGHOV POAMV KOl GPUOOIOTHTOV O TPOG TNV CCPAAELD, TO
omoio vrootnpilel T0 GLVTOVICUO KOt TOV EAEYYO TNG VAOTOINONG Kol EPUPLOYNG TNG
TOMTIKTG KOl TOV VTOGTNPIKTIKOV O10d1KacI®OV, KoODG Kol Tov oxediov EKTAKTNG
avaryKng.

Hohtki Ac@direrag IIAnpogopradv

2 o@don ovuty OLVTACCETAL TO KEIPHEVO TG TMOMTIKNG acpdAelag. Emiomg,
OLVTAGGOVTAL Ol dldKacieg mov vrootnpilovy TV TOMTIKY] oTa onueio OTOL
ypelaletal va glval o AemTopepPNC.

To wVpo tevyog g I[Moltikng Acoediewng mov Ba avoamtvyBel Ba mAnpn TG
TPOOLYPOaPEG Omwg ovtéc opilovion amd to mpotvmo I[SO27001 oAAd kol Tig
EVPUTEPESG OVAYKES AGPAAELNG TTATPOPOPLDV TNG ETALPELNS.

Ta Pacikd xopaKTNPIOTIKA TG TOATIKNG ac@aAEiog eival Ta TopaKiT®:
= Anottel GCOUUOPO®OTN ATO TO TPOSMOTIKO TOV opyavicpov. To &yypagpo tng
ToMTIKNG B Tpémet va glvar ot 614001 OAOL TOL TPOCOTIKOV.
= Exepaletl yevikOTePEG AMOYELS 1] 0PYES TOL OPYOAVIGLOV.
=  Eivor capng dote va punv mopovcstdlovtal SVGKOAEG GTNV KATavOnon Kot
EQOPUOYN TNG KOl EQAPUOGIUN OO ATOYT] KOGTOVG.
=  Eivor yevikebown dote 1 €opproyn g va €ivol ETEKTACIUN 68 LEAAOVTIKA
CUGTNHOTA TTOV EVOEYOUEVMG EVTAXOOVV GTO TANPOPOPLOKO GUGTNUO TOV
OpPYOVIGLOV.
=  Eivor omodhaypévn omd pn anapaitntous TeXVIKOUG OPOLG Kot E0TKEVUEVEG
avagopés ®ote vo unv kabictator SUGKOAN OTNV €QPAPUOYT| TNG KOt
eCaptnuévn amd TEXVOAOYIKES emMAOYEG KaBMG Ko vo unv tpomomnoteital
oLyva, Topd Lovo 6tav cupPaivouy onuovtikég aAlayEc ota EENG:
1. Xmv opyoavoTikn dour Kot 6TV KOUATOVPA TOL OPYOVIGHOD
2. Z1g anotoels ao@aieiog
3. X1g teyvoroyikeg eEeMEers.

H moltucn acedieiag mov Ba avarntuyBel Oo kadlvmtel TovAdyloToV TIG aKOAovOeg
Oepoticég evotnreg:
1. Opydvoon Acodieiog
Ta&wvounon kot Edeyyog [1opav
Acodrela [Ipocomikov
dvoum kot [epParriovioroyikn Acpdaieia
Awyeipion TnAemkotvovidv Kot Agttovpyiodv

ol
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6. "Eheyyog IlpdcPaong

7. Acodiela katd v Avantuén Zvotpdtov
8. Awyeipion Xuvéyelng ApacstnplotTemv

9. Zouuopewon.

Xovraln Awedkaociav Ac@adirerag IAnpogoprov

Y10 TAAio10 TNG EVEPYELONS OVTNG OVOTTOCCOVTOL Ol OVOAVTIKES O100TKAGIES Ol OTToleg
Ba vroopi&ovv TV TOALTIKY ac@drelag. Ot empépovg dradikacieg Ba TpoekTeivouy
TO TEVYOG TNG TOAITIKNG KAOETA, TapEyovtag eEEOIKEVUEVES KO AETTOUEPEIC 00N YiES.
Ot dwdwaoieg eivor SouUNUEVES, OVOAVTIKEG KOl GUUTANPMOVOLV TNV TOATIKY|
acearelng, kabmg opiovv PAua mpoc Prjua tov TpdémO pe TOV Omoio Oa
OlEKTEPOI®OOVY Ol  OMOLTOVUEVES EVEPYEIEG YWOL TNV  OEKTEPUIMON OPIGUEVDV
KPIGIU®V Y10 TNV AGQOAAELD AELTOVPYIDV.

2Ovtaln PaciKOV TPOTOTOV AGPAAELNS TANPOPOPLAV

Ta eyyepidole mPOTULTOV KOl OONYIDV OCQAAEWG €lval TEXVIKAG QPUOEMS Kol
oxedldlovior €161 MOTE VO TPOGOOPIGOLV T OAMOPOLTNTO TEYVOAOYIKE HETPOL
ACQAAELNG, TPOKELEVOD VO, S10TNPCGOVY VIO OTOIECONTOTE GLVONKEG TO €MBLUNTO
eninedo ooediewnc. Ta mpoéTLMOL KOt Ol OOMYiEG QPOPOLV GE GCLYKEKPLUEVA
TEXVOAOYIKA OuaTta, KOAOTTOVTOG OAEC TIG OMOITNGELS OCQAAELNG, TOPOUEVOVTOG
OU®MG OPKETA YEVIKA £TOL MOTE VO UTOPOVV VO £QPOPUOCTOVV GE OLOPOPETIKA
TANPOPOPLOKA cvoTHuaTo-TEPPailovTa, aveiaptitog katackevaotn. [Tapdiinia
OVOTTOOOOVTIOL KOl TEYVIKA TPOTLTO. HE OKOMO Vo opicovv To  amopaitnTa
TEXVOAOYIKA HETPO OCPAAELNG, TPOKEWEVOL VO, OlOTNPGOVY VO ONOLEGONTOTE
oLVONKEG TO EMBLUNTO eMiNESO AGPAAELNG.

2.3.4 Ilpotdaoeis Teyvikg viomoinong arortioe®v apotvmov ISO27001

Y10 mhaiole TG ovyKekplpuévng evépyelag Oa mpotabei, dmov kpiveton avaykaio,
TEYVIKEG OIKAEIDEG AGPAAEDG OL Omoieg amoppEéovy amd TN amd THV EPAPUOYT TOV
npotvmov ISO 27001.

2.3.5 Exrmaidogvon — [lpoeroypacio Ietomoinong

H amoteleopatikn epappoyn evog . A AT, KaBdG Kot 1 0TOTELEGUATIKY EPAPLOYT
tov mpotvmov [SO27001, omottel ™ emkowwvio kot kotavomon g [HoMtikng
Acpdlelng Kot TOV KoOvOVeV /  OlodIKOCIOV  EQOPUOYNG OVTNG. XKOTOC TG
OLYKEKPIUEVNG Pdong Tov €pyov eivor 1 de&oymyn evog kuKAov ekmaidgvong. H
EKTTA{OEVOT QLT OMOCKOTEL GTN UETAPOPA TNG OTOUTOVUEVNG TEYVOYVOGIOG GTO
npoconikd Tov Ilavemomuiov, ®ote va pumopel va avteneEéAfel ot SOPKMG
ALEAVOLEVES OVAYKEG ACPAAELOG KOl GTO HAKPOYPOVIO GTOYO va. dlabétel avOpmmivo
dvvapkd 10 omoio Oa €xel TOCO emiyvon NG £VVOluG KOl TOV OTOITHOE®V
CUUHOPPMOONG LE TNV TOATIKY AGOAAELS.
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Kepdararo 3
Iyeg IHoMTikOV AcQaigiog

Xe avtd 10 KePdAowo o aoyoAnBovpe yevikd pe mOMTIKEG ac@AAElg. Oa dovue
dpopeg mnyég omd to Internet. Mepikd OUVORTIKE TOPAdEIYLOTO TOAMTIKMOV
aceareiag. Kot o AMota pe moltikég mov tnv SANS.

3.1 lInyég HMoMTik®@V Acpaieiog amd To Internet

>10 Web vrdpyovv moALEC T yeg OOV UTOPOVUE Vo BPoVE TOMTIKES AGPAAELG Yol
TAnpoeoplakd cvotnuata. Mepués aloonueiota site meprypdeovror mopakdton. H
WWW.Sans.org €vOog O0pyaviopoh ToyKoopiov euféielag Omov  aoyoAeiton e
ekmaidevon, motomoinon kot €pguva TAVE o€ BEUATO OCEAAELNS TANPOPOPUDYV.
‘Exovpe 10 www.cert.org éva KEVIPO €pevvag HE HEALTEC TAVM GE adLVONIEG
acpdiewng oto Internet, oe pakpoypovieg oALOYEG OCQAAENG GTO OIKTLOUEVA
CLUCTNMOTO KOl OVOATTUEN TANPOGOPIOV Kol TNV Kotdptiong ywo Peitioon g
acpdretoc. To www.ISO27001.org omo¥ vrdpyovv ta ISO g cepdg 27000 mov
acyolovvtor  Oépato  acediewng  mAnpogopuwwv.  Emiong  éyovpe  to:
http://www.information-security-policies-and-standards.com
http://www.securityauditor.net

http://www.upenn.edu/computing/policy/

3.2 Xvvontika Mopadeiypota [otik®v Acpaieiog

[Moapakdteo mopatiBetor poe celpd oamd TOMTIKEG ao@OAeiag mov umopel va
EQOPUOGTOVV GE VOV OPYOVIGUO.

3.2.10wnership of assets

Eleyyog

Oleg ov mAnpoeopieg Kol TO TEPLOVCIOKAE OTOXEl TOL GLVOEOVTAL UE TIG
EYKOTAOTACELS EMeEepyaciog TANPOPOPLOY TPENEL VO,  oviiKouy omd €va optlOpEVo
HEPOG NG OPYAVOOTIC.

Oodnyog Yromoinong

O vevBuvog TOV TEPLOVCLUKMV OVTMV TPETEL VO, V0L APHLOSIOG VOL:
o cfaopaioetl OTL 01 TANPOPOPIES KOl TO TEPLOVGLUKA GTOLXEIN TOV GLVOEOVTOL
LLE TIG EYKATOCTAGELS ENEEEPYATIOG TANPOPOPLDOV VO Vol OT®G TPEMEL
amOpPTEC.
e KaBopilovtog Kot TEPLOOKE OVOVEMVOVTOS TOVS TEPLOPIGHOVS KO
dwPabuicelg mpdsPaong , mov Aapfdavoviat VO™ and TIG EQAPUOCIUES
TOMTIKEG EAEYYOV TPOGPaoTG.
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[0kt oia propet vo Tpocdiopiotel oe:
a) EMYEPNOLOKY OladIKaciaL.
b) éva kabopiopévo GUVOLO dPAGTNPLOTHTOV.
c) o epappoyy 1
d) éva kaBopiopévo chivoro dedopévav

AAdeg mhinpopopies

O1 emavorapPavopeveg epyacieg umopovv va petafipactodyv, m.y. o€ Evav ETGTOTN
mov  QPovTilel TO TEPOLCIOKO oTolXElo o Kabnuepwr| Pdom, oAAd 1 €vBOVn
TOPOUEVEL GTOV 1OIOKTIT).

Yg obVOeTO GLOTNUOTO TANPOPOPLOY UTOPEl Vo givor ypnoo vo vroderyBovv
ondoeg otoyeimv o omoia evepyolv amd KOOV Yo VO TOPEYOLV Lo 1010iTEPT
Aertovpyio Gov LANPECIK. Xe AVTAV TNV TEPIMTMOOT O WIOKTHTNG TNG VINPESIG Elval
apuodlog ywo TV mopddoon TS, ovumepAopupavopévng e Asttovpyiag TV
OTOLYEI®MV NG, TO OTTOLNL TNV TOPEXOVV.

3.2.2 Acceptable use of assets
Eleyyog

Koavoveg yio v amodekth) xprom TV TANPOQOPLOV KOl TMV TEPLOVGLOKADY GTOLXEIMV
OV GLVOEOVTOL LLE TIG EYKOTACTAGELS EMEEEPYOTIOG TANPOPOPIDV TPEMEL VAL
aAVaYVOPLETOVV, VO TEKUTPLmO0V Kot va vAoTonBoiv.

Odnyog Yromoinang

OMot ot vdAinrot, ot avddoyol €pymv Kol ot xpNoteg TPitmv opddmv Tpémel va
OKOAOVONGOVY TOVG KAVOVES YO TNV OTOJEKTH YPNON TOV TANPOPOPLOV KOl TMV
TEPLOVCIOKAOV  OTOWYEIMY MOV ouVdEovTal pe TIG eyKoTaotdoelg emeepyaciog
TANPOPOPLAOV, GLUTEPIAAUPAVOVTOG:
a) KOVOVEG Yo TIG XPNOELS NAEKTPOVIKOD Tayvdpopeiov kot Internet.
b) odnyieg yia ™ gpnoN TOV KIVIITOV GUOKEV®OV, EWOIKA Yo TN Xp1omn EEm amd Tig
EYKATAGTAGELS TOV OPYOAVIGLOV.

SVYKEKPUEVEG KOVOVEC 1 0dmylec TPEMEL va. TAPEYOVIOL OO TOVLG GYETIKOLG
dwyelprotéc. Ot vwAAANAOL, Ol OvAdoYOl EPYOV KOl Ol XPNOTES TPITOV OUAd®V
YPNOLOTOIDVTOS 1 £XOVTOS TNV TPOGPOCT GTO TEPLOVGLOKA GTOLYELN TOV OPYUVIGLLOD
TPENEL Vo YVOPifovv Ta. OPLo. TOV VIAPYOLV Yo TN XPNON TOV TANPOPOPLOV Kot
TEPLOVOIOKADV OTOXEIMV 7OV GLVOEOVTOL UE TIS €YKaTOoTAoelS emelepyaciog
TANpoeopldv Kot topwv. [pémel va eivar vmevBuvor yu T ¥pnon omolwvonmoTe
TOPOVG  EMEEEPYNTING  TANPOPOPIDV, KOl OTOLUCONTOTE YPNONS TOUG TOL
npaypatonoleitol EEm and to opyaviopd yivetal KATm amd v vhHvVN TOVG.
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3.3 Alota moMtikdv amd v SANS

1.

e A i

10.
1.
12.

13

25

31

Acceptable Encryption Policy
Acceptable Use Policy

Acquisition Assessment Policy
Analog / ISDN Line Policy
Anti-Virus Process Policy
Application Service Provider Policy
Audit Vulnerability Scanning Policy
Automatically Forwarded Email Policy
Backup Policy

Bluetooth Device Security Policy
Certification and Accreditation Policy
Cryptography Policy

. Communications Policy
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24,

Data Classification Policy

Database Credentials Coding Policy
Dial-in Access Policy

Disaster Recovery Policy

DMZ Security Policy

DMZ Lab Security Policy

E-mail Policy

E-mail Retention

Ethics Policy

Extranet Policy

Identification and Authentication Policy

. Information Data Ownership Policy
26.
27.
28.
29.
30.
. Network Security Policy
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43,
44,
45.
46.
47.
48.
49.

Information Sensitivity Policy

Information System Audit Logging Requirements
Internal Lab Security Policy

Internet DMZ Equipment Policy

Lab Anti-Virus Policy

Password Protection Policy

Personal Communication Device

Personnel Security Policy

Physical Security Policy

Privacy Policy

Remote Access Policy

Removable Media Policy

Remote Access - Mobile Computing and Storage Devices
Resource Utilization Security Policy

Risk Assessment Policy

Router Security Policy

Security Awareness Policy

Security Training Policy

Server Security Policy

Server Malware Protection Policy
Telecommuting/Teleworking Securiti Policy
The Third Party Network Connection Agreement
User Data Protection Policy
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50. VPN Security Policy

51. Wireless Communication Policy

A/A

otk /  Ileprypaon
MoMTiki)g

Link

1. Acceptable Encryption | http://www.sans.org/resources/policies/

Policy Acceptable Encryption Policy.pdf
O oxomdg aVTNG TN TOALTIKNG
glva va o lileyal
kaBodnynon vy to  Opa
XPAONG  KPLITOYPAPNONG OMO
alyopiBuovg mov £xovv AdPet
TV~ 0LCWIOTIKN  dnudcLa
EMOKOTNON Kol Exovv
amodetyDel ot eivon
amoteleopatikol.  Emumiéov,
OLTY] 1] TOATIKN TAPEXEL TNV
KatevBuvon Yo va
eEaopariost ot ot
OHOGTOVOlKOL  KAVOVIGHOL
aKoAlovBovvTal, Kot 1 VOLIKN
eCovolo  exympeitalr yoo 1
dwwdoon kol ypnom TV
TEYVOAOYLOV KPLATOYPAPNONG
¢€o  amd 1 Hvopéveg
[ToMreiec.

2. Acceptable Use Policy http://www.sans.org/resources/policies/
210%0¢ TG moMTKNG ovthg | Acceptable Use Policy.pdf
elvar  vo  koBopioet v
OTOOEKTN pooulen!
vroAoyloTikoh  eEomMopon
evog opyoviopov. Ot Kavoveg
mg elvar  oe  Béonm  va
TPOGTATEVGOVV OV
0pYAVIGULO Ko TOVG
VTOAANAOLG. Mn  amodekTy|
YPNON UTOPEL VO 00Ny OEL OE
emiBeon Kakon0dv
TpoypappdTov, €kbeon  TOL
SKTVOV Kol VOUIKE
TpofAnuata.

3 Acquisition Assessment | http://www.sans.org/resources/policies/
Policy Aquisition Assessment Policy.pdf

H moltiky avt £€xet ocav
otéyo vo  kabepdoel TIC
evbdveg  TOL  OpYyOVICHOD
TIGTONOINONG CYETIKA UE TNV
W0KTNGlo. TOL  OpYOVIGHOV,
Kot vo  kofopicovv  Tig
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EMOY10TEG QTTOLTNGELS
ac@aArelag Paorn a&loAdynong
g eToupiog TeTomoinomnge.

Analog / ISDN Line Policy

H mapovoa moMtikn puddet
Yo OTOOEKTES YPNOELG,
TOMTIKEG KOl OlodIKOGieg
£YKPIONG  OVOAOYIKOV KOl
ypoupwv ISDN.  Avt| 1
TOALTIKY| KOAVTTEL dvo
EVOAKPITEG  YPNOES TV
ypappov avoroyikov /ISDN:
YPOUUEG TOL  TPOKELTOL VO,
ouvoebovy  pudévo yuo v
xpnon fax, koi ypoappég mov
TpoOKeETOL vo. ovvdehodv e
TOVC VTTOAOYIOTEC.

http://www.sans.org/resources/policies/
Analog Line Policy.pdf

Anti-Virus Process Policy
KaBopiler tig odnyiec vy v
OTOTEAEGUOTIKY pelwon NG
OTEIANG TOV 1OV VTOAOYIOTOV
o€ éva diktvo TOV
OpYOVIGHOV.  XVYKEKPUEVQ
kabopiler  dwdwaocieg moL
mpovvton oe eminmedo H/Y,
OIKTVOV DGTE TO TOPATAV®D VO
punv extehovv Ko ekBécovy Ta
dedopévo ov  mEPEYOLY 1
SLOKLVOUV.

http://www.sans.org/resources/policies/Anti-
virus Guidelines.pdf

Application Service
Provider Policy

Avt) 1 oMtk kabopilet Tig
eMAYLoTEG OTTOUTIOELG
ACQAUAELOG TANPOPOPLDOV TOV
TPEMEL VO EXEL EVOG TOPOYENS
EQOUPLOYDV VTNPECIOV (DGTE
va ovoAdPel kKamolo €pyo evog
0PYOVIGUOV.

http://www.sans.org/resources/policies/
Application Service Providers.pdf

Audit Vulnerability
Scanning Policy

KoBopiler tig amontoeig Kot
TOPEYEL TNV APYN OTNV OUAda
OCQAAELNG TANPOPOPLDY YO
vo deEaydyel Toug eAEYYOLG
Kol TG  0aEloAOYNoES  TOL
KIVOUVOL Yo vo. e£0c@aiioet
aKepodTNTOL TV
TANPOEOPLOV Kol TOPWV, Yio
VO, EPEVLVIGEL TOL YEYOVOTA, Y10

http:/www.sans.org/resources/policies/
Audit Policy.pdf
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vo €£00QOMOEL TPOGAPLOYT|
OTIG TMOMTIKEG OCQAAEC 1|
om TapoKoAOVON O NG
dpactnproTTa YPNOTAOV,
GLGTNUATOV OTOL OTOLTELTAL.

Automatically Forwarded
Email Policy

21000  OovTNG  elvar  va
OTOTPEYEL TNV OVOpUOdIL 1|
apeEA]  Kowvomoinom TV
gvaicnTOV TANPOPOPLOV TNG
emyeipnone, Aoy® ovtoOHTNG
TpomONnoNg e-mail amo
VIOAANAOLG, gpyorafoug
K.T.A. .

http://www.sans.org/resources/policies/
Automatically Forwarded Email Policy.pdf

Backup Policy

H moltukn avti ket yo to
ntowg OBa  dwmpnbel 1
aKepOLOTN T Ko n
dwbecipudTa TV
TANPOPOPLOV Kot
eyKataotdoemv eneepyaciog
TANPOPOPLADV.

Toxktikég dwdwkacieg mpémet
vo  Kofiepwbodv Yoo va
EQUPUOGOVY ™
cuppwvnbeica backup
TOMTIKN KOU  GTPOTNYIKN Yo
v Onmuovpyic.  €QPESPIKAOV
AVILYPAPOV TOV  OEdOUEVOV
Ko mv gykoupn
OTOKATAGTOGT] TOVG.

http://its.uncg.edu/Policy Manual/
Computer Backup/

10

Bluetooth Device Security
Policy

Avt] M  TOMTIKN  TapEyEl
KOAVOVEG YL  OGQOAECTEPES
Aertovpyieg GUOKEVDOV
Bluetooth. TIlpoctatever v
emyeipnon ond ™V omdAEL
TPOGOTIKOV  AVAYVOPIGIL®OV
TANPOPOPLOV (PID) Kol
WK TOV  dedopévev  €vOg
OPYOVIGHOV.  ZUYKEKPIUEVQ
eotaler oty €kdoom Tov
TpmToKkOAAOL Bluetooth mov
TPEMEL VO XPNOLUOTTOLELTOL,
oTo pin Kot 6T0 T¢ {evydpla
GLUGKELADV TPEMEL va

http://www.sans.org/resources/policies/
bluetooth security policy.pdf
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ouvdéoval, OKPOAGELG
OCQOAEIOG Yl  OLTEG  TIC
OLOKEVEC, UETPAL  aGPaAEing
oTIC GUGKEVEG, un
eEovolodotnuévn ypnon kot
evBvveg Tov YpNoTN.

11

Certification and
Accreditation Policy

H moAtikn avt kaBopilel Tig
OTOLTNGES YO TN €YYUNom
pécw g vwobémmong evog
kaboplopévov pe  coenveln
povtélov kvkiov (mng yuw
OAa Ta PrpoTo TG AVATTUENG,
ovuneptappovouévev TV
SdKAGIDV Ko TOV
TOMTIKOV enavopBmong
adLVOHL®Y, NG  OMOTNG
YPNONG TOV EPYOAEi®V, TOV
TEYVIKAOV, TOV  Ol0dIKAGIOV,
KOl TOV HETPOV  PaciK®V
YPOUU®DV — OCQAAES — TTOL
YPNOUOTOOVVTOL  YyloL Vo
TPOCTUTEVGOVV TO TEPPAALOV
avAITTUENC.

http://www.tess-llc.com/
Certification%20& %20Accreditation %o
20PolicyV4.pdf

12

Cryptography Policy

O oxomdg aVTNG TN TOALTIKNG
elvar va devkpviotel 0Tl 1
a&lo TV TANPOPOPIDOV EVOC
opyavicpoy Ppioketor ot
dwbeodTTd TG, OAAL Vo
npooToTELOOVV ot
TANPOPOPIES OV TPEMEL VL
yivouv ampociteg oe  OAOVG
€EKTOC amd  ekelvoug  Tov
€£0Vo1000TOVVTOL KOTAAANAQL.
Enriong TEPLYPAPEL ™m
Kpumtoypapio. g epyaAeio
Y €vol VPU PACUOL AVOYKDV
Kol OTOLTI|CEDV  TOL
TPOYPAUUOTOC ACPAAELNG
TANPOPOPLOV evog
0pYOaVIGLOV.

http://www.tess-
llc.com/Cryptography%20PolicyV4.pdf

13

Communications Policy
H moltikr) avtr pidder ywo

mv EUTIOTEVTIKOTNTAL,
oKkepodTNTOA, Kol
dwbeoudTnTal TV

TANPOPOPLOV TOV OPYOVIGLOV

http://www.tess-
llc.com/Communications%20PolicyV4.pdf
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mov petadidoovrar péca omd
£val OIKTVO EMKOVOVIDV, TOV
YPNOOTOIEL TIG EMIKOIVOVIES
1 T0 GUGTHLLOTO SIKTVOV.

14

Data Classification Policy
Avt N ToATIKN eKQPALEL TNV
avaykn Yo GO
amofnKevon TV dedoUEVOV
Kot Vv ta&vouncn  Tovg
GOUP®VO LE TNV HLGTIKOTNTA
TOVG.

http://www.sans.org/resources/policies/
DB Credentials Policy.pdf

15

Database Credentials
Coding Policy

Avt N ToATIKN eKQPALEL TNV
avaykn Yo GO
omoOnKeELON KOl OVAKTNOM
OVOUAT®V ~ YPNOTOV Ko
KOOIKOV TpocPacng Pacemv
dedoUEVDV (oA,
TIGTOTOTIKAL Bacewv
dedopévmv) mpog ypnon omd
Evo  TPOYPOUUO  TTOL  £YEL
npocPacn oe  po  Pdaon
oedoévV  TOv  TPEYEL OF
dikTvO EVHG 0pYOVIGHOD.

http://www.sans.org/resources/policies/
DB Credentials Policy.pdf

16

Dial-in Access Policy

O oKomdg TG TOALTIKNG OVTNG
glval vo TPooTATELGEL €VOC
OPYOVIGHOV  TIC NAEKTPOVIKEG
mnpoeopieg  va  ekteBolv
aKovoa ano
eEovolodonuéva dTopa. oV
YPNOUOTOLOVV dial-in
OULVOEGELC.

http://www.sans.org/resources/policies/
Dial-in Access Policy.pdf

17

Disaster Recovery Policy
KoBopiler éva oyxédo mov
eCetaler to  Puato oL
TpENEL Vo, AapavovTol yio va
dwutnpnBodv ot kpioiueg
Aewtovpyieg o mepintmon
OTOAELOV,  OVOUOMOV, 1|
KOTOOTPOP®OV OV ennpedlovv
T0. GUOTHUOTO TANPOPOPLDOV
€VOG 0PYOVIGLLOV.

http://www.nchica.org/hipaaresources/
Security/UAB17.doc

18

DMZ Security Policy

Avt M TOAMTIKY €YKOOOPLEL
TIC  ONOUTNOES  ACQOAEing
TANPOEOPIOV Yo TO. OiKTLA

http://www.sans.org/resources/policies/
DMZ Lab Security Policy.pdf
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Kot tov  efomAopd TV
EPYACTNPIOV EVOG OPYOVIGLOD

OV Bpiokovtat omv
Aeyouevn

OMOGTPOTIKOTOMUEVT,  (dvn
"De-Militarized Zone"
(DMZ). H  amapéykim
™pnon aVTOV TV
OTOLTCE®V fa
elaylotonomoel tov mloavo
kivouvo amd nuioe o
onuocla gKoOvVal oL
mpokaAeital and mv

avapuodle. ypron TOPwV TOov
OPYOVIGHOV KOl TNV OTMOAELL
gvoicOntOv,  EUMGTELTIKOV
otoyeimv g emyeipnong Ko
TVEVUOTIKNG 1010KTNGLOG.

19

DMZ Lab Security Policy
Opolwg pe v TOPATAVE®
TOALTIKT

http://www.sans.org/resources/policies/
DMZ Lab Security Policy.pdf

20

E-mail Policy

H moMtwkn avt eotidlel oto
VO OTOTPEYEL TNV OUOVPMOOT
™mg onuoclog kdvos €vOg
opyoavicpov. Emedn otav to
NAEKTPOVIKO TayLOpouEio
QEVYEL TPOG TO EVPV KOWO Oa
epeoavicel eketvo 10 pnvopa
¢ emionun OMAmon and To
0pYOVIGUO oTo.
Yvuykekpyévo  eotidlel  oTIg
TEPUTTAOGES  UN-EYKPLLEVNG
XPAONG, TPOCOTIKNG ¥PNIONG
KOl GTNV TOpOKOAOVON O™ TOL
NAEKTPOVIKOD TayLOPOLEiOL.

http://www.sans.org/resources/policies/
Email Policy.pdf

21

E-mail Retention

H  moltwn  datpnong
NAEKTPOVIKOD  TOyLIpPOUEIOV
npoopiletar vo fondnoet Tovg
vraAAAovg va  kaBopicovv
edv  or  mAnpogopiec mov

oTéEAVOVTOL n oL
naporappdvovton ne
NAEKTPOVIKO TayLOpopEio

npénet va dotnpnBodv Koty
660 kapd. Or mAnpopopieg
OV KOADTTOVTOL GE OVTEG TIG

http://www.sans.org/resources/policies/
email retention.pdf
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odnyieg mepthappdvovy, aAld

ogv nepropilovran, o€
TANPOPopies oV elte
KOTAY®OPOLVTOL elte

popaovrat HEC® TOV
NAEKTPOVIKOD  TOyLIPOUEIOV
elte TOV  €QPAPUOYDOV AUECOV
UNVOUATOV.

22

Ethics Policy

O oxomdg yw ooty MV
oMtk Mowng  etvar  va
Kabepwbel €vag TOMTIGHOG
™me gMKpivelag, ™mg
EUTIGTOGVVNG Kol ™m¢
OKEPOLOTNTOG oTIG
emyepnookeg mpaxktikes. H
omoteleopaTiky NOwn  eivon
[0 OpHadIKY] TPOoTABED. TTOV
wepAaUPavel TN GULUUETOYN
Kot TV vrootpiEn Tov KAbe
VTAAANAOV.

http:/www.sans.org/resources/policies/
Ethics Policy.pdf

23

Extranet Policy

H moapodoa TOALTIKN
TEPLYPAPEL o TOLEG
TpovmobEcelg TpiTEC
opyavacels Ba cuvdéovtat pe
T O1KTLO EVOC OPYOVIGUOD UE
GKOTO VO, TTPOYLOTOTO|GOVV
OUVOAAOYEG TOV  OPYOVIOUO
oVTO. ZVYKEKPIUEVA Yol TNV
CLUP®VICL HE TOLG TPITOVG
0pYaVIGLOUG, OV Adyo
GUVOEDOTG, TPOEMIOKOTNON
ACQAAELOG Kol TIC O1001KOGIEG
GUVOECELG.

http://www.sans.org/resources/policies/
Extranet Policy.pdf

24

Identification and
Authentication Policy

O oKomOG OTNG TNG TOAITIKNG
eglvar  vo  kobiepoost o
TOALTIKY] Yl0L TN XPNOT KoL TNV
EMEKTOON  TOKIA®V  ADcEWV
eréyyov mpdoPacng yw va

eEaoparioet mv
EUMIGTEVTIKOTNTAL, mv
aKkepodTNTA, Ko ™m
dwbeoudTTal TOV
TANPOPOPLOKDV

TEPLOVCLOKADV oToLEimv.

Avt] 1 moATikn eivon  va

http://www.tess-llc.com/
Identification%20& %20
Authentication%20PolicyV4.pdf
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dwwmpnBel  éva  emoprég
EMIMEDO  OQCPAAELNG  YIOL VO
TPooTaTELOOVV TOL OIKOVOLLKA
oTOlXElD. KO TO. GLOTHUOTO
TANPOPOPLOV amo ™mv
avapudola TpodcPaon.

25

Information Data
Ownership Policy

O okomdg aVTNG TNG TOALTIKNG
oKt oiog TANPOPOPLDOV
elvar  vo  mapoaoyebel o
TOALTIKT] Y10 TNV TPOCTOGIN
TOV  TANPOQOPIOY. ALt 1
TOALTIKY] EMUTPENEL GE KATOL0
vrevBuovo 1M manager €voOg
opyavicpov vo,  petoPifacet
TG evbvveg Kol TV
vrevBovotTa Yo TIg
TANPOPOPIES OE VPLOTAUEVA
oTeEAEM TOL. Eniong
eykafwpver  poéAovg, TG
evbvveg, kot ™ vrevBovvotnTa
MOV  OMOLTOLVTOL YO VO
OLLYEPIOTOVY KATOAANAL KO
va  TpootaTeLhovv ol

TANPOQOpiEC.

http://www.tess-llc.com/Information%20Data-
Ownership%20PolicyV4.pdf

26

Information Sensitivity
Policy

H moltikqy  evoucOnciog
TANPOPOPLOY Tpoopiletar va
BonBnoetl Toug VITOAARAOLS Vo
kaBopicovv TO1EG
TAnpoeopieg  pmopodv  va
amokaAveBobhv  oTOoVG  Un-
VTOAAYAOVG,  KOBMG  emiong
KOl TN OYeTkn evouctnoio
TOV TANPOPOPIOV TOV  deV
TPEMEL VO ATOKAAVPOOVV £E®
and TOV OpYOVIGHO Yopic
KOTAAANAN gykplon. Ot
TANPOPopieg OV KaAADTTOVTOL
oe  ovtég TG  0Onyieg
neplhappdvoov, oAld  dev

nepropiCovrat, o€
TAnpoeopieg  moOv elte
amofnkevovTal elte
popaovrot HEC®

OTOIMVONTOTE LEGMV.

http://www.sans.org/resources/policies/
Information Sensitivity Policy.pdf
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27

Information System Audit
Logging Requirements

H TapovGQ TOALTIKY|
npoomabel vo  avietomicet
70 {NTNUO Y10 TIC KOTOYPOPES
EAEYYOVL LE TOV TPOGOIOPICUO
GUYKEKPIUEVOV  OTOLTI|GEDV
Yo T GLGTHHOTO
TANPOQOPIOY  TPEMEL VO
VTAPYOVV  TPOKEWEVOL V.
napoyBobv ot KOTAAANAEG
KOTOYpOQES EAEYYOL KOl V.

evoopatmbel  pe Qo
OlOKNTIKN AgtTtovpyio Yo TG
KATOYPOQES EAEYYOV.

http://www.sans.org/resources/policies/
info sys audit.pdf

28

Internal Lab Security Policy
Avt) 1 moMTik) kabiepmvet
TIC  ONOUTNOEIS YO TNV
ACQAAELD TATPOPOPLOV Y1dL TO.
EPYACTNPLO. TOL OPYOVIGLOV
wote va  eoocpolotel  OTL
EUTIOTEVTIKEG  TTANPOPOPIES
Kot teyvoloyleg Oev  Ba
amokaAvedodv, Kot OTL Ot
VANPEGIEC  MOPAYOYNG KO
AL EVOLLPEPOVTOL  TOV
OPYOVIGUOU  TPOCTATEVOVTIOL
oand  TIC  OpuoTNPLOTNTECG
EPYOOTNPIOV.

http:/www.sans.org/resources/policies/
Internal Lab Security Policy.pdf

29

Internet DMZ Equipment
Policy

O okomdg aVTNG TN TOALTIKNG
elvar  va  kaBopiotodv  TO
TPOTLTO. TTOV AVTOTOKPIVOVTOL
oe Oho 1OV efomhopd mov
OVIKEL ui Ko oL
xpnoonolgitot  and  G6To
ovopo. €vOg OpPYOVICHOL Kol
elvan TomofeTnévog
eCotepwkd  amd to firewall
opYOVIGLOV. AvTd TO TPOTLTTAL
Exouv ™G OKOTO vo,
EAOYIOTOTOGOVY TNV Thovi
ékbeon TOL OPYOVIGHOV 0T
MV anoOAEl gvoicOntov N
EUTIOTEVTIKOV  OEOUEVOV
TVEVLLOLTIKTG Woktnoiag,
{nuiag ot omuoclo ekdéva

http:/www.sans.org/resources/policies/
Internet DMZ Equipment Policy.pdf
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KAT., m omoio pmopel va
TPOKVLYEL OO TNV OVOPUOdLL
xpNon TOPOV TOV
0pYOAVIGLLOV.

30

Lab Anti-Virus Policy
Koabopilel tic amortnoeglg mov
TPEMEL VO KOALPTOVV O
OAOVG TOLG VLTOAOYLOTEG TOV
ouvoEovTat He diktva
EPYOOTNPIOV EVOC OPYOVIGHLOV
yio vo  eEacpoaiiotel 1
OTOTEAECUOTIKY  Oviyvevon
Kol TPOANYN 1OV.

http:/www.sans.org/resources/policies/
Lab Anti-Virus Policy.pdf

31

Network Security Policy

[No va efaoparioer v
TPOCTACIO. TOV TANPOPOPLDV
oT0 OlKTLO KO TNV TPOCTAGI
TOV VTOJSOUDV VTOCTNPIENC.
H ooceaing owyeipion tov
OTOV, mov pumopel  va
extabel To opyavoTiKG Opla
TOV OPYOVIGHOV, OmoLTel TNV
TPOGEKTIKY EKTIUNOT OTN pon
TANPOEOPLDY, TG  VOMIKEG
EMNTAOCES, TOV €EAEYYO, Ko
TNV TPOGTAGiOL.

http://www.sans.org/resources/policies/
Ethics Policy.pdf

32

Password Protection Policy
O oKOTOG QNG TNG TOATIKNG
glvar  va  edpodoel  éva
TPOTLTO YL TNV dnpovpyia
wyvpadyv  passwords, TNV
TpocTacio aVTOV TV
passwords kot v covyvotta
oAAayng

TOVGC. XVYKEKPWEVO €0TIALEL
oe  oonyleg  Omuovpyiog
SVVATOV KOOIKAOV, TPOTHTWV
Y. TNV TPOCTAGIO TOVLS, KOt
Passphrases.

http://www.sans.org/resources/policies/
Password Policy.pdf

33

Personal Communication
Device

H TapovGA TOALTIKY)
TEPLYPAPEL TIC OTMOLTNGELS TNG
acQOAEiOG TANPOPOPLOV Yl
TIC TPOCOTIKEG  GLOKEVEG
EMKOW®VIOG KOl Yy  TO
Voicemail gvog opyaviGpov.
Eotialer ot ypnon avtdv

http://www.sans.org/resources/policies/
Personal Communication Device.pdf
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TV GLOKEVDV, oTO
npotdékoAlo Bluetooth, otnv
TEPIMTOON OMOAENG 1) KAOTNG
Kol T€A0og 6to Voicemail.

34

Personnel Security Policy

No Jwo@eaAiicet 011 ol
gpyalopevol Ko ol
oupPaciovyot Ba
KATOVONooLUV  TIG  €vOVVeg
ToVG, Kol eivan Ba KatdAAniot
Yo TOug POAOVLS YL TOVG
omoiovg npoopilovtal.
[MopdAinia BéPora Ba mpémet
va eheyyBel n  axepardTnTa
TOVC ®G OTOHO OCTE  Va
omokAelotel 1M mepimTmON
Anotelog, omdtng M KOKNG
YPNONG TOV EYKATACTAGEWDV.

http://www.datasecuritypolicies.com/wp-
content/uploads/2007/04/generic-personnel-
security-policy.pdf

35

Physical Security Policy

No  zmpoAdfer v un
e€ovalodotnuévn (QULOIKN
npdcsPaon, nud Kol
napéuPacn otTig TAnpoPopieg
TOL OPYOVIGLLOVD.

Kpioweg 1 evaicOnreg
gykataotaoelg eneepyociog
minpoeopiag Bo mpémer va
OKOOOUOVVTOL OE  OGPUAEIC
TEPLOYES, VO TPOGTATELOVTOL
and mv KkaBopiopévn
nepipetpo  acpoAeiog,  pe
KOTAAANAQ GUVOPOL OGPOAETLNG
Kot eA&yyovg €160d0v. Ba
TPEMEL VO, TPOCTATEVOVTOL OO
un e€ovalodotnuévn
npdcsPaon, nud Kol
napéuPoon.

http://www.tessllc.com/Physical%
20Security%20PolicyV4.pdf

36

Privacy Policy

H moltiky avtq £€xet ocav
6TOY0 Vo TOpEXEL TN
dwPePaicnon OTOVG
EMIOKENTEC, TELATEG,
VITOAANAOVG Kot Aoutd dtopa
TOL  €VOG  OPYOVIGUOG  EXEL
TPOCOTIKA dedopéva  OTL ot
TAnpogopieg avtég odev Oa
yivoov OVTIKEILEVO
KoTéypnone.

http://www.cbe.uidaho.edu/wegman/404
/PRIVACY%20POLICY %20I1VI%?20Generic.htm

37

Remote Access Policy

http://www.sans.org/resources/policies/

39
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O oKomdG OVTNG TNG TOAITIKNG
elvar  va  kabBopiotohv 1O
TPOTLTOL Y10 T1] GUVOEST] TOL
OIKTHOL TOVL EVOG OPYOVIGLOV
HE OMOLOONTOTE GALO OiKTLO
N OTTOUOKPVGUEVO
VTOAOYIOTH. AVTA TO TPATLTTOL
Exovv ™G OKOTO vao,
EAOYIOTOTOGOVY TNV Thov
éxbeon amd T (nuieg mov
pUmopohV v, TPoKOYoLV amd
MV avoppodie Ypnomn  Tov
TOP®V TOVL.

Remote Access Policy.pdf

38

Removable Media Policy

H moltiky avtq €xet ocoav
o0TOY0 VO EAAYIOTOTOMGEL TOV
Kivduvo  amoOAewg N TNV
ékbeon  tov  evaicOntov
TANPOPOPLOY OV dtatnpeiTan
omd OTOV OPYOVICUO Kol Yo
Vo HEumoEL Tov Kivouvo amd
Kokonom KOO, la
HLOAOVGEL GTOVG VTOAOYIOTES
TOL  YPNOLUOTOOVVTOL OO
TOV 0PYOAVIGUO.

http://www.sans.org/resources/policies/
Removable Media.pdf

39

Remote Access - Mobile
Computing and Storage
Devices

2KOmOG OUTNG TNG TOALTIKNG
elvar  va  koBiepodost  Evav
eEovorodotnuévn puébodo yio
OV Eleyyo KIVITOV
VTOAOYIOTMY KOl GLGKELADV
AmoONKEVOT G TOV TEPIEXOVV N
é&xovv mpocPacn o€  TNYEC
TANPOPOPLOV TOV
OpYOVIGHOV.  XVYKEKPUEVQ
KOTOVELLEL poOLoLG Kol
evbvvec, onovpyet
Jwdwkacieg Yo aitnon
YPNONG TETOLWV GLOKELOV T
o€ mepinTmon KAOTNG.

http://www.sans.org/resources/policies/
Remote Access.pdf

40

Resource Utilization
Security Policy

O oKomdG OVTNG TNG TOAITIKNG
elvalr va  peylotomomnBel 1
dwbeoudTTa TOV
TANPOPOPLOV evog

http://www.tess-
llc.com/Resource%20Utilization %
20PolicyV4.pdf

40
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opyavicpov. Ot amotvyieg
HETOEL TOL TEAMKOD YpPNOTN
Kol TV emfopntdv ototyeinv
npénmel  va  e&ovdetepwOovv.
Avt) 1 moAMTIKY] ovakovilet
TIC oamotvyieg petald TV
TEMKOV ~ XPNOTOV  UE TNV
EQOPUOYN KOl TN OloTnpnom
evOg VYNAOD eMESOV AVOYNG
BraPav, yopic Tapaywynq tov
TEPACTIOV KOPL®OV
EMEVOVGEMV.

41

Risk Assessment Policy

H moAtikn avt kaBopilel Tig
OTOLTNGES KOl TOPEXEL TNV
eovoio  yuo TNV opAda
ACQUAELNG TANPOPOPLOV VO
npocolopicel, afloloyel, Kot
Vo OTOKOTOGTIOEL TOVG
KWvOOVOLG yloL Lo LITOdOUN
TANPOPOPLOV TOV
0pYAVIGLOD oL
xpnoonoteiton Yoo TG
EMLYEPNOIOKES TOL OVOYKES .

http://www.sans.org/resources/policies/
Risk Assessment Policy.pdf

42

Router Security Policy

H TPOvVoa, TOALTIKN
TEPLYPAGEL 0L amopaitnT
eldyot SLUOPP®OT)
acQiAElg Yoo OAOVG  TOVG
OpOHOAOYNTEG KOl  TOVG
KOTOVEUNTEG TTOV GLVOEOLV TO
diktvo TOL OpyavVioUOD M|
dAlo diktvo TOL GLVOLOoVTL
G€ aUTOV.

http://www.sans.org/resources/policies/
Router Security Policy.pdf

43

Security Awareness Policy
Avt) 1 otk kabopilet Tig
evbbveg Kol Tovg POLOLS Yo
mv guevoNoN ™m¢
GUVELINTOTOINONG  ACPAAELNG
TANPOEOPIOV  peTAd  OAwV
TV 1010KTNTOV, TV
devbuvtav, TOV  QopimV
TOPOYNG VANPECIOV KOl TOV
YPNOTOV TV Tyov
TANPOPOPLAOV.

http://lits.ollusa.edu/LITSNavBar/Policies/
SecuritvAwarenessPolicy.shtml

44

Security Training Policy

O oxomdc G TOMTIKNG
KATAPTIONG OaGPAAEG givat
VO, TEPLYPOPOVV Ol ATOUTNGELG

http://www.cis.tamuk.edu/help/policies/
1 170 Security%20Training%20Policy.pdf
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nmov e&oceaiifovv OTL KAOe
YPNOTNG TV Tyov

TANPOPOPLOV TOV
Opyaviopod  éxet  emapkn
exmaidogvon Tévo o€
{nmpoata ACPAAELNG
VTOAOYIOTMV.

45

Server Security Policy

O oKomdG OVTNG TNG TOAITIKNG
ac@aAelag eivor vo Bécel ta
npoOTLTIOL PACEL TOV OTOi®VY Ot
SErvers mov YPNCYLOTO0HVTOL
0T0 €0MTEPIKO OlKTLO TOV
opyovicpov Ba Tpémel va eivan
pudcuévort. H
OTOTEAECUOTIKY)  LAOTOINOM
avTig G ToMTikng  Oa
EAOLY(LOTOTOUOEL mv
avemBount) mpoécPfacn oe
TANPOPOPIES KOl TEXVOAOYIES
OV

0PYOVIGLOVD.

http:/www.sans.org/resources/policies/
Server Security Policy.pdf

46

Server Malware Protection
Policy

O oKomdG OVTNG TNG TOAITIKNG
glva va opioet OV
GUGTNLOTO SETVET OTOLTOVVTOL
MOTE VO EYOVUE EPOUPUOYEG
anti-virus 1 anti-spyware.
SVYKEKPUEVOL LUAGEL Y10, TTOTEG
Katootaoelg Oo €yovpe anti-
virus kol anti-spyware , o€
nepintoon mov mail server
TG TPEMEL Vo TPOoTATELDET
Kol Toieg eEAPECELG EYOVLLE.

http://www.sans.org/resources/policies/
Server Malware Protection Policy.pdf

47

Telecommuting/Teleworking
Securiti Policy

KaBopiler v oAtk yo to
teleworking mov KoAvTTEL TOL
{nmpoata ACQAAELNG
anacyoAnong kabhg emiong
Ko TANPOPOPLADV.
2uyKeEKPYLEVOL T etvan
teleworking, tovg oTdHYOVLG,
KpLTnpia, VILOYPEMCELS,
EMKOWVOVIA LE TO KEVTIPO TNG
epyociog KA. .

http:/www.womans-
work.com/teleworking policy.htm

48

The Third Party Network
Connection Agreement
KaBopilel ta mpoéTLTTOL KO TG

http://www.sans.org/resources/policies/
Third Party Agreement.pdf
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OTOLTNGELS,
ovuneptlapupovouévev TV
VOUK®V  OTOLTCEDY,  TOL
OTTOTOOVTOL TTPOKEEVOL VOl
dracvvdedet éva diktvo GAlov
OPYOVIGLLOV ot0  diKTLO
TOPOYOYNG EVOG OPYOUVIGHOD.
Avt| N ovppovio TpETEL Vo
VIOYPOQEL amO aUEOTEPO TO
oupPaArropeva uépn.

49

User Data Protection Policy
KaBopiler tic amortnoeg yio
T0UG  €AEYYOVG  TPOSPaonc,
eldyloTa mpovoLLaL,
akepodTTOL  KAT. Yoo va
eEAOQUAICEL TOL TPOCHOTIKA
dedopéva.  Avordel mwg ot
VdAANAOL TpEMEL va elval o€
Béon  va  aoknoovv TNV
eveM&la o010 YEPIGUO Kol TNV
TPOCTUGIO TV OES0UEVOV.

http://www.tess-llc.com/User%20Data%

20Protection%20PolicyV4.pdf

50

VPN Security Policy

O oKOmAC VTG TNG TOALTIKNG
elval va opioet Tig 001 yieg yio
oLVOEDT GTO OIKTLO TOL

0pYOVIGHOV péGm Tov Virtual
Private Network(VPN).

http://www.sans.org/resources/policies/
Virtual Private Network.pdf

51

Wireless Communication
Policy

Avt N moMtikn kaBopilel Tig
OULVOTNKEG TIG OTOlEeg TPEMEL VaL
TAnpoi 0 OCVPLOTOG
eEomMopog mote vo ouvoeDel
0T0 OIKTLO TOL OPYOVIGHOV.
Moévo cuotiuate Tov TnPovV
TIG omaltnoelg mov opilovral
HEGO OTNV TOAMTIKN Kot £OVV
eykpdet Bo pmopovv va
ypnowonombodv ce  diktva
TOL OPYOVIGLOV.

http://www.sans.org/resources/policies/
Wireless Communication Policy.pdf

MMivokog 1:AicTa TOMTIKOV ac@oieiog amwd Ty SANS
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Kepdararo 4

Epyoaieia

Ac@ulelog
210 KePAAoo ovTo o eEETAGOVIE EPYAAELD TTOV LLOG EMLTPETOVY VO ONULOVPYCOVLE

Kol Vo Sloeplotovpe moMTikéG acpoieioc. Ga dodpe po Aloto pe kdmoto epyaleio
and 1o Internet ko Bo Kvovpe pio GLVOTTIKY TOPOLGINCT HEPIKAOV EPYOUAEIDV

Anuovpyiog

kot Awyeipiong  IHomtik@v

4.1 Aiota Epyoiciov Anmuovpyiog ko Awyeipiong IHoltik®v
Ac@aleioc.
Ye vtV ™V Topaypaeo mapovcsidlovpe o Aloto pe gpyoareio doyeipiomng
TOMTIKOV AGQUAEING KOl KAVOLLE L0 GUVOTTIKY TOPOVGI0GT TOVG.

A/A | Toolkit Link

1 Cisco Security Policy | http://www.ciscowebtools.com/spb/
Builder

2 UCISA  Information | http://www.ucisa.ac.uk/Home/members/
Security Toolkit activities/ist.aspx

3 HIMSS Privacy & | http://www.himss.org/ASP/privacySecurityTree.asp
Security Toolkit 2taid=78&tid=4#PSToolkit#PSToolkit

4 ICC CUSTOMS | http://www.iccwbo.org/policy/customs/
SECURITY 1d1208/index.html
TOOLKIT

5 Gender and Security | http://www.osce.org/item/29669.html
Sector Reform Toolkit

6 Zone Labs security | http://www.networkworld.com/news/
management toolkit 2002/0205zlabs.html

7 Information Shield http://www.informationshield.com/

securitypolicysolutions.html

8 CONTROL-IT Toolkit | http://citt.privacyresources.org/

9 ISO 17999 Toolkit http://www.17799-toolkit.com/17799policies.htm

10 SSi Network Security | http://www.secured-networking.com/
Management network security _management.htm

11 Callio Toolkit 17799 http://www.sofotex.com/

Callio-Toolkit-17799-download_L.20800.html

12 Disaster Recovery | http://www.businesscontinuityworld.com/
Toolkit access.htm

13 IBM Tivoli Security | http://www-01.ibm.com/software/tivoli/products/

Policy Manager

security-policy-mer/
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ivoxog 2:AicTa gpyareiv dSnuLovPYIiaS KoL 10 EIPLoNG TOMTIKAV 06QUAEINC.

Cisco Security Policy Builder: ITapovsialetot mo avaAvTikd mopaKato.

UCISA Information Security Toolkit : Eivot éva toolkit, To omoio @tidytnke yio v
onuovpyio policies, yw opyoviopoOs oavetdtng ekmaidevong e Bpetaviag.
Baoiletat oto Bpetavikd standard BS 7799. To toolkit avtd ywpilet Tic moAMTIKEG OTIG
oe kamnyopleg. TIoMTIKEG OYETIKA HE TOV OPYOVIGHO, OYETIKG HE TNV YPNoM
TANPOPOPIDOV KOl CLUGTNUATOV TANPOPOPLOV KOl TPOOIPETIKES OYETIKA e
Kkpumtoypaia , teleworking kot mobile computing.

HIMSS Privacy & Security Toolkit: Eivatr éva chvoro moltikdv aceaieiog kot
dwyeiptong Tpoocwnik®v dedopévav yuo v Healthcare Information and Management
Systems Society(HIMSS). Mg avt6 covoro epyareiomv tng HIMSS évag opyoviopdc
vyelag mpémetl va gival og BEoM Vo TPOYPAUUATIGEL, VO EQAPUOCEL, Kot Vo a&LOAOYNGEL
T1G SLOdIKAGIEG EMTIPNONG TPOCHOTIKMY OEOOUEVOV KOl ACPAAELOS TTOV KAUKDOVOVTOL
OTIG OPYOVOTIKEG OVAYKES TOVG.

ICC CUSTOMS SECURITY TOOLKIT: Eivax éva gpyaieio amd tnv International
Chamber of Commerce mov £xgt 6ov 6KOTO TNV EPAPUOYT SLPAVAOV, OTAOTOUUEVDV
KOl EVOPUOVICUEVOV TOAMTIKOV Yo o TeEAmveio. Efvor ko daitepa ypnopo yuo o
YPNYOPY EKTIUNOT| TNG TOLOTNTOGS TNG TEAMVEINKNG dlayeiplong acaAelas.

Gender and Security Sector Reform Toolkit: Avt n opdda epyoreimv
avantoydnke amd xowov amd to ODIHR, the UN International Research and
Training Institute for the Advancement of Women (UN-INSTRAW), kot to Geneva
Centre for the Democratic Control of Armed Forces (DCAF), o¢ ua andvinon ommyv
avAayKn Yo EVUEPMOT) KOl TNV OVAALGT GYETIKA LLE TO GUAO KO 1] LETOPPVOLLOT) TOV
topéa ™G acpdieng (M.T.A). AmevBoveton oe MTA yapoéng moMTIKNG,
eEMOyyEALATIEG KOl €PELVNTEC, 0TO TMANIGIO TV €BVIKOV KvPepvnoemv, BecukmV
OpYAV®V TOL TOUEN TNG ACPAAELNG, TIC OEOVEIG Kol TEPIPEPELNKES OPYOVAOCELS Kl
OPYAVAGELG TNG KOWMOVING TMV TOATMOV.

Zone Labs security management toolkit: H wxovooia odwyeipiong moltikng
EMTPEMEL GTOVS  OWYEPIOTEG va. TpomBnoovv agent AOYIGUIKOV, Ol omoiot
nepthappdvouv to Zone Labs firewall Zone Alarm Pro , péypt kar oe 2000 og
vroroyiotéc. To ZoneAlarm Pro firewall / VPN pumopei va pmloxdper v
eloepyOpeveg N eEepyOLEVEG GUVOEGELS, KOl UTOPEL VoL PIATPAPEL TEPLEXOUEVO, OTMG
TO, GUVNUULEVO NAEKTPOVIKOD TOXLOPOLLEIOL.

Information Shield: Eivat pio mnyn yuoo ToATKéS ac@AAELNG TANPOPOPIOV OO TOV
EUTEPOYVOLOVO Kot GvpPfodrov moMtikev oocedrelag, Charles Cresson Wood,
CISA, CISSP kot mov ypnotpomoovvtar oand mhve ard 7000 opyavdcelg
naykoopiog. IeprhapPaver mdveo amd 1350 mpo-ypoantéc mOMTIKEG OCOAAELNS
TANPOPOPIDYV, KAOE (o PE TOL €01KE GYOMO, TOV OPYOVAOVOVTOL HEGO GTO TANIGLO
acpdietog tov ISO 17799. Emiong mepiéyer t cvpPovAr] amd €WONUOVES Yoo TV
OwKOoOOUNoN KOU TN ST PNoN €VOC OMOTEAEGUOTIKOD TTOALTIKOV TPOYPAUUOTOS
ACQAUAEG TANPOPOPIOV KOt TEPAapUPavel TANPN Ostypata £yypaeoV TOAMTIKOV
ACPAAELNG.
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CONTROL-IT Toolkit: Eivar éva chvoro epyadrelov mov mapéyet pio oAOKANPN
oEPpa mYOV Yoo vo cog Pondnoer va  €EETACETE KAl VO EQUPUOCETE TO
COBIT(Control Objectives for Information and related Technology). Xwpilete otig
napaxateo kommyopieg : HIGH LEVEL SECURITY POLICY FRAMEWORK,
DETAILED SECURITY POLICY FRAMEWORK, AUDIT COMPLIANCE
CHECKLIST KIT, THE COBIT COMPLIANCE PLAN, THE IT AND SECURITY
GLOSSARY, SUPPORT RESOURCES.

ISO 17999 Toolkit: To chvoro epyareimv tov ISO 27000 weprhapPdver Eva TAnpeg
KOl TEPLEKTIKO OUVOAO  EKOTOVTIAOMV TOMTIKOV OCQAAENG COUUPOVO UE TO
27002/17799. Avtég éxovv doxyootel, Kot egTaotel kot eivatl avtyv Vv mepiodo ce
YPNOT OE EKATOVTAOES OPYOVMDOEIGTE TEPIOTOTEPESG amd 40 yMdPEC.

SSi Network Security Management: SonicWALL Global Management System
(GMS) emitpénel 6e SOvVEUNUEVEG EMYEIPNGELS KOl TOVG POPEIG TAPOYNG VINPECIDV
va. KatopOdoovy va SloyEPIoToVY IMAOEG GLOKEVEC AGPAAELNG AL0dIKTOOL Ko
VINPECiE ACPAAENG Omd Ul KEVIPIKN BO€om Yoo Vo HEWDGOLV TS OVAYKEG
EMAVOPMOTGC, VO ETLTAYVVOVV TNV EMEKTACT], KOL TIG YOUUNAOTEPES SLOTKNTIKEG OATAVES
ACPAUAELOG.

Callio Toolkit 17799: Avt| m opdda epyoreiov amotedeiton omd o GEPA
EYYPAP®V, EPYOAEI®V, KOl GAADV OVTIKEILEVOV TOV GUYKEVTPOVOVTOL L€ LOVO GKOTO
va Yivel avTIANTTTO TO TPOTVTO KOt VoL Yivouy avTIANTTEG ot Bacikég TpohimoBEésels Tov.
To oet epyareiov oavto mepi€yet:Ewoaywyn oto ISO 17799/ BS 7799, module
eneepyaciog Kwwovvov, amoondopata amd to [ISO 17799/ BS 7799, cet eléyyov,
ePYOAELD dNOVPYING TOMTIKMV, KOl TPOTUTO EPOPLOYTC.

Disaster Recovery Toolkit: Eivat pio GuAdoyn| yypleov Kot avTIKEUEVOV LE GKOTO
va Bondnoovy oty €£0GOAACT] GLVOYNG GE TEPITTOON KATOGTPOPNG 1| GoPapol
yveyovotog. Ilepihapfdver epoTUOTOAOYI0 €AEYYOL YL OYEO0  OMOKATAGTOONG
KOTOGTPOPNG, OVAALGNG EMYEPNCLOKOV avTikTumov. Alota mivaka eAEyyov, TAAIGIOV
KO 0L EVEPYELDV Y10 TNV orokatdotaon Kataotpopns. Epotioeig kot kabodnynon

eyyphomv aviivong eEaptnonc.

IBM Tivoli Security Policy Manager: [Tapovcialetot To avaAvTiKd mopaKato.
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4.2 IBM Tivoli Security Policy Manager

IBM® Tivoli® Security Policy Manager mapéyst AVGELG Yio Vo KOADWEL TIG OVAYKES
ACQAAELNG 1OIOKTNTOV EQUPUOYDV Kot vanpeciov Web. Evioyvelr v mpocPaon
EPAPLOYADYV, OEVKOADVOLV TI GULUUOPE®OT], Kol LTootnpilovv TN AETOVPYIKY
dwyeipion mépa amd v vtodoun TAnpopopi®y. Edwdtepa:

AVOKOADYTE Kol EIGAYETE TIG LANPEGIEG Ao registries Kat TG EPaPLOYES.
Ewodyete toug pOAOVG €QOPUOYDV KOl EVOOUATMOOTE HE OTO VTAPYOV
GUGTN O

O dwyeplotg , petaocynuatifet, olayelpiletor Kot O1vEIEL TIC

TOMTIKEG ALGPAAELOG,

EmPol moltik®dv ota moAhamAd onpeio  €mPOANG XPNCLOTOIDOVTIOS TIG
runtime VANPEGieg AGPAAELOGS.

Eloyiotomomote T1g AEITOVPYIKES AVETAPKELEG KO TNV EVTTADELD OYETIKEG UE
TIC €£0VG1000TNOELS Kot TNV TOMTIKT dtoyeipion acedretog SOA.
Awyeproteite 11g moMtikég acpdietog SOA kot tig €£0V61000TNGELS Kab' OAN
T dgpKew Tov KOKAOL (®NG TG TOMTIKNG, amd TN dnuovpyio Kot Ekdoon
otV €TPOAT KoL TNV EVIUEP®OT).

EmBdrate T1c moMTikéG 0TO runtime, TOL EVIGYVEL TN GTACT OCPUAELNG TNG
0pYAVMONG GOGC.

Apecec oAAOYEG KOU EAEYXOG TOAMTIKOV KEVIPIKA, YL YPNYOPOTEPT KOl
OTOTEAEGLOTIKT]) GUUUOPOMOT| G€ VEES 1| TG ALGTNPEG ATOLTGELS EMPBOATG.
Xpnon epyoreiov dtoyelptong TOMTIKOV OHOCTOVO®V HETOED TOLG Yol VO,
BonBnoet yepupwhel To yacpa PETAED TV TPOGEYYICEWV EMYEPTCIOKADV KO
TEYVOLOYLDV TATPOPOPUDY TOATIKDOV ACPAAELNG.

Evepyomoinon oe end-to-end £ykpion €QoaproyNS XPNOLLUOTOIOVTOS EVKOUTTN
TOMTIKY] Olayeiplong kot TIG amoQACELS Yo TIC TOMTIKEG POCIOUEVEC OE
TPOTLTO.

Ymnootmpilel éva evpd chvoro mAateopudv, courepthapfavopévne e IBM
AIX®, mepiparrdéviov Red Hat Enterprise Linux®, Microsoft® Windows®,
Ko Solaris.
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4.3 Cisco Security Policy Designer & Security Solution Designer

4.3.1 Cisco Security Policy Designer

O Cisco Security Policy Builder 6o Bonfnoet va dnuovpynfetl o cuvnbiopévn
TOMTIKT] OGQOAEWG TOV TPOGOUPUOLETAL OTIC GLYKEKPUYEVEG OAMOTACGES €VOG
opyavicpov. Metd amd TNV OAOKANP®OT HOG CUVTOUNG GVVEVTELENG TTOV Ol 0O YiES
TAONYOUV 010 Bacikd {NTNUATO OCQAIAELOS , L0l TTOALTIKT] ACQOOAEWNG [LE TN LOPON
MS-WORD 60a otaAbei prvopa pe  miektpovikd tayvdpopeio og o devbovvon
NAekTpovikoD Tayvopopeiov mov Ba dobel.

IInyape oto http://www.ciscowebtools.com/spb/

¥ Cisco.com - Security Policy Builder - Mozilla Firefox

Ble Edt Wew Hgtory Bookmarks Took el
[
- C (ar [ L3 http:funww.ciscomebtonls.comfspbf et B P
AL | ADSL || Astronomy || BlogSpots || Bookmarks || Conspiracy & Others || crack,..,etc | Cryptography || Documentary || E-Books || e-commerce | | E-communities || E-mal || Emengercy || Enviroment | | E-Radio »

Q) stumblel | &y ikeitt @ - Fserdto- (O channels: B B T () 58 - &P al- W Favorites [ Friends Took~

Home | | Register | Contacls & Feedback | Site Help

cisco Business Industiies & Solutions ¥ Mol

ND 8 Search: E
Security Policy Builder -
Search All Gisco.com

Create a custom security policy for your business

Security Policy Builder

An effective security policy is the foundation of a secure network. The Cisco Security Policy Builder will help you create a custom security policy tailored to
your 's specific reg . After I a shart interview that helps navigate through key security issues and cancerns, a custom security | Ralated Tools
policy in MS Word format will be emailed to an email address you provide

Eroduct Advisar
Security Solution Designer

The information you provide during the Security Palicy Builder inteniew process is used solely for generating your custom security policy.
Partner Locator

Launch Security Policy Builder o Srall Business Metwatk
Designer
Related Links

Security and VPN Introduction
Switehing Solutions for Small
and Medium Businesses
Broadband Solutions for
Small and Medium

Businesses
BUSIHESS INDUSTRES & SOLUTIONS | LUTICNS & PROVISIONED SERVICES | PRODUCTS & SERVICES | TECHNOLOGIES | ORDERING | TECHNICAL SUPPORT | LEARNING & EYENTS | PARTHERS 2 RESELLERS |
ABOUT CISCO
Hoime | Log In | Redister | Contacts & Feedback | Stte Help
®11992-2003 Cisco Systems, Inc. All vights reserved. importart Notices, Privacy Statemert, and Trademarks of Cisco Systems, Inc.
Done LY IC=N0

Ewova 1:Cisco Builder:Apyukn 006vn Tov Security Policy Builder tng Cisco
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http://www.ciscowebtools.com/spb/�

J Cisco - Security Policy Builder - Mozilla Firefox

File Edit Wew History Bookmarks Tools  Help
@ - c N I: |j http:/iciscowebtools, com/spb/childf1.0f T? - ' )"T:'
gl stumble! | Sy Dikeit! @ F Sendtor (O Chammels: (B S T 5% v @7 Alr U Favorites 5 Friends Tools+
i ToolKit: Roll over tools below -
Cisco Svsrems Close Window = ¥y
= [
Security Policy Builder
SECURITY POLICY RESULTS I
Create a custom security policy for your business
An effective security policy is the foundation of a secure network. The Cisco Security Policy
Builder will help you create a custom security policy tailored to your organization's specific
requirernents. After completing a short interview that helps navigate through the key security
issues and concerns, a custom security policy in M3 YWord format will be emailed to an email
address you provide.
The information you provide during the Security Policy Builder interview process is used solely for
generating your custom security policy.
SECURITY POLICY INTERVIEW B
To generate a custom network security reference design tailored to your arganization's needs, visit the Security Solution Designer. I
Done s i=

Ewova 2: Cisco Builder: Exkivnon tov Security Policy Builder

kot £BaAa o etatpio pe Arydtepoug omd 20 vwaAAAoG.

) Cisco - Security Policy Builder - Mozilla Firefox

File Edit Wiew History Bookmarks Tools Help

@ - c {at I: ﬁ hittp: v, ciscowebtools .comfspbchild 1.0 /wizard, asp T? - G-

Cisco Svsrems Close Window

Security Policy Builder

liﬁ%ﬁ SECURITY POLICY INTERYIEW SECURITY POLICY RESULTS I

Company Size

How many employees does your company have?
©20 or less

O -80

Os1-100

Q101 - 250

O rnare than 250

Mot sure of your answer? Ask an expert.

Dane

(8) =

Ewova 3: Cisco Builder: Company Size

Metd Baiape Topéag Aettovpyiog v Tondeia.
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) Cisco - Security Policy Builder - Mozilla Firefox

File Edit Wew History Bookmarks Tools  Help

@ - c ot I: |j htep: v, ciscowebtaals . comfspb/child 1.0fwizard. asp b ' )

SECURITY POLICY IMTERMIEWY SECURITY POLICY RESULTS 1 A

Company Size = Industry

In what industry does your company primarily operate?
fost businesses fall into one of the following primary industries.

O Professional Serices

O Financial Sewices

O Transportation

O Manufacturing

O Public Safety

O Healthcare/Pharmaceutical
O StatefLocal Government
O Federal/National Government
O Hospitality

(% Education

O Retail

O Other

v
Done (s) =

Ewéva 4: Cisco Builder: Ealoyn Topéa dpactnplotnTog

Ymv ovvéxela opiocope Ot €xel  avamtvypéva  Security/ VPN/Firewall, IP
Communications , wireless kot Storage. Amd v oTiypn Tov £YOVUE £V OPYOVICUO
exmaidevong 0éhovpe emkowomvieg pe IP(Internet),wireless, ko1 acedaielo amd v
oTLypn Tov €yovpe evaicnta dedopéva.

) Cisco - Security Policy Builder - Mozilla Firefox

File Edit Wew History Bookmarks Tools  Help

ot I: |j htep: v, ciscowebtaals . comfspb/child 1.0fwizard. asp b ' )

SECURITY POLICY IMTERMIEWY SECURITY POLICY RESULTS 1 A

Company Size > Industry = Advanced Technologies

Does your erganization currently deploy Security / VPN / Firewall?
®vYes
O Mo

Does your erganization currently deploy Wireless?
@ Yes
OMNo

Does your organization currently deploy IP Communications?
® Yes
ONo

Does your erganization currently deploy Storage?
@ ves
OMNao =

Done (s) =

Ewéva 5: Cisco Builder: Emloyn tegvoroyi®dv tov Opyovicpoo
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Metd Opioa  amopokpuouévny mpocfacn Yoo Tpounbevtéc, ovveEPYATEG Ko
vroAAqlovg. Eav Balope mapddetypa pdévo vmorAiniovg o elyope embopio yuo
HEYOAVTEPN aOQAAElD Gpo  UKpOTEPO pioko amd omeléc / embBéoeic. Ooo
HEYOADTEPOG €lval 0 KUKAOG T®V XpNoTdV ov Ba Eyovv mpdsfacn oTo GLCTHHOTO
TOV OPYOVIGLOV TOCGO HEYOADVEL O KIVOLVOC 0td eMOECELC.

¥J Cisco - Security Policy Builder - Mozilla Firefox

File Edit ‘Wew History Bookmarks Tools Help

@ - c (ot I: |j hittp: e, ciscowebtools . comyfspbfchildf 1.0fwizard. asp T? - Y )

Close Window

Cisco SvsTems

Security Policy Builder

SECURITY POLICY INTERMWIE SECURITY POLICY RESULTS I

Company Size = Industry > Advanced Technologies > Remote Access

Do you provide remote access for employees, partners or vendors?
O No - We dont provide remote access

O Yes - For employees only

O Yes - For employees and partners

{%ives - For employees, pattners, and vendors

Mot sure of your answer? Ask an expert. L4

Close Window

-
Dane s i=

Ewéva 6: Cisco Builder: Emloyn Tomov Remote Access

Téhog 1 Cisco pov £ptiage pia TOAMTIKY Kot TNV £6TEINE o€ email.
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) Cisco - Security Policy Builder - Mozilla Firefox
File Edit Wew History Bookmarks Tools  Help

@' c ot |: |j htep: ficiscowebtaals.comspbfchildf1.0/pravide_email. asp b aRd v

QU Stumble! &y Ilkeit! T @ sendtor () Chamnels: (B 22 Tw S8 - 7 B~y Favorites GO Friends Tools~

SECURITY POLICY RESULTS

Please provide your email address.

Please provide your email address below. A custom security policy will be generated based upan
the answers you've provided. This security policy will be automatically erailed to the email
address you provide in M3 Ward format. Your email address will only be used to send your
security policy and will nat be permanently stared.

Your Email Address: |epp1 223 @eppteiher.gr

The Cisco Zecurity Policy Builder Tool is
provided A3 I3. In no event does Cisco warrant
that the Cisco Security Policy Builder Tool is
error free or that Customer will he able to
operate the Cisco Security Policy Builder Tool

without problems or interruptions.

>

£

| accept the disclaimer above.

[ ‘Send Security Palicy] ]

Cone

D]

Ewéva 7: Cisco Builder: Excaymyi) e-mail yro awoctor] kot amodoyi Tov diclaimer.

) Cisco - Security Policy Builder - Mozilla Firefox

File Edit Wew History Bookmarks Tools  Help
@ - c ot I:ﬁ http: ficiscowebtaals.comfspbfchildf1.0/resulks . asp b aRd '

QU Stumble! &y Ilkeit! T @ sendtor () Chamnels: (B 22 Tw S8 - 7 B~y Favorites GO Friends Tools~

SECURITY POLICY RESULTS

Congratulations! Your security policy requirements have been received and
your custom security policy will be sent shortly.

A custom security policy has been generated based upon the angwers you'e provided. This
security policy will be autamatically emailed to the email address provided in M3 Word format. It
rnay take as long as sixty minutes to receive your custorm security policy. If you don't receive
your policy, please send an email to tools@cisco.com.

.
.
asm
a8

Thiz securty policy s intended to be an educational resource and a starting point in planning vour
securty policy: 1t is pot & final recommendation from Cisco.

NEXT STEP: Contact a Cisco Expert

Get answers to your questions and expert assistance implementing your organization's security
policy. Click on the above link to contact us via email. If you would like to contact us via the
phone, please call 1-866-779-1011 from the USA or Canada between 5:00 AM. and 5:00 P.M. EST

Related Documents & Tools
These docurments and tools provide relevant information for your security planning:

® Security Solution Designer
- ThAD ™1 LI Y'H

SECURITY POLICY

Cone

Ewéva 8: Cisco Builder: Mijvopa exitvyo0g amosToMG.
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4.3.2 Mopaodciypata [MMoMmtikav and tnv Cisco

Edd mapabétovpe cuvontikd peptkég omd TIG TOATIKES TOL TEPLEYEL TO EYYPOPO TOV
TapdyOnKe amd v Topanive Sudkacio:

Email and Communications Activities

2KOTOC

H moltucn xobopilel ta mpoéTLmaL Yo T S1eHOLVON TOV EMKOWOVIDOV HEGO GTO
OLOTN O NAEKTPOVIKOD TOYLOPOUEIOV SIKTV®WV. AVTE T TPOTLTTO EAAYIGTOTOLOVY TNV
mBovr €kBeon amd TO €KOVGLOL PUNMVOUOTO KOl TS GULVOECELS MAEKTPOVIKOD
tayvopopeiov. Ot {nuieg mepthapfavouy Ty omdAEln evoicONTOV N EUTIGTELTIKOV
otoyelov emyeipnong N Tvevpatikng wiokmoiog, ™ {nuia ot dnuocia gwkova, ™
(nuia oto Kpioyo E6OTEPIKE CLOTNUOTO, KOl TNV 0KOLGLo Ek0EcT VIOAANA®Y GTO
AKOTAAANAO TTEPLEYOLEVO 1] TO VAIKO.

1. Ztéhvovtag to  €KOVUCLOL  UNVOHOTO  MAEKTPOVIKOV  TaLOpOpEiov,
ocopmephappavopévng g amoctoAng tov "junk mail" 1 dAlov vAKOD
dwenuong ota dtopo mov dev (RTNOOV  GLUYKEKPLUEVO TETOO  VAIKO
(MAekTpoviko Tayvdpopeio spam).

2. Omowdnmote HOPON TG TAPEVOYANONG HECG®  TOL  MAEKTPOVIKOV
TO(LOPOUEIOV, TOL TNAEP®OVOV, 1| TNG GEMOOTOINONG, 1T HEG® TNG YAMOOOG,
NG GLYVOTNTOG, £ITE TOL LEYEOOLG TV UNVOUATWV.

3. Avopudodwa ypnom, M TPOMOTOINCNG TV TANPOPOPLDV  EMKEPUAId®V
NAEKTPOVIKOD TOYLOPOLEIOL.

4. ZNTOVTOG TO MAEKTPOVIKO TOYLOPOUEID Yoo OmoldNmoTE GAAN O1evBvvon
NAekTpoviKoD TayLOPOUEIOV, EKTOG GO OVTHV TOV AOYOPLOGLOL YPNOTY|, LE
™V TpoOHecn Y10 v TOPEVOYANCEL 1] VO GUAAEEEL TIC OTAVTIGELS.

5. Anwovpyia 1 dwPifaocn "emotoldv aivcidmv" 1 "Ponzi" 1 AoV oxedimv
"Tupapidwv" omrolovdNToTE TOHTOL.

6. XpNoWomoldVTIOS TO0 £KOVCLO0 MAEKTPOVIKO TayLOpoueio mov dnuovpysiton
amo To diktva 1 GALOVG PopEic Tapoyng VINPecsu®V Internet /intranet /extranet
€€ ovOLATOC, M Y10 VO, SLOPMUUGEL, OTTOLOONTOTE LANPEGTO TOL PELIAOEEVELTOL 1)
TOV GLVOEETOL LEGM TOV SIKTVLOV.

7. Tayvdopounon tov OV 1N TOPOUO®V HN-  EMLYEPTOIOKAOV-CYETIKMOV
UNVOUAT®V 6TOVG UEYAAOVG aptBpovg opddwv mAnpoedpnong USENET
(opada TAnpoedpM oG spam).

Emfoin

Onotoconmote VIAAANAOG mov moapafralel ovTAV TNV TOMTIKY) UTOpel vo eivon
vrayouevog oe melBopyikn evépyela, pEYPL Ko cvumeptiapfPoavopévng ™ AEn g
ATOGYOANONG.
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Anti-Virus Policy

2KOTOC

H moAitikn kaBopilel ta mpdTLmaL Yio TV TPOCTAGIO TOV SIKTLOL OO OTOLNONTOTE
OTEIAN GYETIKN UE 100G, worms 1] trojan horse. AVTd To TPOTLILAL EAAYLIGTOTOLOVY TV
mBavn ékBeomn amd Tic {npieg Tov puropoHv vo TPOKVLYOLV OO KOl U TPOCTATEVUEVO
diktvo. O {nuieg pwropovv va TePAEBouy TNV an®AEL EV0IGONTOV 1| EUTIOTELTIKMOV
otoelov emyeipnong N TvevpaTikng Wiokmoiog, ™ {nuia ot dnuodcia swdva, ™
{nuio oto KPIGLo E0MTEPIKA GLOTNLOTA, K.AT..

1. TIavta vo exteleite 10 MPOTLTO,  VTOGTNPWLOUEVO AOYIGHIKO antivirus.
KoateBdote kot tpé€te v mopovca £K000M, OMMG EMIONG KOl EVIUEPDCELS
otav avTéG yivovtan d1aBEciec.

2. Mnv avoi&te moté omolacdNmoTe apyeio 1 HOKPOEVTOAEG TOV GLUVOEOVTOL LUE
éva. MAeKTPOVIKO Tayvopopeio amd o dyvootr, Vmomtn, Tyn. Alaypayte
OVTEG TIC GUVOEGELS AUECHS, KATOTV OOEAOTE TO OTOPPIULOTO GOG.

3. Awypdyte spam, junk miektpovikd Tayvopoueio cag ywpic mpomOnomn,
avaAoyo e TN TOMTIKY| OTOOEKTNG YPONG.

4. Mnv kateBdlete moté T opyeio amd TIC AYVOOTEG 1] VTONTEG TN YEC.

5. Amoguyete tov dueon mpoOGPocn  avAyvooNc-Ypaeng o€ 0loko  €KTOC av
VILAPYEL AMOADTWOG L0 ETLYEPNCLOKT OTO{TNON VO KAVEL £TOL.

6. Ilavta aviyvevote o floppy diokéta amd o dyveotn nyn yo 100 Ipy v
xpnon.

7. Toktikn amodnKevon KPIGIL®V SUHOPPOCEDY OESOUEVOV KOl GUOTNUATMOV
oe ac@ain Béon.

8. Edv ta test epyaommpiov €xovv conflicts pe ta antivirus, tpé€te to scanner
tov antivirus yww vo eéacpaiiotel éva kabapd ocvotnua, 0éote extdg
Aertovpyiog 10 AoyiopKO, Kol TpEEte émetta T doKun epyactnpiov. Metd
amd ) dokwn epyactnpiov, tpééte to antivirus. Otav 1o antivirus tibeton
eKTOG Aettovpylag, Unv TPEETE OTOEGONTOTE EPAPLOYES TTOL Oa pTropovGav Vo
HETOPEPOLV EVaV 10, T.X., OLLVOUN NAEKTPOVIKOD TaYLIPOUEIOL 1| apyeiwV.

9. Ot véor 10l avaxkoivmtovior oyeddv kabe nuépa. Ileprodikd eréyEre v
TOMTIKY antivirus €myeipnong Kol ovTOV TOV GCUVICTOUEVO KOTOAOYO
JASIKOGIDV Y10. TIC OVATPOCAPUOYES.
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4.3.3 Cisco Security Solution Designer

To Security Solution Designer katadeikviel T pécm BepeMmdmdv KAAcemv ADoNG
diktowv S.M.B(Server Message Block) pmopei va emektabel emtuydg o€ 0pyovaGELS
pe 1.000 1 Mydtepovg xpNoTeg OKTLOL. MEeTd APOV OLOKANPMGETE W0 GUVTOUN
ouvévienén amoutnoewyv, Bo mapovcslootel  €va oxE010 OVOEOPAS SIKTVOV TOL
TPOGAPUOLETOL GTIG GLYKEKPLUEVES OVAYKES TG OpYaveonS coc. Oa pdbete eniong ta
OLOTATIKA TOV amoTELOVV TNV TANPN, end to end Avor mov eoeic emAEarte.

- Solution Designer - Mozilla Fi

File Edit Miew History Bookmarks Tools  Help
- far | [ | httpeiun ciscowebtools.comjdesigner] 7~ |[C]+| vendars P

[ ADSL [ Astronomy || Conspiracy & Others || crack,..,etc || Cryptoaraphy | E-Books || e-commerce || E-communities || E-mail || Enviroment || E-Radio || Forums [ Fun >

GY Stumble! | &y Ilkeit! @8 & Sendto- (0 Channels: (B 2% T S8 - 7 Alv |y Favorites g5 Friends Tools~

NowaZMOP FM 94,6 | spart-f FA contra.or - Sports Wisb Cent..| | | | ] Apkry | | "X? RE: Ptixiaki - Eozpydpeva - .. | | '] Cisco.com - Solution Des... £ | -

Search:

Solution Designer =
Search All Cisca.com ~

Design a custom solution for your business

Ll

~ Solution Designer

The Cisco Solution Designer dermonstrates how "SMB Class Solutions’ (e.g. Network Foundation, Security)
and Industry-specific Solutions' (e.g. Banking, Healthcare) may be successfully deployed in organizations with | gejated Tools

1000 or fewer network users Product Advisor

Partner Locator

Srmall Business Metwork
After completing a short requirements interview, you will be presented with a custam netwaork reference design  Designer

tailored to your organization's specific needs. You will alza learn the components that make up the complete,
end-to-end solution you choose. The following solutions are currently available:

Launch Solution Designer ot

Related Links
Security and VPR Solutions

Metwork Foundation
Solutions

Woice Solutions
Wiirelessibobility Solutions

SMB Class Solutions

= Metwork Foundation
= Security
= |P Communications
u hobility

Industry-specific Solutions

= Banking - Branch of the Future
= Healthcare

= Education

= |egal

Do

Ewéva 9:0 Security Solution Designer tng Cisco.

2V ocvvéxela otnv apyn tov designer emiéEope Education emeidn o opyovicuog pog
elvol EKTOOEVTIKOG.

Solution Designer, - Mozilla Firefox

File Edit Mi=w  History  Bookmarks  Tools  Help
B- c tar [ 171 | netpsspumme. ciscowebtaols. comysazehidyt Ofindex. ssp 7 -] G- P2

QU Stumble! | &y Ilkeit! T # sendbo- (0 Channels: (B 22 Ta S8 - @ all- oy Favorites S5 Friends Tools

~
Solution Designer
H =TAaRT REQUIREMENTS INTERVIEWY REFERENCE DESIGHN RESULTS u
DESIGN A CUSTOM SOLUTION FOR YOUR BUSINESS
The Cizco Solution Designer demonstrates how Cigco Smant Business Communications may be successfully deployed
in organizations with up to 1000 network users
After completing a short requirements interview, you will be presented with a custom network reference design tailored to
your organization's specific needs. You will also learn the components that make up the complete, end-to-end solution
you choose. ¥ou will then have the oppartunity to contact a Cisco expert for an in-depth network design customized for
your organization's specific requirements
= Network Found n
Learn how a network foundation can be deployed in your organization that will be secure and reliable, while
enabling you to deploy advanced technologies for additional productivity gains.
m Security
Learn about the components that will provide ‘security in depth’ for your business. Generate a custom security
solution based upon your specific requirements
= Mobility
Learn how wireless netwarks can be deployed securely in your organization while improving productivity and
reducing deployment costs.
Choose an industry-specific solution:
= Education
Learn how Cisco multi-service education resource netwarks can enable schools to enhance safety and security,
improve teacher and student performance, while reducing costs.
Close Window
All cortent copyright 1992-2005 Cisco Systems, Inc. Important Motices and Privacy Statement ~

Done

Ewoéva 10: Cisco Designer: Emioyn topéa dpactnpromoinong 1ov opyavicpov
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Ymv ovvéyeta o designer potd edv BEhovpe éva wizard-based interview approach
N éva expert approach. Enéieéa to wizard-based interview approach.

- Solution Designer, - Mozilla Firefox

Ele Edit Yiew History Bookmarks

Tools  Help

@ - c M &y ||:] |http:,iJ‘www.ciscowebtoo\s.comisaz;’child;’l.D;’wwzard.asp?qwd=2&langid=1&did=150291&r\d=10000&swd=9
Q) Stumble! | &y Tikeit! 7 Sendto-

Cloge Window

7 -]

Charnels: (B 22 7oy %'\) All - Ly Favorites & Friends Tools -

MM
cisco

Medical-Grade Network Express Analysis

REQUIREMENTS INTERWIEN REFERENCE DESIGN RESLLTS ]

Do you prefer an interview-based or expert approach?

Do you prefer a wizard-based interview approach or an expert approach?

The wizard-based interview approach will walk you step-by-step through the reguirernents gathering process while providing details about the companents that make up your

selected solution and the key issues to consider. The expert approach assumes knowledge of the key issues and compaonents of your selected solution and enables you to
expetiment with the way that key issues affect the final reference design.

® wizard-based interview approach
O expett appraach

Mot sure of your answer? Ask an expert.

Close Window

All content copyright 1992-2005 Cisco Systems, Inc. Important Motices and Privacy Stetement

Done

(2 i=
Ewéva 11: Cisco Designer: Emloyn tpémov tpocéyyriong tov interview yia Tov Security Solution
Designer

n Designer. - Mozilla Firefox

Eile Edit Yiew History Bookmarks Tools

Help

@ - c A G | |:] |http:,iJ‘www.ciscowebtoo\s.com,isaz;’child)’l.D;’wwzard.asp?qwd=BDU&Jang\d=1&d\d=150291&rid=10000&5\d=9&dt ﬁ A
Q) Stumble! | &y Tikeit! 7 Sendto-
Close Window

ToolKit: Roll
= &
MM
CISCOo

'| Google ‘

Charnels: (B 22 7oy %'\) All - Ly Favorites & Friends Tools -

Medical-Grade Network Express Analysis

REQUIREMENTS INTERWIEN

REFERENCE DESIGN RESLLTS ]
Dovyou prefer an interview-based or expett approach?

Education - Intoduction

I Back H Skip Animation ” It ]

Mot sure of your answer? Ask an expert.

Close Window

All content copyright 1992-2005 Cisco Systems, Inc. Important Motices and Privacy Stetement
Done
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Ewéva 12: Cisco Designer: Empepaicon tpémov npocéyyiong.

Metd Barape 1 to 10 schools oty gpmdTon TOGA GYOAEID VIAPYOVY GTNV TEPLOYN
TOL OPYOVIGLOV.

File Edit “iew History Bookmarks  Tools  Help

@ < c A @y | |:] |http:,ifwww.ciscowebtoo\s.comjsazfchildfl.Dp’wwzard.asp?q\d=802&lang\d=1&d\d=150291&fid=10000&s\d=9&dt f‘? " |'|Google
&Y Stumble! | & Ilikeit! @ F Serdto~ [0 chamnels: (B 2 e 58 - & al-

Close Window

U Favorites 5 Friends Tools =

i
cisco

Medical-Grade Network Express Analysis

REQUIREMERNTS INTERIEM

REFERERNCE DESIGH RESLULTS ]

Do vyou prefer an interview-hased or expert approach?  Education - Intoduction

How many total schools are in your school district?
Please include the total number of locations or schoals in your district.

® 1 to 10 schools

© 11 1030 schools

© 3 to 50 schaols

© More than 50 schools
Mot sure

Mot sure of your answer? Ask an expert

Close Window

All cortert copyright 1992-2005 Cisco Systems, Inc. Important Motices and Privacy Statement

Drone

Ewéva 13: Cisco Designer: Emioyn apiBpod cyoieiov mov vrapyovy otny IEpLoyy Tov
opyOviopov.

Eile Edit ¥ew Hitory Bookmarks Tools Help

@ ~ G 20 dar ([ ] et scowebtools. comisazichiidy1. 0jwizard, aspraid=8038/angid=1 8id=1502918rid=100008sid=0zdt 77 -

QU stumble! | & Iikeit! @ Sendto- (0 Channels: (B 22 Tm 5% - @ al- U Favorites & Friends Tools -

Close Window

-[ Google £

mim
CISCO

Medical-Grade Network Express Analysis

REQUIREMENTS INTERMIEWY REFEREMCE DESIGN RESULTS n

Do you prefer an interview-based or expert approach?  Education - Intoduction  Number of Students in District

How many total students are in your school district?

O 0tod9

%3 50 to 299

© 300 to 3,749
3750107499
7,500 0 15,000
© More than 15,000

Mot sure of your answer? Ask an expert

Close Window

All cortent copyright 1992-2005 Cisco Systems, Inc. Important Notices and Privacy Stetement

Do

Ewova 14: Cisco Designer: Emioyn apiOpod padntdv otny meployi Tov opyoavicpo
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Metd pothel GYETIKA LE TIG EYKATAOTAGELS TO oYOAEi®V avT®OV StodéEape 1-9.

er - Mozilla Firefox

Eile Edit Miew History  EBookmarks

Iools  Help

@ < c A G | |:] |http:,ifwww.ciscowebtoo\s.comjsazfchildp’l.Dp’wwzard.asp?q\d=804&1ang\d=1&d\d=150291&fid=10000&s\d=9&dtf_'? M
G Stumble! | &y Iliket! @ Sendto- ()

Channels: (B 2% T S8 - 0 Al Favortes g4 Friends Tools~

Close Window

Nmm
cisco

Medical-Grade Network Express Analysis

REQUIREMENTS INTERWIEW REFERENCE DESIGN RESULTS |
Do you prefer an interview-hased or expert approach?

Education - Intoduction  Mumber of Students in District  Number of Locations

How many total locations are in your district?
Include all schools (High Schools, Juniar high, Middle and Elementary schools) as well as administration offices, maintenance buildings, garages or other facilities
® 1 -9 locations

© 10 - 489 locations

© 50 - 99 locations

O More than 100 locations

Mot sure of your answer? Ask an expert

Close Window

All cortent copyright 1992-2005 Cisco Systems, Inc. Important Notices and Privacy Statement

Done

Ewdva 15: Cisco Designer: Emioyn apiOpod €yKaTa6TACEDV GTIV TEPLOYI] TOV OPYAVIGHOV.
2V OLVEXEIL POTAEL €QV TPOCMOTIKO, pHaOntég Ko kabnyntég éyouvv laptop.
Amdvinoa vot.

er - Mozilla Firefox
History ~ Bookmarks  Tools

Eile  Edit  iew

& -c x

QU Stumble! | &y Ilikeit! @ Sendto~ (O

Help

“ar [ [ | netpegrmma.ciscowebtols.comsazfchildf1.jwizard. asp?qid=B058langid=1did=1502518rid=100008sid=98at 77 - | |[G]=| o0z

2
Charnels: (B 2% T S8 - @2 Al- | Uy Favorites 5 Friends Tools -

Close Window

Nmim
cisco

Medical-Grade Network Express Analysis

REQUIREMENTS INTERWIEW REFERENCE DESIGN RESULTS |
Do you prefer an interiew-hased or expert approach?

Education - Intoduction  Mumber of Students in District  Mumber of Locations

Laptops being used

Are laptops currently being used by students, teachers or faculty?

@ Yes
O Ne

Mot sure of your answer? Ask an expert.

Close Window

All cortent copyright 1992-2005 Cisco Systems, Inc. Important Notices and Privacy Stetement

Done

Ewdéva 16: Cisco Designer: Ep®tnon edv 1o 1pocomiiké ,01 podntés Koi To H160KTIKO TPOsMOTIKG
yxpnopomrorovy laptop.
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Metd potdet yio tpdcfacn o€ wireless amd omoloonmote onueio Efoka vor.

0 - Solution Designer, - Mozilla Firefox

File Edit Wiew Hstory Bookmarks Took Help
@ - Zar [ 1] | eepsfumme, ciscowebitanls. comfsazichidf1. Ofwizard. aspPaid=6068/angid=13did=1 50291 rid=100008sid=0adt 7 ~

G Stumble! | &y Ilkeit! @ 7 Sendto- [ Channels: (B 2 Ta S8 - @ All- o Favorites [ Friends Tools~

Close Window

alualn
cisco

Medical-Grade Network Express Analysis

REQUIREMERNTS INTERIEWY REFERENCE DESIGN RESLULTS n

Dovyou prefer an interview-based or expert approach?  Education - Intoduction  Mumnber of Students in District  Mumber of Locations — Laptops beingused  Wireless access
used at any location

Is wireless access being used at any locations currently?

® Yes
@ Mo not currently
Mo and we have no plans to implement

Mot sure of your answer? Ask an expert.

Close Window

Al cortent copyright 1992-2005 Cisca Systems, Inc. Important Motices and Privacy Statement

Done

Ewova 17: Cisco Designer: Wireless network access positions .

[Mopoakdto poTdel Yo PHEAAOVTIKOVG YPNOTEG OTO OIKTLO TOL OPYAVIGUOV aVE

4

pontég, Kabnyntéc, Tpocwmiko, emokéntes. Enélea ta mapakdtm:

o - Solution Designer - Mozilla Firefox

Eile  Edit  iew History Gookmarks  Iook  Help

@ - Ty I: LY | hetp:dfunmn. ciscowebtools. comjsazfchildf 1. 0fwizard. aspraid=807&langid=18:did=150201 &rid=100008sid=08dt 7 7 -
&Y Stumble! | &y Ilkeit! @8 F Sendto- (0 | Chanmels: (B 2% Tm (5 S8/ - 0 Al- up Favorites G Friends Tools -

i

CISCO

Medical-Grade Network Express Analysis

REGQUIREMENTS INTERVIEN REFERENCE DESIGHN RESULTS n

Dovyou prefer an interview-hased or expert approach?  Education - Intoduction  Mumber of Students in District Mumber of Locations  Laplops being used  Wireless access
used at any location  Number of users to Access Network

How many potential users might need network access(both now and in the future) through out the district?
Please include everyone who plans to or is currently using the network. When answering for each of the different audiences, be sure to think about the number of computers

in each classroom, the use of laptops and mobile devices, and other tools that may need access in the future. Each user group can be segmented in a separate virtual LAN
(LAM) to ensure added security.

Mumber of students per school

O 0oteds O80to298 @ 300t03743 O 3750107498 O 7,500 10 15,000 O Mare than 15,000
Number of teachers per school

C1t020 @ 21to280 O 251 to 500 < 501 to 1,000 & Maore than 1,000

Number of administrators and other staff members per school

C1t020 @ 21t0250 O 251 to 500 < 501 ta 1,000 © More than 1,000

Number of visitors you would like to provide internet access to, when they visit the school
O Mone [SRRCRL] [SRERTE-] {53 More than 50

Mot sure of your answer? Ask an expert

Close Window

Al cortent copyright 1992-2005 Cisco Systems, Inc. Important Motices and Privacy Statement
Done:

Ewéva 18: Cisco Designer: Ep@tnon yio tov aplOpué peAAovTIKAV YpNoTOV 6TO OIKTVO TOV
0pYAVIoPHOV
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Metd potdet ebv ta oyoleio ivar cuvogpéva. ATdvinca vat.

Mozilla

File Edit View Hitory Bookmarks Took  Help
’
@ - (ar | | Akt ciscowebtaols. comysaz/child/1 Ofwizard. aspaid=8088angid=18did=150291 frid=100008sid=gadt 7 -

QU Stumblet | & [likeit! @ # Sendto~ () Channels: (B 03 e (50 S8 - 0 alv o Favorites G Friends Tools+

Close Window

Nmim
cisco

Medical-Grade Network Express Analysis

REQUIREMENTS INTERYIEWY REFEREMNCE DESIGN RESLLTS n

Do vou prefer an interview-based or expert approach?  Education - Intoduction  Mumber of Students in District  Mumber of Locations  Laptops being used

Wireless access used
atany location  Mumber of users to Access Metwork  Are your Schools Networked Together

Are your schools networked together?
B providing connectivity within your schools as well as between your schools you enable the sharing of resources for curiculum and instruction as well as the ability to share
real time data and applications. By centralizing services and resources your district can save time, money and expand ensure every school in your district has access to the

same resources. You can also deploy new services more cost effectively on a conwerged network, including Unified communications, video manitoring and building services all
running off a single network

@ Yes - we have our own private netwark

) ¥es - some of the school are connected by a private network, same of them over the intemet
O No —we need to do that

O Mot sure

Mot sure of your answer? Ask an expert

Close Window

All eortent copyright 1992-2005 Cisco Systsms, Inc. Important Moticss and Privacy Statement

Done

Ewéva 19: Cisco Designer: Ep@tnon ywo to £dv Ta oyoreia givor cuvogpéva.

2y ovvéyelo pota edv BEAOLUE EMEKTAOT TOL OIKTVOL YWPiG emmAéov KOGTH.
EmniléEape var.

Eile Edit Miew History Bookmarks Tools  Help

o

QU Stumble! | & Dlikeit! @@ F Sendto~ () Charnels: (B 0} e (5 S8 - 0 Alv up Favorites [ Friends Tools+

Close Window

- /2 I: |71 | hittpsf Juwsmn. ciscowebionls. comsazfehild{1.0fwizard, aspPoid—8098]angid—18did=150291 Brid=1 D0ONAsid=098d: 7 ~

mim
cisco

Medical-Grade Network Express Analysis

REQUIREMENTS INTERMIEWY REFEREMCE DESIGN RESULTS n

Do you prefer an interview-hased or expert approach?  Education - Intoduction  Mumber of Students in District  Number of Locations  Laptops beingused  Wireless access used
atanylocation  Number of users to Access Metwork  Are your Schools Networked Together  Expand LAN

Does your district have the need to expand its Local Area Network (LAN) to existing buildings and/or trailers witl ing to incur additi | construction or
wiring costs?
Cisco Wireless Networks are the de-facto wireless network infrastructure, the only solution to deliver a wireless network that can integrate seamlessly with the existing wire line
network through Unified Wireless Metwarking. The integration of the wired and wireless netwark offers industry- leading security, manageability, scalability and reliability for
multi-use wireless networks protecting critical district infrastructure and ensuring data privacy. WWhen you think about wireless options, its important to understand that wireless
can be deployed in localized areas (hotspots), or as a means to connect remate buildings (backhaul) or even school or campus-wide both indoor and outdoar, All of these
solutions are flexible and scalable and can growth with you over time

® Yes
O Mo
> Mot sure

Mot sure of your answer? Ask an expert.

Close Window

All cortert copyright 1992-2005 Cisco Systems, Inc. Important Motices and Privacy Statement

Done

Ewéva 20: Cisco Designer: Ep@tnon yio tnv enéktoon tov SIkTOov (0pic emumiéov KOoT.
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Ymv ovvéxelo potdel v Ba ypnowomoteitoan IP telephony amd kdbe éva amd to
TPOGMOTIKO Y10 TACNG PVOEWS aVAYKN (EKTOOEVLTIKT, EKTOKTY), KTA). EmAéEapue var.

Edit  Wiew History Bookmarks  Tooks  Help

@ - 2y I L7 | et uns. ciscowebtanls. camjsazjchildf 1.0fwizard. asp?aid=8108langid=18did=1502918rid= 1 0000&sid=92dE 77 =

QU Stumble! | &y Ilkeit! T # sendbo- (0 Channels: (B 2% Yay (5 S8 - o7 Al- | Uy Favorites J5 Friends Tools -
cisco ~

Medical-Grade Network Express Analysis

REGUIREMENTS INTERVIEA REFERENCE DESIGN RESULTS u

Do you prefer an interview-based or expertapproach?  Education - Infoduction  Murmber of Students in District  Mumber of Loeations  Laplops being used  Wireless access
used atanvlocation Number of usersto Access Network  Are vour Schools Networked Together  Expand LAt 1P Telephony

Do your teachers, staff and administrators need their own phone to communicate with parents, collaborate with others, hold conference calls, and to improve
safety in the classroom?

“oice trafiic can be cost effectively routed to schools district wide over the districts existing converged, multi-gervices netwark. The district will continue to be able to maintain
enterprise-class security for existing applications as well as voice

Cisco Unified Communications for Schools deploys Cisco IP phones in every classroom ar designated classrooms and admin offices, to provide a tool for collaboration
amongst students, staff, parents and administration as well as emergency 311 services to all teachers and administrators when it is needed the most. IP Telephony improves
response time in an emergency, through software that identifies the exact location of the clagsroom or office where each 911 call originated. Traditional PBX voice systems
can only show emergency responders the school location, not the specific classroom. An IP Telephony system can also run applications that support ongoing outreach
campaigns for absentee ar truancy notification, school announcements and more. With Schoolhlessenger running on an IP voice netwark, you can easily integrate your
phone system with your student information system to make your calling parents and making broad announcements simple and cost effective. ¥ou can also run IP phone
applications that locate students and teachers, identify school visitors, take class attendance, and serve as a school intercom; thereby, reducing the capital and operational
costs of duplicating this infrastructure. Ywith a single, converged Cisco netwark that runs voice, viden, and data, schools eliminate the ineficiency—and the expense—af
running and managing separate, disparate networks. Mot only does this converged network lower costs, reduce maintenance, and improve productivity, it also provides the
foundation to easily implement a variety of cost efiective new technologies and services that will improve the performance of both teachers and students and enhance averall
institutional effectiveness

@ Yes — currently a large percentage of our calls are to communicate and / or collaborate with parents, teachers, administrators, staff and others

> ¥es — currently, we have a small percentage of our calls between schools and the school district, but | would be interested in learing maore about the other benefits of IP
phones

© Mo —we don't use the phones for teacher to parent communication, or make that many calls to sther schools and school districts, but would be interested in learning
about other benefits of [P phones W

Mo — we are happy with our existing phones and don't plan to change them soon

Done

Ewova 21: Cisco Designer: IP telephony a6 k30¢ éva a6 To TPOSOTIKO Y10 TACNS PVGEMS
avaykn.

Metd potdel oyetikd pe mobile computing devices access omd 0mOVONTOTE GTO
campus mOGOL user avl oYoAeio.

Ele Edit M“iew History Bookmarks Tools  Help
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Toolkit:

= []
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Close Window
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Medical-Grade Network Express Analysis

REQUIREMENTS INTERIEWW REFERERNCE DESIGN RESULTS ]

Dovyou prefer an interview-based or sxpert approach?  Education - Intoduction  Murmber of Students in District  Mumber of Locations — Laptops being used  Wireless aceess Used
alanylocation  Mumber of users to Access Metwork — Are your Schools Metworked Together  Expand LAM - |P Telephony  Mobile Device Access

How many of your teachers, students and staff need to securely connect to network resources, like time and attendance and curriculum content from mobile
puting devices anywhere on I including: classrooms, cafeterias, schoolyards, or libraries?

For public: and private schools — large and small - identify how many possible users need remote access to secure business critical applications and information instantly, at a

variety of locations, and by a multitude of client devices (PDA's, laptops, wireless phones). This could be used to improve teacher effectiveness, student pedormance and

adrinistrative responsiveness as well as staff collaboration. This can be accomplished through wireless hotspots, campus-wide wireless or even district wide mobility solutions.

Wireless networks are always flexible and expandable, so they can grow with you.

O 1 t0 20 users per school

O 21-250 users per school

@ 251-500 users per school

O B01-1,000 users per school

© More than 1,000 users per school
O Mone

Mot sure of your answer? Ask an expert.

Clase Window

All cortent copyright 1992-2005 Cisco Systems, Inc. Important Motices and Privacy Statement

Daone 2)

Ewova 22: Cisco Designer: Mobile computing devices access 0716 0rovd1woTe 6TO campus Kol
OGOl user ava 6yoAgio.
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2TV GUVEXELN POTAEL Y10 CPOAN Temote access amd T0 TPOSOMIKO.

File Edit Mew History Bookmarks Tools  Help
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Medical-Grade Network Express Analysis

REQUIREMENTS INTERWIEN REFERENCE DESIGN RESLLTS ]

Do vyou prefer an inferview-based or expert approach?  Education - Infoduction  Mumber of Students in District  Murmnber of Locations  Laplops beingused  Wireless access used
atanyloeation  Murnber of users to Access Metwork  Are your Schools Metworked Together  Expand LAM - |P Telephory  Mobile Device Access  Secured Remote Access

Do you plan to offer secured remote access to your teachers and staff?

“irtual Private Metworking or WP enables secure remote access allowing the staff to work frorn home, as if they were connected to & computer in the school. This allows
teachers to increase productivity as efficiency as they can post content and interact with student through & secure school network. This also can allow districts to provide
teachers and school administrators access to information and serices on a self-serve basis

@ Yes, we curently provide remote access to all teachers and staff
© Mo, but we would like to roll this out on a limited basis
O Mo, we have no plans to provide remote access

Mot sure of your answer? Ask an expert.

Close Window
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Ewdéva 23: Cisco Designer: Acpaii remote access 06 10 TPOGOTIKS.

Metd potdel gdv Ba mpooeépetar vanpecio video streaming yio €KTOLOEVTIKOVS
okomovg kKot £fara Not currently, but we plan to offer some virtual classroom tools to
students.
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REGUIREMENTS INTERYIEVY REFERENCE DESIGN RESULTS a

Dovyou prefer an interview-hased or expert approach?  Education - Intoduction  Mumber of Students in District Mumber of Locations  Laplops being used  Wireless access
used atanylocation  Mumberofusersio Access hetwork  Are yvour Schoogls Metworked Todether  Expand LAM  IP Telephany  Mobile Device Access  Secured Rermote
fccess  Remote Access and Distance Learning
Do you offer or plan to offer video streaming or other virtual classroom related services?
Schools need new tools to enrich coursework and attract the best teachers to ensure that they graduate the best prepared students possible. The Cisco® Virtual Classroom
distance learning solution allows schools to reach students anywhere, any time, by blending fully interactive and recardable audio, video, and ¥Web conferencing capabilities
into a single solution. With these proven, powerful tools, schools can extend their classroom walls beyond traditional space and time, and bring the rest of the world to their
classrooms. With Cisco Yirtual Classroom, schools can

® Allow students and teachers around the globe to participate in live classes

# Record and archive the entire classroom experience (including both live and virtual interaction) for later review

® Oring in external speakers to enrich curricula

® Allgw instructors to meet with students and parents privately and corveniently, without having to be in the same location

» Eyxtend conferencing and archiving capabilities to staff meetings, conferences, and other institutional functions

# Reach isolated students and communities, taking advantage of the growing comfort with distance learing
The Cisco Virtual Classroom blends audio, video, Web collaboration, white-hoarding, and instant messaging (IM) capabilities into a single, cormprehensive distance learning
solution. Based on the Gisco MeetingPlace® conferencing platform used by enterprises around the world, Cisco Yirtual Classroom provides a proven, end-to-end solution that
can be deployed "on-network” (meaning behind the firewall), fully and easily integrating into the institution's existing netwark and application architecture
O Yes, we currently offer vitual classroom tools, both in the school and/or over the Internet
O Yes, we currently offer vitual classroom tools within the school only
@ Mot currently, but we plan to offer some virtual classroom tools to students
¥ Mo we do not offer nor do we plan to offer any of these toals
Mot sure of your answer? Ask an expert

Clase Window
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REQUIREMENTS INTERYIEWY REFEREMNCE DESIGN RESLLTS

Do you prefer an interview-hased or expert approach?  Education - Intoduction  Mumber of Students in District  Number of Locations Laptops beingused  Wireless access used
atany location  Number of users to Access Metwark  Are your Schools Metworked Together  Expand LAM 1P Telephon Mobile Device Access  Secured Remote
Actess  Remote Access and Distance Learning.  Network protected from unauthorized users on the Internet

Is your network protected from unauthorized users on the Internet?

The Cisco's broad partfolio of security appliances and software such as the Adaptive Security Appliances or [0S Security features available with the Integrated Services Routers
are fortified with a stateful firewall and Intrusion Prevention System. The stateful firewall protect a netwark from unauthorized user and Intrusion Prevention scans network traffic
to detect any potentially harmful files

® Yes
O Mo
O Mot sure

Mot sure of your answer? Ask an expert

Close Window
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REQUIREMENTS INTERMIEWY REFEREMCE DESIGN RESLULTS

Diovyou prefer an interview-hased or expert approach?  Education - Intoduction  Nurmber of Schools in District Number of Students in District  Mumber of Locations Laplops
beingused Wireless access used atany location  MNumber of usersto Access Metwork  Are your Schools Metworked Together  Expand LAN - IP Telephon Maobile Device
Access  Secured Rerote Access  Remaote Access and Distance Learning  Wetwork protected from unauthorized users onthe Internet — Internet Access with Security

Can you restrict Internet access in order to prevent prohibited site being viewed and harmful content from being down-loaded?
Cisco URL filtering capabilities in the Adaptive Security Appliances and Integrated Services Routers can guard unexpected Internet users from access a prohibited web site and
downloading harmful material by exclusively identifying URL addresses, Key Words, Data type and other parameters.

@ Yes
& Mo
O Mot sure

Mot sure of your answer? Ask an expert.

Close Window

All cortent copyright 1992-2005 Cisco Systems, Inc. Important MNotices and Privacy Stetement

Done i)

Ewova 26: Cisco Designer: Anayopevon npoéofacng oto Internet o kamowa site 1) va awopuyn
Kotéfaoporog Kakon0ovs KOdKaA.

63



H endpevn epdmon givat €6v pmopodiLe VoL TPOGTATEVGOVLE VTOAOYIOTES KO SETVers
oo OMENEG KO OTTOVTALLE VL.

Eile Edit Miew History Bookmarks Tools  Help

Google

@ - c A Gy | C] |http:,ifwww.clscowebtoo\s.com,isazp’chlldp’l.Up’wwzard.aspmwd:&l6&1ang\d=1&d\d:lSUSUI%rld:lUUUU&s\d=9&dtﬁ "

&Gl Stumble! | &y Tikeit! @ ¥ Sendtor (| charnels: (B 0 T S8 - @ Alr o Favorites [ Friends Tools

ToolKit: Ro

= [
Feedhack

Cloge Window

N
cIsco

Medical-Grade Network Express Analysis

REQUIREMERTS INTERIEWN REFERERNCE DESIGN RESLLTS |

Dovyou prefer an interview-hased or expert approach? Education - Intoduction Mumber of Schoadls in District Mumber of Students in District  Number of Locations Laptaps

beingused Wireless access used atany location  Number of usersto Access Metwork  Are your Schools Metworked Together Expand LA  |P Telephor Mohile Device

Access Secured Remate Access  Remote Access and Distance Learning Metwark protected from unauthorized users onthe Internet  Internet Access with Security
Protection from Security Threats

Can you protect your computers and servers from security threats?
Metwork security and web filtering protects valuable information needed by teachers, students, and administrators the constant threats by hackers, viruses, worms and, Denial of
Service (DOS).

The Cisco Secure Agent safeguards laptops,desktops and servers by identifying and stopping harmful files and software activations before they can disrupt a user. Cisco
network security will help to insure that schools remain functional and productive when you need them

@ Yes
O M
O Mot sure

Mot sure of your answer? Ask an expert

Clase Window
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Your Custom Network Requirements

~

Requirement Answer

Do you prefer an interview-hased or expert approach? wizard-based interview approach
Mumber of Schools in District 1—10schools

Mumber of Students in District 50 to 299

Mumber of Locations 1-8 lgcations

Are Laptops being used by students, teachers or faculty Yes

Wireless access used at any location Yes

Are your Schools Metworked Together Yes-we have our own private netwaork
Expand LAN without additional construction or wiring costs Yes

wves currently a large percentade of our calls are to communicate and £ or collaborate with

Do you require IP Telephones for your teachers, staff and administrators parents, teachers, administrators, staf and others

How many mobile device users 251-500 users per school

Do you plan to offer secured remote access to your teachers and staff Yes, we currently provide remote access to all teachers and staff

Will you implement remote access or distance learning Mot currently, butwe plan to offer some virtual classroom tools to students
Metwork protected from unauthorized users on the Internet Yes

Do you have an Internet Access with Security including URL Filtering Yes

Can you protect your computers and servers from security threats Yes

Mumkber of Student Users 30010 3,749

Mumber of Teacher Users 2110250

Mumkber of Staff and Administration Users 2110 251

Mumkber of Visitor or Guest Users More than 50

View Design Results

Clase Window

All cortent copyright 1992-2005 Cisco Systsms, Inc. Important Moticss and Privacy Statement
hittp:/funy, ciscowebtools, com(sazjchildf 1 .0wizard. asp?aid=81 18dangid=18did=15030 1 &rid=100008id=08dt=0/14/2008+4: 45: 02-+AM

Ewéva 28: Cisco Designer: Epgdavion 6Aov Tov arorticemv tov 0écapns Tapoaxdvo.

64



Metd pov deiyvel To AmTOTEAEGUATA.

File Edit Mew History Bookmarks Tools  Help

@ - c {(mt | |_L] bkt fiavan ciscowebtonls, comjsazichildl 1, 0fedu_results, asp?qid=020%did=150301 #dt=9%.2F 14%.2F2005+4% 77 /
QU Stumble! % Tlike it! @ @ sendtor (| Channels: (B 2 T (5 8 - 0 Al L Favorites & Friends Tools -
i
Custom Reference Design Results
“iew your design results below. Save your design by selecting the print or email toolkit icons in the upper right hand comer of this page. You may change your answers
to see how your requirements affect the reference design. This network blueprint is intended to be an educational resource and a starting point in planning your network
solution; it is not a final recommendation from Cisco.
MOTE: To simplify the reference design some recommended security components were omitted fram the IP Communications design. To learn about the components from
Cisco that will provide security in depth for your organization, take the Solution Designer Security requirements interview.
NEXT STEP >> Contact a Cisco Expert
Talk to an expert to get answers to your networking questions, discuss your organization's technology requirements, and get a comprehensive netwark design, part list, and
guote.
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The Network
Internet and Wide Area Metwork (WWAM) connectivity are provided at the headquarters or main business location by a Cisco access router with firewall, Virtual Private Network
(PN, Network Intrusion Detection System (MIDS), and Security Device Manager (SDM).

m A firewall is an access control device, performing perimeter security by deciding which packets are allowed or denied, and which must be modified before passing.
When implemented as part of a comprehensive network security policy, a firewall can provide effective defense against unauthorized access by extenal users

A virtual Private Network (VPN) is a private network deployed over public facilities that provides similar levels of privacy, security, quality of service, and manageability
to networks built entirely on dedicated, privately owned, or leased facilities. WYPMs are implemented by encrypting network traffic as it travels over a public network
between locations.

MNetwork-based Intrusion Detection Systems (NIDS) are hardware and software solutions that protect against network attacks and misuse, and proactively find security
holes before hackers do, enabling your network to respand to threats proactively and in real-time. Cisco Secunity Device Manager (SDM) allows users to easily
configure Cisco [0S Software security features on Cisco access routers on a device-by-device basis, while enabling proactive management through performance
maonitoring

Secure wireless connectivity is provided through Cisco Access Points which receive power over standard network cabling from Catalyst switches with Power over Ethemet
capabilities-reducing cabling costs. The Cisco Access Control Server (ACS) provides central authentication of wireless users and enables distribution of per-session
encryption keys for increased security.

Content Delivery is enabled through a Content Delivery Network (CDM). The Content Delivery Metwork is made up of central content distribution servers in the district office or
at a school premise and distributed content caching servers at the network edge. This enables central creation and distribution of e-learning and advertising content while
preserving expensive YWide Area Metwork (WAN) bandwidth

Metwork security and web filtering protects valuable information needed by teachers, students, and administrators the constant threats by hackers, viruses, worms and,

Denial of Service (DOS). The Cisco's broad portfolio of security appliances and software such as the Secure PIx Firewall or Firewall software embedded in routers, fortified

with an Intrusion Detection System and Cisco Security Agents keep hackers and computer viruses from disrupting your district's network. Cisco network security will help to
insure that schools remain functional and productive when you need them. Filtering software, when integrated with a Firewall or Cisco Content Engine, assists schoals in
determining which ¥eb content is appropriate, then screens out any unwanted material that might be offensive to students, parents and staff. =

IF video monitoring places digital video cameras in common areas such as classrooms, hallways, cafeterias, parking lots, and other key locations. Yideo feeds from these
cameras run on the schoal's network, where they can be viewed on monitors, PCs, or even handheld devices, allowing school administrators and other authorized users to
view the campus from multiple devices and locations thereby increasing security, emergency response and aiding student and teacher evaluation. Authorized personnel can
watch live video of a security incident from anywhere in the district, or anywhere else they happen to be. You can allow local police access to this surveillance video, so that if
a situation occurs, officers can intervene safely and appropriately. As a further deterrent, security personnel can easily search, review, and store footage, so they can guickly
reconstruct security events, and provide visual evidence of crimes that have been committed

Dane

Ewéva 30: Cisco Designer: Network Solution.
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Content Delivery i= enabled through a Content Delivery Metwork (CDM). The Content Delivery Metwaork is made up of central content distribution servers in the district office or
at a school premise and distributed content caching servers at the network edge. This enables central creation and distribution of e-learning and advertising content while
preserving expensive VWide Area Network (WARN) bandwidth

Metwaork security and web filtering protects valuable information needed by teachers, students, and administrators the constant threats by hackers, viruses, waorms and,
Denial of Service (DOS). The Cisco's broad portfolio of security appliances and software such as the Secure PIX Firewall or Firewall software embedded in routers, fortified
with an Intrusion Detection Systermn and Cisco Security Agents keep hackers and computer viruses from disrupting your district's network. Cisco network security will help to
insure that schools remain functional and productive when you need them. Filtering software, when integrated with a Firewall or Cisco Content Engine, assists schools in
determining which Web content is appropriate, then screens out any unwanted material that might be offensive to students, parents and staff.

IP video monitoring places digital video cameras in common areas such as classrooms, hallways, cafeterias, parking lots, and other key locations. Video feeds from these
cameras run on the school's netwaork, where they can be viewed on monitors, PCs, or even handheld devices, allowing school administrators and other authorized users to
wiew the campus from multiple devices and locations thereby increasing security, emergency response and aiding student and teacher evaluation. Authorized personnel can
watch live video of a security incident from anywhere in the district, or anywhere else they happen to be. You can allow local police access to this surveillance video, so that if
a situation occurs, officers can intervene safely and appropriately. As a further deterrent, security personnel can easily search, review, and store footage, so they can guickly
reconstruct security events, and provide visual evidence of crimes that have been committed

Related Documents & Tools
These documents and tools provide relevant information for your custom solution

Case Study -- Floyd County (Wirginia) Public Schools

Case Study - Okanagan Skaha School District #67 (British Columbia, Canadal
Education — Overiew

Case Study — Mew York Schools

Case Study -- Charles County (Maryland) Public Schaols T

Case Study - Osceola Pprimary Floridaireless

Case Study - CharlesCountyPublicSchaals T

Case Study -- Empire High School

Case Study -- MarthPoint High Schoal T

Eresentation -- Cisco Connected Education and Unified Communications

Close Window
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Ewova 31: Cisco Designer: Related Documents & Tools.

Am6 ta amoteléopata tov Cisco Security Solution Designer BAémovpe mTwg avtdg o
wizard EMKEVIPAOVETOL GE MO TPOKTIKA (NTUOTe ac@areiag o €va OpYOVIGUO.
Xxed1dlel TV dopr] TOL OIKTOOV, ETIKEVIPAOVETOL GE TO GLYKEKPLUEVE Béuata Tov
SIKTVOV KOl TNV AGPAAELN TOVS Kot TPOTEIVEL AVGELC.

YOpUTEPAGNOTA

Ta 2 wizard mov €idape mapomdve gival TOAD ypnotua epyodreio yioo Ty oyxedioon
TOMTIKOV ac@dAieiog Kot acpdreag oiktvov. Kabog péoa amd pikpég interviews, oe
oLVTOUO XPOVO pmopel va Exovpe Avoelg Tave e Bépata acpareioc. Opmg umopel
avTa TO EpYaAEia Vo efvat ypNoLUa OEV Eval OUMG Kot TANPN).

SVYKEKPUEVAL:

To policy mov mapdyOnke amnd to Security Policy Builder tng Cisco,emikevipdveton og
8 mtuxéc amd Aamoyn daoQeAAElng €vOg  TANPOPOPlokoD cvothuatog. Email-
communications activities, antivirus, identity, password, encryption, remote access,
Virtual Private Network, Extranet policies. BAémovpe 611 6e aplBud dev €xovpe
TOALEG TOMTIKEG AOY® TOV HEYEBOLG KO TOV OTOLTHCE®MY TOL 0pYaVIGHOV. Eyetl oAy
Mybtepa policies oe oxéon pe g SANS 10 Security Policy Project. Avtd ta policies
etvan 101 pe g SANS. I'evikd cvumepaivovpe 0Tt gival kKatdAinAio policy ywa to
uéyebog Tov opyavicpov mov Bo eQapUOCTEL.

Ev®d 10 amoteAéopara amd to Security Solution Designer sivon emoapkr] povo yo
opyaviopd péxpt 1000 ko dev eppabivetl e oA OEpaTo AoPAAELNG SIKTVOV.
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HoMmtikés Ac@adreiog T To Kévrpo ‘Eleyyov Kot
Awyeiprong Awktvov T.E.I Kpnng

O moMtikég pe * elvar amd v mroyokn g Aie&akn Evepoohvng pe titho
“Kotaypaer IloMtikdv Acedielng oovueove pe to mpotvmo 1SO27002”. Ou
TOMTIKEG e & givon oTo TAAIGL0 Kot TG TPoavapepBEIcHS TOAMTIKNG KOl QVTNG £OM.

5.1 Acceptable Encryption Policy’

2Komoc

O oKomoG VTG TNG MOMTIKNG ival va Tapdoyel Kabodynon yuo to Oplo xpNnong
KpLTTOYpdopnong amd aiyopiBuovg mov £yovv AGPel TNV OLGLOCTIKA ONUOCLH
emokomnon kol Egovv amoderyBel  OtL gival amoteleouatikol. EmumAéov, avti n
TOMTIKY] mopé€yel v KatevOvuvon vy vo  €£00QOAIGEL OTL Ol  KOVOVIGHOL
akolovBovvtal, Kot 1 vopkn e€ovoia ekywpeital yoo T 01ddoom Kol Ypron TV
TEXVOAOYIDV KpLTTOYpdpnong £Em amod tig Hvopévec IoMreiec.

Eupéicia
H moAitucn 1oy0et yio 0A0VG TOVG VTOAANAOVE KOl GUVEPYATEG,.
Holitikiy

Ot amodederypévol, mpotumor aryopifuor 6nwg DES, Blowfish, RSA, RC5 kot o
IDEA mpémer vo ypnoipwonomBodv o Pacn yo T TeQVoA0Yieg KPLITOYpaeNnoNg.
Avtol ot 0aAyoplOuol  OVTITPOGMTEVOVY TO TPAYHOTIKO KPLTTOYPAPNUO  TOV
YpNoonoleitol o€ o eykekpiuévn gpappoyn. Hapdderypa , to PGP ypnowonotel
évav ocvvovacud tov IDEA kar tng RSA 1 Diffie- Hellman, to SSL ypnowomoel v
kpurtoypdonon RSA. To kAedl GUUUETPIKOD KPLTTOYPOUPKOD GLGTNLOTOG TPEMEL
va givar TovAdyiotov 56 bit. To CUUUETPIKA KPVTTOYPOPIKE GLGTAUATO TPETEL VL
etvar evog puMKovg mov mapdyst Ty 1oodvvoun dvvaun. Ot AroTHGES TOV UKoV
KAEW100 TOL opyavicpov Ba avabewpodvtal etncimg Ko Oo avapaduilovion g exel
mov MmN teyvoroyie To emrpémel. H ypnon tov WKtV adyopiBumv
KPLTTOYPAPNONG OEV EMTPEMETAL YLOL OTOLOONTOTE GKOMO, EKTOG av avabempeitan amd
TOVG KATOPTICUEVOLG EUTEIPOYVOHOVES 60 amd Tov ev Ady® opyavicpd. Emiong 1
e€aymyn ToV TEYVOAOYIDV KPLTTOYPAeNong meplopiletor amd v ApePIKAVIKN
KuPépvnon. Kdrowucot yopeg ektog H.ILA mpémet va eitvar evijuepot yio Tovg vOHovg
EPL TEYVOAOYLDV KPUTTOYPAPNONG GTNV YDPA TOL OVTOL KATOIKOVV.

? http://www.sans.org/resources/policies/Acceptable Encryption_Policy.pdf
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Onowoconmote VEAAANAOG €xel Ppebel v mapafibdost ™V TOMTIKA ovT €ivon

vrayouevog oe meldapyikn evépyeln GUUTEPIAOUPOVOUEVNC Kol NG ANENG TNG
ATOGYOANONG.
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5.2 Acceptable Use Policy3&

Kavovec

Ot kovoveg Yoo TNV OTOOEKTN XPNON TOV TANPOGOPLOV KOl TOV TEPLOVGLUKDV
OTOLEI®V TOL CLVOEOVTOL LE TI EYKOTOOTACELS EMEEEPYACING TANPOPOPIDV TPETEL
VO TPOGIOPLGTOVV, VO TEKUNPL®OOVV, KOl VO EPOPLOGTOVV.

KaBOoonynon Yiomoinons

O)ot o1 vVIGAANAOL, Ol OVAdOYOL KOl Ol TPITOL YPNOTES TPEMEL VO KOAOVONGOVV TOVG
KOVOVEG Y10l TNV OMOOEKT] YPNON TOV TANPOPOPIOV KOl TOV TPOTEPNUATOV TOV
oLVOEOVTAL LE TIG EYKOTAOTAGELS enelepyaciog TANPOEOPLOV, TOL TEPIAAUPAVOLV:

a) Kavoveg yia tig ypnoeig nAeKTpovikov tayvdpopeiov Kot Atadiktoov.
b) Odnyieg yio T ¥pNON TOV KIVNTOV GUGKELMV, EOTKA Yo TN ¥pNon £E® amd Tig
EYKATAOTAGELS TNG OpYAvVOONG.

Ot ovyKekplEVEG KaVOVEG I Ol 0d1yieg TPEmeL vo. Topacyefovy amd Tn GYETIKOVS
dwyeplotéc. Ot vTAAANAOL, Ol OVAdOYOl KOl O1  TPITOL YPNOTEC YPNOLOTOIDOVTAG 1|
&xovtag Vv mpdSPacTn oTa TPOTEPNLOTA TOV OPYUVIGHOL TPENEL VO Yveopilovv Ta
Opll OV VEWAPYOLV Yo TN YPNON TOVS TANPOPOPLOV KOl TPOTEPNUATOV TOV
OPYOAVIGHOV TOV GLVOEOVTOL E TIG EYKATAOTAGELS EMECEPYOGIOG TANPOPOPLDV, KOL TO
otoyeio cvumeprpopdc. Ilpémetl va eivor appddiot yio m ¥pnomn OToIwVONTOTE TNYDOV
eneepyaciog TANPOPOPLAYV, KOl OTOCONTOTE YPNONG TOVG OV TPOYLOTOTOLEITOL
KAT® amd v vOHVN Tovg EEM ATO TOV OPYOVIGUO.

3 A6 10 éyypago tov ISO 27002
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5.3 Analog/ISDN Line Security Policy*

2Komoc

To mapov Eyypapo eényel ya T avaroykég kot ypappés ISDN amodextés ypioeis
KOl TOMTIKEG Kol O1001KaG1EG £YKPIonG. AVTH 1N TOATIKY] KOADTTEL dVO ELOAKPITESG
YPNOES TOV Ypouudv avaroywkev /ISDN: ypappés mov mpokertor vo, cuvoefovv
uévo yoo v ypnomn fax, ko ypoppég mov mpoxkertal vo ocvvoebodv pe TOVG
VTOAOYIOTEC.

Eupéicia

AV 1 TOMTIKY KOAVTTEL HOVO EKEIVEG TIC YPOUUES TOV TPOKELTAL VO GLVOEOOVV e
éva. eo0mMTEPIKO onueiov KTpiov TOL OPYUVIGHOD Kol TEPLOYEG OOKIUNG. Aegv
avapépetor ot ypoupés ISDN/ avohoyikég  mov ovvoéovior HeE TO  OTTIO
VTOAMA®V, To TNAEPOVA VTToAoYloTdV Ypageiov P.B.X (private branch exchange),
KOl EKEIVEG TIG YPOUUES TTOVL YPNOCLUOTOLOVVTIAL OO TOV TAPOYO Yol TNV EKTOKTN
AVAYKY KOl TOVG UN-ETOPIKOVG AOYOLG TANPOPOPNONG.

Holitikiy

2evapio kol Emintaogic

Yrdpyovv 300 oNUAVTIIKO GEVAPLO TTOL TEPIAAUPAVOLY TNV  KATAYPTOT OVOAOYIKAOV
YPOUU®V, €VOVTIL 6TV omoia mpoomafodue va TpoeuioyBodue HEC® OVTNG TNG
moMtikng. To mpdto eivor €vog eoforéag mov KoAel €va GOVOAO OVOAOYIKGDV
aplOpdV YPOUUDV HE TNV EATIOO TNG oUVOEONG HE £VOV LTOAOYIOTH] TOL EXEl
ovvoepévo €va modem. Edv 1o modem amavincel (ko o1 TEPIGGOTEPOL VITOAOYICTES
EYOUV GNUEPO SIAUOPPMUEVT] AVTOUATN-ATAVINGT) OO HECH OO TIG EYKATOCTAGELS
TOL 0PYAVICHOV, KOTOTY VILAPYEL N dSuVATOTNTA TAPAPIiOcNG TOV ECMTEPIKOD OIKTVOV
péom ekelvov 1oL voAOYoTY|, Ywpig {yvn. H eldyiom {nuia, givar ot TAnpogopieg
OV PLAGCCOVTIOL GE €KEIVO TOV VTOAOYIOTH Vo omokoAveBovv. Avtd odmyel
EVOEYOUEVMG OTNV OMMOAEW UEYOA®V YPNUOTIKOV TOGHOV AOY® TOV ETOPIKOV
TANPOPOPLADV.

To debtepo cevhplo givor 1 amed] omd OTO00NTOTE £YEL PUOIKN CE EYKOTACTACELS
TOV opyaviopol Kot ovtog o€ Béom va ypnoyomoost éva laptop efomhiopévo pe
modem 1| £vav LTOAOYIOTN YPAPEIOV. ZE AVTV TNV TEPIMTOON, 0 €1GPoAENg Oa givar
oe 0¢éomn va ovvdebel pe eumiotevpévo dikTvo pécw tng ovvdeong Ethernet tov H/Y,
Kol vo ouvoebel émetta o€ £val U EMTNPOVUEVO site ¥pNOGILOTOIDVTAG TO modem, pe
™ SVVOTOTNTO VO OLOYETEVCEL TANPOPOPIEC TOL OPYOAVIGUOV GE Mo AyvmoTtrn 0€om.
Avtd B0 pumopovcoe  eVOEYOUEVMOC VAL OOMNYNOGEL OTN ONUOVTIKY ATOAEW (OTIKNG
onuUaciog TANPOPOPILDV.

YVYKEKPUYEVEG OLOOTKAGIEG Y10 TNV OITOPLYT] KIVOUVOV AoQAAELNG EUPVTOVG GE KAOE
éva omd avtd ta cevaplo oKkolovBovv.

* http://www.sans.org/resources/policies/Analog_Line_ Policy.pdf
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Mnyavéc Tnig-ouo10tvmov

Yav Kavovag, To TopoKITo epappolovtol oe mEPITT®ON olTnUotog yu fax ko
OVOAOYIKNG TNAEPOVIKNG YPOUUNG:

Ot ypappég fax mpémet va ypnotlonotodvol Hovo Yo VINPEGLOKT YPToN.
Koavéva fax dev Ba eykabictatal yio mpocwmikn xpnon.

Kopio tniepmvikn obvdeon dev Ba eykabictoton 6€ mTpocmmikd dopdrio.

H pnyovn fax mpénet va tomoBe el oe po KEVIPIKY SIOIKNTIKY TEPLOYN TOL
£xel oxed10GTEL Y00 LANPESIOKN ¥PNON, Kot pakpld omd dAro eEomhopnd H/Y.
e ’'Evag vmoloyotig mov &ivar oe Béom vo onuovpynoel obvvoeon fax
OTOYOPEVETOL VAL YPTOLLOTOMGEL L0 OVOAOYIKT YPOULT Y10 0VTOV TO AdYO.

ATOTO100VTOL TOV TOPATAVE KOVOVOV Y10, AVIAOYIKEG YPOUUES o€ xprion fax  doot
HETA 00 OVOGKOTNOT) TOV GUTHHOTOG, BACT TNG EMYEPNCLOKNG OVAYKNG EKTILOVTOG
10 eMined0 evLOGONGIOG Kot AGQAAELNS TNG GTAGNG TOL OLTILLOTOC.

H xpnon pag ypappung avaroywkne/ ISDN fax e€aptdton amd v mAnpn cvoppudpewon
TOL OQUTOVUEVOL HE TIG OmMOTHOES Tov gppaviCovtalr Mota moapakdtw. Avtég ot
arortoelg eivatl vBuvn Tov £0VGLOO0TNEVOL YPNOTN Va. TIG EMPAAEL ThvTaL:

e H ypouun fax ypnowyonoteiton 0nm¢ mpocdiopiletor 6To aiTn oL

e Mobvo efovclodotnuéva GTOUE. VO YPNGLLOTOWCOVY TN YPOpp &£XouV
TpOcPaon o aVTNHV.

o Otav oev eivaw oe ypnom, M yYpouun mpémel va amocuvoebel  omd tov
VTOAOYLOTH.

e Otav givar xpnon N ypapun , 0 VIOAOYIOTNG TPENEL va. amocuvoedel and To
£0MTEPIKO O1KTLO.

e H ypopun 6o ypnoyomomOel amimg yior emyelpnotakovg Adyovs, Kot Oyt yio
TPOCHOTIKOVG AOYOLG,.

o Ot vAiko &xet katéPet oamd to AladiKTvOo, KOl EIGAYETOL GTO. GLGTILLOTO KO TOL
dikTva TOL OpyaVIGHOV TPEMEL v €EETALETON OO EYKEKPYEVO anti-virus
TPOYPOLLLLOL TTOV TPEMEL VO, KAVEL TIG TOKTIKEG avafoduicerc.

2vvoeon H/Y cg avaioyikn ypouun

Fevikn moMtkn &lvor OTL TO OUTAMOTO Y100 TOLG VROAOYIOTEC M GAAES gvLEig
OLOKEVEG OV cvvodovtal e  YPOUUES avaioyikég | ISDN oand péco amd tov
opyaviopd dev Ba eykptBolv yio Adyovg acpdietas. Ot avaroyikés kat ISDN ypappéc
AVTITPOCHOTEVOLYV LU0 GNUOVTIKY] ATEIAT] ACQPAAELNG, KAl Ol EVEPYES OEICOVCELS EYOVV
npowbnbel péoa amd tétoeg ypoaupués omd hacker. Amomoinom omv mapomdvem
moMtikr] Qo yopnyeitar o€ mepimtwon avéd mepintoon Pdon. Ov  ypoppég
AVTIKATAOTOONG, OTTMG AOY® LETOKIVIONG, EKTIMTOVLY  GTNV KATNYOPio VEES YPOLUEC.
Oa eetaocTtovy emiong o€ mepimtwon ava tepintmon Paon.
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Aitnon yia Avaioyikn/ISDN ypouun

AoV &gl eykplBel amd TovV dlayEPLOTY, TO ATOMHO TOL {NTE ol AVOAOYIKY /YPOUUN
ISDN mpénet va mapéyet Tic akOA0L0eg TANPOPOPIEC GTOV TNAETIKOWMOVIOKO POpEant:

Mo Aemtopepng emyElpnoloky avaeopd yioti dAieg dwabéoipueg acQaAEic
OULVOEGELS OEV UTOPOVV VAL YPNCLOTOINO0VV.

O emyepnolokdg oKomOS Yo TOV OO0 1 OVOAOYIKT YPOLUN TPOKELTAL VO
xpNoLomomnOei.

To Aoylopkd Kot TO VAIKO 7OV GUVOEOVTOL HE TN YPOUU KOlU TTOV
YPNOLOTOIOVVTOL OO TN YPOLLUT.

[Toeg e€mTepikéc GLVOEGELC 0 alToLpEVOC emBVEl va Exel TpdGPaoT).

H emyeipnolokn avagopd mpénet va amovtd 6 KAmolo omd To TOPUKAT® EPWTILLOTOL:

[Toeg emyepnolokég avaykeg o Ste€dyovtor LEC® OVTNG TS YPOUUNG;

lNoti évog vmoloyiotg pe dvvatdmto obvdoeong oto Internet tov eivan
aviKOovogG VoL EKTANPOGEL TIG 101G epyacieg te pio avOAOYIKN YPOUUN;

I[Mati n vrapyovoeg mpooPdoelg yo cuvowAégelg elvor avikoves va
EKTTANPMDOOVV TIG EPYOCIES LG AVOAOYIKNG YPOUUNG;

EmnAéov, o out®v mpémer vo TPOETOWNOTEL VO OMOVINCEL OTIS OKOAOLOEG
CUUTANPOUATIKEG EPOTIGELS OYETIKEG LE TO TYEOAYPOALLLLY AGPAAELNG TOV OUTHUATOG:

Ot pnyovég mov YPNOWOTOOVV TIC OVOAOYIKEG YPOUMES &fvol Quod
OTTOGLVOEUEVES OO TO ECMTEPIKO SIKTVO;

[ToV Ba toroBetnBei n avaroyum ypauun; Xe ypapeio 1 Eva epyactiplo;
Amonteitol cuvoldrleén amd £E® TPOG TO OPYAVIGUO;

[Toceg ypappés {nrovviar, kol mdcor GvOpwmolr B yPNOUOTOGOLY T
Ypopp;

[T6co cuyva 1 ypopun Ba ypnoiwonomBei; Mia @opd v epdopdda, 2 ®Peg
ava NUEPOL...;

[Toia eivar n o TpodwpM nuepounvia N ypappn propet va teppatiotet omd v
vanpecio;

H ypappun npénet va teppotiotel dtav dev eivar mAéov e ypron.

[Tow dAra péoa Ba ypnoomomBovv ya vo eEac@aiicovy TN Ypouun amrd
mv un e€ovsrodotnuévn xpnon;

Eivor avt po ypoppn aviikatdotoons ond po mtoiond 0éon; Iotog ftav o
OKOTOG TNG APYIKNG YPONG;

[Toiot Tomolr TpwTOKOAL®Y B vVTooTNPilovTol amd TN Ypouun;

Oa eykataotabel Eva eykeKpEVO anti-virus omd 10 <OVOUN OPYOVIGLOV™> GTO
LMY OV LOTOL TTOV YPTCLULOTOLOVV OVOAOYIKT YPOUUN;

O artdv mpémeL vo. YPNOLUOTOMGEL TO EVIVTO OULTHLLOTOS OVOAOYIK®DV /YPOUU®OV
ISDN yuwa va avtipetonicst ovtd to {ntuotae Kot vo vtoBaiet Eva aitnua.

Egapuoyi
Onotoconmote VEAAANAOG oL Ppébnie Yo va €xel TapoPldcoel QVTHYV TNV TOAMTIKY|
umopel va tov emiPAnbel  meBapyikn evépyela, kot copmeptrapfovouévng Kol

MEn ¢ amacydinong.
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5.4 Anti-Virus Process*

2Komoc

Avt 1 moMTikn opilel TI§ OMOUTACEL TOV TTPEMEL VO TANPOVY OAOL Ol VITOAOYIOTEG
OV GLVOEOVTOL GTO OTKTVO TOL OPYOUVIGHOD MGTE VAL SIUCPAAIGOEL O AMOTEAECUATIKOG
EVTOMIOUOG Kot TTPOANYTM omd 100¢ £€T61 MOTE VO TPOGTATELOVINL Ol TOPOL, T
KEPAAOLOL , O1 TANPOPOPIES KO O1 TAPUYMYIKES OUOIKAGIES TNG ETOPING.

Eupéicia

Avt n oMtk ePappdleTan oe OAOLG TOVG VTOAOYIOTEG TOL OPYOVIGHOV. AVTO
TEPILAUPAVEL VTTOLOYIGTEG GTO EPYOUCTIPLO TOV OPYOVIGLOD KOl GTO E0MTEPIKO SIKTVO
TOV, POPNTOVG LIOAOYIGTES KOl OAOVG TOVG SETVers.

Holitikiy

Olo T iy oviLLoto Tov 0pyavicpol 6T omoio ePapUoleTal 1) TOMTIKY) TPETEL VO,
Tp€YovV €va anti-virus TPOYPOLLO TO 0010 Vo Eival EYKEKPLUEVO OO TOV OPYOVIGUO
kol vo glvor pvBuiopévo va e€etdlel To oLOTNUO YL 1OV GE TOKTO YPOVIKA
JdloTHHOTA.

Axopa to 1010 T0 TPOYpOL TO anti-virus oA Kot To TpdTLTTA TOV 1BV (PA100MKn
V) Bo Tpémel vo evipep@®@vVOVTOL Yo Tpocnkeg Kat PeAtidoel. To pnyovioto mov
&xovv mpooPAndel amd 100 Ba mpénetl vo amocvvdéovTal amd To dIKTVOo NG eTOPiog
péxpt vo BefarmBodpe 6Ti dev glvarn mo LOAVGUEVE, LEGH TOV anti-virus.

Ot dwyeplotéc v epyaoctnpiov givor vrevbuvor yuoo v Onpovpyic d1adIKACIHV
mov o EYYyvOVTOL TOV TOKTIKO AEYYO TOV HNYOVNUATOV Y100 100G Kol ov Oa
TGTOMOOVV OTL TOL UNYOVILLOLTO, OEV EIVOL LOAVGUEVAL.

Onotlecdmote dpacTNPOTNTEG £YOVV GKOTO Vo OUCTEIPOLY 1N VO ONUOVPYNGOLV
KOKOBOVAO AOYIOHIKO HEGO OTO OIKTLO KOl TOVG VITOAOYIGTEG TOV OPYOVIGHOV
amayopevovion copemva pe v otk Acepdielng Amodektig Xprong.

Kavovec I'a, Ta Anti-Virus

o [lavta va Tpéyete To TPoTEWVOUEVO Ao TNV Tanpio anti-virus Tpoypoppo. No
TO KPATATE EVIUEPOUEVO LE TIG TEAEVTAIEG OLOPOHDTELS KO EVIUEPMDOELG.

o [loté un avoiyete apyelo, macros 1N scripts mTov £pYOVIol GUVNUUEVO GE e-
mails and dyvowoto, HTONTO 1 PN EUMIOTO TPOG €0dg amoctoréa. Tétown e-
mails mpémel vo ofvovtol apéomg Kot v dlaypapovtol Kot amd tov trash
directory.

¢ Omowdnmote spam, chain N junk mails o wpémel va offvovion Kot vo unv
npowbovvral.

o [loté unv xatePalete apyeio omd GyvooTeS, VIOTTEG 1 U1 EUTICTES TNYEC.

> http://www.sans.org/resources/policies/Anti-virus_Guidelines.pdf
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e Mnv emtpénete 10 GUeEGO poipacpo okAnpav dickwv pe read/write privileges
av Ogv glval amopaitnTo Yoo TNV OlEKTEPAIMON KATOWG GLYKEKPEVNG
epyaciog.

o [Ilavta va eléyxete yw 100¢ ta removable storage devices mpwv ta
YPNOLOTOUGETE.

e Av yia xamola gpyacio To anti-virus TpEmel va amevepyomombel TOTe TPV TO
angvepyomomoete Ba Tpémel va eAEYEETE TOV VITOAOYIOTN Yol 100G Kot LOAG
oryovpevteite 0Tt eivan Kabapdg pnopeite va 1o anevepyoromoete. Extedéote
TNV €PYOcio GOG LLE TPOGOYN DGTE VO UNV EKTEAEGETE VIOMTO AOYICUIKO Kot
OTOV TEAEUDOETE EvEPYOTOMOTE TO anti-virus kot eAEYETe. Emedn moAd cuyvd
Byaivouv kowvovplo anti-virus mPOYPAUUOTO KOU KOVOLPYOL TOTOL 1OV
TEPLOOIKA TPEMEL VO EAEYYOVTOL TO TPOTEWVOUEVO, TPOYPAUUOTO OAAL Kol Ol
KOVOVEG TOV TEPLYPAPOVTIOL GTO KEIUEVO OVTO Yo TLUYOV OAANYEG Ko
TpocONKeS.

Empoin

Av Bpebel vrdAAniog mov €xel mapoPlricel OVTAV TNV TOMTIKY], LTOKELTOL GE
nefapyikn TPAEN HEYPL KOl OE TEPUATIGUO TG cLUPaoTG Epyaciag.
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5.5 Backup Policy®

2Komoc

Mo va dtetpnBel n akepardtra Kot 1 S100EGIUOTNTA TOV TANPOPOPLOV KOl TMOV
gyKataotacemy emefepyaciag mANpoeopi®v. Toaktikéc Oladikacieg mpémelr va
KafepmBovv yia va epappocovy T cupemvndeica backup molMtikn Kot oTPOATYIKA
Yo TNV ONUIoLPYID EQEOPIKMV OVILYPAP®V TMV OEOOUEVOV Kol TNV £yKoipn
OTOKOTAGTACT] TOVG.

‘Eleyyog

Ta e@edpikd aviiypago TANPOPOPIOV Kol AOYIGUIKOD TPETEL VO ONOVPYOHVTOL KOt
va e&etdlovion TaKTIKE cOLP®VA e TN ToALTIKN Yo backup.

Oonyies Yiomoinons

Enapkeic epedpikég eykotaotdoelc mpénel va mapacyedovv yia va eEacporiicovy Ot
OAEG Ol  TANPOPOPIEG KOl TO AOYIGHIKO UTOPOLV VO OVOKTNOOLV HeETd omd Lo
KOTOOTPOPT 1 Ol 0otV i EVOC HEGOL oo KeVoNC.

Ta mapakdto otoryeio mpémel vo ANeOoHY vITOYN Yo TNV ONOVPYIN TOV EPEOPIKDV
TANPOPOPLOV:

1) Tlpémet va koBopiotel To amapaitnTo ETINESO TOV EQPESPIKAOV TANPOPOPIDV.

2) Axpif] Ko TANPN TPOKTIKA TOV EQPEOPIKOV AVILYPAPOV KOl TOV YPOTTOV
JLOIKAGIOV OTOKOTAGTAOTG TPEMEL VO TALPOYOoV.

3) H éxtaon xor 1 ouyvotnta dNUovpyiog ToV avIlypae®Vv acPaAeiog TPETEL Va
VTIKOTOTTPILEL TIG EMYEPNOIOKES AVAYKES TOL OPYAVICUOD, TIG OTALTNGELS
ACQOAELNG TOV TANPOPOPLOV TTOV Ba Yivouv aviiypapa, Kol TNV KPIoHOTNTA
TOV TANPOPOPLDOV OVLTOV.

4) To oavtiypapa mpémel va amobnkevtohv 6e o amopokpvouévn 0éon, oe
IKOVOTIOMTIKY]  OOGTOCT Yo VO, OTo@LYOLV omoldnTote (nuio amd o
KOTOOTPOPY €L TNG KVP10G TOTOOEGING TOV OPYAVIGLOV.

5) Zta avtiypaeo oc@aAeiog TPEMEL VO VITAPYEL TO OMOLTOVUEVO EMIMESO PVOIKNG
Kol TEPPOALOVTIKNG aoQUAEiag oOUPOVO HE TO TPOTLO NG KVUPLOG
tonofeciog tov opyaviopuov. O éheyyog mov vmdpyel oTo PHECH GTNV KOPLo
tomoBecio mpémel va enextabel 6TO YOPO TOV AVTIYPAP®V AGPUAELNGS.

6) Ta avtiypago aceoreiog TpEmMEL va EAEYYOVTAL CLYVO MOTE VO UTOPOVUE VL
Baciotovpe 6€ ALTE G KATOLN EKTOKTN OVALYKT).

7) Ot dundikacieg ovaKTNONG TPEMEL VO, EAEYXOVTAL GLUYVA Y1 VO, S10GQOAAICOVE
TNV  OMOTEAECUATIKOTNTO. TOVG KOU VO OAOKANP®VOVTOL O YPOVO TOL
amorteiton omd TIg AEITOVPYIKES SL0OIKAGIEG Y10 OVAKTNOT).

8) Ze mePTAOGELS TOV YPELOUACTE EUTICTEVTIKOTNTA, TO AVTIYPAPO AGPAAEIOG
Bo TPOGTATELOVTOL LLE KPLTLTOYPOUPIKL LLEGA.

Ot dakavovicpol yio avtiypo@o ac@alelog yioo HLEHOVOUEVE GUCTNUOTH TPENEL
va g€etdlovtal TaKTiKd Yo vo e£0c@aiicovy 0Tl KOADTTOUV TIG OMOLTH|CELS TOV

% A6 10 &yypago tov ISO 27002

75



oxedlov emyepnolokng ovvoyns. T (otikng onuaciog ocvotiuate ot
SlKaVOVICUOL Yol avTiypapo acQaAElng TPEMEL VO KAAVTTOVV TIG TANPOPOPIES,
EPAPHOYES KOl OEOOUEVA TOV GUGTNUATOV VTMOV MCTE VO, YIVEL TANPT OVAKTNON
TOVG G€ TEPIMTOOT KATOL0G KOATOUGTPOPNG.

H mepiodoc damnpnong yo TIG amopoitnTes EMYEPNOLOKEG TANPOPOPIES, Kol
eMioNG OMOONTOTE OmaiTNON Yo APYEI0 AVIIYPAP®V TOL JAUTPOVVTOL LOVILLOL
TPEMEL Vo, KaBop1oTOUV.

Alleg mingpopopieg

Ot dtaxavoviopol yuo avtiypopo ac@aAEiog Lropovy vo avtopatorombody  yia
SEVKOALVOT TOV S1AOIKAGLDY OVTIYPOUPNG KOl OVAKTNOTG.
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5.6 Certification and Accreditation Policy’

Holtikny

Avt n moltikny kKaBopilel Tig amaitioelg yia ) dofefaimon péow g vioBETnong
evOg KaBOPIoUEVOL e GaPNVELD LOVTEAOL KOKAOL ¢ (mng Yoo OAa T Pripata g
AVATTUENG, CUUTEPIAAUPOVOUEVOV TV JAOTKOGLOV KOl TOV TOATIKOV EXAVOPO®ONG
AdVVAUIDV, TNG CMGTNG YPNONG TOV EPYUAEI®V, TOV TEYVIK®OV, TOV OUOIKACIMOV, Kol
TOV  PETPOV  POCIKOV  YPOUUDV OCQAAENS 7OV  YPNOUYOTOOVVIOL Yo, Vo
TPOcSTATEVCOLV TO TTEPPAAAov avamTuéing. [Tapateiver evBoveg yia va eEacpalorel
OtL M evaicOn ePappoyn enesepyociog TANPOPOPLUOY KOl TO YEVIKO GLGTLOTO
VROGTNPIENG KOADTTOUV TIG OMOLTIOELS OGQPAAELNG KOl GUUUOPOAOVOVIOL UE TOVG
VOLOLG KoL TIG 00MYIES Y10 TNV ACPAAELD GLUGTILATOV TATPOPOPUDV.

H dwdwocio kdkhov {wng miotomoinong kot dwomictevong ypnoiledel yoo va
eCaocpaiiotel OTL o1 Aeltovpyiec OCQAAEWG €VOG OVATTUYUEVODL GULGTHUOTOG
KOVOTTOWOUV T OVAYKES OTL Yo TO GUOGTNUO KOU Ol TANPOQOpiec Tov, Kot OTL
ATOPACELS EPOPUOYNG YIVOVTOL LE TNV TANPN EKTIUNGCT TOV TOPAYOVI®OV ACPAAELNS.
O 0pog cvomuo Ba ypnoyoromBel oe OAN ALTAV TNV TOATIKY Y10 VO ovapepOel o
OTOLONTTOTE YEVIKO GUOTNHO LTOSTNPIENG N evaicOntn epapupoyn emeCepyaciog
TANPOPOPLOV TOV OVOTTOCCETOAL Yol T Agrtovpyio péca oe €va opyaviopd. Avti 1
évvolo 1oyvel €dv TOo ovotnuo eivor éva TANPEG CVOTNUO. VTOAOYIGTM®V Kol
EMKOWVMOVIOV E TO VAIKO TOL 1 €ivol pio vEa €QOPLOYN TOL OPYOVMVETOL GE L0
VILAPYOVGA TAATOOPLLL.

Eupéieia

Alamictevon

H dwmiotevon eivonr n emionun dwwmrtikny €ykpion vy va gvepyomombel Eva
ocvotnuo. Mia dwamictevon yopnyel kKavovikd v £yKpion yio £vo. GOGTNU Yol VoL
AELTOVPYNOEL Y10 L0 CUYKEKPLUEVT YPOVIKT TtePiodo, kabopiopévov mepiBaiiovtog,
Kol pe ta KaBopiopévo LETPaL AsPAAELNG Kot AAAOVG KATAAANAOVG TEPLOPLGLOVG.

O dwmotevtng amodeyetal Tomkd v €vfdvn ACEAAEWS Yoo TO COOCTNUO Kot
OMAdVEL OTL O1 UNYOVIGUOL TPOGTAGING EVAVTIOL GE KATACTPOPN, N TNV avaprdol
tpomonoinom eivar erapkeic. AeSOUEVOL OTL KOvEVO GOGTNILO TANPOPOPLOV deV gival
TOVTO GLVOMKA OGPAAES, 1 TGTOMOINOT TEKUNPLOVEL TNV KPIoT TOV SOTIGTEVTAG OTL
o 0PEAT Y T0 cvotua agilovv Tovg VTOAOITOVG KIVOHVOLS OV TEPIAAUPAVOVTOL.
Avotepo  otéheyoc (kdtoyog oOedopévav) Ba  AdPet v mapovoa  oamdeacm
dwamictevonc.

IicTomoinen

H miotomoinon eivat 1 meplektiky] aviAvon Tov TTuYdV acQIAELNS TOV GLUGTHLOTOS
v vo kabiepwoer 10 Pabud otov omoio T0 CUOTNUO KOAVTTEL T OTOLTIGELS

7 http://www.tess-llc.com/Certification%20&%20Accreditation%20Policy V4.pdf
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acdieldg tov. Etvar pia a&oddynon tov Kivddvov €Qapproyng mov mopdyst pio
TEXVIKY] AIOYT KO EVIGYVTIKES TANPOQOpies. O damoTELTHG OTN ANYN NG ATOPACNG
YpPNoonolel tnv mwpokvItovso TeKUNpimon. [a vo kdaver o tétown kpiom, O
dwmotevtng yperaletoan Tic a&lOmoTeg TANPOPopieg Yy To ovoTnUa. AvTEG Ol
TAnpoeopieg mepAapfavouv Tig mOvVEG amELES 1 TOVS TPOTOVG TOV TO GUGTHLOL
umopel vo ypnowomombel kat doynuo TPOMO, Ol GCLYKEKPIUEVOL TOUELG TOL
oLOTNHOTOG M| oTotyeie, o1 omoieg ypewlovtol TNV TPOGTAGio, Ol UNYOVIGHOL TOL
YPNOUOTOOVVTOL YL VO TOPEYOLV TNV TPOCGTOGI0, Kol TOGO KOAG exeivolr ot
punyovicpol Aettovpyovv. Avto givot To onpeio g Tetomoinong.

A&E10ioynon ka1 dokxwun coralsiog

Mio opdda o exteAéoet Kot TG SOKIUES HOVAO®V Kol TIC OOKLUES Om0doyNG, Kot Oa
TMGTOMOMOEL OTL O EAEYYO1 ACPAAELNG EIVOL ETAPKEIC Y10 TIG AVAYKES ACPAAELNGS.

1. Ta otoyeia g doKiung KaAvyng Ba eppavicovy v avtiotoryio petabd Tmv
JOKI®V oL TPocdopilovtal otV TEKUNPI®CT JOKIUNG KOl TOL SKTOOL
O™ TEPLYPAPETAL TN AELTOVPYIKO TPOGOOPICUO.

2. H xdAivym dokiung avotnpd 0o katadei&el 6Tt OAa Ta interface tov dikTHOL
OV TPOGO10PILETOL OTN AEITOVPYIKT] TPOIAYPOAPT EXOVV EEETACTEL EVIEADC.

3. H og Baboc avédivon Ba kataodeietl 6Tt ot dokyég mov mpocdtopilovtal otV
tekpnpioon ookung eivor emoapkeig yio va katadsiEoov 01t O OiKTLO
Aertovpyel oOpeova pe 10 guaictnto LYNAOL emMTESOVL KOl TOL YOUNAOD
EMIESOL GYESL0 TOV.

4. Ta oxéoa dokyng Oa mpocdiopicovv TiC Asrtovpyieg ao@AAENg TOV
eEetalovrat Kot Oa TEPLYpAYOLV TO GTOYO TWV OOKIUMV TOL EKTEAOVVTAL.

5. O vrevBuvog o v avémntuén o eetdoet kot Bo tekumpidcel OTL o
ocvotnuotiky  pébodog  ypnowomombnke ywu  va  mpocdlopicel  Ta
OLYKEKOAVULUEVO KAVAALL Y10 KAOE TOMTIKY] EAEYYOV PONG TANPOPOPLDV.

6. H doxiun Ba mpocodlopicel Toug S10KPITIKOVG TPOTOVS AEITOVPYIOG TOL OIKTVOV
(ovumepthapfavopévng g Asutovpyiog peTd amd TNV omotvyio 1 TO
AEITOVPYIKO GOAAUO), TOV GCULVETEIDV KOl TOV ETMTOCEDV TOVS OTN
datnpnon g evaicHnng Asttovpyiog.

7. M. mOGOTIK] 1] OTOTIOTIKY] OVAALGN TNG OCLUTEPLPOPAS OacPAAelng Oa
npocdlopicel omowadnToTe gumabsio mov Bo pmopovoe Vo TUPAKAPYEL, Vo
OTEVEPYOTOU|OEL, 1 VO OAAOLDGEL 1oL AEITOVPYi 1] EVAV UNYAVICUO

8. M doxyn deicovong, Pacicuévn oty avdivon evmdbeioc, Bo kabopioet
™V KavOTNTO EMTLYIOG TOV TPOCHETOV TPOGOHIOPIGUEVOV ELTOHELDY GTO
npooptlopevo TePPAALOV.

* Tlepiocotepa GTO:
http://www.tess-llc.com/Certification%20&%20A ccreditation%20PolicyV4.pdf
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5.7 Dial-In Access Policy®

2Komoc

O oKOTAC TNG TOATIKNG OLTHG EIVOL VO TPOGTATEVGEL TIG NAEKTPOVIKEG TANPOPOPIES
TOL Oopyoviopoy &dv  ektebodv  akovolw amd €£0vVol000TNUEVE  GTOUO  TTOV
ypnoonoovyv dial-in cuvdésels.

Eupéicia
Opiopdg g cwotng dial-in TpodcPacng kat ypnong amd £0VGLOS0TNIEVO GTOLLA.
Holtikny

Ot vrdAAnAot kot e£0VG1000TNIEVES OPAdES TPiTV PUTOPOLV Vo, ypnotpormoovy dial-
in GLVOESELS YL VO amoKTOVUV TPOGPacn o610 diktvo Tov opyavicpov. Ot dial-in
oLVvOéoelg TTPEMEL va glval oVOTNPA EAEYYOUEVES KOl e KMOKO piag ypnong yio
MGTOTOING).

Eivar evBbvn tv vrmoAMA®v pe  dikoidpoto  €16epyOpEVNS TpocPacng  vo
dto@oicovy OTL avTn 1 €16epXOUEVT GUVOEST dev Ba ypnoylomoteital omd dropa
EKTOG OpYAVICUOD Y10 OTOKTCOVV TPOGPac 6€ TOPOLS TANPOPOPIDV GLGTHUATOG
aTOV.

"Evag vmdAANA0g e Tpovopa E16EPYOLEVIS TPOCPOONG TPEMEL VoL EXEL EMTYVMOON OTL T
ovuvoeon UETOED NG TOmoBeciog TOL Kol TOL OPYOVIGHOU Elval KLPLOAEKTIKA
TPOEKTOCT TOL OIKTLOL TOL OPYAVICHOD Kol TapEXEL SVVNTIKO LOVOTATL GE
evaiocntec mAnpopopieg Tov opyavicpov. Ot vraiiniot 1| dropa eE0VGLOBOTNUEV®V
OHAd®V TPpiT®V TPEMEL VO, TAPOLYV OAOL TO. amapoiTnTe LETPO YL TV TPOGTAGIO TNG
TEPLOVGIAC TOL OPYOVIGHOV.

Avoroywéc kot pn G.S.M  ymowkég KvnTéG OLOKEVLEG Oev  TPEMEL Vo
YPNOLOTOLOVVTOL Y10 VoL cLVOEBOVV GTO HIKTVO TOL OPYOVIGLOL KOOMDS TO G0 TOVG
umopel e0KoAa vo aviyveLTel 1 Kol Vo KATaANQOel amd un €£0VGLO0S0TNUEVO ATOLLOL.
Moévo G.S.M ynowokés Kivntég GLOKEVEG Kpivoviol ac@oAng Yoo GOVOEST LE TO
dikTvO TOL OpYOVICLOD. *

nueioon: Ewoepyduevov mpocfacemv Aoyaplacpoil kpivovior cav ovoykaiot. H
dpacTNPOTNTO TOLG TopakolovOeital Kot €hv €vag TETOOG AOYOPLOCHOS Ogv
ypnopomoleiton yio mepiodo 6 unvov Ba Anyet kot oev Ba Asttovpyel mAéov. Edv otnv
ouvvéyela omoutn0el n TpocPacn avtn, To dtopo mov v {ntd Tpénet vo artnBel o
KOLVOUP1aL.

¥ http://www.sans.org/resources/policies/Dial-in_Access_Policy.pdf
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Empoin

Onowoconmote VEAAANAOG €xel Ppebel v mapafibdost ™V TOMTIKA ovT €ivon

vrayouevog oe meldapyikn evépyeln GUUTEPIAOUPOVOUEVNC Kol NG ANENG TNG
ATOGYOANONG.
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5.8 Disaster Recovery Policy’

2Komoc

To oyédo éxtaxtng avdykng e&etdlet ta pétpa wov AapPdvovtat yio vo datnpioovy
TIC Kploweg Aetovpyiee o€ TEPIMTOON ONMWOAEIDV, TIG OVOAETOVPYIDV, 1N
KATOOTPOPAOV oL emnpedlovv to. cuoTiuota TAnpoeopldv. Katd avémtuén tov
OTOLTNGE®V Y10 £Va, GYESI0 EKTOKTNG OVAYKNC, TPOVOLA Y10 TO TEPLOOKO backup TtV
dedopévmv, JBEcIUOTNTO TOV KPICU®V  EYKOTAGTACE®V oM KOWOL UE TIG
OLYKEVIPOUEVEG AEITOVPYIEC TOV TNAEPOVIKOD TAPOYOL, KOl TNV KATOGTPOPY|
drdkacieg amokatdaotaons 0o Anedovv vIToOY).

[Na va ikavoromBov ot amontnoelg Tov oyediov EKTOKTNG avAyKnS, To aKOAOLO
otoyeio Oa TeEPIANPOOVY 610 GYEd10 QVTO:

a.
b.

2TpatnyiKéG Kot dodkacieg yio vo eE0cQUAICEL TO GUGTNUATO TANPOPOPLDV.
[Tep1od1kn| doKIUN-OmTOKATAGTAOT Yo Vo e£0cpaiicel PlooipudtnTo TV
oSV AmTOKATAGTAOTG.

Awdikacieg yio amodnKevon Kot v ovaktnon tao pésa omd tnv offsite
arofnkevon mov e&acparilel T dabectudTTO EKEIVOV TOV HECWV.
Alodkacieg yio va EAEYEEL TIG AEITOVPYIEC DTTOAOYICTMVY KO OIKTOMV Y10, VO
LETPLAGEL TIC OLOKOTEG.

Epyaleio amokatdotaong kot offsite eykatactdoelg yio va vrootnpi&etl v
£YKOLPT OMOKATAGTACT) GE TEPIMTOOT KATAGTPOPTG.

Holrtikny kar Aradikactixa lpotora

Awaoikaoctina Ilpotvra yio Epedpixa Acdousva

Ka0e oyoreio, tunpa, kot kévipo Ba kabiepdcovv Tig dlad1Kacieg Yo 6e po
EKTOKTN avaykn 1N GAAo mepotatikd (mapadelypatog yopv, mupKAyLd,
BavoaAopds, OlKom | TOV GULGTNUATOS, KOl (UGIKN KOTAGTPOPY) 7OV
pumopovv  va  PAAyovv TOL GLUGTHUOTO TOL TEPLEYOLV NAEKTPOVIKEG
TPOCTATEVUEVEC/ EUTIGTEVTIKES TANPOPOPIES.

Kd&Be oyoieio, tunua, kot kévipo Oa tekunpudcovv Tic dadikacieg yu
onuovpyioe Kol GLVIAPNON  AVOKTHOIU®V  OKpPOV  avilypldeov Tov
NAEKTPOVIKOV TPOCTUTEVUEVOV /EUTIGTEVTIKAOV TANPOPOPLDV TOVG

Kabe oyoreio, Tpumua, kot kévpo Ba Exel pia tpootatevpévn offsite 0éom v
TNV KATOYDOPNON TOV EPESPIKAOV LEGWOV TOVG,.

Ot owdwoociec ko ta péoa Ba efgtactodv Yoo v akpifei Ko TNV
AKEPOLOTNTA TOV ATOONKEVUEVOV OEOOUEVOV TOVG,.

Ka0e oyoieiov, Tunqpotog, Kot KEVIPOL Ol O1001KAGIEG EPEIPIKDOV OEOOUEVMOV
Ba TepAaUPAVOLV TIG TEKUNPLOUEVEG NAEKTPOVIKES GUUPAGELS OVOULAGTOG.
Kabe oyolelov, tunuatog, kot KEVIPOL TO GOYES0  OMOKATACTOONG
KataoTpoPng Oa meprlapfdavel TG TEKUNPLOUEVES MAEKTPOVIKES CKLOONG
TOMTIKEG KOt TIG O10OTKOGTES.

? http://www.nchica.org/hipaaresources/Security/UAB17.doc
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7. Kd&Be oyxoleiov, TUNUOTOS, Kol KEVIPOL TO G010  OTOKOTAGTOONG

KataotpoPng  Bo  mepllapPdvel  TIC  TEKUNPIOUEVEC  MAEKTPOVIKEG
NUEPOLOYIOKES EYYPAPES Y10 TIC  TOAMTIKES KOl TIC S10dIKAGTES.

Kabe oyoAelov, tuquatog, Kol KEVIPOL TO OYES0  OMOKATACTOONG
KataoTpoPng Oa meptlapfdavel TeEKUNPLOUEVE OEOOUEVE TTOV OVTOVOKAODV
TOMTIKEG KO O1001KOGTES,

2yédio Arnorxaraoctoonc Karaotpoonc —Ilpotvma Ilolitikic

1.

Kabe oyoAelov, tuquatog, Kol KEVIPOL TO OYES0  OMOKOTACTOONG
KataoTpoPng Ba mepthapPdvel v texvoroyia mov amorteiton yio tnv offsite
amoOnKevon.

Kdébe oyorelov, tunpatog, Kot KEVIPOL TO OYEO0  OMOKATACTOONG
KataoTpoPng Bo meprlappdvel £va @uokd oyedtdypappa (mt.y. blue print) g
offsite duvatodtnTOg amobKeLONC.

Kabe oyoAelov, tuAuatog, KOl KEVIPOL TO OYES0  OMOKOTACTOONG
KataoTpoPng o meprhapfdvel éva Aoywkd oyedidypoppa (my. Odypoppo
OLVOETIKOTNTAG Kol KaAwdimwonc) tng offsite duvatodtntag amobnKevong.

Kd&be oyorelov, tunpatog, Kot KEVIPOL TO OYEO0  OMOKATACTOONG
KataotpoPng Bo meptlauPdvel Tic dadKacieg EVOAAAYNG UECOV Yo, TNV
offsite amobnkevon.

* TlepiocoTepa GTO:
http://www.nchica.org/hipaaresources/Security/UAB17.doc
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5.9 DMZ Security Policy"

2Komoc

Avt N ToATIKY £yKaBIdpOEL TIG AMOUTOELS AGPAAEING TANPOPOPLDOV Yio TO diKTLO
Kol TOV €E0TAGUO TO®V £PYACTNPI®V TOV 0pYAVICHOD TTov Ppickoviol otV AeyOuev
amootpotikonomuévn (ovn "De-Militarized Zone" (DMZ). H amapéyihitn thpnon
aVTOV TV omoutnoev Ba glayiotonomoel tov mhovd kivovvo amd {npio ot
ONUOCIOL EIKOGVOL TTOL TPOKOAAEITOL OTO TNV OVOPUOdLL YPTOT TOP®Y TOL OPYOVIGLOV
KOL TV OTOAEL EVAICONTOV/ EUTICTEVTIKOV GTOLXEIMV KOl TVELLOTIKNG WO10KTN GG,

Eupéieia

AikToa Kol GLGKEVEG epyacTnpiov (Tov meptiapfdvovv aArd mov dev mepropilovral
oTovg Opoporoyntég, switchers, kA.m.) mov ovvdéovtar oto Internet ko eivon
tonofetuéva €Em amd ta Internet firewall tov opyoviopod Bewpodvrar pépog Tmv
gpyaotpiov DMZ kot vrokewtalr ce oty v oAtk . Avtd mepthappdavel ta
gpyactple DMZ oy «Opia tomofecia Tov gopéa Tapoyns vanpecidv AdtkTuoL
(I.S.P) xou oamopaxpucuéves Béceic. Olog o vdpywv Kot peAlovtikog eEomMoudg,
7OV gUTiNTEL 61O TESIO AVTNG TNG TOMTIKNG, TPEMEL VAL SoLopemBel cOUE®VA pE Ta
avaeepopeva Eyypoea. Avt M TOMTIKN Ogv €QOpUOlETOL GE E€PYOCTNPLOL TOV
VIAPYOLY EcMTEPLKA TOL Internet firewall Tov opyavicov.

Holitikny

Id1oktnoio ka1 EvOQvveg

1. Oho ta véa gpyaoctipie DMZ mpémet vo mapovstdcouy o eTryelpnolokn
OIKOOAOYNOT UE TNV EMKVPMOOTN  ETMUYEPNCLOKNG HOVAdOG OE  EMimedo
avturpoédpov. H etaipia acpareiog mpémel va KPATNOEL TIC EMLXELPTOLOKES
dwkaoroyieg oto apyeio.

2. Ot opyovicpol mov €xovv otV WIOKTNGIoL TOVG T EPYACTPlo avTd glvon
vevBouvol Yo Tov dopopd d1eLBLVTOV Yo To EPYOCTNPLO, CNUEI®V ETOPNG
(Point of Contact), kot epedpikd P.O.C ywo k08¢ epyactipro. H wdroktites tov
gpyaotnpiov npénet va kpatdve gvipepa ta P.O.C pe v Ertapia.(n etopio
nov cuvvepyaleton v oe Bépota dayeipiong cvotnuatog). Ot devbuvtég
TOV EPYOCTNPIOV 1 OVIIKATOOTOTEG TPEMEL €ivar Obféotpol yuoo EKTOKTN
OVAYKY] OTTOL0ONTOTE MPOL.

3. AMayég otic ouvdEselg N KoL oTov oKomd Vmapéng twv DMZ gpyactnpiov
Kot gykatdotoaon véov DMZ egpyaotmpiov mpénel va amoitovvial and To
opYavIcUO Kot VoL EYKpivovTot omd TNV eTopio. acQoAsiog.

4. 'OAegg o1 ovvoéoelg amd mapdYovs LaNPesIOV Internet Tpémel va cuvinpovvtol
and 10 opyavIGUO.

5. O opyaviouog mpémel va dwutnpeil cvokevég firewall avdpeca ota DMZ kat
o710 Internet.

6. O opyoaviopog kol M etoupio. ac@areiog £xovv 1O dKaiwpUo vo, S1KOWYoLV
Kdmola oOvdEoT edv vITdpyel OEpa acpareiog.

' http://www.sans.org/resources/policies/DMZ_Lab_Security Policy.pdf
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7.

8.

9.

10.

11

12.

Ta DMZ epyaotipra Oa mapéyovv kat Ba dtutnpodv pEGO GTOV YMOPO TOVG
SIKTLOKEG CLOKEVEG UEXPL TAL OPLOL TOVG LE TO OPYAVIGUO.

O opyavioudg Tpémel vo. Kataypayel OA0 To SlooTipaTe S1EVBOVeEDY TOV
epyaotnpiov DMZ kafBmg Kot Tic TANPOPOpIiEg TMV EMOPOV TOVC.

Ot devbuvtéc tov epyacmpiov DMZ éyovv v mAnpn evbdvn dote va
CUUHOPP®OOVV TOL EPYOGTIPLN OVTA LLE QLTHV TNV TOALTIKY].

Apeon mpdcPacn oe apyeion katoywpnoe®mV eEOMAMGHOD KoL GLUGTHLOTOS
TPEMEL VO TAPEYETOL GE GTEAEYT TNG ETALPIOG ACPOAELNG KOl TOL OPYAVIoUOD
eqv ovtd {nmoei(cHpemva pe TV TOMTIKN ETBE®PNONG).

. Atopuxoi gpyactnprokoi Aoyaplacuol Ba dtaypdeovtal pe amd 3 nuépeg étav

ot mpocPdoelg avt®v dev Ba eivar mAéov eEovorodotnuéves. Kmokol
OULOOTKAOV AOYUPLOUGUAOV TPETEL VO ELVOL GOUP®VOL UE TNV TOAITIKY 0GQPOAEiNG
Yoo KodKovg Kot Tpémel va aAAGlovv pe ta omd 3 nuépeg omd TV aAdaym
KATO10L HEAOVG TNG OULAOOC.

H Etoupia Oa e€etdlel artnoelg nepimtdoewv e€aipeong yuoo KOs mepintmon
YOPIOTAL.

Kipieg pvOuiceic wapausrpwy

1.

2.

[Moapaywywol moépol dev mpémel va eEaptdvtol mOve ce TOpovg twv DMZ
gpyooTnpiov.
Ta DMZ epyactipila 0ev TPETEL VO GUVOEOVTOL LE TO SIKTVO TOL OPYOVIGLOV
angvbeiog 1 péow acHpUATNG CLVOESTC.
H ¢uvouwm tomoBecio tov DMZ mpémer va elval oe yoplotd y®po pe TO
€0mTEPIKO dikTvo. Edv autd dev elvarl dvvatd tote mpémet o eEomAiopds va
elval KAewwpévog o éva rack pe mepropiopévn tpocPaoct. O vevbuvog Tov
gpyacTnplov mpémel £yel AMota pe Ta dtopa mov Ba £yovv mPOGPacn cTOV
eEomMopo.
Ot vrevBuvol v gpyaoctnpiov DMZ £xovv vBivn yio v €Qoppoyn tov
TOPAKAT® TOATIKOV:

a. Iloltik Kodwov.

b. IToMtikn Acvppoatwv Emikowvoviov.

c. Iolrtkn Anti-Virus yw Epyoaotpuo.

O1 ovokevég firewall mpémetl va etvor StopopPoUEVES amd TO OPYAVIGUO LE TO
eldyrota dwoumpato tpocPacng Kol pe Ao TG AEITOVPYIKES OVAYKES TMV
DMZ. O\a ta firewall piktpo Oa cuvinpodvron and v Etarpio.

O1 cvokevég firewall Tpémel va elvar ta povadikd onpeio tpoécPfaong petald
tov DMZ kot tov vmworourov Skthov tov opyavicpov 1 Kot tov Internet.
Onowadnmote popen ovvoeong petaEd DMZ kot opyovicopov 1 kot Internet
OmOyOpPEVETOL PNTAC.

Apyikég pvBuicelg tov firewall kot omoieg oaAlayéc oe avtég Oa
emovegetdlovror kot Bo emkvpdvovtal ond v etapio acporeioc. H onoia
umopel va {Ntoetl eMmALOV HETPO TPOGTAGIOG.

Kivnon dedopévov and ta DMZ 610 e6mteptkd d1KTLO TOV OpYOVIGHOD OTTMG
kol V.P.N npocBaom vrdyetor 6Ty TOATIKY| Y10 0TOUOKPLGUEVN TPOSRao.
Ola ta switchers kot To routers mov  ¥PMNGLOTOLOVVTOL Yo EKTOIdELON 1|
dokipég mpémel va cvpPadilovv cOHPOVL HE TO £YYPAQO TLTOTOINONS TOV
DMZ yw switchers kot routers.
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10.

11.

12.

13.

14.

15.

Ta AelTovpYIKA GUOTHUATO TOV VTOAOYICTMV VINPECING E0WTEPIKA TV DMZ
oL Y¥pMoipomolovV vnpeoieg Internet, mpémel va eivon puBuicuéva cHLEOVL
HE To TPOTLTOL OCPOAEING Yl EYKATAGTOON Kol puOpicE®V G€ VITOAOYIOTEG
VINPEGIOC.

Topwd epappdoya patch 1 hot fixes aceodeiog Yo omoladnmote €QapUoOYN
Internet mpémer va e@aprootovv. OUAdES SLYEPIOTOV TPEMEL VA EXOVV
Kdmotleg dadkacieg oe avopovy dote va €xovv o amapaitmto patch/hot-
fixes.

‘Ola ta epapudopa patch 1 hot fixes ac@aieiog Yo omoldNTOTE EQPOAPUOYN
Internet mpémer va e@aprootovyv. OUAdES JYEPIOTOV TPEMEL VA EXOVV
Kdmotleg dadkacieg oe avopovy dote va €xovv to amapaitmto patch/hot-
fixes.

O1 vnpeoiec KoL ot €QOPUOYEG OV Oev €EUINPETOVV TIG EMLYELPTOLOKEG
OTOLTNGELS TPETEL VoL TEBOVV £KTOC AetTovpyiog.

Ot guUmOTEVTIKEG TANPOPOPIEG TOV OPYOVIGUOL E€IVOL OTOYOPEVUEVEG GTOV
eEomMoud G€ PYOCTHPLOL OTTOV TO TPOCHOTIKO EKTOG OPYOVIGLOV £YEL PUOIKN
npocPaon (mwy., EPYOCTNPOL KATAPTIONG), OVUPOVO HE TNV  TOMTIKY
Ta&vounong evaucinociog TANPoOPopLOV.

Amopokpoopévn  dayeipion Ba telobvtar pévo péca  amd  aGQOAN
kaviho(m.y.  kpurroypapnuéva oiktva pe IPSEC 11 SSH) v xovoora
npocPaong aveEdptnn and o DMZ diktoa.

Empoin

Onotoconmote vAAANA0G €xel Ppebel va mapofidost v moMTIK) vt €ivol
VRLAYOUEVOS GE TEAPYIKY EVEPYELD CLUTEPIAOUPAVOUEVNS Kot TG ANENG TNG
ATOGYOANOTG.
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5.10 E-mail Policy''*

2Komog

No amotpéyel v apadpoon g OMUoctlag eikovag tov opyavicpod. Otav éva
NAEKTPOVIKO pNvopa eE€pyetol omd Tov opyovicpd tote 10 kowd Ba Bewpnoet 1o
pvopa ©g pio ONA®on enionUng TOMTIKNG amd oVTOV.

Eupélea

Avt 1M TOMTIKY] KOAOTTEL TNV KOATOAANAN YP1|ON OMOLOLONTOTE MAEKTPOVIKOD
UNVOLATOG amd TNV NAEKTPOVIKT O1levBuven TOL OpPYaVIGHOD KOl £YEL EQPOUPUOYN GE
OAOVG TOVG €PYOLOUEVOVS, TOVG TOANTEG M TOLG TPAKTOPES €K UEPOVS TOL
0pYOVIGLLOV.

Holitikiy

Arayopsouivy yprion

To 6vopo tov opyavicpod oev Bo mwpémel vo ypNoUOTOIEITOL Yio TN ¥PNON, TN
onuovpyio M TN OVOUN OTOOVONTOTE JITPNT®V 1] TPOSPANTIKOV UNVOUAT®V,
oVUTEPIAAUPOVOUEVOV KOl TPOCPBANTIKOV UNVOUAT®V GYETIKA LE TN QUAY, TO GUAO,
TG OVIKOVOTNTEG, TNV  MAkio, TOvg GeEOVOAIKOVG TPOCAVATOACUOVS, TNV
mopvoypagio, To OpNOKELTIKA MOTEL®, TIC TOMTIKEG omdyelg N v €Bvikn
npoérevot). Ot epyaldpevor ot omoiot Ba AdBovv unmvopata pe TETolo TEPLEYOUEVO OO
OTO100NTTOTE VIAAANAO TOL OpPYAVIGHOL Bo TPEMEL AUESH VA AvVaPEPOVY TO GUUPAEY
otov vrevlvvo.

IHpocwmixy ypnon

XpNoIHOTOmVTOS Lo AOYIKT TOGOTNTO Y10 TPOCOTIKA AEKTPOVIKE UNVOLOTH LECH
TOL OpYAVICHOV €ival amodektd, aAld email ta omoia dev oyetilovrat pe TV d0VAELL
Bo mpénel va amobnikeboviol o€ SoPOPETIKO pakeLo amd To. email g dovAeldc. H
OTOGTOAN GAVGLOMOTAOV UNVUUATEOV 1| email pe avEKdoTa [e TN ¥P1oN TOL OVOUATOG
TOV opyavioHoV gival KTt To amayopevpévo. lol 1| dhdeg emPrafeic mpogidomomoelg
Kol Opadtkd emails pe tn ¥p1orn ToL NAEKTPOVIKOD GLGTHUATOS TOL OpYaVIGHoL Oa
TPENEL VO YIVOUV aOdEKTE amd TOVG VIELHVVOLG TPV TNV ATOGTOAN TOVG. AVTOL Ol
meplopiopol emiong Ppiockovv epapuoyn oty mpom®dnon v email mov AapBdvovtol
and Evav epyalOUEVO TOV OPYAVIGULOD.

" http://www.sans.org/resources/policies/Email_Policy.pdf
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HapaxolovOnen

Ot vdAAnAot Tov opyaviopoh Oev Ba mpémel va. £xovv TPocdoKieg Yo privacy
otdnmote amodnkevovv, oTtéAvouv 1 AapPavovy amd TO CUGTNUO NAEKTPOVIK®DV
unvopdtev g etapeiog. Eivar mbavd va yivetoar mopakorlohbnon tov punvopdtov
YOpig mponyovuevn mpoewonoinon, ywpic PEPaia 1 mapakoiovOnon va egivor
VIOYPEDTIKO VO EPOPLOCTEL ATTO TOV OPYUVIGUO.

Empoin

Av Bpebel vrdAAniog mov €xel mopoaPlricEl OVTAV TNV TOMTIKY], LTOKELTAL GE
nelfapykn TPAEN LEYPL KOl OE TEPUATICUO TG cVUPaoG EpYaciag.
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5.11 Identification and Authentication Policy"

2Komoc

O okomdg avTG TS TOAMTIKNG givart va KoBlepBel o TOAMTIKN Yo T ¥PNOT KoL TNV
EMEKTOON  TOKIA®V  AVcewv  eAéyyov mpdoPaone vy va  eEacparicer TNV
EUMGTEVTIKOTNTO, TNV OKEPALOTNTO, KoL TN JBecIUOTNTO TOV  TANPOPOPLOKDV
otoyEimv. Avt N moAtikn givor vo dtotnpnOel Evo emapkég enimedo acPAAELNG Yo
VO TPOCTOTEVCEL TO OTOLElD, TO OWKOVOUIKA OTOolEin, Kol TO GLGTHUOTO
TANPOPOPIOV amd TNV avapudole mpocPacr. Avty m mwolrtiky Kabopilel ToLG
ATOPOITNTOVG KAVOVEG VO ETLTHYOLV ATV TNV TPOCSTAGIM, Kot Vo EEAGPAAICOVV Lo
acQOAn Kot aloOmoTn AEITovpyiol TOV GLUGTNUATOV TANPOPOPIOY AVTH 1) TOMTIKN
oYVEL Y10, OAOVS TOVG VTOAOYIOTEG KOl TO. GUGTHUATO, EMIKOVOVIAV, TOV OVIIKOVV 1)
OV YPNGIULOTOOVVTOL, OO £vav Kol opyoavicpo 1M tuniuato tov. Opoimg, avtn 1
TOMTIKY] 1oYVEL Yoo OAEC TIG TAUTPOPUEG, TO AELTOVPYIKA CLOTHUOTO, KOl TIG

EQOPUOYEC.
Eupféicia

Avt 1 ToMTIKN emenyel TNV AVAYKT Y10 TO AOYIGHIKO €AEYYOV TpOSPaong va givorl
£va avOmOGTOCTO TUNHO TOV SLOIKNTIKOL TPOYPEUUOTOS CUGTHUATOV TANPOPOPIDV
evog opyaviopoV. H moArtikn etvar vor uropovv ot EAeyyol LETPLACUOD VO ETTPETOVY
™V €£0VC1000TNUEVT TPOGPRAGCT), JATNPAOVTOS £V, EMOPKEG EMIMESO OCPAAELNS OTNV
TPOGTOGIO TOV EVIUEPOTIKMOV 0£O0UEVMV. 10 TOV GKOTO aLTHG TNG TOALTIKY, ALTOL Ol
TOmot eEAEYyv Ba avapepBodv wg "Adoelg eAéyyov TpodcPacng cuoTnUdToY."

Aveerg eEAgyyov mpocfaocns cvoTnudT@y

Holtikn

[IpécPaom ota otoreia mAnpopopidv Ba yopnynbovv ot dapopetikd emimeda,
Baciopéva oToug emyelpnolokovg kavoveg mov Beomilovion and Tov kKdToyo ekeltvaov
TOV TANPOQOPLOV, Yoo €vav €EoVclodoTnUEVI ¥PNOTN 1N ML OVIOTNTO Yo Vo
onuovpyel, dPalel, avampocapuocetl, vo dwypdyel 1 va dwPipdoet ekelveg Tig
ninpoeopiec. Ot ypnoteg Ba €xovv mapeyoduevn mpoécPacn Paciopévn oty Evvola
"least privilege". H npocPaon o pvOuctel kot Oa eleyybel pécw twv dokpiTikdv
eEAEYYOV TTPOGPROONS, TPOGIOPIGHOD KOl TIGTOMOINGONG TOVTOTNTOS, KOl TOV LYVOV
eLEYYOV.

Xpnon tov otoyeiov mAnpogopidv Bo mEPoptoTOvY Kol B emTpomodv HoOvo
avdAoyo e TIG OVAYKES Yo VO VITOGTNPIEOLV TIG EE0VCIO00TNUEVEG EMYELPTOIOKES
dpaoctnpromres. Ot emyelpnoilokol Kavoveg Tov 16YX00LV OVCIICTIKA OO KOWOU UE
éleyyovg TpocPaong Paciopévoug otovg ypnoteg Ba avabewmpnBovv yio TV emapkn
TPOGPOoN KoL TV TPOCTAGIH EMITEIMV ACPAAELNS, KOl UTOPOVV VO YPNCUYLEVCOVV MG
10 BgéA10 Yo TNV KaOEPWOOT TS GUUUOPPOONG LLE AVTAV TNV TOALTIKY).

12 http://www.tess-1lc.com/Identification%20&%20Authentication%20Policy V4.pdf
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Onowadnmote TpoomdOelo va Topakau@Oovy ot UNyYoviGHol AcQAAELNS TANPOPOPIDV
YL VO OTOKTGOVY TTPAGPacn N Yo vo EKUETAAAEVTOVV OTOIEGONTOTE YVMOOTEG 1)
dyvooteg evmdbeieg Ba BOempnBohv g yeyovdg acpiarelng, Kol B avTIHETOTIOTOOV
COUPOVA IE TO KOOIEPOUEVO YEYOVOS eKBETOVTOGC TIC 00N YiES 1Y/ KO TIG KATAAANAES e
10 avOpOTIVO duvapkd ToMTIKEG Kot dtadtkaciec. Oleg or mAnpogopieg Bempodvtan
TMEPLOVOIOKAE OTOLYEIDL KOl TPOGTOTEVOVTOL, HE OAEC TIC MOPPEG, OO €KOLGLO N
oKOTUN  OoAAG  avapuodlog, KOWOmoinNomn  (EUMOTELTIKOTNTA), TPOTOMOiNon M1
KATOoTPOPT (aKepAIOTNTA), I OVIKAVOTNTO Vo LTOPANO0VVY o€ emelepyacia ekeiveg ot
TAnpoeopieg (StaubecuodTnTA).

* [leprocodTepa 6TO:
http://www.tess-llc.com/Identification%20& %20 Authentication%20Policy V4.pdf
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5.12 Network Security Policy"**

2Komoc

INo va e€acpalriost TV TpocTacio TOV TANPOPOPLOY 6T SIKTVA Kol TNV TPOGTACI
TV vrodoumv vrootpitng. H acpoing olayeipion tov diKtvwv, mov Umopel va
extadel Ta opyavoTIKE Oplol TOV OPYOVIGHOV, OTOLTEL TNV TPOGEKTIKY EKTIUNGT OTN
pon  TANPOPOPLDV, TIC VOUIKES EMIATOOEL,, TOV EAEYYXO, KOU TNV TPOCTAGCIO.
[Ip6cBetor éheyyor pumopodv emiong va amoutnBovv Yo vo. TPOGTATEVCOLV TIG
evaicOnteg mAnpopopieg mov Tepvolv pésa amd to dNUdcLa dikToa.

'Eieyyot otktowv

Ta diktva mpéner va drayepilovror kot vo AEYYOVIOL ETOPKMG, TPOKEWEVOL VL
TpooTaTeELOOVY amd TIG OMENEC, KOl Yoo VO OWTNPNOOLYV TNV OGPAAEWL TOV
CLOTNUATOV KOl  TOV  €PUPUOYDV 7OV  ¥PNOWomoovy 10 OikTvo,
CLUTEPTAAUPOVOLEVAOV TOV TANPOPOPLAOV KATH T LETAPOPA.

Oonyog Yiormoinong

Ot Oy EPIOTEG TOV OIKTVMV TPETEL VO EQAPUOGOLY EAEYXOVS Y10 VO EE0CPAAIGOVY
TNV OGQAAELD TOV TANPOPOPIOV GTO. dIKTLA, KOl TNV TPOGTAGIN TV GLVIEIEUEVMOV
vanpectdV and un e€ovorodotnuévn mpocPacn. Ewdwotepa, ta akdAovba ctorysia
TPENEL VoL ANGOOLY VITOYN:

H Astrtovpywkn €vBivn i T diktvo mpénel va yoprotel and T Asttovpyieg TV
VTOAOYIGT®V OOV OTOLTEITOL.

Ot gvBhveg Kot o1 O1dIKAGIEG Yo TN dlayElpIon TOL ATOUOKPVOUEVOL €EO0TMGOV,
CUUTEPIAOUPAVOUEVOD  TOV  €EOMAIGHOV  OTIC  TEPLOYEG  XPNOTAOV, TPEMEL VO
Kabiepmbovv.

Ot edwol €heyyor mpémer va  KobiepwBobv Yo va  TPOGTOTELGOLV TNV
EUMIOTEVLTIKOTNTO KO TNV OKEPOLOTNTA TOV OEOOUEVOV TOV TTEPVOLV UEGH OO TO
onuoécl diktva N amd TO AcVPUATO OIKTVLO, KOl YO VO TPOCTUTEVCOLV T
oLVOEdEUEVEG cLOTNHOTA Ko TS €papuroyés. Edwkol éleyyor pumopovv emiong va
YPEWGTOVY YloL VO JTNPNoOLY TN OfecIdTTe TOV VINPECIOV KOl TOV
VTOAOYIGTMV OIKTU®V TOV GUVOEOVTOL.

H xoatdAAnin xotoydpnorn otoyeiov Kot EAeYY0g TPEMEL VO EQAPLOGTOVV Yo Vo,
EMTPEYOVV TNV KOTOYPAPT) TOV CYETIKDOV EVEPYELDV AGPAAELNGS.

Ot Jdpaoctnpuoteg Olayeiplong MPEMEL VAL GLVIOVIGTOUV TOAD KOl Yol Vol
BeATIOTOTOCOVY TNV LANPEGIOL GTOV OPYOVIGUO KOl Yo Vo, €E0CQAAIGOVV OTL Ot
éleyyor epoapuoloviol pe ovvémeln mAve o€ OAn TNV vmodoun emefepyociog
TANPOPOPLADV.

B Am6 10 éyypogo tov ISO 27002
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Aldeg Tinpopopiss

[Ipdcbeteg mAnpoopieg yia v ac@dieia SiktHmv propovv va Bpebovv oto ISO/TEC
18028, Information technology — Security techniques — IT network security.

Acpdicra Yranypeoiwv Aiktiov

Eieyyog

Ta yapoaktnplotikd yvopiopoto ac@Irelns, To EXITEON VINPECLOV, Kol Ol OIOIKNTIKESG
amoTHoElS OAMV TOV VANPECIOV OIKTVOV TPEMEL VAL TPOGOIOPICTOLV KOl VOl
TEPUMNEOOHV GE OTOLOONTOTE GLUPMOVIOL VINPESIOV JIKTO®V, EAV AVTEG O1 VIINPECIEG
TAPEXOVTAL GTO ECAOTEPIKO 1| EEWTEPIKO TEPIPAAAOV.

0dnyoc Ylormoinenc

H dvvatéomta tov @opéo mopoyng VANPESIOV SIKTVOV VO OloyEPLoTEl  TIg
ovpupmvnBeioeg vanpecieg pe €vav ac@ain tpdémo mpEmel vo koboplotel Kol va
ereyyOel TaKTIKA, KOl TO SIKOI®UO VoL EAEYYEL TPETEL VAL OVALYVOPLOTEL.

Ov pvBuicelg aocedielog mod omapoitnTeg Yo TS WO0UTEPEG VANPECIES, OTMG TO
YOPOUKTNPIOTIKG YVOPIGHOTO GCQAAELNG, TO EMIMEON VLINPECIDOV, KOl Ol SLOTKNTIKEG
ATOTAOELS, TPEMEL Vo TPocsdloplotovv. H opydvmon mpémel va eEacpaiicel 6Tt ot
(POPELG TOPOYNG VINPESIOV OIKTVWOV EPAPUOLOVY OVTA T LETPOL.

Aliec IAnpopopisc

O vmmpeoieg dwtvov Tepthapfdvovy ) mapoyr| cvvoécemv, V.P.N, kot tov diktdmv
peyaing a&lag kot  Adcewv dlayeipiong acedielng diktvwv onmg firewall kot ta
ocvotnuota aviyvevong €6PoANG. AVTéC ol VINPesiec Umopovy va, KupoavOodv omd
anmAd ebpog Lmdvng otig cuvbeteg TpooTBepévng a&iog TPOGPOPES.

Ta yopakTploTIKd YVOPIGHOTO ACOAAELNS TOV VINPEGIOV SIKTO®V B propovoay va
gtvo:

a) Teyvohloyia mov e@apprdleTal Yo TNV 0CQAAELD TOV VINPECIOV SIKTV®V, OTTMG
N MGTONOINGN TAVTOTNTAG, KPLTLTOYPAPNON, KOl TOVG EAEYYOLS GUVOECSNG
dKTVOVL.

b) Teyvikol mopApeETPOl TOV OATALTOVVIOL YO TNV OGQPOAN] GUVOESN WE TIC
VANPEGIEC OIKTVWV COUPOVO HE TOVG KOVOVEG GUVOECNG OCQAAELNG KOl
SKTOOV.

c) Awdkocies ylo tn ¥pron VANPESIOV SIKTVMOV YL VO TEPLOPICEL TNV TPOGPaon
OTIG VINPEGIES N TIG EPAPUOYES OIKTO®V, OOV £lvar amapaitnTo.

91



5.13 Password Protection Policy'**

2Komoc

O okomdg VTG TG TOMTIKNG €lval va edpatdoel Eva TPOTLTTO Yo TNV dnovpYyia
WoYVPOV passwords, TNV TPOSTAGIO AVTOV TWV passwords Kot TNV GuYVOTNTA AALXYNG
TOVG,.

Ilgoio Epapuoyns

Avt n moMtkn Ppiokel epappoyn o€ OA0 T0 TPOSONTIKO 7OV givar vrevBvvo Yo
KATOWOV AOYOPLIGUO OGE OMOLOONTOTE GUGTNUO TO Omoio VWAPYEL o€ Kdmowo
EYKOTAGTOON TOV OPYOVIGHOV, Kot €yel mpdoPacn oto diktvo, N omobnkedel un
dNuoc1o TANpoPopio TOL 0pYAVIGUOD.

Holitikny
Tevika

¢ Ola ta passwords Twv cuatnudtev 0o Tpénet vo aALAlovy 6g TakTIKn Pao.

¢ Ola ta passwords Tov ypnotav o mpémet vo aAlalovv TovAdyioToV KabE £EN
HNVES.

e Ot Aoyoplacpol Tev ypnot®v mov &xovv e£ovctodotnBel e mpovouo ot
CLOTNMOTA  UECH OUOOIKMV CULVOPOU®MY 1 TPOYPOUUAT®OV TPEMEL VA
YPNOLOTOLOVV £Va LOVAOTKO password Yyl TOV GLUYKEKPLULEVO AOYOPLAGUO.

e To passwords dgv TPEMEL VO EIGEPYOVTOL LEGO GE MAEKTPOVIKA UNvOLOTO 1)
AL LEGO NMAEKTPOVIKTG ETIKOIVOVING.

e Ola ta passwords mov ypnoyomolovvIon gite amd Tovg ¥pPNoTeS gite amd To
ocvotnpo Bo TPEMEL VO GLUUUOPEAOVOVTAL OTIS 00TYieC TOL TEPLYPAPOVTOL
TOPOKATO.

Qonyieg

A. Odnyiec yio TV Kotaokevn passwords

Ta passwords ypnoipomotodvtorl yio mokiAovg okomovs otov opyavicpd. Kdamoteg
amd TG MO KOWEG YPNOELS TEPLOUPAvVOLV: TOVS AOYOPLOGHOVS YPNOTMOV, TOVG
Aoyoaplaopos  Tov  AldIKTOOV,  AOYOPLOICHOVS  MAEKTPOVIKOD  TaLOPOUEIOV,
TPooTOGio TOL screen saver, voicemail password, kot Tomucég router logins. Epdcov
mOAD  Alya  ovotiuote  vrootnpifovv  To  duvapikd passwords to  omoio
YPNOLOTOLOVVTOL HOVO i popd, kabévag o mpémel va ivar EViILEPOG Y10 TO TOG VL
emAEEEL 1IoYVPA passwords.

Ta ptoyd, advvapa passwords Exovv ta akoAovHa YopoKTNPIoTIKA:
e To password mepi€yel AyoteEPOVG Omd OEKATEVTE YOPUKTNPES.
e To password givar pio AéEN Tov vVtapyel o€ Ae&Ko.

' http://www.sans.org/resources/policies/Password_Policy.pdf
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e To password givar pio AEEN KOWVNG ¥pNoNS OTMG:

Ovopa owoyévelag, kKotokioiwv Lomv, pilmv, GLVUOEAP®V,
YOPOUKTNPOV QOVTUGIOG KTA.

Opovg ko ovOLOTH VTTOAOYICTMV, EVTOA®YV, Sites, EToPLOV,
AOYIOUIKOV.

To dvopa Tov opyavicron

IevéBha kot GAAN TPOSOTIKY TANPOPOpPia, OTMG d1ELOVVGELG N
Aepmvikol apOpot.

AéEeic 1 apBpol dnwg aaabbb, qwerty, zyxwvuts, 123321 kTA.
AéEgic oTic omoieg mponyeitan 1 akoAovOel Evag axképanog (my.
Secretl, 1secret).

OO0O0O0O0O00O0O0O0

Ta woyvpd passwords £xovv ta akdA0VOO YOPAKTNPIOTIKA:
o Tlepiéyovv keparaiovg Kol PIKPOLS XOUPAKTIPES
[Tepiéxovv apBuove, ypbupata kot cOpPora
"Exouv uMxog TouAaylotov 0eKamEVTE OAPOPIOUNTIKOV XOpOKT POV
Agv vpiotavior oG AEEEIC GE OTOLOONTOTE YADOGTO
Agv Bacilovtal 6€ TPOCOTIKES TANPOPOPIES, OVOLOTA KTA.
Ta passwords dev O mpémel moté va ypdopovtal 1 va amodnkevovtal
on-line

B. [Ip6étuna wpooctacioc passwords

Na punv ypnoonoteite to 010 password yio AOYOPLOGLOVS TOV OPYOVIGHOD OTTMG Y10
npdGPaon ekT0¢ oL opyovicpov. Omov elval dvvatd, punv ypnoyonoleite 1o 010
password yia dtapopeTikéc avdykeg TpdsPfacng Tov opyavicpov. Mnv popdleote o
passwords tov opyaviopod pe kovévay, cvumepthapfoavopévov Kot twv Bondov
dwyeipong N ypappoatéov. Ola ta passwords Oo mpémer va Swayepilovror o¢
evaicOnTn, EUTIGTELTIKY] TANPOPOPIN TTOL AVIKEL GTOV OPYOVIGUO.

[Mapakdto akorovbel pio Alota amd Tpdypato Tov TPENEL Vo omoPevLyHovv:

Mnv amokoAvnteTe TO password HEGH TNAEQPOVOV GE KOVEVOY

Mnyv amokoAvmteTe TO password 6€ £vo NAEKTPOVIKO [ VUL

Mnyv amokoAvnteTe TO password 6To APEVTIKO

Mnyv widdte yio to password unpootd e GAAOVG

Mnyv vodeikvheTe TNV Hopen Tov password

Mnyv amokoAvmteTe T0 password 6€ EpOTNUOTOAIYIO 1] GE POPUESG ACPOAEING
Mnv popdleote to password pe LEAN TNG OIKOYEVELNG GOG

Mnyv amokoAvmrteTe To password 6€ GUVAGEAPOVG KOTA TNV S1ApKELDL SIOKOTTDV

Edv xdmolog amattel to password, vo Tov VTOdEIEETE TO GUYKEKPIUEVO EYYPAPO N VoL
Tov 7eite vo koAéoel to Tpqua Acodiewog TTAnpopopidv tov opyovicpov. Mnv
ypnowonoteite v emAoyn “Remember Password” twv epoappoyodv. Eva évag
Aoyaplaopog 1 éva password vronteveote 0Tl £xel mapaPlactel | anmokaAveOel, Oa
TPENEL VoL avapéPeTe avtd To meplotatikd otnv InfoSec kot va aArhdEete Ola ta
passwords.
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C. Passphrases

Ot Passphrases ypnoiuomolodvIol YeEVIKA ylo TNV MOTOTOINGN Tov OMUdGLov/
W01OTIKOL  KAEW10V. 'Eva ohotua dnuoctov /1d1otikod kAewov kabopiler v
pofnpatiky oxéon peta&d tov dnpdcto kKAEWL mov eivar yvwotd ce OAOVG, Kol TO
W01OTIKO KAEWD1, TO omoio eivan Yvmoto povo og Evav ypnotr. Xmpig tnv Passphrases
v va EEKAEIOMGEL TO 11OTIKO KAEWT, 0 ¥pOTNG eV UmOPEl va amoKTNoEL TpdsPaoT).
Ot Passphrases 0ev ypnowomolovvion pe tov idto tpoémo Onwg to passwords. Mia
Passphrase givon pio ektevéotepn ékdoom evog password, ko Kot’ enéKtaot ival mo
ac@aAnc. Mia Passphrase tuomikd amotedeiton and morlhanAiés AéEers. E€attiag avtov,
pio Passphrase eivot mo acpoaing evavtia otig “dictionary attacks”.

Mia kaAr Passphrase eivor oyetikd pokpid kot mepiéyet £€va cuvovaoud Ke@oioimv
KOl HIKP®V  YPOUUATOV Kol oplOuntikedv kot cvpfolkov  yopokmmpov. Eva
napadetypa piog kaAng Passphrase givot to e&ng:

"The*?#>*@TrafficOnThe101 Was*&#!#ThisMorning"

OMot o1 mapamdve Kavoveg mov epappdlovtal ota passwords epappoloviot Kot yio
Ti¢ passphrazes.

Empoin

Av Bpebel vrdAAniog mov €xel mapoaPlricEl OVTHV TNV TOMTIKY], LTOKELTAL GE
neBapyIkn TPAEN UEYPL KOl OE TEPUATICUO TG cVUPaoNG Epyaciag.
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5.14 Personnel Security Policy'**

e [lpw tnv mTpdécinun

2Komog

Na dac@alicel 6Tt o1 gpyaldpevor Kot ot supPactodyotl Ho KATavoGoLY TIG EVBVVEG
Tovg, Kot givor Ba KaTGAANAOL Yyl TOVG POAOVG Yl TOLG omoiovg mpoopilovrat.
[MopdAnia PéPaia Ba mpémer vo edeyyBel n akepAOTNTA TOVG OC ATOUN DOTE VAL
OTOKAEIOTEL M TEPIMTOON ANOTEING, OMATNG 1 KAKNG YPNONG TOV EYKATACTAGEMV.
Olot ov vmoynerot e gpyacio Bo mpémer vo e€etdlovion emapkmg, €OKd Yo
evaiocOntec dovieés. Ot gpyalopevol kol ot cvupfactovyot ot oroiot Ba epydlovton
ot gykatootTdoels enefepyaciog mAnpogopidv Bo mpémel va vmoyplyovv cov
CLUP®VIL TOLG POAOVG OCPAAEING KOl TIC APUOSIOTNTES TOVG.

Polot kar evOvveg

Ot porot acpadeiog kot o1 evBuveg TV epyalopévav Ba tpénetl va kabopilovtal o
GUGYETIGUO pE TNV TOMTIKY| ac@aleiog Tov akorovbel o opyaviouds. Oa mpénet va
neploppévovy tao eENG:
e Na gpapuolovtal Kot vo OpovV € OPUOVIL HE TIC TOATIKES ACPUAEING TOV
OpPYOVIGLOV.
e No mpootatebovv ta oyabd omd pn — eEovcrodotnuévn mpdoPaon,
ONUOC10TTOIN G, TPOTOTOIN G, KATOGTPOPN 1| TapEupaoct.
e No ekteAoVV £101KEG d1dIKAGTIES 1] OPACTNPLOTNTES AGPOAELOG
e Na dac@aricovv v gvBHVN oL €xel avatedel GTOVG WOIDTES Yo TS dPACELS
TOV EKTEAOVVTOL.
e No avagépovy To TEPLOTATIKA 0cPAAEiaG 1| To TOAVAE TEPIGTATIKA 1) GAAOVLG
KIVOUVOLG aGPAAEING Y10l TOV OPYOVIGUO.

Ot polot acoareiog kot ot apuoddtnteg o mpémer va kobopilovror kot va
devkpwviCovror kaBapd o©TOVG VROYNEOVS gpyociog Kotd TNV OdpKEl NG
drdkaciog e TpOSANYNG.

‘Eieyyos

Eivar amapaimto va die&dyovrar €éheyyol oto mopeAbov tov vmoyneiov yo v
TPOGANYT, GE GULGYETICUO HE TOVS GYETIKOVS VOUOLG KOl TOLG KOVOVIGHOVG TOV
opyaviopov. Ot éleyyor emPefainong o mpémet va Aapfdvovv vedyn OAn v
OYETIKN €PYOCLOKN VopoBesia, TV mPooTasio. TOV TPOCOMIKMOV 0E00UEVEOV Kot Oa
npEneL, OOV EMTPENETAL, VL TEPAAUPAVEL TaL akOAoLOaL:

* AloBeoOTNTO GLGTACE®MY OO TPOTNYOVUEVOLG EPYOIHTEG TOV LITOYNPIOV.

* 'Evag éheyyog (Yo ohokAnpwon kot axpifela) tov Ploypapikod GNUEWDUATOS TOV
vroyneiov.

* EmBefainon tov ioyuptlopevoy aKodNUATKOV 1| ETOYYEALATIKOV TPOCOVIMV.
*Ave&aptnTog éleyyog TantdtTTag (dtefatiplo | TapOUOLo £YYPOPO)

* [Ieprocotepo Aemtopepeic ELeYYO0l, OTWG EAEYYOL TICTOTIKMV KOAPTAOV 1 EAEYYOL

15 A6 10 &yypago ISO 27002
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TOLVIKOU UNTPADOV.

Mio emmAéov Owadikacio eAéyyov Oo mpémel va TPAYUOTOTOLEITOL YO TOLG
ocvppactovyovs. Otav mapéyovral cupPfactodyol HEC® €VOG TPAKTOPEIOL, TOTE TO
ovuPorato pe to mpaktopeio Ba mpémer va kabopiler kabBopd TiIc gvBHVEG TOL
TPOKTOPEIOL Yo EAEYYOVG KO TG OlOOIKOGIEG E€100MOMGE®V TOV YpeldleTor va
aKOAOVONGOVVY €AV 0 EAEYYOG OV €xEl OAOKANPWOEL | Tl amoteAéopata divouy Evav
Adyo yuo apiBoAio.

H minpogopia yia 6lovg tovg vmoyneiovg mov mpoopilovtal yo 115 0EcE1S TOV
opyoVIGLOV, Ba Tpémel vo GuAAEYETAL KOt VoL dtayelpiletal o€ GUOYETIGUO e TNV
KatdAANAN vopobeaia.

Opoi kou ovvOnkeg epyaciog

Yav €va PEPOG TS GLUPOANOYPAUPIKNG TOVG LIOYPEWSNGS, Ol epyalouevol Ba mpémel
VO GUUPOVIICOVV KOl VO DITOYPAWYOLV TOVG OPOVG KOl TIC GLVONKEG TOV EPYOGLOKOV
T0VG GLUPOAAIOV, 6TO 0010 Ba TPETEL VAL AVAPEPOLV TIG OPLOSOTNTEG TOVG AAAG KOl
aLTEG TOV Bl TPETEL VAL TNPNGEL O OPYAVIGHOG Y10l TV AGPAAELD TOV TAT|POPOPLDV.

Ot 6pot kot o1 cuVONKeG epyaciog Oa TPETEL Vo AVTAVAKAODV TNV TOAITIKY AGQOAEiog
T0V opyaviopov kot mpdcobeta va devkpwvifovv kot va dnidvovv 6tt GAOL Ot
epyalopevor 11 ovpPactodyor mov Tovg Exel 000el mpoOcPacrm oe  evaicOntn
mnpoeopia o mpémel vo vIOypAyovy cupP®VIN AKpag EUTIGTOCHVNG N UN)-
onuooctomoinong mpwv  dobel  mpoécPacn  oTg  eykatoaotdoel  emeepyosiog
TANPOPOPLADV.

e Ot approdoTTEG Kol TO SIKOMUOTO TOV EPYULOUEVOV KoL TV GUUBAGIOVY®V

o Ot appoddtreg yoo v Tavopnon g mAnpopopiog kot  dayeipion tov
EMYEPNOKOV ayad®dV Tov oyetilovtal Le TANPOPOPIIKA GUGTILLOTO.

o Ot appodotnteg oV gpyalopévov 1 Tov cupPactodyov yuo TNV dlayeipion
mAnpoeopiag mov Aapupdverot omd AALES eTanpiec N E®TEPIKOVS TAPAYOVTEC.

e Ot 0ppoddTTEC TOL OPYOVIGHOD Yo, TNV OOXEIPION TOV TPOCOTIKMOV
TANPOQOPLOV, TEPAaUPdvovtag mAnpogopio. mov Onpovpyeitol Kotd TV
dlapKELN EPYOCIAG OTOV OPYOVIGUO

e Ot apuodtoTTEG OV EMEKTEIVOVTAL TEPQ MO TO GLUPOANLO TOVL EPYALOUEVOL
LE TOV 0pYavIoHO Kot £ a0 TIC KAVOVIKEG DPES EPYOCLOG

o [loweg dpdoeig mpémet vo AneBovV vtoy”n av o epyaldpuevog 1 0 cLUPAGIOVYOG
TOPAPAEYEL TIC OTATNGELS AGPAAEING TOL OPYOVIGLOD.

O opyavioudg mpémer va dtloc@aricel 0Tt ot gpyalopevol kot ot cuppactodyot Oa
CUUPMOVIICOVY UE TOLG OPOVG KOl TIS GLVONKEG TOL aPOPOVV TNV AcPAAELN
TANPOPOPIOV Kol TNV éktacn ¢ mpdcsPfacng mov Ba €xovv ota ayabd Tov
OPYOVIGHLOV OV GYETILOVTOL LE TO TANPOPOPLOKE GLOTHOT KOt TIG VANPETies. Omov
elval KaTAAANAO, Ol OPUOSIOTNTEG TOL TEPLEXOVTOL HEGO GTOLG OPOVG KOl TIG
ouvOnkeg epyaciog Ba mpémel vo. cuvEXIGTOLV Yo piat KoBopiopévn mepiodo petd to
TéNOG NG Epyaciog
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» Kotd tn d1apKeLla TS pY0ciog

2Komog

IMa vo dwocepaiotel 01t o1 gpyaldpevol 1 ot cupfactovyol eivar eviuepol TV
ATEIALDV TNG ACPAAELNG TANPOPOPIDV, TOV APUOSIOTHTMV TOVS Kol eivat eEomAMpévol
KOATAAANAQ OCTE VO VTTOGTNPIEOVY TNV TOAITIKY] OCQOAEING TOV OPYOVIGLOV KOTE TN
JLIpKELL TNG €PYACIAG TOVG, TPOKEWEVOD Vo pelwbel o kivduvog Tov avBpdmivov
AGBovg. Ot appoddotnreg g owoiknong Oo mpémer vo Kabopiotohv MOTE Vo
SoPoAMGoVY OTL | AoEAAELN EQOPUOLETAL HEG® TOV TNG £PYACING TOL KAOE 101D
otov opyaviouo. 'Eva emapiéc eninedo avayvopione, LOpemong Kol EKTOIOEVONE OTIG
Jdwdkacieg ao@oAeiog Kol 1 GMOTH YPNON TOV EYKATACTACE®V enefepyociog
TANPOQOPIOV Ba TPEMEL Vo TapEYETAL 0E OAOVG TOVG EPYALOUEVOVS TPOKELUEVOD VOl
EAAYLOTOTOMGEL TOVG TOAVOVG KIvOHVOLS 0GPOAELNG.

O1 apuoorotTntes tys oroiknons

H dwoiknon Ba énpene va amortel ol epyaldpevor va epappolovy Ty ac@aAEln G
CUGYETICUO UE TIC EOPOMUEVES TOMTIKESG KO TIC O1001KAGIEG TOV 0pYyavicpuov. Ot
epyalopevol Ba mpénel va dacaliotel Ot

e FEivalr xatdAAnio xotoptTiopévol oTovg POAOVLS TOLG YL TNV OCQAAELL
TANPOPOPLOV Kol TIG OPUOIOTNTEG TOVG TPV e£ovaiodotnBovv pe npdsfoon
OTIG €VOIGONTEG TANPOPOPIES 1] GTO TAPOPOPLOKA GUGTHLLALTOL

o Tovug mapéyovionr odnyieg yoo va kaBopicovv Tig TPocdokieg acPaieiog Tov
POAOV TOVG HECO, GTOV OPYOVIGUO.

e Tov divetarl kivnTpo Yo Vo TPOYLOTOTOWGOLVV TIC TOMTIKES ACPUAEINS TOVL
OPYOVIGLOV.

e Emtuyydvovv éva emimedo avayvopiong T AoPAAELNG TOV Elval OYETIKN UE
TOVG POLOVG TOVS KOl TIG APLOJIOTNTES TOVG LEGO GTOV OPYAVIGUO.

e Juppopeadvovtol tovg Opovg Kol TG oLVONKEG epyaciog, TIC omoieg
TePLOUPAVEL 1| TOMTIKY] OCGQOAEING TOL OPYOVIGHOU KOl TIG KOTAAANAEG
pebddovg epyaciog.

o Xuveyilouv va £xouv TIG KATAAANAESG IKOVOTNTES KL TPOGOVTOL.

Avayvapion, Hopewen Kol EKTAIOEVCH Y10, TV OGPIAELD TANPOPOPLOV

O)ot ot epyalopevot Tov opyaviool Ba mpémet va Aopfdavovy katdAAnin eknaidevon
avVayvVOPIoNG Kol TOKTIKEG avoPobuicels ot moMTIKEG Kot TS Ol001KAGIES TOL
opyavIcHOV oL givol oyeTikég pe v gpyacio tove. H exkmaidevon OBa mpémer va
Eexwvnoel pe pla emionun €00yOYIKY O0KAGIH (OCTE VO YVOCTOTOWCEL TIG
TOMTIKEG AGPUAEING KOl TIG TPOGOOKIEG TOL OPYOVIGUOD, TPV TNV TPOGROCT OTIS
TAnpoopieg N ot vanpeciec. Metémerta, 1 cvuveyng exmaidevon Ba mpémer va
TEPIAAUPAVEL TIG ATOITCES ACPOAELNS, VOUIKES OPLLOSIOTNTES KOl EMLYEIPNLOTIKOVS
eAEYYOVG, KOOMG €mioNg EKMOUOELON OTNV KOAN YPNON TOV EYKOTACTACEMV
eneepyaciog mAnpoeopidv. Eivar avtovonto O0tL 1 avayvdpion g acQAAEnS, M
HOPQ®GT, Kot 01 dpacTnplotTeg ekmaidogvong Ba mpénel va givor oxeTikég 6to0 pOAO
TOV TPOGMTIKOV, TIG OPHOIOTNTES TOV KOl TOL TPOGOVTA TOV.
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He10apyixn oradikacio

Oa mpénel va vrdpyel pio emionun welBopyikn| dadikacio yio Tovg epyalopévoug ot
omoiot €yovv Sampder pio mopaficcn ToV Kavovev aceareiog. Oa mpémer va
eEaopaiilel v cwot) Kot dikain petayeipion tov epyalopévev Tov eivarl Hromtol
Y. TV mpaypoatomoinon g mapoPiaons. H emionun meBopykn Swdwocio Ho
TPEMEL VO TOPEYEL Piot KAILOKOVUEVT] aVTOTOKPIOT TOV AGUPAVEL LTOYT TOPAYOVTEG
Omwg M evomn Kot N PapdnTa ™S TaPdPacng Kol ToV aVTIKTUTO TG TNV ENXElpn o,
eqv givor n Tpd T TapAPocn, edv o epyaloOUEVog gixe ekmTandeLTEl KATAAANAM, TNV
oXETIKY] vopobesia, To EMYEPNUATIKA GLUPOANLIO KOl TOVS GAAOVS OTALTOVUEVOVS
ToPAyovteg. Xe coPapég TEPMTMOOELS KOKNG Olayeiptong, N dwdikacio Bo mpémel va
EMUTPENEL TNV QUECT] QPAIPEST] TOV KOONKOVTIOV, TOV IKAUOUATOV TPOGRAoNS Kot
Tov mpovopiov. Eniong, n meBapyun owadikacio umopel eniong vo ypnotpomroleitot
®¢ €vo amoBoppuviikd MoTE Vo gUmodicel Tovg epyalopevovg va mopafralovy Tig
TOMTIKEG AGPUAELNG TOL OPYAVICUOD Kol TIG O1OIKAGIES TOV.

» Tepuatioudc N aAloyn epyocioc

2Komog

Noa dwocearicer 01t ot gpyaldpevol kot ot ovuPactovyol OmoY®POvV omd TOV
opyaviopd 1 aAralovv epyacia pe Evav cwotd Tpdmo. Ot appodiotnteg Ba mpénet va
elvar oe 0éon va eacpoarilovv OTL 1 omoympnon Tov gpyalopévov M TOL
ocuppaciovyov omd tov opyavicpd dlayelpileTol 6mMOTA, Kol OTL OAOKANPOVETOL 1|
EMOTPOPT OGAOL TOV EEOTAMGLOV KOt 1] APaipeEST) OAMV TOV SIKOU®UATOV TPOSPacNG.

Apuoo10TNTES TEPUATIONOD

Ot approdOTNTEG Y10 TNV EQAPUOYT TEPUATICHOV N aAAayng epyacioc o mpémel va
gtvon TNpwg kabopopéves. O teppotiopog tov kadnkoviov Oo mpémer va
TEPILOUPAVEL TIG OTOLTOELS OGPOAEING, TIG VOLKES APLOOIOTNTES Kot OTL 01 OPOL Kol
ot ocuvOnkeg epyaciog cvveyilouv yuo pio kabopiopévn mepiodo PETA TO TEAOG TNG
gpyaciag evog epyalopévov. To Ot o1 appodOTNTES Kot TO KAOKOVTA TOPAUEVOVY GE
WYL petd tov TEPHOTIONO NG epyociog Bo mpémel va mepiéyeton €€ apyng ota
ovpPorata tov gpyalopévov. To tuqua tov avBpomvov dvvaptkov givar Kupimg
VevBLVO Yo TNV YeVIKT dadkocio TepLaTIcHoD epyaciag kot dovievel pali pue v
emPAémovTa pavatlep TOV ATOLOL TOL ATOYWPEL YO VO KATAPEPEL TNV THPNOT TOV
OTOTGE®MV  OGQUAEING TOV GYETIKAOV OlOOIKOCI®DV. XTIV  TEPIMTMOON  €VOG
ovpPactovyov, N ddIKAGIo TEPUATICHOD Hopel va TNV avoAGPEL To TpakTopeio Tov
etvar vevbuvo vy tov ovpPaciovyo. Emiong, pmopel va elvar amapaitmro va
evnuepmBodv ot gpyaldpevol, ot TeAdTES, 1 Ol GLUPAGLOVYOL YO TIS OAANYEG GTO
TPOCHOTIKO KOl TOLG AEITOVPYIKOVS KAVOVIGHLOVG,.

Emotpoon tov ayaloy

Olot o1 epyalopevol Ba mpénel va emoTpéyouvy OAd Ta. ayafd Tov opyaviIGHOD TOL
€YOVV GTNV KOTOYN TOLG OO TNV OTIYUN 7oL TEPUATICETOL 1 €PYOciot TOVG, TO

98



cupuporaio N cvppwvia toug. H dadikacia teppoticpod Oa tpémel va oynuatifeTo
£T01 OOTE VO TEPIKAEIEL TNV EMIOTPOPN, TOL AOYIGUIKOV, EYYPAQ®OV, KOl TOV
eComMopol. AAAOL EMYEPNUATIKA oyoBd OTOC KvNTEG VTOAOYIOTIKEG GUOKEVEC,
TMOTOTIKEG KAPTES, KAPTEG TPOSPaonS, AOYIGHIKO, eyyepidle Kot amodnkevuévn
TANPoeopia o€ NAEKTPOVIKA pEGH B TPEMEL EMIONG VAL EMGTPOUPOVV. LE TEPUTTMGELS
omov évog epyalopevog ayopdlel Tov EOMTAICUO TOV OPYOVIGHOV 1 (PN OCLUOTOLEL TOV
KO TOL TPOCHOTIKO £E0MMGUO, Ol dladtKacies Ba mpémel va akolovOnbovv mote va
Swo@aricovy 0Tl OAN M OYETIKN TANPOPOPIO. HETOPEPETOL GTOV OPYOVIGUO Kol
dypaeeTal acPoA®g amd Tov ££0MMGUO Tov epyalopévovn. Ze MEPITTMOCEL OTOV
évag epyalOUEVOG €XEL TNV YVAOON OV €lval ONUOVTIKY OTIG CLVEXEIC dladKacieg
ac@oAieiog, ovtn N TANpoeopia Oo mpémel va apyelofeTEITAL KOl VO LETAPEPETOL GTOV
0pYOaVIGUO.

Agaipeon Ty dikauwudtwy tpocfocnys

Ta dwkandpota Tpdsfaong tov epyalopévev N TV cuuPactodymy otnyv TAnpoPopia
KOl OTIC EYKATAGTACELS EMeEePYATiog TANPOPOPLDV Oa TPEMEL Vo apatpeiTol LETE TV
TEPUOTIONO TNG €pyaciog tovg, Tov ovuPoraiov N ™ ocvuepoviag. Katd tov
Tepuatiopd epyaciog, o mpémer va AapPdaveror cofapd vwoyn n agoipeon TV
SKAOUATOV TPOSPaoNS VOG 101MTN 0T ayolfd mov oyetilovTtal pe To TAPOPOPLOKE
GUGTNHOTA KO TIG VANPEGIEG TOV OPYAVIGUOD. ZTNV TEPINTOOT TOL 0 £PYULOUEVOS
aAAGCel epyacia péoa oTov opyaviord, ot aAAaYEG Bo TPEMEL VO OVTIKOTOTTPIGTOVY
oTNV aPaipecT OA®MV TOV SIKUMUATOV TPOSPAcTG TOL eV £YVOV OTOOEKTA V1oL TNV
véa gpyocio. To owodpata mpoécPacng mov OBa mpémer va apopebovv 1 va
TPOCUPUOCTOVV TEPIAAUPAVOLY QUGIKN KOl AOYIKY] TPOSPact, KAEWW, KAPTES
avayVOPIoNG, €YKOTAOTACELS emeepyaciog TANpoPopLdY, Kol agaipeon amd Kabe
£yypapo mov Tov avayvopilel g evepyd HEAOS TOVG opyavicpov. Edv o anoympov
epyalopevog yvopilel KmoKovg Yo, A0YaPLOGHOVS TOV TAPAUEVOLY EVEPYOL, avTol Bal
TPEMEL VO OAACLYTOVV LETA TOV TEPUATIGUO 1) TNV aAhayn epyacioc, Tov cupfoiaiov 1
™m¢ ovppaviag. Ta dikodpato mpoécPacng v To TANPOPOPLOKA oyolfd Kot Tig
gykataotdoels enegepyaciog mAnpopopldv Ba mpénet vo petwbodv 1 va agaipedodv
TPV TEPUATIOTEL 1 EpYacia, PAGEL TNG EKTIUNONG TOV TAPAYOVIWOV KIVOVVOL OTMG:

e Edv o teppatiopdg 1 ahdayn yivetan pe mpwtofoviia tov epyalopévov, Kot
TOV AOYO TOV TEPUATIGLOV.

o Tic twpwvég appoddtreg Tov epyalopévou.

e Tnvaia tov ayabdv oto omoia vapyel TPOGRACT.

Y€ TEPUTTAOGELS TOL O TEPUATIGHOC YiveTal pe TpwTofovAia TG 010iknong ot

epyalopevol 1 ot svpPactodyotl va daedeipovv TAnpopopia 1 vo KEvouy Gopumotdl
OTIG EYKOTAOTAGELS EMEEEPYUTIOG TANPOPOPLDV.
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5.15 Physical Security Policy'®*

* Acoalgic TepLoyéc

2Komog

Noa mtpoAdfet v un e&ovcsrodotnuévn ootk tpodcPfact, {nud Kot Ttapéupacn otig
mAnpoeopieg Tov opyavicpov. Kpioweg 1 evaicOnrteg eykatactdoelg enelepyaciog
TAnpoeopiag Oa mpémel vo. 01kodOLOHVTOL GE AGPAAELG TEPLOYES, VO TPOGTATEVOVTOL
and Vv KaBopiouévn TEPIUETPO ACQOAElNG, HE KOTAAANAO GUVOPO. ACQOAEING Kot
ELEYYOVG €16000V. Oa TPETEL VaL TPOGTOTELOVTAL OO LN ££0VGL0dOTNEVT TPOGPaom,
{nud ko TapEpPaon.

Doaoikoi Eleyyor E16600v

Ot aocpoleic meployés B mpémel va mPooTaTeEOVTOL OO KATAAANAOVG EAEYYOVG
€10000V  ®oTe Vo Olacpoiicovv  OTL  emutpémeTon 1 mpoOoPacr  pOvo  oe
eEovalodomuévo pocomikd. o va eivar epiktd avtd Ba mpémel va Aappdvovton
oYM o1 axdAovBec odnyiec:

e H nuepounvia kot dpo g €16O00V KOl OVOYDPNONG TOV EMCKENTOV ot
TPEMEL VAL KOTAYPAPETAL, KOl OAOL Ol emiokénteg o TpEmel vo emtTnpovvIot
eKTOG Kt av 1 TpocPacn Tovg £xet yivel amodeytel mponyovpévac. Oa mpémet
va Tovg &xet 600t adeta TpdGPaonc Yo £101K0VS, E£E0VG1000TNUEVOVS GKOTOVG
Kot Ba mpémer v Tovg 0000V 0dnyieg Yol TIC OMOUTAOELS ac@aAeiog TG
TEPLOYNG KOl OE TEPIMTMOCELG EKTATNG OVAYKTC.

e H mpocPaon oe meployég O6mov n evaicOntn minpoeopia emeepydletor 1
amoOnkevetar Oa mpémer vo eAéyyeTor Kor va givol TEPLOPIGUEVN OE
eEovolodoTnuéva dTopo LOVO Kol va DITAPYOVY EAEYYO0L ££0VG1000TNOTG.

e Olot ot epyaldpevol, ot cupPactovyol kot OAoL ol emiokénTeg Oa mpémel va
arorteitar voo @opovv KAmolov €idovg opatig avayvoplong Kot Bo mpémet
aUEc®S VO E00TTOIOVV TO TPOCOTIKO ACQUAElng €hv  gviomicovv un
GUVOOEVHEVOVS EMIOKENMTEG KOl OTOLOVONTOTE TOL OEV (POPAEL TNV 0paTh
avayvopLon.

e To dikaudpato TpdcPacng o acPareic Teployég Bo TPEMEL Vo VAGKOTOVVTOL
TOKTIKG Kot va avoPaduiCoviat, 1 va avaipodvtal av kptbet arapaitnto.

Epyacio 6¢ acpaleic meployés

Oa mpémel va oyedAOTEL KAl VO EQAPHOCTEL PLOIKN TpocTacio Kot oonyieg Yoo v
gpyacia o€ aoc@aAeig meployés. Oa mpémet vo AneBovv vTdy™ o1 akdAovBeg odnyiec:
e To npocowmikd Ba mpémetl va lval eviIEPO Yo TNV VTtapén OpacTNPLOTITOV GE
pio ao@ain Teployn.
e  Mn emunpovpevn tpdsPocn oe acpareis meployéc Ba mpémel va amopevyeTon
v Adyovg ac@areiog aAAd Kot Yoo TNV TpOANYN emPALafOV OpacTNPLOTHTOV.
o O kevég meproyéc acpareiog Oa mpémel va KAewdmvovTor kot vo gEAEyxovTal
TEPLOOIKA.

1o A6 10 &yypago ISO 27002
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o  Ootoypaewos, video, audio, 1| dArog eEomAiondg Kataypaens, OTws KAUEPES
o€ KWNTEG OLOKELEC, O0ev Bo. mPEmel v eMITPEMETAL, €KTOG KL OV EYEL
eEovorodomfel. Ot kovoviopol Yo TNV epyacia o€ ACQAAEIS TEPLOYES
nepthapPdvel eAEyyovg Yo Tovg £pYalOUEVOLS KOl TOVG GLUPBACIOVYOVS TOL
dOVAEVOVV OTIC TEPLOYES AVTEG,.

» EéomMondc acpoigioc

2Komoc

Noa mpordfet Tv amdAewa, T {npid, ™ Anoteia Tov ayaddv Kot v Topéupfocn oTic
dpacTNPLOTNTEG TOL OpYOaVIGHOoV. O eEomAloNOg Ba Tpémel vo TpooTaTeHETAL OO
Quokéc Kot meplParlovioroyikés ameiléc. H mpootacio tov efomAiopov eivor
amopoiTnTN Yo TNV HEI®OT TOL KIvOUVOL UN €£0VG1000TNIEVNG TPOCPAoTG Kol Yid VoL
TapExEL TPOSTACia EVAVTIO 6TV amtdAslo 1 T Cnpid. Mmopet va amoutnBodv eiducol
Eleyyol Yyl VO TOPEYOLV TPOCTACIO. EVAVTIO OE QUOIKEC OMENEC KOl Yo Vo
ACPOUAGOVV TIC VITOGTNPIKTIKEG EYKOTAGTAGELS, TNV TOPOYN NAEKTPIKOL PeOIOTOC 1|
TN douN KOA®diwonc.

Ilpocracia tov eComiicuov

O &fomMopnog Bo mpémel Vo TPOGTUTEVETOL YO VO, HEUDGEL TOVG KIVOUVOLG Ot
neptPaAlovioloyikés ameilég 1 kvdvvoug yo pun e&ovosrodotnuévn mpodcPaom. Ot
akOAovbeg oonyleg Ba mpémer vo AneOovV vIOYN TPOKEWEVOL VO, TOPEYOLV
TPOCTOGi0 GTOV EE0TMGO.

o O gfomhopdg Bo mpémel va TPOGTUTEVETAL MGTE VO AaytotonomBel n pun
amopaitnTn TPOGPACT GE TEPLOYES EPYOUTTOG

o O gykataotdoelg enesepyaciag TANpopoptdV mov dwyepilovtal gvaicOnta
dedopéva, Ba mpémel va TomobetodvTal e TETOOV TPOTO MOTE Vo PELWOEl o
kivovuvog 1 mAnpogopia va eivar opatn and pn e£0Vc1080TNUEVE ATOLO KOTA
™V SIpKEL TNG ¥PNONG NG, KO Ol TOONKEVTIKEG EYKOTACTAGELS O Tpémel
va ac@oaiifovtot yia va amo@evydel 1 un e£ovcrodotnpévn TpocRaon).

o Avtikeipeva to omoio omoitovv €WK  wpootacio Oo  mpémer  va
OTTOLLOVAOVOVTOL (OOTE VO, HEUDGOVV TO YEVIKO EMIMEOO TPOGTAGING OV
amoLteiTal.

o O éleyyot Ba pémel vo LIOBETOVVTOL BOTE VO EAAYIOTOTOMGOVY TOV Kivouvo
TOV TOOVAOV PLGIKOV OTEIADV.

o  Qa mpémel va edpatwbovy 0dnyieg Yoo aynTd, TOTO KO KATVIGUO KOVIQ OTIG
€YKOTAoTAGELS EMEEEPYATiog TANPOPOPIaG.

o Ot mepifarrovtoroyikéc cuvOnkee, OTtmg N Beppokpacio kot n vypacia, Oa
npénel vo. mapoakoAovBodvtal yioo cuvinikeg ot omoieg Ba pmopovoav va
EMNPEACOVY TNV AEITOLPYIO TOV EYKATACTACEMV EMEEEPYAGIOG TANPOPOPIDV.

e H ypnon ewdikdv peboddwv mpoctaciag, OTmg pepPpiveg mAnkipoioyiov, Oa
npénel AneBovv vrdyM Yo Tov E0MMSUO og Propnyavikad neptBadAlovra.

o O egfomhopdc mov emefepydletan gvaicOntn wAnpogopia Oa mpémer va
TPOGTOTEVETOL MOTE VO EANYICTOTON|GEL TOV KIVOLVO S10pPOTIC TANPOPOPLADV.
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2ovnijpnon eéomiicuov

O g&omhiopodg Ba mpémet va GLUVTNPEITUL COOTE MOTE VO SIUGPAAITEL TV GVVEYN TOV
dwfec1udTTO Kot aKePoLdTNTA.

o O gfomhopdg Ba mpémet va cuvrnpeitatl PAoel TV 0dNYLIOV TOV GLVIGTAOVTOL
Ao TovV TpounBevTY).

e Mobvo 10 €gfovclodotnuévo  mpocwmiKG cvviipnong o mpémer  va
TpoyLaTOTolEl TIG EMO10pODGELS Kt TO GEPPIS TOV EEOTAMGHOV.

o Qo mpémel va Kotaypdeovtol to. AAOn, Kot OAN 1 TPOANTTIKNY Kot S1opOmTIKY|
cuvtnpnon.

o KataAlniot éileyyor Oo mpémer vo eeapuolovror O0tav o eEomAMoudg
npoypoppatiletor yioo cuvinpnon, Aapfdavovrag vmdyn edv 1 GLVINPNON
TPAYUATOTOLEITAL OO TO TPOCOTIKO NG emyeipnong N and emtepikd
TPOGMOTIKO.

e Olgg ol amortioels mov emPAaAlovTol amd TIC TOMTIKEG acpaAeiog Oa mpémet
VoL TNPOVVTOL.

Acpalng o1abson § emavoypncyuonoiney Tov EE0TGU0Y

Ola ta avtikeipeva wov mepiéyovy anobnkevtikd péoa Bo mpémel v EAEYYOVTUL OGTE
va 0106QaAcTEL OTL OTO100NTOTE VOIGONTO dedOUEVO Kot AoYIGHKO €xel apatpedel 1)
&xel acQalmg mapaypaetel mpv vo yivouv owabéoipa. Ot GLGKELEG TOL TTEPLEYOLV
evaicOn mAnpoopia Ba mpémel vo KATAGTPEPOVTAL GLGIKA 1| 1| TANPopopia Oa
TPEMEL VO KATOGTPEPETOAL, VO O10YPAPETAL 1] EOVOLYPAPETOL PN CLUOTOIDVTOS TEYVIKEG
OV KAVOLV TNV aOEVTIKY] TANPOQOpia PN aviyveDSIUN Omd TO Vo XPNOLLOoToteiToL M
kabepopévn Aettovpyia tov delete 1 tov format. Ot yoAaGUEVEG GLOKEVEG TTOV
nepEyovy vaicnta dedopéva umopet va omontoovy pio EKTIUNGN ETKIVOLVOTNTOG
wote va Kaboplotel GV ta avTiKeipeva avtd B TPEMEL VO KATAGTPAPOVV PLGIKA OO
TO V0L GTOAODV Y10 ETIGKELN.

Agaipeon meproveiog

O eEomhiopde, n mAnpopopio 1 10 Aoyiopkd Oa mpémet va punv @evysl ond Tov
opyoavicpo xopic va £yl 000el eovc1000TNON.

o O gpyalopevol kar ot suuPaciovyol ot omoiot £govv TV €£0VG1030TNON VA
EMTPEMOVY TNV ATOUAKPLVGT TOV ayofdv €KTOC opyaviopol Ba mpémet vo
kaBopilovron kabapd.

e Ta opa ypovov ywo v aaipeon tov efomMopod Ba mpémelr va eivon
Kkabopiopéva.

e Omov e&lvar amopaitmro kot katdAinio, o eomMopdg Bo mpémer va
KOTAYPAQETAL OTOV OTOUAKPOVETOL OO TOV OPYAVIGUO KO VO, KOTAYPAPETOL
Eava 0Tav EMGTPEPEL.
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Ynueior eAéyyov, Tov avoroppfdvovtal Yo vo eVTomicovuy TV un €£0Vo1000TNHEV
aQaipecT TEPLOVGING, UTOPOVV EMIONG VO EPAPUOGTOVV Y10 VO EVIOTIGCOLV UN
€€0VG1000TNUEVEG GLUOKEVEG KOTAYPAPNS, OTAQ KTA. Kol Vo TPOAGPouy TtV €i6000
ToVG oTovV opyaviopno. Térowa onuela eléyyov Ba mpémer vo eKTEAOVLVTIOL GE
OULGYETIGUO € TN GYETIKN vopobesio kol Tovg Kovoviopovg. Ot 1diwteg Oa mpémet va
elval eViIEPOL Y10 TO TTOL TPAYLATOTOLOVVTOL T OMLEia EAEYYOV, Kot ot EAeyyol Oa
npénel va, epapprolovrot pe E0Vo1000TNoN Y1 TIG VOLIKEG OOLTY|GELS.
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5.16 Privacy Policy"’

‘Eieyyog

H mpooctacia kot to amdppnto TV dedopéveov mpénet va e£ac@aAloTOOV OmMC
amotteiton 6T OYETIKN vopobeoia, Kavoviopols, Kol €0V LITAPYOLY EPUPUOCILES,
YPOTTEC TPOTAGELG.

0onyog Yiomoinons

Mio moMTIKY Yl TO AmOPPNTO KOL TNV TMPOCTAGIO GTOV OpPyavIoUd TPEMEL v
oyxedlootel kot va, vhomonBel. Avti 1 moltiky| wpémel va kotvoromBel oe Oha Ta
TPOCMOTO TTOV CLUUETEYOVV OTNV EMEEEPYACIN TOV TPOSOTIKMV TANPOPOPLADV.

H ovppdpowon pe avtiv v moMTIKY kot pe OAn v oxetikn] vopobecio kot
KOVOVIGUOUG TPOOTOGIOG TOV OEO00UEVOV OTOITEL TNV KATAAANAOVS S1OIKNTIKY dOUN
KO TOV EAEYY0. VYV VT EMTLYYAVETOL KOADTEPO OO TO SLOPIGHO APUOSIOV, OTWS
EVaG OVOTEPOG VITAAANAOC TPOCTOGING TV OEGOUEVMV, 0 0010G Ba TPEMEL vaL TapEYEL
001yieg 6TOVG O1EVBVVTES, TOVG YPNOTES, KOl TOVG POPELS TOPOYNG VANPESIDV Y10, TIG
HepOVOUEVEG €VBDVEC TOLG KOl TIC GLYKEKPIUEVEG Ol00IKOGIEG TOV TPEMEL VAL
axolovBovv. EvBovn yio to EpIoUd TPOCOTIKMOV TANPOPOPLOV KOl 1) SLOCOAAOT
NG EMLYVOONG TOV apYDV TPOCTUGING TV OEOOUEVMV TPEMEL VA EETACTEL GOV
HE TN OYETIKOVG vopobesion Kot Tovg kavoviopovs. To katdAAnAia texvikd Kot
OPYOVOTIKG HETPO TPETEL VO EPOPUOGTOVV Y10 VO TPOSTATEVOOVV Ol TPOCHOTIKES

TANPOPOpiES.
Aldeg TAnpopopics

Aldpopeg ympeg Exovv gloaydyst vopobesio mov tomobetel eAéyyovg ot GLAAOYN,
v eneéepyacia, kot ™ OPifoacn TpocoTIK®V oTotyEl®V(YEVIKA TANPOQOPIES Y10 TO
Loviovd GTope. TOV UTOPOVV VO TPOCOIOPIGTOLV OO €KEIVEG TIG TANPOPOPIES).
Avaroya pe v avtiotoyn e0vikn vopobeaia, t€totol Eleyyotl umopoHv va emPBaiovv
evbiveg oe ekeivovg mov cvAAEyovv, mov emeCepydloviol, Kot mov Sadidovv TIC
TPOCMOTIKES TANPOPOPIES, KO LITOPOVV VO TEPLOPIGOLV T1 SVVATOTNTO VO, LETAPEPOVV
Ot otoyeia o AAAEG YDPEC.

17 A6 1o &yypago ISO 27002
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5.17 Remote Access Policy18

2Komoc

O oxomdG VNG TG TOMTIKNG €ival vo kaBoploTOUV To TPOTLTO Y10l T GUVOEST TOL
SIKTHOL TOL OPYOAVIGUOD LE OTOLOONTOTE AALO OIKTLO 1) OTOUOKPVGLEVO VTTOAOYIOTY).
Avtd 10 TPATLTIOL £YOVV MG GKOTO VO EAAYIGTOTOMGOVY TV Thavn €kBeon amd Tig
{nuieg mov PTOPOVV VO TPOKVLYOLV Amd TNV avVapPUOdla Xpron Tov Topwv tov. Ot
Inuieg meprlapfdavouv TV omdAE €VoicONTOV 1 EUTICTELTIK®OV OEOUEVMV,
TVELUATIKN WoKTNoia, {nuio ot onuocta ewovo, {nuioc oe KpioYo £0MTEPIKA
CLOTNLOTA, K.A.T. .

Eupéicia

Av M TOMTIKY] 16Y0EL Y10 GAOVG TOVG VIAAANAOVGS, TPOUNBEVTES KOl GUVEPYATES TOV
OPYOVIGLOV TTOL ¥pnoipomolovy 1 dwbétovv H/Y 1 otabuo epyaciog mov cuvoceton
010 OIKTLO TOL OpPYOVIGHOL. AVLT 1N TOMTIKY 1OYVEL YO TS OULVOEGELS
OTOLOKPLGUEVIC TPOGRACTS TOL YPNOIUOTOIOVVTOL Yo Vo KAVOLV TNV gpyacio €&
OVOLOTOG TOV Opyavicpov, ocvumepthapfavopévng g ypnong e-mail kot g
mopakoAovdnong twv web  mwOpwv TOL intranet.

Ot €QaplOYEG OTOUOKPLGUEVNG TPOGPACTC TOL KOADTTOVTOL OO VTV TNV TOALTIKY|
neptlappdvovv, oA dev mepropilovtal, o€ loepyOuevov kinoewv modem, frame
relay, ISDN, o DSL, VPN, SSH, kot toug cable modems, K.A.7..

Holirtikiy
Tevika

Eivar ev0bvn tov vadAAniov, mtpounbfevtdv Kol GLVEPYOTMV TOV OPYOVIGLOL LE
TPOVOULOL  OTTOUOKPVOUEVNG TPOGPaoNG OTO OIKTLO TOL OPYOVIGHOL (OTE Vi
eEAOQAMOTEL OTL OTI AMOUOKPLGUEVT] GUVOEST TOVG Olveton 1 1l EKTiumon pe v
EMTOMIOL GUVOEST] YPNOTOV.

H yevua mpoécPoaon oto Internet yio yoyayoyikn ypnon oamd Gueco ook HEAN
HEG® OIKTVOV TOV OPYOVICUOVD GE TPOCHOTIKOVS LVITOAOYIOTEG EMITPEMETOL Y10 TOVG
VIOAANAOVG IOV YpMoIpoTovV otabepés vinpesiec. O VIAAANAOG TOV OpPYAVIGLOD
elval appoddlog vy va eEacparioet OtL  owKoyevelokd pELOg dev mapafralet
OTOLOVGONTTOTE TOALTIKT] TOL OPYOVIGHOV, OEV EKTEAEL TIC TOPAVOLES OPOGTNPLOTNTEG,
Kol Ogv  ypnowomolel v mpocPacn Yoo To  €EMTEPIKEG  EMYEIPNCLOKES
dpactnprotes. O VTAAANAOG PEPEL TNV €VOVVY Y1 TIG GLVETELES £AV YPNOLHLOTOINOEl
Kot Aoynuo TpoOTo N TPOSPaon.

[Moapakoi®d avobewpnote TG akOAOVOEC TOMTIKEG Yoo TIC AENTOUEPEIES TNG
TPOCTUGIOG TOV TANPOPOPLOV KOTE TPAGPAcN TOV SIKTLOL TOV OPYAVIGLOD HEGH
OTOLLOKPLGUEVIC TPOGPOONG, KOL TV OTOJEKTT P01 TOV SIKTHOVL:

'® http://www.sans.org/resources/policies/Remote_Access Policy.pdf
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[ToMtwn Amodexktng Kpuvrtoypdonong
[ToMtwn Virtual Private Network
Mot AcHpuatev Etucotvoviov
[ToMtkn Amodektng Xprong

[o mwpdobetec mAnpopopieg oOxeTIKA HE TIC OLVATOTNTEG TOV GLVIECEMV
OTOLOKPLOUEVS TpOcPaocng, mov  mepthapfavouy madg vo  Eekvinoer 1 va
OTOGLVOEGEL TV VINPESIA, TIG GLYKPICELS damavayv, TV aviyvevon Aabov, K.AT., va
amevBOVETOL GTNV 10GTOGEAMON TOL OPYOAVIGHOVD.

Anaitijogig

1.

10.

[Ipéner va dwcporotel 6t1 M amopokpvouévn mpocPacn Ba erdyyeton
avotpd. O éheyyog Ba dacparilerar péom g pia Popac metonoinong
TOVTOTNTAG KMOKOL 1 TOV ONUOCIOV/ WO1OTIKOV KAEWIOV He  16Yvpove
Kodwovc-ppdoets. [IAnpoeopieg yio ) dnpovpyion evog 16xLPOD KOIKOV-
QpaoNg Oeite TNV TOAMTIKN K®OKOV TPOGPaong.

[Toté omowodnmoTE VRAAAANAOS TOV OPYOUVIGHOD OEV TPEMEL VO TAPEXEL TNV
ade0 1600V TOL 1 TOV KMIKO TPOSPaonG NAEKTPOVIKOD Toyvdpopeiov oe
KOVEVO, OKOUN KO GE OIKOYEVELOK(L LLEAT).

Yraiinhot Kou gpyordfol pe Tpovoule amopaKpLGHEVTG TPOGPOoNG TPEMEL
va gEac@aiicovy OTL TPOCOMIKOL VTOAOYIOTEG M TeppOTKOl oTafpol Tov
OPYOVIGHOV 7OV  YPNOUYOTOOVVTIOL OO TOVLG 1010VG, 7OV  GLVOEOVTOL
OTOLOKPLGUEVE [LE TO O1KTLO, gV GLVOEOVTOL e OmOOdNTTOTE GAAO diKTVLO
ovyxpovemg, pe e€aipeon ta TPooomkd dikTva TOL £ivor VIO TOV TANPN
ELEYYO TOL YPNOTY.

Yraiiniot Ko €pyoAdfol pe mpovOpo OmOUOKPLGUEVIS TPOGPacns oTo
dlktvo  TOL  OpyaviopoD dgv  TPEMEL VO YPNCLULOTOOVV  MAEKTPOVIKO
Tayvdpopeio extdg opyoviopov (onA., Hotmail, Yahoo), 1 GAAEG eEwtepikég
TYES Yo EPYACiaL Kol OV €lval TOTE GUYKEYVUEVT LE TNV TPOCOTIKY EPYOTIAL.
Ov dpoporoyntég mov eivar agiepopévol yo ypauués ISDN wor elvan
Slpope®péEVOL Yo TV mpdcsPacn o610 SikTvo TPEMEL VO KOADTTOUV TIg
eMdyloteg amartnoelg motonoinong tavtotntag CHAP(Challenge-Handshake
Authentication Protocol).

H emovadapdpomon owtokov eEomhopod ya split-tunneling 1 yw dual
homing dev emitpénetan oe Kapio mepintwon.

To Frame Relay mpénel va kaAOTTEL TIC EAAYIOTEG AMALTIOELS TIGTOTOINGNG
ovpewvo pe to tpdétuvra DLCI(data link connection identifier).

Apopemot VAKOD TTov dgv gival GOUE®VYT LE TA TPOTLTI TPEMEL VO, EYKPLOEL
and TIC LINPECIEG AMOUAKPLGUEVNG TPOSPaoNS, Kot eToupio. ac@AAEinG va
gykpivel Tapapétpoug aceareiog yio TpdsPacn 6To LAIKO avTo.

OLot o1 VToLOY16TEG VIINPEGTOG TOV EIVOL GLVOEUEVOL IE TO EGMOTEPIKO STKTVLO
TOV OPYOVIGHOD HEG® OMOUOKPVGUEVIC GUVOECNG TPEMEL VO, YPTCLULOTOLOVV
antivirus Qe TEAELTAIES EVNUEPDOELS, OVTO TEPIAAUPAVEL KOl TPOCOTIKOVG
VTOAOYIGTEC. Ol GUVOEGELS [l OPAdES TPiTOV TPETEL VoL GLLUOPP®OOVV pE TIg
OTTOLTNGELS OTTMS ONAMVOVTOL GTN GLUEMVIO LE OLAOES TPITMOV XPNOTOV.

O mpoconiKOG EEOTAGOG TOV YPTCULOTOLEITAL Y10 VO GUVOEST] LLE HIKTVLOL TOV
OPYOVIGLOV TTPEMEL VO KOADTITEL TIG OMATNOES EEOTAGHOV TTOV OVIIKOLV GTO
opYavVIGUO Y10, ATOUOKPLCUEVT TPOGPaon.
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11. Ot opyavdoelg 1§ ta dropa wov emBLHOLY Vo EPAPUOGOVY U] GLVNOIGUEVES
AMOGELS Y10, OTOUOKPLGHEVT TPOCPaoT o€ SIKTVO TOV OPYUVIGHOV TPETEL VoL
AaPovv Vv mpoyevéotepn EyKPloN OO TIC VANPECIEC OTOUAKPLGUEVNG
TPOGPoNG KoL TNV £TALPI0 AGPALEINC.

Empoin
Onoloconmote vwAAANAOC €xel Ppebel vo mopafidcer v moOMTIKY ovTh €lval

VIayopevog o€ melfapykn evépyelo. cvumeptlopuPovopevng kot e ANENg g
Ao OANOTG.
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5.18 Mobile Computing and Storage Devices"

2Komoc

YKOTOG aVTNG TG TOMTIKNG elvar va kabiepmaoet Evav eEovalodotnuévn pnébodo yiao
TOV AEYYO KIVITMOV VTOAOYIGTMV KOl CUGKEVOV OTOONKELONG TOV TEPLEYOLV 1] £XOVV
TPOCPaoN o€ TNYES TANPOPOPLDV TOL OPYOVIGLOV.

Eupéicia

YndAinhot, ovvepydteg, ovufovAot, epyoldfor, Kot GAAOL TTOV YPNCLLOTOLOVV
Kivntoug H/Y kot cvokevég amobikevong 61o SikTvo Tov 0pyavicpob.

Holirtikiy

O xtvnrot H/Y kon péoa amoBnkevong mov mepiéyovv 1 mov Exovv npdsfocn otig
NYEC TANPOPOPLDV, TTPEMEL Vo eYKPLBoHV mpv amd Tn oHVOEoT UE TO. CLOTILLOTO
TANPOPOPLOV. AVTO OVUPEPETOL GE OAEG TIG GVOKEVEG TOL GLVOEOLV UE TO OIKTLO TOV
opYAVIGHOV, oveEdpTnTa amd TNV 1O10KTNGi0 TOVG.

Ot kwvnrot H/Y kot péca amobrkevong mepthapfdvovv adrd dev mepropilovrtal o€ :
laptop, PDA, USB cvokevég, CD, DVD, flash uviueg, modems, ac0ppatec GLOKELEG
YEPOG, ACVPUATEG KAPTES SIKTVOV, 1 AAAN VILAPYOVOA 1| LEAAOVTIKT] GLOKELT KIVITOV
VTOAOYIGTH] 1| OGLOKELY OmOONKELONG, TOL OVNKOLV G€ KOMOWO GTOUO 1 OTO
opyavicpd, mov umopel vo ovvdeBel 1 va el mPOCPacn OTO  GLOTNHHOTO
TANPOPOPIDOV TOL 0pyavicroV. Mo avaivon kivovvou yia kKabe véo thmo pécov Ha
de€dryeton ko Bo TEKUNPLOVETOL TPV amd T XPN oM 1 T1 cVLVOEGT TOL GTO SIKTLO TOL
OpPYOVIGHOV, €KTOC Kot edv €xel Mon eykpdel. Oa owatnpeitor €vag KATAAOYOG
EYKEKPIUEVOV KIVIITOV DTOAOYIGTAOV KOl AToONKEVOTG

O1 Kvntot VToAoY16TéG Kot pHéca amofnKevong xavovtot eOKOAM 1 LTOPEL VoL KAATOUV
gbkolo, mopovcstaloviag LYNAO kivovvo yia v dvev adeiag mpocPacrm Kot TV
€100Y®MYN TOV KOKOBOLAOL AOYIGHIKOD GTO S1KTLO TOL OPYAVIGHOV. AVTOl Ot Kivovvol
va eEQAELPOVV 1] VO LETPLOCTOVY GE OTTOSEKT EMITEN QL.

Ot @opntoi VWOAOYIGTEC KOU TA QOPNTA HECO OmOONKELONG TOL  TEPLEYOLV
EUMIGTEVTIKEG, TPOCHOTIKEG, N €VOUGONTEG TANPOPOPIEG TOV OPYAVIGUOV TPEMEL VL
YPNOUOTO0VV KPuTtToypaenon N e&icov 1oyvupd UETPA YloL VO TPOGTATELGOVV TO.
dedopéva eva tvar amodnkevpéva.

Extog av m ypamt €ykpion €xet Anebel amd to emiomnUovVIKO VIELOLVO TOL
OPYOVIGHOV KOl OVAOTEPO VITAAANAO TOVL, PACEIS O£OOUEVOV 1 TUNUO OVTNG, TOL
VIAPYOVV OTO OIKTLO TOL OPYOVICHOD, dev Ba HETAPEPOVTIOL OTIS KIVNTOVG
VTOAOYIGTEC 1] KIVITA HEGO amoBT|KEVOTG.

' http://www.sans.org/resources/policies/Remote_Access.pdf
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To teyviKd mPoc®MIKO Kot 01 YPNOTES, TOV TEPIAAUPAVOVY TOVG VITAAAAOVG, TOVG
oLUPOVAOVS, TOVG TPOUNBEVTES, TOVS AVAOOYOVG, KOl TOLG CTOVANCTES, o £xovv
YVOGY, VO, VITOYPAYOLV, Kol VO EUUEIVOLV GTNV ¥PNONG VTOAOYICTMV KOl TOALTIKY
acQAAEG TOL opyovicpov. H ocoppdpewon, pe to TPOTLTO OMOUOKPLGUEVIG
TpoOcPaonc, Kivntd PEca, Kot GALEG EQUPUOGILEG TOMTIKES, OLOIKAGIES, Kot TPOTLTTOL
elvol VTOYPEMTIKEG,.
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5.19 Resource Utilization Security Policy”

2Komoc

O okomdg aVTNG TNG TOMTIKNG ¥PNONS TV TOpV  givor va peylotomombet m
dwbeoipudTTa ToVg pEca o€ £va opyaviopd. Ot amotvyieg LETAED TOV TEAMKOV XPNOTN
Kot TV emfopntdv ototyeiov npénet va amoPfAnBovv. Avti n ToAMTIKN avakoveilet
TIC OTOTVYIEG HETOAED TV TEAIKADV YPNOTMOV UE TNV EPAPLOYT KL TN O0THPNOT EVOG
vynAol  emmédov avoyng Prapfov, yopig mopay®yn TOV TEPACTIOV KOPLOV
ENEVOVGEMV GTOV OPYAVIGLUO.

Eupéicia

Avt 1 moATikn dtevkpviler 6Tt N ST pNon €vOC LYNAOD EmESOL TPOGPaOTG
OTOYEIMV KO 1) LEYIOTOTOINGT TNG ATOJ0TIKOTNTOG EVOG XPNOTN £ivar S0 onuavTikol
oTOY0l. AVTN N TOMTIKT VTAYOPEVEL OTL Ol O10IKNTEG GLOGTNUATOV B0 EPAPLOGOVV TIG
Moeglg  ypnowonoinong TtV  otoyeiov Yo vo avERcovy  TOAD TN YEVIKN
SfecIUOTNTO TOV OTOLYEI®V LE TNV OVOTTTVEN TOV IGYLPDOV OVEKTIKMOV GUOTNUAT®V
BAaPdV amd T0 KEVIPO OTOLXEI®V GTOV VITOAOYIGTH YPUPEIOVL, TO YOPAKTNPIOUO TOV
EVOOUATOUEVOL TAEOVOGHOV Kol TOV EAeYY0 PAABOV TV KPIGILOYV GLGTOTIKOV TOV
YPNOLOTOIOVVTOL Y10 VO KOTOX®PNOOLV, VO OOXEPIGTOVV KOl VO LETOPEPOVY TOL
dedopéva. Avti n moAtikn PePardver 6Tt o1 evaicOnteg TANpoPopieg TpooTaTEHOVTOL
KOTOAANAQ, Kot €gel v Kovotnta vo eEetdost TV avEavOuevn Omelv] TV
Baciopévaov 6e VTTOAOYIOTH EMOECEMV TPOKEWEVOL VO LETPLOCTEL O KIVOLVOG TV
coPopadVv dCTAGEDV Kot {NHdV 6TV KPIGLUT VTOJOUT| EVOG OPYAVIGLOV.

Holitikny

Avoyij Brafaov

[Noa va eEacparicovv aflomoinon tov moOpwv, ot vrehBvvol TOV GLOTNUATOV
EMKOAOVVTOL TIG IKAVOTNTEG TAEOVAGUOD GLGTNUATOV 6T KPioio cuatipato. Avtd
Bo petprdoet tov kivovvo vmofifacpéveov Kol TEPOPICUEVOV avoxdV PAapov
EMTPEMOVTOG TN CMOOTY AEITOVPYIN TV TPOGOHIOPIGUEVMV TKAVOTITMOV GE TEPITTMON
Tpocolopopévev amotuytdv. Ot dwyepotés Ba eEacpaiicovv OTL omowdnToTE
OTOTLYIO TOL aviYVEVETOL Elvar eAEYEu.

Ilpoteparotnta Yanpeoidv

Ot dwayeptotég cvotnUdTOV Bo EPUPUOCOVY ATOTEAECUATIKOVS UNYXAVICHUOVS Y10 VO
eréyEouv ) yxpnom TV TOPOV TOv OPYOVIGHOD amd TOLG YPNOTEG £T6L MGTE Ot
VANPEcieC VYNANG  TPOTEPAOTNTOG VA OAOKANpP®VOVTOL Tavio Yopig v
adtkoaorloyntn moapéuPocn 1 Kobvotépnom mov mpokoAsitor omd TG YOUNAES
dpaCTNPLOTNTEG TPOTEPALOTNTOG.

20 http://www.tess-llc.com/Resource%20Utilization%20Policy V4.pdf
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I. O Jdwyepotg ovomnudtov Bo ovobécel p TPOTEPAOTNTA CE KAOE
avtikeipevo ko exetvn v wpdoPfacn Oa  pecoraPnoer  Pacer g
avateBEEVNC TPOTEPALATNTAG TOV OVTIKEIEVO.

2. O Jwyepomg ovommudtov Boa avabécer o mpotepaldtnTo o€ KAOe
avTIKEIPEVO Katl 0Tl KABe mpdoPaocm o€ O To SlAHOPAGHEVOLS TTOpoVS Bal
puecoAafncovy Bacet g avatedenévng mpotepondTnToS Tov BENTOC.

* [leprocdtepa 6T0:
http://www.tess-llc.com/Resource%20Utilization%20Policy V4.pdf
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5.20 Router Security Policy21

2Komoc

H moapovoa moltik) meptypdpel po omopaitntn eAdyotn SpUOpe®OT 0COAAELOS
Yo OAOVE TOLG OPOUOAOYNTEC KO TOLG KOTOVEUNTEG TOV GLVOEOLY TO OIKTLO TOL
opYavIGHOV 1 AL S1KTLO TOL GUVOEOVTOL GE AVTO.

Eupéicia

Emmpedlovtar 6Aot ot routers kot ta switches mov cvvdéovtar pe to SIKTLO TOV
opyoavicpov. Ot routers kot to switches péco ota eocmtepikd, eSacpoMopéva
epyaotpia dev emmpedlovratl. Ot OpopoAOYNTES Kot Ol SOKOTTEG LEGH OTIC TEPLOYES
DMZ eunintovv oty moMtikn acpoaieiog DMZ.

Holirtikiy
Ka0e dpoporoyntg mpémel va avtamokpifet ota akdlovbo TpoTLTa S1UUOPPOONG:

1. Kovévoc Ttomikdg Aoyoplacudg ypnotn oev Oa  Slopope®VETOL  GTO
dpoporoyntn. Ot dpoporoyntéc mpémer va ypnoyomolovv TACACS + yuw
OAEG TIG TIOTOTOMGELS TOVTOTNTAG YPNOTOV.

2. O kwdwodg evepyomoinong oto dpoporoyntn mpémel vao. kpoatndel oe o
ACQOAT KPLTTOYPAPNUEVT HOPpPT. O OpOHOAOYNTNAG TPEMEL VO EYEL TOV
KOOSO evepyomoinong oav  mapoévio KOO TpoécPacng  Asttovpyiog
OPOUOAOYNTH OO TNV OPYAVMOCT] VITOCTNPIENS TWV OPOUOAOYNTMV.

3. Amayopebovtal Ta akdOAovOa:

e  Mertadooelg katevbeiav og 1P.
e FEiogpyoueva mokéto mpoepyoOpeva amd pun £ykvpn oevbvvon omwg

RFC1918 dievbvvon.

Mupég vanpeoieg TCP.

Mukpég vanpecieg UDP.

Oleg o1 dpoporoyNoeLg amd mnyn.

Oleg n vanpeoieg mov Tpéyovv amd router.

4. Xpnowomoinon cvAroywmv standard SNMP cupporocepav.

[Ipéner va mpooteBobv kavoves mpdsfacng COUPOVE HE TS OVAYKEG TOL

OpPYOVIGLLOV.

6. O oJpoporoyntig mpémer vao mepnebel oto ovoTnuo  dlayeipiong Tov
opyavicHov pe éva optlopuevo onueio g emapnc.

7. Kd&be dpoporoyng mpémetl va pépel TV axodiovdn oMAwon og caen oyn: “H
MH EZOYXZIOAOTHMENH ITPOXBAXH XE AYTHN THN XYXKEYH
AIKTYOY EINAI ATTATOPEYMENH. I1pénet va £yete tn pntr dosia yio va
gxete mpoOcPaocn 1 va  JpopeoOcete avutnv TV ovokevr. Oleg ot
OpacTNPOTNTEG TOV EKTEAOVVIOL GE OULTNV TNV GLOKELN WITOPOVV V.
KATOYPapOVV, Kot 01 TApoBLACELS QLTS TNG TOALTIKNG LTOPOHV VoL 001 Y|GOVV
oV TEBOPYIKO TOPATTOLA, KOl LTOPOLV VO 00N YNGOLV 6TV ENPOAT VOLLOV.
Agv vapyel KovEVo SIKAim 6T HLOTIKOTNTO GE LTV TNV GVOKELT.”

9]

! http://www.sans.org/resources/policies/Router Security Policy.pdf
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8. Asgv pmopei moté va ypnopomomBet Telnet péom omorodnmote dikTHOL Yo VoL
dwayeipion evog OpoporoyNnT, €KTOG OV LITAPYEL UL ACPOAANG GUVOEST] TOV
TPOCTOTEVEL TO OAOKANPO povomdtt emkovoviag. SSH etvar 1o mpotyunpévo
TPOTOKOAAO.

Empoin
Onoloconmote vAAANAOC €xel Ppebel vo mopafidcer v moMTIK)] ovTh €lval

VIayOpEVOS o€ melBopykn evépyelo. cvumeptlopuPavopevng kot e ANENg g
amo.oyOANOTG.
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5.21 Server Security Policy***

2Komog

O okomdg avtg TG MOMTIKNG acPAAElng eivar vo Bécel to TpoTLVIaL PdoEl TV
omoimV 01 Servers Tov YPNGYLOTOOVVIOL GTO ECAOTEPIKO OIKTLO TOL OPYAVIGHOV B
nmpénel va etvan pvBucpévol. H amotehespatikn vAomoinon avtg g moAttikng Ha
eAOYIOTOTTOMGEL TNV ovemBOunT mpdosPacn oe mAnpopopieg kol TeXVOLOYieg TOL
OPYOVIGLLOV.

Eupélaa

Avt 1 ToATikn €QapuoleTal o€ EEOTAGIO TOV KATEXEL 1 YPNOUOTOIEL O OPYAVIGUOG
Kot PBpioketar 610 gocmTEPKO diKTLO TNG €TOPiag. Agv epappdletal Ge servers mov
Bpiockovtoar cto DMZ

Holitiki

Iowktncio Kot EvOQvvec

OLovg T0VG €0MTEPIKOVS SErvers mov YPNGUYLOTOLEL O OPYUVIGUOG TPEMEL VAL TOVG
yepiletan po, weavr) opdda n omoia Ba etvar vevBuvN Yo T dwyeipion tove. Kdbe
opdoa Bo mpémer va dnuovpyncer odnyiec pvbuicemv, 11 omoieg Ba mpémer va
ocvovtnpel kot va avoPadpuifet. Avtég ov odmyieg OBa mpémer vo Pacilovtar oTig
EMYEPNOOKES aVAYKES TNG etopiag Kot vo eykptBovv amd v etoupion mov £xel
oyxedldost Tic moMtikés acpoaleing. H opdda oavt Oa mpémer va ehéyéer v
eEAOOTIKOTNTO TV PLOUIcCE®V KOl VO DAOTOMGEL KOl Mol ovopopd eEapEGE®V
Bacwopévn oy eEomMopd. Akdpo Ba mpémel va dnpiovpynoet dadikacieg yio v
aAAOYT) TOV 00MYLOV 01 oTtoieg Ba mepiEyouvy PeAETn Ko £YKpion omd TV TopEia TOL
£xel oxed180EL TIG TOMTIKEG AcPUAETOC.
o Toa gldyiota otoryeio To omoia TPEMEL va. ST povVTaL Efva:
¢ H tomofesia tov server.
0 O 10mog TOLV LAMKOV KOl 1] £KO0GT TOV AEITOVPYIKOD GUGTLLOTOG.
0 O xVpieg Aettovpyieg mov eEumnpetel Kot 0L EQPAPHOYES TOL TPEYEL.
0 Xtotyeio emagng pe Tov VTEVOBVVO Y1 TOV Server.
e Ot moapamdve TAnpogopieg Oa Tpémel va evnuep®VOVTOL o€ KAOE aALoyn) TOVG.
o O ahayéc Tov puBuicemv tov servers Bo mpénetl va yivovion pe PBaon Tig
avdAoyec d10d1KaGieg TOL £Y0VV OPIOTEL.

T'eviéc O0nyicc PvOuicewy

o Ot puBuicelc tov Aettovpykod cuothpotog Bo Tpémel va elvon GOUPMOVES e
TIG EYKEKPLUEVES amd TV €TOpia OV €YEl OXEOAGEL TIG TOMTIKEG ACPOAEING
oonyieg.

o Ymnpecieg Kou €QopHOYEG TOL dgv  ypnoyomolovvion Bo  mpémer va
apopovVTaL.

22 http://www.sans.org/resources/policies/Server Security Policy.pdf
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e H npdcsPaon otic vanpeoieg Bo mpémetl vo KatoypapovTol Kot vo. EAEYXoVTaL
ano teyvoroyieg Omwg TCP Wrappers, av givat Suvatov.

e Ola ta mpdoata security patches Oa mpémetl vo epappoloviol 6To GLGTNUA
poMg etvan dwBéowa. EEapodvionr 6ca security patches Ba épyoviav oe
GUYKPOLOT LE TIG EMYEPNOLUKES AVAYKEG TNG ETOPTOC.

o Yy£CEIC EUMICTOCVVIG OVALEGO GTO GLUOTHUOTO OTOTEAOVV KIVOLVO Yyl TNV
acireln Kot o TPETEL VO OMOPEVYOVTOL.

o [lpémel mavta va axoAovBovvtal ot apyés acParelag Yo EpOel 6e TEPOG Lo
Aertovpyia.

e Mnv ypnoiuomoleite Tov root AOYapPlacHd Yo KAmola Aettovpyio mov Oa
UITOPOVGATE VO KAVETE KOl LE AOYOPLOGHO XPNOTN.

e Omov eivor dvvatdv Ba mpémer va yPNOLUOTOOVVTOL OGPUAT] KOVOALOL
EMKOVOVIOG.

e Ot servers (0g cvoKeVEC) Ba Tpémet va TomoBeToVVTOL GE AGPUAES TEPIPALAOV
6mov 1 mpdcPaot eAEy ETOL.

HapaxolovOnon (Monitoring)

OMlo T yeyovoto mov oyetilovtotl pe v ac@dAielo evoicOnTwv GLGTNUATOV TPETEL
VoL KOTOYPAPOVTOL KOt VO EAEYYOVTOL COLPOVA LLE TO TOUPUKAT.

e Ola ta security logs Ba mpémel va mapapévovv dabéotua 610 SikTLO Yo
TOLAdYIoTOV pio Boopdoa.

e Huepriow (mpooBeticd) backups ce tavieg o mpémer va maipvovtal yio
TOLAGYIOTOV Eva L VOL.

e Toa backups tov kd0e puva Ba Tpémet va dratnpovvtat Yo dvo yPOvia.

e ['eyovota mov oyetiCovtor pe TV ao@AAED T®V GLOTNUATOV Bo TPEmEL va
avapépovTol 6Tovg vrevBvvoug Kt émetta vo egTalovtatl. Xty cuvéxela Ha
nmpémel va oplotohv dtopbotikd pétpo. Mepikd yopaktnplotikd yeyovota mwov
oyetiCovio e v acedieto givar:

0 Port Scanning

0 Ztoyelo un  eykekpyévng  mpOGPocng GE  TPOVOULOVYOVG
Aoyaplacpovg.

0 AovvOwoto mePOTATIKE TOL  OEV  MPOEPYOVTOL amd  KAmolo
GLYKEKPLUEVN EQPOPLOYT TOL GUGTILLOTOG.

‘Eieyyog

Xe ToKTA Ypovikd drootuatoa Oo TPETEL Vo, SIEVEPYODVTOL EAEYXOL GTOL LMY OV LLOTOL
0V opyavicpoV. Ta amoteréopata Oo mpEmel vo LEAETOVTOL KOl GTY] GULVEXEWD VO
mopéyovtal Aoelc. Kébe dovvarn npoondbeio mpémet va KatafdAretal ®oTE KATA TNV
JLaPKELL TOV EAEYY®OV VO UNV eumodileTon 1 opoAn Asttovpyia v etonpiog.

Empoin

Av Bpebel vtdAAnLog mov €yl TopafLicEL QVTNV TNV TOALTIKY, VTOKELTOL GE
nmeBapykn TpdEn HEYPL Kot € TEPUOTICUO TG GVUPAONG EPYACIag.

115



5.22 Server Malware Protection Policy>*

2Komoc

O oKomdg QTG TNG TOMTIKNG €lval Vo OpicEL TOV GLGTHLOTO SETVEr OToLTOVVTOL
(MOOTE VO EYOVUE EPOPUOYEG anti-virus 1) anti-spyware.

Eupéicia

Avtq 1 moAtikn Ppiokel €@appoyn o€ OAOVLE TOLG Servers Yl TOV Omoiwv Tnv
dwyeipton elvar vmebBvvog o opyoviopds. Avtd Kot yopnuotikd mepAapPdver
OTO100NTTOTE GVUGTILLOL Y10 TO OTTOI0 O OPYOVIGHOS EXEL GLUPOANIOYPAPIKT] LTOYPEMOT)
Yo TV dwxeipion tov.

Holtikny

To mpoowmikd TOL Opyovicpod Oo mpémelr vo €QAPUOGEL OLTH TNV TOATIKN
TPOKEUEVOL VO amoPacicel o€ molovug servers Bo eykatactabobv epappoyéc anti-
virus Kot/ 1 anti-spyware Kot vo. POoVvTiGEL Yo TNV KATdAANAT dtayeipion avtdv Tov

EQOPLOYDV.
Anti-virus

OLot o1 servers TPEMEL VoL £YOVV EYKOTEGTNUEVT Mo EQapLOYY anti-virus 1) omoia
TOPEYEL CLVEYN TPOooTAcio. G€ apyeiot Kol TPOYPAUUOTE TOL GUGTHUATOS €0V
CLVOAVINGOLV pia N Kol TEPIOCOTEPES ATO TIG AKOAOVOEC KOTAGTAGELS
e Na &yovv mpdcfaom Pn-e£0vG1000TNUEVOL XPNOTES
e To cvomua va givon éva file server
e NBT / Microsoft Share npdcPoon eivar avoyytr| otov server and cuoTipaTo
OV YPNOILOTOOVVTOL At Un €E0VGI000TNUEVOLS YPNOTESG
e HTTP/FTP access givor avoryti amd 10 Atadiktvo
e Ymdpyovov emikivouva TPOTOKOAAO /EQUPUOYEG OTO CUOTNUO HEC® TOL
AwdikTvon

Mail server anti-virus

Edv 1o obotpa eivar éva mail server Bo mpémer va €xel eite eEwtepikn eite
ECMTEPIKN anti-virus scanning €EOPUOYN Ol omoic EAEYYEL OAOL TOL MAEKTPOVIKA
unvopoto mov  drakvodvior pécw Tov server. Ot tomikég anti-virus scanning
EPAPULOYEG pmopel vor amevepyomombovv Katd v dobpkelo back-ups edv OumC
ovveyiletan n Aettovpyia piog eEmTepikng anti-virus EQAPHOYNG KATE T SLAPKELD TOV
vAomoteital o back-up.

Anti-spyware

O)ot o1 servers TPEMEL VO, EYOVV EYKOTESTNUEV Il EQOPIOYN anti-virus 1) omwoia

3 http://www.sans.org/resources/policies/Server Malware Protection Policy.pdf
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TOPEYEL CLVEYN TPOGTAGIN GTO GVGTNUA GTNV TEPITTMOT TOL TAPOLSLACTEL piol amd
TIC akoilovbec mepumtodoelg Omolodmote cOOTNUO OTOV  UN-TEYVIKOL 1 Un
e€ovalodotnuévol ypnoteg £xovy cuvdedel Lécm amopakpuopuévng chHvoeons Kat yio
omowadnmote outbound mpdoPfacn mov emurpémeron oto SadikTLO. OMO0ONTOTE
oLOTNO OTOV PN-TEYVIKOL 1 U1 €£0VGL0JOTNUEVOL YPNOTEG EXOVV TNV TKOVOTNTO VO
EYKOTAOTIGOVV AOYIoUIKO e d1K0l TOLG TpmTOPovAia

A&oonuciotes eaipéoelg

Mia e€aipeon ota TOPATAVE TPOTLTA EIVOL GTNV TEPITTMOT TOL EQAPUOLOVTAL O
aKoLovbeg GLVONKEG GTO GVGTN AL

To ovomua eival évac SQL server

To cvotua ypnoiponoteitol amoKAEIGTIKA MG mail server
To Aettovpyikd cvotpa dev Bacileton ota Windows

Empoin

Av Bpebel vrdAAniog mov €xel mopoPlricEl OVTHV TNV TOMTIKY], LTOKELTAL GE
neBapyIkn TPAEN UEYPL KOl OE TEPUATICUO TG cOUPaOTG EpYaciag.
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5.23 User Data Protection Policy**

2Komoc

M opydvmon omnpiletor oTic TNYEG TEXVOAOYIDV TANPOPOPLOV Y10, VO XEPIOTEL
OoNUEPO TO TEPAOTIO TWOGH TANPoPopldv. Emedn ot mAnpogopieg pmopovv va
TowKilovv gupém¢ 6Tov TOTO Kot 6To PBabud gvacbnociog, ot vwdAiniot Tpémel va
elval og B€om va acknoovy gveMéio 6TO YEPICUO KOL TNV TPOCTUGIN TWV OEOOUEVMV.
Agv Ba MTOV TPOKTIKO T OIKOVOUIK®MG 0modoTikd vo oamoitndel 6tt Oleg ot
TANpoopieg aviipetonilovtol pe Tov 1010 TPOTO 1 LIOKEWTAL OTIS 101G ATOUTIOELG
npootaciog. Xmpic kamowo Pabud Tumonoinomg, EvioDTols, Ol AGVVETELES UTOPOLY Vi
avartuyBovv kot Bo LIropovGaY Vo E1G0YAYOLV KIvOOVOUG,.

Eupéicia

H moMtikn mpootaciog dedOUEVOV YPNOTOV Elval YTICUEVY] ETAVEO GTNV TOAMTIKT
TPOCIOPICHOD Kol Tiotomoinong tovtdéttag. To peyaAvtepo mAaicto yw v
TOMTIKY] €VOG 0pYOaVIGHOD elval Baciopévn otTic akoAov0eg Tpelg Pactkég apyéc:
1. Mvotwomrta. Kaivnter 1o dikoudpato kot 11 embopieg evog atdpov vo
TEPLOPICEL TNV KOWOTOINOT TOV HELOVOUEVOV KoL ETALPIKMY TANPOPOPIDV.
2. Eumotevtikdémra. Avayvopiler 6Tt ot gvaicOnteg mAnpogopieg umopovv va
dNpoctevfolv Kot Vo LolpacsToV Yo VOLIOVS AOYOVGS, £¢' 060V AapfdavovTon
ol emoPKelg TOPOYES Yo va TpooTatehoovy Ta otoryeia. H eumotevtikotnta
OVOQEPETOL  OTIS EAEYYOUEVEG OLVONKEG OTIC Omoieg o1  TANpoPopieg
popdlovror 1M dnuooctevovror. Avtég ot eleyydueveg ovvOnkeg o
SEVKPIVIGTOVV GE TPOCHETEG TOMTIKEG Kol OLOOIKAGIEC.
3. AcopdAeln. Amotedeiton amd Tov ELeYY0 Kot TIG O10dKacieg (.. TOAMTIKEG Kot
dladKaoieg, oXEO10 KOl EPOPLOYN TOV TEYVIKOV UETPWV) TOL KablepdVovTIL
YOO VO TPOGTATELGOLV €VLAICONTEC TANPOEOPieC Kol CLOTAHATA EVOG
opyoviopov. Tétown HETpa ac@AAELng Ol LOVO GTOYELOVY GTNV TPOGTAGIO TNG
HUGTIKOTNTOG, OAAL Kol TNV €£00(QAMON TNG MIGTONOINGNG TAVTOTNTOS, TNG
AKEPALOTNTAG, TNG AGPAAELNG, TNG OEOTIOTIOG, KO TNG dfec1dTTOS TOV
CLGTNUATOV TANPOPOPLDV.

Holtikny

User Data Protection

Avty N moMTikn oyvEL Yo TANpoopieg pe TIG aKOAOLOEG HOpPEG He 1tlaiteEPO
EVOLOPEPOV  YLOL TNV TPOCTOGIO TOV UEUOVOUEVOV Kol ETUPIKOV gvaicOntwv
TANPOPOPLOV:

1. Acodlrewn. IIpootatedote TIC HEUOVOUEVEG KOl ETOUPIKEG  gvaicOnteg
TANpoeopieg amd v amdAela, ™ {nuic, TV aKaTdAANAN TPpOcPacn, Kot TV
avappdola kotvoroinon 1 t xpnon.

2. Axepadomra. I[loapéyete ™ Aoywr owPePaimon o611 tar dedopéva, HOMG
gloayBovv, oev OBa vmoékewvTol oTNV AvOPUOOID TPOTOTOiNoT, Kot OTL TO

2 http://www.tess-1lc.com/User%20Data%20Protection%20Policy V4.pdf
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dedopéva Ba mopapeivouv apetdPinto Kotd ™ Sidpkeln TG HETAOOONC,
o0 KEVOT|, AVTIYPOPNC, KOl ETOVOLYPTOLOTOINGNC.

3. YmevBuvomta. EAEyEte ko xotoypdyte T OYETIKA pHE TNV ACOAAEN
YEYOVOTO KOl GUVOESTE TOL LLE TO ONULOVPYO.

4. Teyvwcég odnyieg. Tapéyete Tig TEYVIKEG 0ONYiEG KO TIG CLVEPYAGULEG AVCELG
Y10 VO OVTOTTOKPLOEITE O QVTEG TIC OTOTI|OELS.

To Tpovopio EVOG VTOAOYIGTN KOl GUGTILLOTOG ETIKOVAOVIDV OA®V TV YPNOTOV, TOV
CLOTNUATOV, KOl TOV TPOYPOUUAT®OV Bo TeEPLoplotovy PaciGuévo oty akolovon
apyn "eldyotwv Tpovouimv":
1. Ztovug ypnoteg Ba yopnynBovv ta "eldyioTo TPOVOA" TOV ATALTOVVTOL Y10
V0o OAOKANPMOGOVV TIG CTOLYEIMOELS EPYOUGIES TOVG,.
2. g gpappoyés Ba yopnynBobv ta "eddyiota mpovopla" yio vo EKTEAEGOLV TIg
Aertovpyieg TOVG.
3. Ze yevikd cvotiuato vrootpiEng Ba yopnynbovv ta "eAldyiota mpovoa
Y10 VO EKTTANPOCOLV TO POAO TOVG GE £VOL LEYAADTEPO OIKTLO.

* [leproocodtepa 6TO:
http://www.tess-llc.com/User%20Data%20Protection%20PolicyV4.pdf
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5.24 VPN Security Policy***

2Komog

O oxomdg oG TG TOMTIKTG ivat va opicet T 00nyieg Yo cUVIEST| 6TO d1KTLO TOV
opyavicpov pécm tov Virtual Private Network(VPN).

Eupélea

Avt 1 moMTIKN ac@dAElng amevfiveTal 6 OAOLG TOVS VITAAANAOVG, GUVEPYUTEG,
TPAKTOPES, KOl GLUPOGIOVYOVS Ol Omoiol PECH OMOLOLONTOTE VTOAOYLOTY] £XOVV
npdcPacn ot1o OlkTLo NG €TOUPiog YL Vo EKTEAEGOLV KATOWL €pyacio Yo TOV
opyavicpd. Avti 1 moAtiky| Bpiokel epappoyn oto VPN 1o omoio dievBiveror pécw
evog [PSec Concentrator.

Holtikny

e Eivor guBdvn tov vroAAov pe ta dwoidpato ypnong tov VPN va
eEaoc@aiiocovv 0Tl o1 PN €E0VGLOOOTNUEVOL ¥PNOTES OV EXOVV TPOGPACT] GTO
dikTVO TOL OpPYOVIGLOD.

e H ypnon tov VPN mpénet va eEAEyyxetarl pe T xpnomn SlopopeTiKod KMOKOV
podcPacng kabe opd N Pe TO GLGTNUA ONUOGTOV/WOMTIKOV KAEW0V pe pio
1oyvpn passphrase.

e Ortav vrdpyet evepyn obvdeon oto diktvo tov opyavicpov, VPNs Oa
e€avaykaocel OAN TV Kivnon mpog Kot owd TOV VTOAOYICTH HEC® TG GVVOEST
VPN. Etot 6An n vrdrowun kivnon Ba ctapatiost.

o Asgv emupéneton SuTAng pong kivnom, Hovo pio chvoeon StkTvov Bept).

e Ot moreg ¢ VPN Oa mpémer va dwyepiloviar amd T opddes dayeiptong
SIKTHOL TOV OPYOVIGLOV.

e Olot ot vmoloylotéc ol omoiol GLVOEOVIOL GTO €0MTEPIKO SIKTLO TOV
opyavicpov péc® VPN 1 dAlov e€ldovg texvohoyio vo mpémel  vo
YPNOUOTOLOVV EVIUEPOUEVO anti-virus AOYIoUIKO.

e O ypnoteg tov VPN 0Oa amocvvoéovtar avtopate omd T0 OiKTvo TOV
OPYOVIGHOV HETE amd Tpllvia Aemtd pn evepyovg dpdong. O ypromg Oa
npénet va Eava cuvoebel 6o diktvo.

e O VPN concentrator €ivatr meplopiopévog o €vav amdALTO YPOVO GUVIESNS
TV 24 0pov.

e Ot (pNOTEG TOV VTOAOYIOTMOV Ol OTOI0l YPNGUYLOTOOVV EEOTAICUO TTOVL OEV
OVIKEL GTOV 0pYOVIoUo, Bo TPEmeL VoL KAVOLV TIG KATAAANAEG puBpicel dote
va cLPPope®BoVV Ta unyavnuata pe to VPN diktvo Tov opyovicpov Kot tnv
[ToMtwkn Acgadeiog Tov diktdov.

e Me m ypnon ¢ VPN teyvoloyiag pe mpocmmikd eE0MAMGHO, ot xproteg Oa
TPEMEL VO KOTOVON|GOLV OTL TOL UNXOVIHOTO TOLG Elval 1) TPOEKTOGT TOL
OIKTOOV TOL OPYOVICUOV, KOl VTOKEWTOL GTOVG {010VG  KOVOVES Kot
KOVOVIGLOVG 1OV £Qaprolovtal 6Tov EE0MTAMOUO TOL OPYOUVIGHOV.

% http://www.sans.org/resources/policies/Virtual Private Network.pdf
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Empoin
Av Bpebel vrdAAniog mov €xel mapoPlricEl OVTHV TNV TOMTIKY], LTOKELTAL GE
nefapyIkn TPAEN UEYPL KOl OE TEPUATICUO TNG cOUPaoNG Epyaciag.
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5.25 Wireless Communication Policy”®*

2Komoc

Avt 1 moltikn kaBopilel Tig cLVONKeg TIG omoieg TPEMEL VoL TANPOL 0 AcHPUATOG
eEomMondg mote va ouvoebel 610 dikTLO TOL OPYOVIGHOV. MOVO GLGTHUATO TTOV
MPovV T amoutioelg mov opilovtal péca otnv MOMTIKY Kot &yovv eykpidel Oa
umopovv va, ypnoiponmoinfodv o diktuo ToV 0pYaVIGUOD.

Eupéicia

AVt N TOMTIKY] AGPAAELNG KOADTTEL OAEG TIG CUOKEVEG OIGVPLOTNG ETKOWVMOVIOG Ol
omoieg cuvdéovtal og dikTva TG eTopiag. Avtd meprlapPavel Kabe gldovg cuokeLN
omoio. umopel vo. LETAOMGEL TANPOPOPIES 0 TUKETO. AGUPUOTEG GVOKEVEG N OTKTLA
OV 0EV GLVOLOVTOL PE TO OIKTLO TOL OPYOVICUOD OEV EUMIMTOLV GE CLTAV TNV
TOMTIKY] AGQAAELOC.

Holirtikiy

Access Points Koi Kapteg

Ola ta Access Points kot o1 acvppateg Kapteg otktvov Ba mpémet va, Exovv eykpOel
amd Tovg vtevdvuvovs. Akopa ta Access Points Ba tpémet va tomoBetovvton o€ onpueio
OV €ival OVGKOAN M PLOIKY] TPOSPaoT o€ avTd. AVTEG 01 GLOKEVEC Bo VTTOKEIVTUL GE
TEPLOOIKOVG EAEYYOLGC, penetration tests kot audits.

Amoodekti] Teyvoroyia

Oleg o1 ovokevéc acvpuatng mpocPacng Bo mpémer va elvar eyKEKPYUEVES Ya
ETOLPIKN YPNON.

VPN Authentication Koi1 Kpvrroypaonon

‘OLot 01 VTOAOYIOTEG [Le CVPHATO OTKTVLO o TPEMEL VAL YPNGYLOTOIOVV TNV TEXVOLOYiN
VPN. Kd&Be vroroylotig 0 omoiog dev TANPEL TIC OmMAUTNOELS KPLTTOYPAPNONG Kol
acQarelag Ba mpémel va. Tov omayopedetor M mpocPaom. Téroleg amartoelg
aciAelng etvat:
o To Khewdi kpumtoypdenong g emkowwviog Oa tpénel va givol TOLAdYIGTOV
128bits.
o Oleg ot ovokevég Ba mpéner va vrootnpilovv MAC Address ot omoieg Oa
UTOPOVV VO KATOYPAPOVV.
o a mpémel vo vrootnpiletal 1 MOTONOINON HEG® TPOYPUUUAT®OV TOTOL:
TACACS+ kot RADIUS.

28 http://www.sans.org/resources/policies/Wireless Communication_Policy.pdf
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Oérovrag To SSID

To SSID 8o mtpémet va emdeyet £161 GGTE Vo Unv TEPIEXEL TANPOPOPieg oL Bal
UTOPOVGOV VO 001 YOOVV GTY| TOVTOTNTA THG ETALPLNG.

PoOuionc acpalcioc

O)eg 01 CLOKEVEG TTOL YPNCLOTOLOVVTOL GE £VOL AGVPLOTO diKTLO Ba TPEmEL va elvar
PLOLCUEVEG COLPOVOL LLE TO TTOPUKAT® TPOTLTA.

H npécPaon oto acOppato diktvo Oo mpéner va mepropileror and MAC
filtering. O daxEPIOTNAG TOV SIKTVOL €ivar LITEHOVVOG YL TNV GLVTHPNOT TNG
Motag pe 11g oevbovoelc MAC. Avtd onuaivel O0tL ekelvog mpémel va
TpocBETel apoh akolovdnoeL TIG amapaitnTes dladIKacies o dievbuven oty
Mota.

Ta acvppata diktva Bo Tpénet va £xovv evepyomomuévn v KodKomoinon
ocvppova pe éva and to tpdétvna WPA, WEP2 kot WEPplus. To anhdé WEP
dev elval apkeTo yiati eivol IpmTO 68 O1dPpopes eMBETELC.

Ta kAewd1d g kpvrroyphonong Ba mpénet va aArdlovv gite duvapukd eite
yewpokivnta kdbe €1 unveg.

Ta Access Points 0o mpémer vo tomofetovvtor av eivar epiktd oe TéTON
onueia dote N guPéreta Tov oNUOTOC TOVG va e&avTAgital evtdg Tov KTnpiov
™G eToupiog.

Ta véa Access Points 0o mpénet va eykabiotavrot kot va pvBuilovtatl 6tav to
dikTvo dev givan og Agttovpyia.

Ta xavédio oto omoia ekméumel kaBe Access Point Oa mpémel va peletmvran
£t01 ®wote va unv vmapyovv mopepPorés. Katd v owdpkelo avtig g
perétng Bo mpémer va peketnBodv ot Bécelg kot  eUPEAEID TOV GLOKELAOV
QVTOV.

Av givor dvvatov Ba mpémel n mpoOSPacn oTlg pLOUIGES TG CLOKELNG VA
yiveton péoow TACACS+ kot va Kataypaeoviol ot KIvioelg kibe ypnot. Av
avTO 0V €lval SuVATOV HOVO O OLOYEPIOTNG TOV SIKTOOL Umopel va €xel
TPOGPOON OTIG GVOKEVESG OVTEC.

Empoin

Av Bpebel vndAiniog mov €xel mapofldosl oLTAV TNV TOMTIKY, LTOKEITOL GE
mEBapy KN TPAEN HEYPL Kot GE TEPUOTIOUO TNG GVUPAONG EPYUCiag.
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[Mopaxdre mapotifetor mivokag pe T1g moAtkég and v SANS mov deiyvel moieg
EYOVV LETOPPOOTEL GTO TAOUGLO OVTHG TNG TTUYLKNG €0 TNG TTVYIOKNG Kol TOIEC OTN
nToylokng e AleEdxn Evppoovvng pe titho  “Kotaypagn I[Moltikdv Acedieiog
copemva pe to tpotvmo [SO270027.

A/A

10

11

12

13

14

15

16

MoAimikn/Mepry
papn MoAITikng

Acceptable
Encryption Policy

Acceptable Use
Policy

Acquisition
Assessment Policy
Analog/ISDN Line
Policy

Anti-Virus Process

Application Service
Provider Policy

Audit Vulnerability
Scanning Policy

Automatically
Forwarded Email
Policy

Backup Policy

Bluetooth Device
Security Policy

Certification and
Accreditation Policy

Cryptography
Policy

Communications
Policy

Data Classification
Policy

Database
Credentials Coding
Policy

Dial-in Access
Policy

AAegakn XaBiapdg
(12/49) (27/49)

©

© ©
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17

18

19

20

21

22

23

24

25

26

27

28

29

30

31

32

33

34

Disaster Recovery
Policy

DMZ Security
Policy

DMZ Lab Security
Policy

E-mail Policy

E-mail Retention

Ethics Policy

Extranet Policy

Identification and
Authentication
Policy

Information Data
Ownership Policy

Information
Sensitivity Policy.

Information System
Audit Logging
Requirements

Internal Lab
Security Policy.

Internet DMZ
Equipment Policy

Lab Anti-Virus
Policy

Network Security
Policy

Password
Protection Policy

Personal
Communication
Device

Personnel Security
Policy
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35

36

37

38

39

40

41

42

43

44

45

46

47

48

49

Physical Security
Policy

Privacy Policy

Remote Access
Policy

Removable Media
Policy

Remote Access -
Mobile Computing
and Storage Devices

Resource Utilization
Security Policy

Risk Assessment
Policy

Router Security
Policy

Security Awareness
Policy

Security Training
Policy

Server Security
Policy

Server Malware
Protection Policy

Telecommuting/Tel
eworking Securiti
Policy

The Third Party
Network
Connection
Agreement

User Data
Protection Policy
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50 VPN Security Policy ® ©

51 Wireless ) )
Communication
Policy

Hivakoeg 3:ITivakag TOMTIKAOV TOV £(0VV NETAPPOCTEL
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Kepdararo 6

Kataption ko Xvvedonromoinon Ilaveo Xe Ofpoata
Ac@ulelog

H ovvednronoinon kot n katdption og Bépata acpdrelog sival icmg éva and o To
ayvOnuUEVOL HEPN €VOG TPOYPAUUATOS OlUXEIPLONG ACPAAELES. XTO OVTO KEPAANLO
e€etdlovpe TPOTOVS, TOMTIKEG Y10 TV EKTOUOEVOT KOl EvOGONTOTOINGT TOV OTOUW®V
OV OPOGTNPLOTOLOVVTIOL GE EVOV OPYAVICUO TAV® o€ BEpata acpaieiog.

6.1 Tpomor ko KoB0ONYNGN YW TOV OYEOWWGUO TPOYPOAUNATOS
KATAPTIONG Kot suvedTomoinong’’

O kaAvTEPOL VAEVOVVOL Eivan o1 epyalopevor

H ovvedntonoinon kot 1 Katdption ac@dAElog Tpénel vo etvat €va ovamTdoTacTOo
TUNUO, TOV TPOYPAULOATOS OGPAAELAS EVOG OPYOVIGHOV. AV Kol TOAAES EMLYEPTOELS
ayvoohV TNV €uKapio. Vo TOVV GTOVG LIAAANAOVG TOLG TS Vo fondncovv pe v
TPOGTOGIO TNG ETALPIKNG VITOOOUNG, 1| GUVELONTOTOINGT KOl 1 KOTAPTION OGPAAELNG
glval TpaypaTikd N TPMOTN YPOUU| VIEPACTIONG Y10 TO TAG O OPYAVICUOS TPEMEL VAL
TPOCTOTEVEL TOL ONUAVTIIKG TEPLOLGLOKA TOL otolyeld. Ot gpyaldupevor eivor ot
JLYEPIOTEG TOV KPICIUMOV GTOEI®MV Kol TANPOPOPLOV TEPLOVGLOKADV GTOLXEI®MV, Kot
HE TNV KOTAAANAN KaTdpTIon Ol €Taipieg Umopoldv vo, oTpatoloyncovy T Ponbela
TOV VTOAAA®V TOVG Y10l VO, LETPLACOVY TOVG KIVOVVOUG.

Evd o1 tepiocdtepotl vrdAAniot gival TOAvAOS EVGLVEIOINTOL, KOl KAVOLV TO KOADTEPO
Yo vo €KTEAECOVLV TO. KAONKOVTO TOVC OM®MG OVOUEVETOL, O YOPOUKTNPLOTIKOG
VIAAANAOG TEXVOAOYIOG TANPOQOPLOV givol omacyoAnuévo mpdosmmo. YTmapyovv
oVYVE TOAD TEPICCOTEPES OTOLYEIMOELS EPYOCIEC VO EKTEAEGOLV  Omd OGO YPOVO
VILAPYEL GE Ui TUTIKT epydoiun pépa. Edv n doiknon dev 10 Kavel TpotepatdTNTO VoL
VTOYPOUUIGEL TN GLVEWONTOTOINGCT Kol TNV KOTAPTION ACPAAELNS, €ivarl mBavov ot
VIAAANAOL Vo UV ddcoVV TOAAY Tpocoyr|. Eviovtolg, edv n opydvoon Kabiepdoet
aKoun kot évo amAd mpdypappo o€ otabepn), v mopddsypo tpiunviaio Bdomn, N
EVNUEPMOT) ACPAAELNG UTOPEL VO CAGEL TOL TOADTIUO TEPLOVGLOKE CTOXEID OO Lo
aKpPn Kot LeyGAov avTIKTUTOL KATOGTPOPY).

ddoeig Y10 T0 TPOYPOUNE GUVELINTOTOI OGNS KU KATAPTIONS AOPUAELNS

To N.ILS.T (National Institute of Standards and Technology, US Department of
Commerce) 0pi§8128 Té60epa KPIoIo PHaTo OV VO EMUOPPOTIKO TPOYPOLLLLLOL
GULVELINTOTOINGN OCPAAEING KOl TPEMEL VO TEPIAAUPAVEL:

1. Zyx£d10 kot 0pioprdG TOV TPOYPALULOTOG GUVELDITOTOINOTG KOl EMUOPPOCTG.

2. Avantuén TOV LAIKOV Y10, GUVELOTTOTOINGNG KOl ETUOPPMOTG.

3. E@appoyn 1ov Ipoypauilotog GUVELINTOTOINoNG KOl ETUOPPOOTG.

27 http://www.intranetjournal.com/articles/200410/ij_10_11_04a.html

8 NIST Special Publication 800-50, Building an Information Technology Security Awareness and
Training Program, by Mark Wilson and Joan Hash, National Institute of Standards and Technology,
Oct. 2003.
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4. Métpnon ¢ OMOTEAEGHOTIKOTITOG KOl EVIIUEPMGT TOV TPOYPEAULOTOC.

Kémowog oy etaipia, mbavotata o C.I.O(Chief Information Officer), mpémet va
optotel vtevBuvog Yo va eEACPUAITEL OTL KO Ol TEGGEPLS OO OVTEG TIS PAcELS Oa
ovuvteAobvVIol  oOueeva  pe  évo kadooyedlaopévo  ypovodidypappo. H
OUVELONTOTOINGN KOl 1 KOTAPTION OCPAAENG TEPIAOUPAVOLY TV amOO00T T®V
eVOVVAV 0GPAAELNG GTOVG JLOYEIPIOTEG TANPOPOPLDV TOV opyaviopol, kat o C.1.O, 1
évag 164£10G TPOoIGTANEVOS, TPEMEL VO OPLoTEL LITELHVVOG YO VO GLYOLPELTEL OTL VTN
N anddoor Ba cupPet.

O1 67001 TNG GUVELINTOMOIN OGS KAl KATAPTIONGS UGPUAEING

O 6T16)0¢ TOV TPOYPAULOTOS GVVEIONTOMOINONG KOl EXLUOPPOONG ACPAAELLS TPETEL
va gival N TPOoTaGio TNG EUTIGTEVTIKOTNTOG, 1] AKEPOLOTNTAS, KOl 1) d100eGIUOTNTAG
TOV TEPLOVCIOKADV GTOLXEIMV Kol OEOOUEVOV TOV TEYVOLOYLDV TANpopopltev. Otoav
KAmo10g opyaviopds oyxedtdlel £va TETO0 TPOYPOLLD , TPETEL VO, TEPACEL GTOVG
VTOAMIAOVG TOV TOG OVOUEVETOL amd ekeivovg va cvumepipepbovv oto Béuata
acQAAElOG e TO OéovTa oeBaco.

Yndpyovv mbavadg mdpo moArol pnyovicpol mov umopovv va AneBodv yio v
TPOGTOGIO TANPOPOPIDV, KOl Y10 TO TPOYPOULULO GUVELINTOTOINOTG Kol EMUOPPMOONG
ACQUAELG GOG TPEMEL Vo ANeBel vITOYM OTL VIAPYEL, Kot TPEMEL VoL Elval, TPOKTIKOL
TEPLOPICUOT OC TPOG O HETPU TPOSTAGIAG EPapUOlovTal, Kol TO TOGH TOV YPOVOL
TOV VIOAMA®V AopUPaveTal yio TV ekmaideuon Tovg OTIG SldIKAGieg acQAAELNS.
Enopévmg, to mpoypappia GuVEIONTOTOINONG KOl EXUOPPOONG ACPAAELLS TPETEL VoL
npowbeitan £Evmva.

O o16)0¢ eivar VEApYEL HEYOAVTEPO KEPOOG OTNV OCQPAAEWD OO TOV ¥POVO TOL
AapPavetar yoo v Kafodnynon Tov VTOAAMA®V GTOVG pOAOLS Kol TiG gvbvveg
acireldg toug. [pokepévou va yiver ovtod, mpémet va oyedlaotel To Tpdypappud yio
VO €CTIOCEL GE ONUOVTIKA (nthpoto oc@aAieiog- ot Toueic mov OBo pmopodvoav
EVOEYOUEVMGS VO LETPLAGOLV £VO VYNAO OVTIKTLTO, Kot THAVAOV KivOuvmv.

IMopddoon Tov pnvopatog ac@areiog

To mpoOypope GUVEIINTOTOINONG KOl EMUOPPOCNG ACPAAELNS UTOPEL Vo Tapadobel
ooV EKTOTMOY] VIOUVNUATOV, 0Qiceg, poadnudtov 1 pHEcwm TPOTOROLAIGV omd TO
Internet. Ot mePLGGOTEPES OPYOAVAOGELS ONUEPO EMAEYOLV VO TOAPOLGLACOVV TO
mpdypoppd tovg péoa amd to Web-based intranet tovg. Mepucéc emyeipnoeig falovv
ovVTopES oelpég pabnudatov on-line kot kaBodnyovv TOLG VITOAANAOVS TOVG Yo VO
ovvoehovv kot va Tig mhpovv. Avtdg elval €vag KaAog Ttpomog va avamtuyBel n
OLVEWONTOTOINGN Kol 1M KATAPTIoN ao@iAeng epyalopévav emedn Ompovpyet
eYYPOUPES Kat Tyvn yia EAeyyo mov emiPePformvetl 0Tt 0 VTAAANAOG d1aface TOVAGYIGTOV
noteg elvar ot gubBbvec tov. Mepkd pobnuoto meptlapufavouy GUVTOUES GEPES
epomoenv mov &fetdlovv T POCIK) YVOOT ACQAAELNS, TPOKEWWEVOL Vo Yivel
AvTIANTTO £G4V 0 VITAAANAOG KatadoBoivel TNV EKTAIdELO).
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To pivopa TS oVVELINTOTOIN OGNS KO EKTAIOEVGNG

Yndpyovv Poaocwd onueioc mov pmopodv va  mepANeOovvV  GTO  TPOYPOLLLLOL
GULVELINTOTOINONG KOl EMUOPP®ONG acPdreldc. Ot vraiiiovg Oa cuufovievfodv
g 10 onuovtikdtepeg mMOMTIKEG 0o@AAEnS kot Bo pmopodv va Ppovv online
aVTLYpOPO TOV TANPOVS OVTOV GLVOALOL TTOATIKADV OCPAAELNS.

Na oryovpevtel 6TL @épel 1 cuveldnTomoinon aceaieiog o £xel KOWMOVIKY EQOPLOYN
Kot vo, €EnynBel 6Tovg VTOAANAOVG Vo UV divovv TOVG KmAkovg TpdsPacng cTov
OTO00NTTOTE TOVS KAAEL GTO TNAEP®VO, OEOOUEVOL OTL O KOADV UTOpel va elval Evag
hacker mov mapiotéver évav cuvadedpo , to etaupikd helpdesk, 1§ kdmolo dAio vopo
TPOGMOTO.

Evnuépoon tov vtoAAA®V va eVvIULEPOVOLV TO AOYICUIKO antivirus Tovg, Kol TG0
GLYVA TOVG VO TO Kévouv avtd. THpnon 1@V LIOAOYIGTAOV YPUPEIOL EVIUEPOUEVDV
He TO WO TPOCOOTO antivirus signatures kobmg eivor €vag KoAOC TPOTOG Vv
npootatevfel  eTapikn vwodopr|. Ot VEGAANAOL TPEMEL ENIONG VL EKTOLOEVTOVV YaL
TOVG KIvOOVOUE 6T0 dvotypo cuvnupévev ota email. Eved dev dtavépovtor 6Aot ot 1ol
OO TO. GUVNUUEVO, GE TOAAEG TEPMTMGELS, avTd gival £vag wWaitepa a&loonpelmwtog
UNYAVICHOG SLOVOUNS LDV TTOV O VITAAANAOG TTPETEL VOL EGTIAGEL.

Ot védAAnAot Tpémet vo KataAdBouy Tt amoterel Evav ac@aAr] kmdiko Tpodsfacng Kot
TL évav aduvapo Koowko mpocPacns. Mepucol Aryotepo teyviKol vITAAANAOL dgv
UITOPOVV VO, GLVELINTOTOGOVY OGO €0KOAO givarl yio Tovg hacker va extedécouvv
dictionary attacks otovg k®o1KoUG mpdoPaong ektdc av tovg to movv. Ot KoAol
Kodwol mpdoPaocng elvar mAVIO UPEKTOl, YOPOKTAPES Kot opBpol, Kot Oev
amoteAobvtol amd mpaypatikég Aécels. Edv cvotnuatikd yivetal aviyvevon otovg
directory servers yio adUVOLOVS KMOKOVS TPOSPacng, TPEMEL va Yivel GUGTAGT| GTOVG
VTOAMIAOVG OTL Ol K®OIKOL OvViXvEDOVTIOL GUGTNUATIKG YO0 TEPIMTOON  HUN-

GUHHOPPMONG.

Ye mepintoon mov €vag vrdAAnAog vmoywootel  €vav 10 M pa emiBeon amd TO
Awdiktvo, exeivog EEpet mov Ba To0 avaeépel avto; Ilowov Ba mpémer va KaAéoet,
[Tpénet va kotaoTtel YvmoTo avutd, Kot Tpénet emiong vo e£0c@aloTel 0Tl TO TPOCOTO
oL KaAoVV Ba KataldPel TG va YEPLoTEl KATAAANAO TV K0OE TepinTmon).

Ot amontoelg yoo TV aceaielo Tov laptop mpénel emiong vo petafifoctodv 6to
TPOYPOLLO CUVEWONTOTOINGONG Kol ETUOPOOONG aocpdieldc. Emrtpénetalr otovg
VTOAAAOVG VO YpNOHLOTOoVY T laptop Toug Yy mpoowmikn ypriorn; Eivol o
araitnon 6t avtol dev mpémel va agnvovv to laptop Tovg aPVAOKTO VM givar o€
emyepnookd Ty, O Aemtouépeleg yia ta laptop mpémel va petafifactovv copmg
aAM®OG 01 VIGAANAOL Bo ONUIOVPYNGOVY TOVS SIKOVS TOVG KOVOVES Y10 TV OCPAAELN
evog etapkov laptop.
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Ot vaAnrot mpénel va eykatactioovy firewall 6to vroloyiot) ypagpeiov 1| to lap-
top touvg; Edv avtd ovpfaiver, sivon emyeipnooky oavaykn vo yvootomoindel
CLYKEKPIUEVO OVTO GTOVG LITAAANAOVG. Ot VITAAANAOL TTpémel va EEPovV TTolog gival o
vroTENEVOG Yoo Vo gykoTaotinoel To firewall, kot mdg pmopovv va Adfovv v
vroompin yw avtd. Edv avapéveral va gykatactioovv 1o firewall ot {d1o1, mov
UTopovV Vo BpovV TI 00NYIES Y10 TO MG VO, KAVOLV avTd;

Oa mpEMEL 01 VTAAANAOL VO, EYKATOGTHOOLY Ta patch ac@dieldg Tovg amd Hovol Tovg
0TOVLG VTOAOYIOTEG Ypapeiov Kot To laptop; 'H 1 opdda vroostpiéng vrodoung Ha to
KaveL ovTo, 11 aVTo €Yl avtopotomoindel; AveEaptnra and 10 TG cvpupaivel avtd, o
opYavIoUOG TPEMEL VO TO €ENYNGEL AVTO GTOVG VITOAANAOVG Tov. Edv avapévetor va
EYKOTAOTNGOVY UOVOL TOVG To, patch ota cLGTNUATA TOVE, TPOKEITOL VO TAPEYETE TA
yYvooté kald patch oe avtovg; Exovv mepdoel amd test to patches avtd; Amd mov
happavovtar avtd; Eav m opddoo vmoompiéng ooQAAENS EYKATOOGTAOEL GTO
ovoTHHaTd Tovg avtdpata tao patch, Tpémel va e&nyndel ovtd €161 AGTE 01 LAAANAOL
vo unv mnyoaivouv ko AapPdvovv avtd to patch péow tov Awndiktdoov Kot
TPOCTAOOVV T EYKATACTHCOLV Atd LOGVOL TOVC.

Avafa0puion Kal 6uvELG TOV TPOYPANRATOS GUVELINTOTOIN GG KUl KOTAPTLONG

Edv o opybdvoon etvor peydin, ot mbBoavotnteg eivor va €xel moAAODS VEOLS
VToAM AOVG Tov €pyoviar OAn v opa. Emouévog, mpémer va Oeomcbel 10
TPOYPOLLLO. GUVELONTOTOINONG Kot EMUOPO®ONG aceaieiog o pia cvveyn Pdon. H
acQaArelo elvar poe cvveyng oladkacio. Aev elval KATL mOL UMOPEIS VO TO
avipetonicels pio eopd povo. H opydvoon kot ta meprovclokd ototyeio g ival
TPAYUATIKO OCQOAT] HEC® TNG OLVEYOVG ovveldntonoinong. Na kpatnbel 1o
momentum aGQAAELNG CLVEXES, KOl GE Alyo, 01 PIAO00E0T KOt dNLLIOVPYIKOTL VTTAAANAOL
Ba TPOGPEPOLV TIG TPOTAGELS CYETIKA LLE TOV TPOTO WE TOV 0moio pmopet va Pedtimbel
Kot VoL evruepBel 1o TpHypapLO GUVEIONTOTTOINGNS Kol EMUOPPOONS ACPAAELNGC.

Edv ekteleiton 10 mpoypappa cuveldntomoinong Kot EmUOPOOONG AGPUAElNG O
ovveyny Pdon kot KaBe Alyo owtd tpomomoleiton Yoo vo katootel kdbe @opd
OTOTEAECUATIKOTEPO KOl O TOPO, Ba peiwbel moAd 1 dvvatdmta ékbeong oe
kivduvo. Acyeta €dv 1 emyeipnon sivar evog aTtdHoL 1 TOALDV, KATOL0G Eivon KOPLog
TOV TEPOVGLOKAV oToLyEiwv. Ot VTAAANAOl TANPOVOVTOL Y10 VO PPOVIIGOVV KOl VL
SLLYEPIOTOVY OVTA TO TEPLOVCIOKE GTOoLYElD, KO Vo KAvovTag avtd xopic Tpoctacio
oLvyxpoOveg givar avevBuvo. Ot tepiocdtepotl vdAinrot Ba cefactodv 10 YeYOVOS OTL
yperdlovion va maiEovv To pOAO TOVG GTNV OGPAAELD TNG 1OIOKTNGIOG OVTNC.

Mue ko oopfovin

To wpdypappo cvveldnTonoinong kot enpdpemong aceareiog a&ilelt moAd to ypovo
Kol TO ypnupote mov moipvel yio va oxedlactel kKo va viomowmbel. H vmodoun
TEXVOAOYLDV TANPOPOPIAOV Efvat TOAVTIUN, KoL v TANYEL pmopel va ackncel GoPapn
eMidPaoT GTO TPOHVTOALOYIGUO, TGTN TEAATMV, KOl UITOPEL KOUT KOl VO ONLLLOVPYTCEL
vopukd mpoPAnuata. Eved 10 mpOypOappo  GUVEIINTOTOINGONG KOl EMUOPPOONG
acpoieiog 0ev €yl kapio gyyomon OtL 1 opydvoon dev Ba dexbel emibBeon and tov
KuPBepvoympo, Ba peidoel oiyovpa Tov avtiktumo wov po TETown enifeon €xel, Kot M
droiknom Ba etvon og Béom EEpet 0Tt £Kave ToVAGYLGTOV Lo TpocTdfeia va KablepwOet
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1 CLVEWNTOTOINGT KOl 1 KATAPTION TAVEO GE TOMTIKES, SL0dIKACIDV, Kol SlEPYOTieg
AoQOAELNG.
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6.2 TloAtikég yu ovvedntomoinon kot ekmaidsvon moveo oe Béuata
aoQAAEIOG

[Moapakdto weptypdeovtal VO TOATIKES TOL APOPOVV L0 Y0 TNV EKTOIOEVOT TAV®
oe Bépata aceaieiog Kot po TAVE GTNV GLVELINTOTOINOT TETOLMY BEUATOV.

6.2.1 Security Training Policy®

Koatalapaivovtog ) onuacio g ac@AAENS TOV VTOAOYIGTMOV KOl TIG LEULOVMOUEVES
evBHveg Kot TV vELOHLYVOTNTA Y10 TNV ACPAAELN VTTOALOYIGTAOV EIVOL CLVVPAGUEVO LIE
NV EMITEVEN TOV GTOYOV AGPAAELNG LG 0pYavmons. Avtd pmopel va emtevydel pe
&vay GLUVOLOGHO, IE 0L YEVIKY] EKTOUOEVOT] GLVELONTOTOINGNG G€ BEHOTA ACPAAELOG
VTOAOYIOTMV KOl VO GTOXEVCEL, OTNV TOPAYOYN OCLYKEKPUEVNS Katdptiong H
QU0c0Qi0. NG MPOOTUCING KOl CUYKEKPIUEVEG 00MNYIEG OOQAAEING TPETEL VA
dwaybovv, kar va Eava emPAnbovv otovg, TOVG YPNOTEG VIoAoyioT®V. Ot
TANPOPOPIEG GLVEIONTOTOINONG KO KATAPTIONG acPArelog Tpémet va. avoaduilovio
GLVEYXMDGS KO VO, EVIGYDOVTOL.

YKomog

O okomdg TG TOMTIKNG KATAPTIONS OGPAAELNG EvaL VO TEPLYPAPOVY O ATOLTNOELS
oL ££0GPAAI{oVV OTL KAOE YPNOTNG TOV TNYDOV TANPOPOPIHV ToL OpyaviGHoy EYEL
EMOPKN eKTOidEVOT TV o€ {NTNUATO AGPAAELNG VTOAOYIOTAOV.

Eppéiera

H moltikny avty éxer epappoynq €&icov yuoo OAOLG TOVG YPNOTEG TOV TOP®V
TANpoeopldv tov Opyavicuoo.

oMtk

OLot o1 véol ¥pNoTEC TPEMEL VO OAOKANPMOCOLV TNV OOPAiTNTY] EVOTNTO KOTAPTIONG
KOl GUVELONTOTOINONG OCPAAELNS TANPOPOPLOV TPV 0md, N TOLAdyoTOV Péca o€ 30
NUEPES amd TN yopnynon ¢ mpoécPaocng ota cvotnuata tov Opyovicpov. H
EVOTNTA KOTAPTIONG KOl GLUVEIONTOTOINGNG 0CPAAELNG TPEMEL VO EOvEL YiveTal ETNGimg
EKTOTE.

O)ot o1 yproteg Tpémet va kévouv pia ONAwon 0Tt £xovv dafdoet kot Kataiafaivouv
TIC oot oelg Tov OPyaVIGHOD GOUPMOVO LE TIG TOMTIKEG Ko TIG O100TKOGTES.

Olot o1 ypnoteg (VTAAANLOL, GUUPOVAOL, AVASOYOL, TPOCMPIVOL, K.AT....) TPEMEL VO
TPOUNOELTOVY HE IKOVOTOMTIKO EKTALOEVLTIKO KOl EVICYLTIKO LAIKO Yol Vo TOVG
EMTPEYEL VO TPOGTATELGOVY KATAAANAQ TNV VITOOOLLT] TOL OPYAVIGLOV.

[Ipéner vo avamtuyBel kKo va dwatnpnOel pior dwadikacio emTKOVOVIOG HEGH TOV
niektpovikol Toyvdpopeiov kat tov Web yuoo v petafifaocrn véov mpoypdppotog
ACQAAELNG  TANPOPOPIDV  VTOAOYIOTAV, OEATIH OCQAAENS TANPOPOPLDV, Kol
EVOLLPEPOVTOL AVTIKEIUEVO AGOAAELOGS.

[MapaPrdoeig g mapandve moAtikng Oa tpénet avapépoviat oto ISO.

¥ http://www.cis.tamuk.edu/help/policies/1 170 Security%20Training%20Policy.pdf
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HeBapyixéc npdcerg

H mapapioon avtig g moMTikng umopel va 0dnynoel e melfapyikn evépyelo LEypt
Kot cvpmepthappavopévng g ANENG €pyaciag Yy TOVG VRTOAANAOLG KOl TOLG
npocwpvovc. Tng AEN TV ox€oemv amacyOANoNg GTNV TEPITTOON TNG UTOAVONG
avadoymv 1 ovpuPoviwv. Andtaln yio Tovg e0eAOVTEG I TNV OVAIGTOAN 1| TNV OTOPOAY|
otV mepintmon evog omovdacth. EmmAéov, o dtopa autd VTOKEWVTOL GTNV OTMOAELL
npovopimv TpdcsPaong, kabmg emiong Kot TOWIKEG SIMEELC.
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6.2.2 Information Security Awareness Policy30

YKomog

H amoteleopatikn ac@iieion TANPOPOPIOV OmalTeEL EVo VYNAO EMITESO GLUUETOYNS
amd OAa to. PEAN €vOg opyaviopov. Avt 1 oMtk kaBopiletl Tig vBHveg Kot Tovg
POAOVC YO TNV EUQEVONON TNG GLVEWNTOTOINONG ACPAAELNG TANPOPOPIDOV HETAED
OAOV TOV O10KTNTAOV, TOV SELOLVTIOV, TOV QOPEOY TTAPOYNG VINPECLOV KOl TOV
YPNOTAOV TOV TNYDOV TANPOPOPIDV.

IIpétvma Kon 001 YieS TS TOMTIKNG

a. Olov mpémer va eivor eviuepor KoAd vy Tig €vOHVEG TOVG MG 1O1OKTNTES
TANPOPOPLOV, O1EVOVVTEG, XPNOTES, KOl POPELS TOPOYNS VI PEGUDV.

b. Xe ovvepyacio e TO YPOPEIO EKTOIOEVLONG, O AVATEPOG VITAAANAOG OGPAAELNG
TANPOeOPLOY  glval appodog yuw Tn  Owelpon  evOg  TPOYPAUUOTOS
KOTAPTIONG KOl CLVEWONTOTOINGONG Vi OAd To HEAN TNG KOWOTNTAG TOL
OPYOVIGHOV KOl Y10 TN CUGKEWYT LE TO. HEAN TOL opyovicpol yia {ntiparto
ACPAAELNG TAT|POPOPLDV.

c. Ta padnpata kot to VAIKO ekmaidevong mpémel vo damotilovv T onuocio
TOL KOTAAANAOL YEPICUOD TANPOPOPIDV KOt VO EENYOVV TIG EMITTMOGELS QLT
NG TOALTIKTG.

d. H xotdption mpémnel va mepAapPAavel Kol CUYKEKPLUEVES TANPOPOPIES Yo TN
YPNON TOV TPOPLAGEE®V OCQAAEWS OTMG T KPLITOYPAQNOT, antivirus
epyodeia, dwdikacieg yioo backup, n oK acPEAE Kol GLUVEIONTOTTOINGT
TOV TOKTIKOV KOW®OVIKNG UNYOVIKG.

e. O oavotepog VITAAANAOG acPAAElOC TANPOPOPLOY €ivol appOdloc Yoo T
dlTNPNoN NG 10TOCEADOS ACPAAENG TANPOPOPLOV, Omd OMOL Ol TNYEG
aceareiag TAnpogopudv Ba eivar d100€c1EeC 6TO GVHVOLO TNG KOWVOTNTAG TOV

OpPYOVIGLLOV.
f. Ot devBuvtég eivar appdolort va PAEmovv OTL OL LIAAANAOL €xovv TNV
wKavoTTd  eKpeTaAlebovIor  Tovg  JtBEcovg  TOPOLG Yoo v

GULVELINTOTOINGNG TNG AGPAAELOG.

g. Ot kdtoyolt TANPOEOPUDV KOl Ol QOPES TOPOYNG VLANPECLOV TPENEL VO
eEowelwboiv pe TIc apyég Yoo To TPOTLTTO. OGPOAEING TANPOPOPIDOV KOl TIG
dwdkacieg ac@dAElng TANPOPOPIOV OTMG aVTES £QapUOlovTal Yol TOVG
TOPOVG TANPOPOPLOY LITO TNV ALYid0 TOVG.

Opwopoi

IInyn Ttinpoooprdv

Avtdc o0 Opog meplhapfdver TIC TANPOPOPIEC HE OMOLONTOTE HOPON KOl
KOTOYPOUUEVEG OE OTOLONTOTE HECO TOL OVNKEL M TAPAYETOL OO OMOLOONTOTE
xpotn tov opyovicpov. Ot mmyéc mAnpoeopidv mepthappdvovv emiong OAo To
VTOAOYIOTIKO, OIKTLOKO KOl €EOMAIGHO OV YPNOULOTOOVVTIOL Yl TNV emeEepyacia

3 http://lits.ollusa.edu/LITSNavBar/Policies/SecurityAwarenessPolicy.shtml
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KOl TNV 000 KELGT TANPOPOPLDY TOV AVIIKOVV GTOV OPYOVIGUO 1| YPTCLLOTOLOVVTOL
amd ToV 0pyoavicrd 6To TAOIG10 Adelg | cOUPAoTG.

Kdaroyol minpo@opredv

Ot kdtoyol mANPoeopIdV €ivor eKeiva ta dTopa TOL OPYAVICHOD 7OV £XOLV TNV
apywd v €vBivn Yoo Woitepeg mAnpogopies. Kdamowog yivetar  kdtoyog
TANPOPOPLOV it OO O10PIGUO €iTe AOY® EXEL AMOKTNOEL, AVATTOEEL, ONUOVPYNCEL
TAnNpoeopieg yw TG omoieg kavéva GAAO GUUPOAAOUEVO pEPOG Oev €xel TNV
wokoia. Tlapadeiypatog yaptv, v AOYovg GLTNG TNG TOMTIKNG, O vrevhuvog
BBAoONKN g £vOG 0pyavIGHoD Eival 0 KATOYOG TWV TANPOPOPIOV TOV KATAAOY®OV TNG
BPA0ONKNG KO TOV GYETIKMOV apYEl®V Kol 0 YPOUUATENS EVOG OPYOVIGHOD gival O
KATOYOC TANPoQOpLI®V TV apyeiwv ovvepyotdv. Ta péAn TOL  OpPYAVIGLOV
Bewpovvtol KaToyol TANPOPOPIdV NG £peuvis Tovg. O KATOY0G TANPOPOPLOY TOV
Opov 0T ypnoomoteitatl €3¢ dgv LTOVOEL TNV 1O10KTNGI0 VIO OTOLONTOTE VOULKY|
gvvola, Om®G £€vag KATOYOG TVELHOTIKOV OWKOUOUATOV 1 evOg  SUTADUOTOC
gupeotteyviog. Xe avtd 10 MANIGL0, O KATOXOG TANPOPOPIOV onpaivel udvo To
TPOGMOTO LE TNV OPYLKT] EVOVVT Yia Lo TYT TANPOPOPLDYV.

Xpnorteg
Ola o péAn Tov opyaviGHov gival "ypnoTeg” TOV TNYOV TANPOPOPLDV, KON KL OV
dev &yovv guhvvn tovg. Ot ypNoTeg TEPIAAUPAVOLV:TPOCOTIKS, avAdoyol, cOUBOVAOL,

eBelovTég, Kot TPOs®PIVOi LVITAAANAOL.

Dopeic TOPOYNS VENPECLAOV

O popeig mapoyng vampectodv givar eketva ta ypoeeio, LOVASES TUNUATO KOl GTOWO
nov Swyepilovtal CNUAVTIKEG TNYES KOl GUGTHLOTO TANPOPOPIDOV LE GKOTO VO TOL
Kataotnoovy dnbéoipa oe aAlovg. Tlepthapfdvel OAa Ta TUNHOTO EVOS OPYOVIGHOD.

ArgvOuvtég

Ou devbuvtéc elvar ekeivol mov emnpovv TG KOOMUEPVEG dlodKOGieg KOl TIG
dpacTNPOTNTEG AAL®Y VIOAANA®V 1| ¥pnoT®V o€ éva ypageio, po povada 1 éva
TUN U EVOG OPYOVIGHLOV.

Zoppopowen

OLot o1 EMKEPAANG TUNUATOV TOV OPYOVIGHOV Kol S1OIKNTEG Elval appoOdtot Yo TV
GUULOPPMOGCT] TOV VITOAANA®Y KOl GUVOAKE TOV OPYOVIGHOD LLE OVTAV TNV TOALTIKY).
O mapafracels avtig g moAMTkNG Bo avtipetomiotodv cofapd Kol UTopovv va
00N YNGOLVV GTNV TTEWAPYIKT| EVEPYELD GOUPOVO LE TIG SLOOIKAGIES TOV OPYAVIGLOV.
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Kepdaiaro 7
Eniloyoc-Xopumepaopata

Yta mAaiclo aVTNG €0M NG TTLYLOKNG epyaciag idaie To TL TPEMEL v KAVEL Evag
opyoavicpdc, vimpeoia, entyeipnon vy motorombel ota mhiaicioa tov ISO 27001.
Anhadn eidope to Prjpato mwov mpémer vo akoAlovOnoet yw motomondel. Tov
TPOGOIOPIGUO TTEPIPAAAOVTOS TOVL, KOTAYPOPN TNG OPOCTNPLOTNTOS TOL KOU TNG
TAnpoeoplakng doung tov. E&étaong g Mo vmdpyovcos oceoAsiog Kot
TPOGOIOPIGHAC TOV VOUIKOD KOl KOVOVIGTIKOV TANLGIOV 0GQAAEING. TNV GUVEXELD I
a&loddynomn Kot 1 olayeiplon TV Kvohvev Kot TV adVVIHLOY TOL opyavicpov. Kot
TEAOG 1 avAmTLEN TOVL GLOTNUATOG OlaElploNg acPaieiog TANPOPOPLOY GOV
OTTOTEAEG L0, TOV TAPOTAVE®D EVEPYEIDV.

[Mopovcidoape Tyég yioo ToMTIKES acPoAeiog Kot epyalein Yoo TNV dlayeiplon Tovg.
YuyKeEKPEVO 16TOGEAIDEG ad To Internet yia v €0pECT TOMTIKOV KO EPYOAEIWDV.
YVVOTTIKY TAPOLGiasT KATOIwvV Ty®dv moMTiK®Vv aceolieiog. Ilapovcioon ko
Aertovpyia epyodeimv yio TV SNUOVPYIN TOATIKOV Kol ADVGEMV ACPAAELNS.

‘Eywve mapovoioon TOAMTIKOV acQOAElOG Kol €POPUOYN TOLG OTO TAQICO €VOG
EKTTALOEVTIKOD OPYAVIGUOL Yoo TV opbn yprion Tev vrodopdv tov. Kot téhog
eKTOidEVON KoL CLVEWNTOTOINGN TAVE o€ BEpoto ac@aieiog, HE TOMTIKES Kol

odnyiec.
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MapdpTnua
8.1 IToMtcég aocpareiog ota AyyAkd

Edd mapovcidlovion pepikég amd TIG TOMTIKEG AGQAAEiOG OTO ayYAMKO TTov £XOVV
petagpaoctel oto TAaica avtng £d® ™G mruylakns. [lapakdto akoiovbel n AMota pe
OVTEG TIG TOAITIKEC:
1. Acceptable Use Policy
Analog/ISDN Line Security Policy
Backup policy
Dial-in Access Policy
DMZ. Lab Security Policy
Network Security Policy
Privacy Policy
Remote Access
Router Security Policy

CRXNANANR BN
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8.1.1 Acceptable Use Policy31

Control

Rules for the acceptable use of information and assets associated with information
processing facilities should be identified, documented, and implemented.

Implementation guidance

All employees, contractors and third party users should follow rules for the acceptable
use of information and assets associated with information processing facilities,
including:

a. rules for electronic mail and Internet usages;
b. guidelines for the use of mobile devices, especially for the use outside
the premises of the organization;

Specific rules or guidance should be provided by the relevant management.
Employees, contractors and third party users using or having access to the
organization’s assets should be aware of the limits existing for their use of
organization’s information and assets associated with information processing
facilities, and resources. They should be responsible for their use of any information
processing resources, and of any such use carried out under their responsibility.

31 Ard 1o 1SO 27002
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8.1.2 Analog/ISDN Line Security Policy32

Created by or for the SANS Institute. Feel free to modify or use for your
organization. If you have a policy to contribute, please send e-mail to
stephen@sans.edu

1.0 Purpose

This document explains <Company Name> analog and ISDN line acceptable use and
approval policies and procedures. This policy covers two distinct uses of analog/ISDN
lines: lines that are to be connected for the sole purpose of fax sending and receiving,
and lines that are to be connected to computers.

2.0 Scope

This policy covers only those lines that are to be connected to a point inside
<Company Name> building and testing sites. It does not pertain to ISDN/phone lines
that are connected into employee homes, PBX desktop phones, and those lines used
by Telecom for emergency and non-corporate information purposes.

3.0 Policy
3.1 Scenarios & Business Impact

There are two important scenarios that involve analog line misuse, which we attempt
to guard against through this policy. The first is an outside attacker who calls a set of
analog line numbers in the hope of connecting to a computer that has a modem
attached to it. If the modem answers (and most computers today are configured out-
of-the-box to auto-answer) from inside <Company Name> premises, then there is the
possibility of breaching <Company Name>'s internal network through that computer,
unmonitored. At the very least, information that is held on that computer alone can be
compromised. This potentially results in the loss of millions of dollars worth of
corporate information.

The second scenario is the threat of anyone with physical access into a <Company
Name> facility being able to use a modem-equipped laptop or desktop computer. In
this case, the intruder would be able to connect to the trusted networking of
<Company Name> through the computer's Ethernet connection, and then call out to
an unmonitored site using the modem, with the ability to siphon <Company Name>
information to an unknown location. This could also potentially result in the
substantial loss of vital information. Specific procedures for addressing the security
risks inherent in each of these scenarios follow.

3.2 Facsimile Machines

As a rule, the following applies to requests for fax and analog lines:
e Fax lines are to be approved for departmental use only.
e No fax lines will be installed for personal use.

32 http://www.sans.org/resources/policies/Analog_Line Policy.pdf
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e No analog lines will be placed in a personal cubicle.

e The fax machine must be placed in a centralized administrative area
designated for departmental use, and away from other computer equipment.

e A computer which is capable of making a fax connection is not to be allowed
to use an analog line for this purpose.

e Waivers for the above policy on analog-as-fax lines will be delivered on a
case-by-case basis after reviewing the business need with respect to the level
of sensitivity and security posture of the request.

e Use of an analog/ISDN fax line is conditional upon the requester's full

compliance with the requirements listed below. These requirements are the

responsibility of the authorized user to enforce at all times:

The fax line is used solely as specified in the request.

Only persons authorized to use the line have access to it.

When not in use, the line is to be physically disconnected from the computer.

When in use, the computer is to be physically disconnected from <Company

Name>'s internal network.

e The line will be used solely for <Company Name> business, and not for
personal reasons.

e All downloaded material, prior to being introduced into <Company Name>
systems and networks, must have been scanned by an approved anti-virus
utility (e.g., McAfee VirusScan) which has been kept current through regular
updates.

3.3 Computer-to-Analog Line Connections

The general policy is that requests for computers or other intelligent devices to be
connected with analog or ISDN lines from within <Company Name> will not be
approved for security reasons. Analog and ISDN lines represent a significant security
threat to <Company Name>, and active penetrations have been launched against such
lines by hackers. Waivers to the policy above will be granted on a case by case basis.
Replacement lines, such as those requeested because of a move, fall under the
category of "new" lines. They will also be considered on a case by case basis.

3.4 Requesting an Analog/ISDN Line

Once approved by a manager, the individual requesting an analog/ISDN line must
provide the following information to Telecom:
e A clearly detailed business case of why other secure connections available at
<Company Name> cannot be used,
e The business purpose for which the analog line is to be used,
e The software and hardware to be connected to the line and used across the
line,
¢ And to what external connections the requester is seeking access.

The business case must answer, at a minimum, the following questions:

e What business needs to be conducted over the line?

e Why is a <Company Name>-equipped desktop computer with Internet
capability unable to accomplish the same tasks as the proposed analog line?
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e Why is <Company Name>'s current dial-out access pool unable to accomplish
the same tasks as an analog line?

e In addition, the requester must be prepared to answer the following
supplemental questions related to the security profile of the request:

e Will the machines that are using the analog lines be physically disconnected

from <Company Name>'s internal network?

Where will the analog line be placed? A cubicle or lab?

Is dial-in from outside of <Company Name> needed?

How many lines are being requested, and how many people will use the line?

How often will the line be used? Once a week, 2 hours per day...?

What is the earliest date the line can be terminated from service?

The line must be terminated as soon as it is no longer in use.

What other means will be used to secure the line from unauthorized use?

Is this a replacement line from an old location? What was the purpose of the

original line?

What types of protocols will be run over the line?

e Will a <Company Name>-authorized anti-virus scanner be installed on the
machine(s) using the analog lines?

e The requester should use the Analog/ISDN Line Request Form to address
these issues and submit a request.

4.0 Enforcement

Any employee found to have violated this policy may be subject to disciplinary
action, up to and including termination of employment.
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8.1.3 Backup Policy33

Control

Back-up copies of information and software should be taken and tested regularly in
accordance with the agreed backup policy.

Implementation guidance

Adequate back-up facilities should be provided to ensure that all essential information
and software can be recovered following a disaster or media failure.
The following items for information back up should be considered:

a. the necessary level of back-up information should be defined;

b. accurate and complete records of the back-up copies and documented
restoration procedures should be produced;

c. the extent (e.g. full or differential backup) and frequency of backups
should reflect the business requirements of the organization, the
security requirements of the information involved, and the criticality of
the information to the continued operation of the organization;

d. the back-ups should be stored in a remote location, at a sufficient
distance to escape any damage from a disaster at the main site;

e. back-up information should be given an appropriate level of physical
and environmental protection consistent with the standards applied at
the main site; the controls applied to media at the main site should be
extended to cover the back-up site;

f. back-up media should be regularly tested to ensure that they can be
relied upon for emergency use when necessary;

g. restoration procedures should be regularly checked and tested to ensure
that they are effective and that they can be completed within the time
allotted in the operational procedures for recovery;

h. in situations where confidentiality is of importance, back-ups should be
protected by means of encryption. Back-up arrangements for
individual systems should be regularly tested to ensure that they meet
the requirements of business continuity plans. For critical systems, the
backup arrangements should cover all systems information,
applications, and data necessary to recover the complete system in the
event of a disaster.

The retention period for essential business information, and also any requirement for
archive copies to be permanently retained should be determined.

Other information

Back up arrangements can be automated to ease the back-up and restore process. Such
automated solutions should be sufficiently tested prior to implementation and at
regular intervals.

3% And 10 1SO 27002
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8.1.4 Dial-In Access Policy34

Created by or for the SANS Institute. Feel free to modify or use for your
organization. If you have a policy to contribute, please send e-mail to
stephen@sans.edu

1.0 Purpose

The purpose of this policy is to protect <Company Name>'s electronic information
from being inadvertently compromised by authorized personnel using a dial-in
connection.

2.0 Scope

The scope of this policy is to define appropriate dial-in access and its use by
authorized personnel.

3.0 Policy

<Company Name> employees and authorized third parties (customers, vendors, etc.)
can use dial-in connections to gain access to the corporate network. Dial-in access
should be strictly controlled, using onetime password authentication. [Add something
in about how “Dial —in access should be requesting using the corporate account
request process”] It is the responsibility of employees with dial-in access privileges to
ensure a dial-in connection to <Company Name> is not used by non-employees to
gain access to company information system resources.

An employee who is granted dial-in access privileges must remain constantly aware
that dial-in connections between their location and <Company Name> are literal
extensions of <Company Name>'s corporate network, and that they provide a
potential path to the company's most sensitive information. The employee and/or
authorized third party individual must take every reasonable measure to protect
<Company Name>'s assets. Analog and non-GSM digital cellular phones cannot be
used to connect to <Company Name>'s corporate network, as their signals can be
readily scanned and/or hijacked by unauthorized individuals. Only GSM standard
digital cellular phones are considered secure enough for connection to <Company
Name>'s network. For additional information on wireless access to the <Company
Name> network, consult the Wireless Communications Policy.

Note: Dial-in accounts are considered 'as needed' accounts. Account activity is
monitored, and if a dial-in account is not used for a period of six months the account
will expire and no longer function. If dial-in access is subsequently required, the
individual must request a new account as described above.

4.0 Enforcement

Any employee found to have violated this policy may be subject to disciplinary
action, up to and including termination of employment.

3 http://www.sans.org/resources/policies/Dial-in_Access Policy.pdf
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8.1.5 DMZ Lab Security Policy™

Created by or for the SANS Institute. Feel free to modify or use for your
organization. If you have a policy to contribute, please send e-mail to
stephen@sans.edu

1.0 Purpose

This policy establishes information security requirements for all networks and
equipment deployed in <Company Name> labs located on the "De-Militarized Zone"
(DMZ). Adherence to these requirements will minimize the potential risk to
<Company Name> from the damage to public image caused by unauthorized use of
<Company Name> resources, and the loss of sensitive/company confidential data and
intellectual property.

2.0 Scope

<Company Name> Lab networks and devices (including but not limited to routers,
switches, hosts, etc.) that are Internet facing and located outside <Company Name>
corporate Internet firewalls are considered part of the DMZ Labs and are subject to
this policy. This includes DMZ Labs in primary Internet Service Provider (ISP)
locations and remote locations. All existing and future equipment, which falls under
the scope of this policy, must be configured according to the referenced documents.
This policy does not apply to labs residing inside <Company Name>'s corporate
Internet firewalls. Standards for these labs are defined in the Internal Lab Security
Policy

3.0 Policy
3.1. Ownership and Responsibilities

1. All new DMZ Labs must present a business justification with sign-off at the
business unit Vice President level. InfoSec must keep the business
justifications on file.

2. Lab owning organizations are responsible for assigning lab managers, point of
contact (POC), and back up POC, for each lab. The lab owners must maintain
up to date POC information with InfoSec [and the corporate enterprise
management system, if one exists]. Lab managers or their backup must be
available around-the-clock for emergencies.

3. Changes to the connectivity and/or purpose of existing DMZ Labs and
establishment of new DMZ

4. Labs must be requested through a <Company Name> Network Support
Organization and approved by InfoSec.

5. All ISP connections must be maintained by a <Company Name> Network
Support Organization.

6. A Network Support Organization must maintain a firewall device between the
DMZ Lab(s) and the Internet.

3 http://www.sans.org/resources/policies/DMZ_Lab_Security Policy.pdf
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7.

8.

9.

10.

1.

12.

13.

The Network Support Organization and InfoSec reserve the right to interrupt
lab connections if a security concern exists.

The DMZ Lab will provide and maintain network devices deployed in the
DMZ Lab up to the Network Support Organization point of demarcation.

The Network Support Organization must record all DMZ Lab address spaces
and current contact information [in the corporate enterprise management
system, if one exists].

The DMZ Lab Managers are ultimately responsible for their DMZ Labs
complying with this policy.

Immediate access to equipment and system logs must be granted to members
of InfoSec and the Network Support Organization upon request, in accordance
with the Audit Policy

Individual lab accounts must be deleted within three (3) days when access is
no longer authorized. Group account passwords must comply with the
Password Policy and must be changed within three (3) days from a change in
the group membership.

InfoSec will address non-compliance waiver requests on a case-by-case basis.

3.2. General Configuration Requirements

1.

2.

10.

Production resources must not depend upon resources on the DMZ Lab
networks.
DMZ Labs must not be connected to <Company Name>'s corporate internal
networks, either directly or via a wireless connection.
DMZ Labs should be in a physically separate room from any internal
networks. If this is not possible, the equipment must be in a locked rack with
limited access. In addition, the Lab Manager must maintain a list of who has
access to the equipment.
Lab Managers are responsible for complying with the following related
policies:

a. Password Policy

b. Wireless Communications Policy

c. Lab Anti-Virus Policy
The Network Support Organization maintained firewall devices must be
configured in accordance with least-access principles and the DMZ Lab
business needs. All firewall filters will be maintained by InfoSec.
The firewall device must be the only access point between the DMZ Lab and
the rest of <Company Name>'s networks and/or the Internet. Any form of
cross-connection which bypasses the firewall device is strictly prohibited.
Original firewall configurations and any changes thereto must be reviewed and
approved by InfoSec (including both general configurations and rule sets).
InfoSec may require additional security measures as needed.
Traffic from DMZ Labs to the <Company Name> internal network, including
VPN access, falls under the Remote Access Policy
All routers and switches not used for testing and/or training must conform to
the DMZ Router and Switch standardization documents.
Operating systems of all hosts internal to the DMZ Lab running Internet
Services must be configured to the secure host installation and configuration
standards. [Add url link to site where your internal configuration standards are
kept].
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11. Current applicable security patches/hot-fixes for any applications that are
Internet services must be applied. Administrative owner groups must have
processes in place too stay current on appropriate patches/ hotfixes.

12. All applicable security patches/hot-fixes recommended by the vendor must be
installed. Administrative owner groups must have processes in place to stay
current on appropriate patches/ hotfixes.

13. Services and applications not serving business requirements must be disabled.

14. <Company Name> Confidential information is prohibited on equipment in
labs where non- <Company Name> personnel have physical access (e.g.,
training labs), in accordance with the Information Sensitivity Classification
Policy

15. Remote administration must be performed over secure channels (e.g.,
encrypted network connections using SSH or IPSEC) or console access
independent from the DMZ networks.

4.0 Enforcement

Any employee found to have violated this policy may be subject to disciplinary action
up to and including termination of employment.

5.0 Definitions

Access Control List (ACL):

Lists kept by routers to control access to or from the router for a number of services
(for example, to prevent packets with a certain IP address from leaving a particular
interface on the router).

DMZ (de-militarized zone):
Networking that exists outside of <Company Name> primary corporate firewalls, but
is still under <Company Name> administrative control.

Network Support Organization:
Any InfoSec-approved support organization that manages the networking of non-lab
networks.

Least Access Principle:
Access to services, hosts, and networks is restricted unless otherwise permitted.

Internet Services:
Services running on devices that are reachable from other devices across a network.
Major Internet services include DNS, FTP, HTTP, etc.

Network Support Organization Point of Demarcation:

The point at which the networking responsibility transfers from a Network Support
Organization to the DMZ Lab. Usually a router or firewall.

Lab Manager:
The individual responsible for all lab activities and personnel.
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Lab:
A Lab is any non-production environment, intended specifically for developing,
demonstrating, training and/or testing of a product.

Firewall:
A device that controls access between networks., such as a PIX, a router with access
control lists, or a similar security device approved by InfoSec.

Internally Connected Lab:

A lab within <Company Name>'s corporate firewall and connected to the corporate
production network.
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8.1.6 Network Security Policy36

Objective: To ensure the protection of information in networks and the protection of
the supporting infrastructure. The secure management of networks, which may span
organizational boundaries, requires careful consideration to dataflow, legal
implications, monitoring, and protection. Additional controls may also be required to
protect sensitive information passing over public networks.

Network controls

Control

Networks should be adequately managed and controlled, in order to be protected from
threats, and to maintain security for the systems and applications using the network,

including information in transit.

Implementation guidance

Network managers should implement controls to ensure the security of information in
networks, and the protection of connected services from unauthorized access. In
particular, the following items should be considered:

a. operational responsibility for networks should be separated from
computer operations where appropriate;

b. responsibilities and procedures for the management of remote
equipment, including equipment in user areas, should be established;

c. special controls should be established to safeguard the confidentiality
and integrity of data passing over public networks or over wireless
networks, and to protect the connected systems and applications (see
11.4 and 12.3); special controls may also be required to maintain the
availability of the network services and computers connected;

d. appropriate logging and monitoring should be applied to enable
recording of security relevant actions;

e. management activities should be closely co-ordinated both to optimize
the service to the organization and to ensure that controls are
consistently applied across the information processing infrastructure.

Other information

Additional information on network security can be found in ISO/IEC 18028,
Information technology —Security techniques — IT network security.

3¢ Amd 1o 1SO 27002
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Security of network services
Control

Security features, service levels, and management requirements of all network
services should be identified and included in any network services agreement,
whether these services are provided inhouse or outsourced.

Implementation guidance

The ability of the network service provider to manage agreed services in a secure way
should be determined and regularly monitored, and the right to audit should be
agreed.

The security arrangements necessary for particular services, such as security features,
service levels, and management requirements, should be identified. The organization
should ensure that network service providers implement these measures.

Other information

Network services include the provision of connections, private network services, and
value added networks and managed network security solutions such as firewalls and
intrusion detection systems.

These services can range from simple unmanaged bandwidth to complex value-added
offerings.
Security features of network services could be:
a. technology applied for security of network services, such as
authentication, encryption, and network connection controls;
b. technical parameters required for secured connection with the network
services in accordance with the security and network connection rules;
c. procedures for the network service usage to restrict access to network
services or applications, where necessary.
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8.1.7 Privacy Policy37

Control

Data protection and privacy should be ensured as required in relevant legislation,
regulations, and, if applicable, contractual clauses.

Implementation guidance

An organizational data protection and privacy policy should be developed and
implemented. This policy should be communicated to all persons involved in the
processing of personal information. Compliance with this policy and all relevant data
protection legislation and regulations requires appropriate management structure and
control. Often this is best achieved by the appointment of a person responsible, such
as a data protection officer, who should provide guidance to managers, users, and
service providers on their individual responsibilities and the specific procedures that
should be followed. Responsibility for handling personal information and ensuring
awareness of the data protection principles should be dealt with in accordance with
relevant legislation and regulations. Appropriate technical and organizational
measures to protect personal information should be implemented.

Other information

A number of countries have introduced legislation placing controls on the collection,
processing, and transmission of personal data (generally information on living
individuals who can be identified from that information). Depending on the respective
national legislation, such controls may impose duties on those collecting, processing,
and disseminating personal information, and may restrict the ability to transfer that
data to other countries.

37 And 10 1SO 27002
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8.1.8 Remote Access Policy38

Created by or for the SANS Institute. Feel free to modify or use for your
organization. If you have a policy to contribute, please send e-mail to
stephen@sans.edu

1.0 Purpose

The purpose of this policy is to define standards for connecting to <Company
Name>'s network from any host. These standards are designed to minimize the
potential exposure to <Company Name> from damages which may result from
unauthorized use of <Company Name> resources. Damages include the loss of
sensitive or company confidential data, intellectual property, damage to public image,
damage to critical <Company Name> internal systems, etc.

2.0 Scope

This policy applies to all <Company Name> employees, contractors, vendors and
agents with a <Company Name>-owned or personally-owned computer or
workstation used to connect to the <Company Name> network. This policy applies to
remote access connections used to do work on behalf of <Company Name>, including
reading or sending email and viewing intranet web resources.

Remote access implementations that are covered by this policy include, but are not
limited to, dial-in modems, frame relay, ISDN, DSL, VPN, SSH, and cable modems,
etc.

3.0 Policy
3.1 General

1. Tt is the responsibility of <Company Name> employees, contractors, vendors
and agents with remote access privileges to <Company Name>'s corporate
network to ensure that their remote access connection is given the same
consideration as the user's on-site connection to <Company Name>.

2. General access to the Internet for recreational use by immediate household
members through the <Company Name> Network on personal computers is
permitted for employees that have flat-rate services. The <Company Name>
employee is responsible to ensure the family member does not violate any
<Company Name> policies, does not perform illegal activities, and does not
use the access for outside business interests. The <Company Name> employee
bears responsibility for the consequences should the access be misused.

3. Please review the following policies for details of protecting information when
accessing the corporate network via remote access methods, and acceptable
use of <Company Name>'s network:

3 http://www.sans.org/resources/policies/Remote_Access_Policy.pdf
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4.

Acceptable Encryption Policy

Virtual Private Network (VPN) Policy

Wireless Communications Policy

. Acceptable Use Policy

For additional information regarding <Company Name>'s remote access
connection options, including how to order or disconnect service, cost
comparisons, troubleshooting, etc., go to the Remote Access Services website.

VSIS g

3.2 Requirements

1.

10.

1.

Secure remote access must be strictly controlled. Control will be enforced via
one-time password authentication or public/private keys with strong pass-
phrases. For information on creating a strong pass-phrase see the Password
Policy.

At no time should any <Company Name> employee provide their login or
email password to anyone, not even family members.

<Company Name> employees and contractors with remote access privileges
must ensure that their <Company Name>-owned or personal computer or
workstation, which is remotely connected to <Company Name>'s corporate
network, is not connected to any other network at the same time, with the
exception of personal networks that are under the complete control of the user.
<Company Name> employees and contractors with remote access privileges
to <Company Name>'s corporate network must not use non-<Company
Name> email accounts (i.e., Hotmail, Yahoo, AOL), or other external
resources to conduct <Company Name> business, thereby ensuring that
official business is never confused with personal business.

Routers for dedicated ISDN lines configured for access to the <Company
Name> network must meet minimum authentication requirements of CHAP.
Reconfiguration of a home user's equipment for the purpose of split-tunneling
or dual homing is not permitted at any time.

Frame Relay must meet minimum authentication requirements of DLCI
standards.

Non-standard hardware configurations must be approved by Remote Access
Services, and InfoSec must approve security configurations for access to
hardware.

All hosts that are connected to <Company Name> internal networks via
remote access technologies must use the most up-to-date anti-virus software
(place url to corporate software site here), this includes personal computers.
Third party connections must comply with requirements as stated in the Third
Party Agreement.

Personal equipment that is used to connect to <Company Name>'s networks
must meet the requirements of <Company Name>-owned equipment for
remote access.

Organizations or individuals who wish to implement non-standard Remote
Access solutions to the <Company Name> production network must obtain
prior approval from Remote Access Services and InfoSec.
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4.0 Enforcement

Any employee found to have violated this policy may be subject to disciplinary
action, up to and including termination of employment.

5.0 Definitions

Cable Modem:

Cable companies such as AT&T Broadband provide Internet access over Cable TV
coaxial cable. A cable modem accepts this coaxial cable and can receive data from the
Internet at over 1.5 Mbps. Cable is currently available only in certain communities.

CHAP:
Challenge Handshake Authentication Protocol is an authentication method that uses a
one-way hashing function.

DLCI:

Data Link Connection Identifier (DLCI) is a unique number assigned to a Permanent
Virtual Circuit (PVC) end point in a frame relay network. DLCI identifies a particular
PVC endpoint within a user's access channel in a frame relay network, and has local
significance only to that channel.

Dial-in Modem:

A peripheral device that connects computers to each other for sending
communications via the telephone lines. The modem modulates the digital data of
computers into analog signals to send over the telephone lines, then demodulates back
into digital signals to be read by the computer on the other end; thus the name
"modem" for modulator/demodulator.

Dual Homing:

Having concurrent connectivity to more than one network from a computer or
network device. Examples include: Being logged into the corporate network via a
local Ethernet connection, and dialling into AOL or other Internet service provider
(ISP). Being on a <Company Name>- provided Remote Access home network, and
connecting to another network, such as a spouse's remote.
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8.1.9 Router Security Policy”’

Created by or for the SANS Institute. Feel free to modify or use for your
organization. If you have a policy to contribute, please send e-mail to
stephen@sans.edu

1.0 Purpose

This document describes a required minimal security configuration for all routers and
switches connecting to a production network or used in a production capacity at or on
behalf of <Company Name>.

2.0 Scope

All routers and switches connected to <Company Name> production networks are
affected. Routers and switches within internal, secured labs are not affected. Routers
and switches within DMZ areas fall under the Internet DMZ Equipment Policy.

3.0 Policy

Every router must meet the following configuration standards:

1. No local user accounts are configured on the router. Routers must use
TACACS+ for all user authentication.

2. The enable password on the router must be kept in a secure encrypted form.
The router must have the enable password set to the current production router
password from the router's support organization.

3. Disallow the following:

a. [P directed broadcasts
b. Incoming packets at the router sourced with invalid addresses such as

RFC1918 address

TCP small services

UDP small services

All source routing

All web services running on router

Use corporate standardized SNMP community strings.

Access rules are to be added as business needs arise.

7. The router must be included in the corporate enterprise management system
with a designated point of contact.

8. Each router must have the following statement posted in clear view:
"UNAUTHORIZED ACCESS TO THIS NETWORK DEVICE IS
PROHIBITED. You must have explicit permission to access or configure this
device. All activities performed on this device may be logged, and violations
of this policy may result in disciplinary action, and may be reported to law
enforcement. There is no right to privacy on this device."

9. Telnet may never be used across any network to manage a router, unless there
is a secure tunnel protecting the entire communication path. SSH is the
preferred management protocol.

o Ao

SANNG

3 http://www.sans.org/resources/policies/Router Security Policy.pdf
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4.0 Enforcement

Any employee found to have violated this policy may be subject to disciplinary
action, up to and including termination of employment.

5.0 Definitions

Production Network:

The "production network" is the network used in the daily business of <Company
Name>. Any network connected to the corporate backbone, either directly or
indirectly, which lacks an intervening firewall device. Any network whose
impairment would result in direct loss of functionality to <Company Name>
employees or impact their ability to do work.

Lab Network:

A "lab network" is defined as any network used for the purposes of testing,
demonstrations, training, etc. Any network that is stand alone or firewalled off from
the production network(s) and whose impairment will not cause direct loss to
<Company Name> nor affect the production network.

6.0 Revision History

2007-04-18
» Added 3.0.8 “Telnet”
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Cisco web tools :http://www.ciscowebtools.com/spb/ .

Cisco Security Policy Designer http://www.ciscowebtools.com/spb/

Cisco Security Solution Designer http://www.ciscowebtools.com/designer/
CIS Tamuk

http://www.cis.tamuk.edu/help/policies/1 _170_Security%20Training%20Polic
y.pdf

Disaster Recovery Toolkit
:http://www.businesscontinuityworld.com/access.htm

HIMSS Privacy Security:
http://www.himss.org/ASP/privacySecurityTree.asp?faid=78&tid=4#PSToolki
t#PSToolkit.

International Standard ISO/IEC 27001 Information Technology, code of
practice for information security management.

Intranet Journal

http://www.intranetjournal.com/articles/200410/ij 10 11 _04a.html

ISO 17999 Security Policies: http:/www.17799-
toolkit.com/17799policies.htm.
L.L.U:http://lits.ollusa.edu/LITSNavBar/Policies/Security AwarenessPolicy.sht
ml

OSCE Gender and Security Sector Reform Toolkit:
:http://www.osce.org/item/29669.html

SANS Institute, The SANS Security Policy Project,
http://www.sans.org/resources/policies

SOFOTEX Callio Toolkit:http:// www.sofotex.com/Callio-Toolkit-17799-
download [.20800.html

SSi Security Management:

http://www.securednetworking.com/network security management.htm

The free Encyclopedia http://www.wikipedia.com

Tivoli Security Policy Manager : http://www-
01.ibm.com/software/tivoli/products/security-policy-mgr/

UCISA Information Security Toolkit:
http://www.ucisa.ac.uk/Home/members/activities/ist.aspx.

Zone Labs Security Policy Management Toolkit:
http://www.networkworld.com/news/2002/0205zlabs.html
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