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Anpovpyio nhektpovikod Katootuatog oe Joomial

Kepdiarwo 1 - Ewcayoyn
1.1Teviké,

Ta nlextpovikd xatactiuoto kepdilovv pépa pe v pépa OA0 Kol PeyoADTEPT
AVOYVOPIGILOTNTO Y10 TNV EEMOTPEPELD LOG EMYEIPNONG AKOUT KO GTT XDPOL [LOG.
‘Eva niextpovikd xatdomuo eivar €vag SkTuakdg TOTOS, GTO OTOI0 TPAYLOTOTOLOVVTOL
TOANGELG OLKOVOLLK®DV 0yolfdV.

1.2 Xkomég

YKOTOG OVTNG TNG epyaciog €ivar 1 Onpovpyio. VOG MAEKTPOVIKOD KOTOGTHLOTOS
ypnoonotdvtag v mhotedppo Joomlal.Xto onoio Ho pappocovpe OLEG TIG AmAPAITNTEG
TEXVIKEG KO TEXVOAOYIEG £TGL MOTE VO TOPEYEL LE AGPAAElD TIG VINPETieg Tov. [ va yivet
avtd €QIKTY, eKTOHS amO TNV dNUIOLPYIN TOV NAEKTPOVIKOD KATOGTALATOS, O avaivbovv ta
TOPOKATO OEpaTO:

DoSxat DdoS attack.

SQL injection.

Phishing.

Cross Site Scripting.

Hidden Field Manipulation
Cross-Site Request Forgery (CSRF)
S-HTTPxkat HTTPS

NookwNE

Matodykxoc HpoxAng Xpnotog (AM 1583),
Mavpdémovriog Bacileiog (AM 2527)



Anpovpyio nhektpovikod Katootuatog oe Joomial

Keedlarwo 2 — Content Management System (CMS)
2.1Ti eivan CMS

‘Eva ovotnua dayeiptong mepieyopévon (CMs)sival Eva Aoyiopkd, 6komdg Tov 0moiov
elvar M Onpooievon, dwiyeipion kol emefepyncio TEPIEYOUEVOL WHEGO OO 0. KEVIPIKN
oeran). Emiong éva CMS mpoceépst dwyeipion podv epyocudv 6e £va GUVEPYATIKO
nepParlov. Ot Tpelg KOpLeg KaTnyopieg T@V GVGTNUAT®V Slayeiplong meplexoLEVoD givat:

* Web content management system.

* Component content management system.

» Enterprise content management system.
INa v gpyaocio avt Ba pag amacyoAnost 1 Tpdn katnyopio, 1 Web content management
system.

2.2 Web content management system

‘Eva web CMSeivor Loyiopikd mov ypnoiponoteitot yio Ty onuovpyia, dtoyeipion,
amoONKeVo™ Kol aVATTVEN TEPIEXOUEVOD TTAV®D G GEMOESG O100TKTHOV.
To Swdwtvakd mepiexdpevo pmopel va mepthopfdver Keipevo, eVOOUATOUEVE YPOOIKA,
eoToypoQicc, Myo, Pivieo kol k®dKo (Y. Yoo €QUPUOYEC) OV TPOPALEL TEPIEYOUEVO 1)
aANAETIOPA [LE TOV XPNOTN.

2.3I'vopwio pe o Joomla.

To Joomlasivar évo maykoouing avoyvopiopévo CMS oy YPNOOTOIEITAL EKTEVAC
v TN dNpovpyio SdKTLAKOD TEPLEYOUEVOL KOl EPUPLOYDV.
To diaxpivel N evkoMa YEPIGHOV Kal 1 EXEKTAGILOTNTA TOoV. Emtiong dwatibeton dmpedv kot
etvan avorytod kdoka. Kdamoteg amd t1g spaproyEs g Thateoppag tepthapifavouy:

*  Etapwéc wotooehideg N modeg (portals).

* Eropwd intranets kai extranets.

* Onlineneprodikd, epnuepideg kot SNUOGIEHCELS.
*  Hlextpovikd eumdpio.

*  lotocelidec Kp®OV Kol LECAUIMV ETLYELPTCEDV.
*  Iotooelideg U KEPOIOGKOMIKDOY OPYOVIGUAOV.

* TIpocomikég 10T0oEAIDES.

To Joomlawg elebhbepo AoYIGUIKO KOl avoryToD KMOKA TPOcOEPEL T0, €ENC KLPLA
TAEOVEKTNLLOLTOL:

e Mndevikd KOGTOG ATOKTNGTG TOV AOYIGUIKOVD.

Matodykoc HpoxAng Xpnotog (AM 1583),
Mavpdémovriog Bacileiog (AM 2527)



Anpovpyio nhektpovikod Katootuatog oe Joomial

* IInpdveig pévo yio v vaAnpecio Kot TV LITOGTHPIEN TOV GOV TOPEYXETAL

*  EvkoMo mopapetpomroinong

e Tho acealéc, pe v AOYIKN oG a@ov £yovpe TPOGRAcT GToV TNyoio KOSKA TOV
AOYIoUIKOV, TOTE Bl EY0VE TAPT EAEYYO TOV AEITOVPYIDOV TOVL.

2.4 XapaktnproTikd g TAat@oppag Joomla.

* Ot 1eqvoloYyiec OV XPNOLOTOLEL, Y10 TV TPOYPUUUOTIOTIKY Aoyikh php,ywo cbotnua
dwyeipiong Pacemv dedopévov mySQL 1 MSSQL 1 PostgreSQL, xml, cssot
dvvatotnta RSS.

o I'pnyopn @déptwon tng oehidag ypnowomoidviag page cachingkar GZIP page
compression.

» Debugging mod&at avapopd cQoiludTmv.

*  Eival molyroooikd

*  Avvotdtnra ToOAADVY ETTEd®V XPNOTOV

*  EvukoAia otn gpnomn, akdun Kot oo apyiplous ypnoTeS.

2.5Aopn Tov Joomla.

2.5.1 Front-endkat Back-end Anpocio tpipo ko weproyn droyeipionc)

I'evika éva Web CMSamoteheiton amd 6vo tpunuata, to front-endkot to back-end.
To dnudoro tpuqua (front-end)eivor o tunue o omoio TpoPaiietar Tpog o, E£w.

Anhadn eivar TpooPacipo omd Tovg TEMKOVG ypNoTeg TG oehidag (omhol emOKERTEG Kot
EYYEYPAUUEVOL YPNOTES). Méoa 6To dNudcto TUNpO. PPicKovTal TO TEPIEYOUEVO Kot 1 SIETOPN
g 6eMOAG.

e avtifeon pe to dNuocto TUNHa, M TEPLOYN duyeipiong sivar tposPaoun povo e
eCovolodotnuévoug ypnotes. lepiéyel to administration layetov diktvakod TOTOL Yo TOVG
dwyeprotéc. H dwopopemon, 1 cuvinpnon, o kabapiopog, 1 mopaymyr] TOV GTOTICTIKOV,
Kabdg K 1 dnpovpyia véou mepieyopévou yivovtar OAa oto back-endiépog.

To back-enpicketar o€ dapopetikn dievbvvon URL omd v 1otocerida.

2.5.2 Access RightsAikawopato Tpécpacng)

To Joomlaeréyyer v TpdoPacn oTIC TEPLOYES KAl YAPUKTNPIOTIKA UI0G GEMONG HEC
amo évov punyavioud ACL (Access Control Levelpe évopo Groups.Xvykekpiuévo groups
EXOUV GCULYKEKPIUEVO YOPOKINPIOTIKA TPOGPacng kot eival dueca oyxetillopevo pe v
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Anpovpyio nhektpovikod Katootuatog oe Joomial

dnpovpyia, eneEepyacia kot dnpocicvon mepieyopévon (néosa amod Tig front-endkon back-end
demapéc) kabmg kol va £xovv TpdoPacn otnv Administrative back-enéiemapn.

KaBe group éxel dwwpopeticd dikatdpata tpdsfacng kot Otav €vag ypnotng yivel
HEAOG 0DTOV TOL QroupTtdTe KANPOVOLUEL QVTA TO SUKOLDUATOL

Ymndapyovv téccepa front-end groupsiadéopa:

* Registered -Avtd to groupemitpénet tov ypnotn va cuvoedei ot front-enddemapn.
O ypnoTeg aVTOL TOV group dev UTOPOvV v GVUPAAOVY GTO TEPLEYOUEVO, OALG
WITOpEL va. Tovg emTpanel 1| TpooPact o€ Ahleg meployEs, Onmg Evo, forum.

* Author —Avt6 t0 groupenttpénet tov xpnotn TV ToTodETNOT TEPLEYOUEVOL, GLUVNOMC
péca amd éva obvdoeopo amd to User Menu. Mmopei va vmofdiel kovovplo
TePLEXOUEVO, VO 0ALAEEL TIG emAOYEG TTOV B0l eppavioTel To ovTikeipevo oto front page
Kot va OtAéEet nuepopnvieg dnpocisvong aAhd 0ev HITOPoOvV GUECH VA dNHLOGLEVGOVV
nepleyopevo. Otav kdmolo mepleyopevo vroPdiletor amd évov ypnoTn cvToV TOV
group yw dmpocievon, AapPaver Eva GYETIKG UNVOUO OV TOV EVIUEPOVEL TMOG TO
VITOYNPL0 TPOG OMpocicvon meptexduevo tov Ba TepAceL amd aEloAdYNoN.

» Editor — Avto to group diver to smmiéov dikaioua oto ypHotn va emnelepyaoctel
omovdnmote (O HOVo 0 d1kd TOV) TEPLEXOpEvo amd To front-end.Emiong pmopei va
eneepyaotel TEPLEYOUEVO TOV JEV EYEL AKOUN ONUOGIEVTEL.

* Publisher -Avt6 to groupdivel to dikaiopa 6to ¥pNoTn vo vroPdiel, enelepyactel
Kot dnuociedoetl orolodnmote (0L Lovo to d1ko Tov) meplexduevo amd to front-end.Ot
¥PNoTEG avtol umopovv va alohoynoovv OAa ta Apbpa, va emeepyactodv Kol va
aAAGEoVV TIg eMAOYEG ONUOGiELONG OAAG KOl Vo amo@acicovy ToTe Eva apBpo ivar
£TO10 Y10 ONHOGIELOT), KAVOVTAG TO OPATO GTO EYYEYPUUUEVO 1 OYL KOWO.

Yndpyovv tpio. groupsdwyeipiong mov emrpémovy tpdcsPacn oto Joomla.

« Manager —Avtd 1o group esmtpénel TPOGROCT GTN INUIOVPYIN TEPLEYOUEVOL Kol
TANPoPopiec GLoTHATOG TOVL apopovv to back-end Evag ypfiotng tov groupavtov
givon emi g ovoiog publisherpe back-endrpocsfaciuotnta. Mmopei vo. ocuvdedel
péco amd TV Olema®n TOv OlOYEPLOTH, OAAG TO OWKOLOUATO TOL KOU 1
npocPacuonta  tov meplopiloviar ot dayeipion mepleyopévon. Mmopel va
onuovpynoet N va eneEepynotel 0Tol00NTOTE TEPLEYOUEVO KOl Vo EYEl TPOGPaoT oF
uepikd udévo uépn tov back-end,ommwg n mpoobnkn, Saypoaer, kol emefepyacio
TEPLOYDV Kol Katnyoplidv tov Front Pagecotr tov pevol, aldd dev £xst mpocfaon
oTOVG unyavicpovg tov Joomlan va eykatactiost componentsot modules Eriong
eav évag managewuvoeel pésa amd t demaen tov front-end,tote avripetomiletan
ommg £vag ypnotng publisherpe ta idwa dikaidpoata Kot TposfaciudTnTa.

* Administrator —Avté 1o group smtpénel ™V TPOcPacn o€ TOAEC OLUYELPLOTIKES
depyaciec. ‘Evag ypnotng administratoréyst €xer 0o 1o mpovopo, evog ypnot
managerpild &yl to dikaimpo iGN Vo EVEPYOTTOLEITEL EMAOYEC, VO EYKATOGTHOEL
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N va daypdyel componets, modulasi botskat va wpofdiel Ta 6TOTIGTIKG YPNONG.
Avtd oL dev pmopet va. kavel Opmg sivar n eneéepyacia N eykatdotacn Site Template
Ko va kavel ahdayéc otig emhoyég tov Global configurationAv cuvdebei pésa and to
front-end, téte avtipetoniletan og Publisher, onoc 6o ywoétav pe tov ypnot
Manager.Ezriong 6tav évag ypriotng Administratoravoiéel v Alota User manager,
Ba del TOVG XPNOTEC KO T OIKOLDUOTO TOVG, KOOMG umopel kot vo to aAAGEeL eKTOC
tov Super Administrator.

* Super Administrator -Avto to groupemtpénel TpOcPocn 6€ OAEG TIG OLOYELPLOTIKES
depyaciec. Mdovo évag ypnotng wmopel va onpovpynoset 1 vo aAla&er Evav
Loyaplacpo Super Administrator.

A

Joomlal

Eiwova 1: To Loyotomo Joomla
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Kepalao 3 —Anpovpyia Tov vwodou®v Tov e-shop

3.1 Agrtovpyiké Tvetnpa

To Aertovpykd cOOTNHO TOL B0 YPNCUYLOTOINGOVIE GE QLT TNV TTVYIOKN £pyacia
eivor to Debian 7.5 (wheezytp omoio to Ba tpéyet oe i eikovikn pnyovn Virtual Box.

[~ mauropoulos [Running] - Oracle VM VirtualBox + - 4+ x|

Machine View Devices Help
Applications Places Tue May 6, 8:47 AM

System Monitor

Monitor Edit View Help
| |
| System | Processes | Resources | File Systems

debian

Debian

Release 7.5 (wheezy) 3 2-bit
Kernel Linux 3.2.0-4-686-pae
GNOME 3.4.2

Hardware
Memory: 502.3 MiB
Processor: AMD Phenom(tm) 9650 Quad-Core Processor

System Status
Available disk space: 3.4 GiB

System Monitor

@ ® el @ [ERight Ctrl

Eiwova 2: Virtual Box ue Aeitovpyixo ovatnuo Debian
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INa va otfoovpe t0 ouaTro avtd ypewdotnke va katefdcovpe to Virtual Box amo
v emionun oeAida Www.virtualbox.org.

- Downloads - Oracle VM VirtualBox - Mozilla Firefox + - 4+ X

/ il Downloads - Oracle ... | <

{ € | @ https://www.virtualbox.org/wiki/Downloads v ¢ l

Bv Google Q’ » | =

About
Screenshots
Downloads
Documentation
End-user docs
Technical docs
Contribute

Community

Download VirtualBox

Here, you will find links to VirtualBox binaries and its source
code.

VirtualBox binaries

By downloading, you agree to the terms and conditions of
the respective license.

* VirtualBox platform packages. The binaries are
released under the terms of the GPL version 2.

© VirtualBox 4.3.10 for Windows hosts
=rx86/amded

o VirtualBox 4.3.10 for OS X hosts =’ x86/amd64

0O VirtualBox 4.3.10 for Linux hosts

© VirtualBox 4.3.10 for Solaris hosts
=rx86/amded

Eiwova 3: Exionun oeAioa yio to Virtual Box
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Eniong xatefdoape kol éva avtiypapo g dtavoung Linux Debianond v emionun
oehida http://www.debian.org

[~ Debian -- Getting Debian - Mozilla Firefox + - + X
@ Debian — Getting De... | 4
R L] ww.debian. orglElEl v &||Bv Google Q » =

Search
@ About Debian Getting Debian Support Developers' Corner

debian / getting debian

Getting Debian

Debian is distributed freely over Internet. You can download all of it
from any of our mirrors. The Installation Manual contains detailed
installation instructions.

If you simply want to install Debian, these are your options:

Download an Try Debian live before
installation image installing

Depending on your Internet You can try Debian by booting a
connection, you may download live system from a CD, DVD or
either of the following: USB key without installing any

files to the comnputer. When vou

Eicovo 4: Exionun oeiioa yio. tv o1ovoun Debian
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3.2 — Apache PHP PhpMyAdmin

AQoV LoutoV TELEIMGOLE e TNV £YKATAGTACT TOV 000 TOPATAV®, EVILEPDOGCULE TO
Aertovpykd cvotnua. Metd mepdoape pe v gykatdotacn tov http serveror e php.Tw
VO TO KAVOLLE AVTO YPNGUYLOTONCAUE TIG TOPUKAT® EVIOLES GTO TEPLATIKO.

apt-get install php5-common libapache2-mod-php5 php 5-cli
apt-get install php5-mysql php5-curl

bill@debian: ~ .
File Edit View Search Terminal Help

bill@debian:~$%$ sudo apt-get install php5-common libapache2-mod-php5 php5-cli
[sudo] password for bill:
Reading package lists... Done
Building dependency tree
Reading state information... Done
The following extra packages will be installed:
apache2-mpm-prefork apache2-utils apache2.2-common libonig2 libqdbml4
Suggested packages:
apache2-doc apache2-suexec apache2-suexec-custom php-pear
The following NEW packages will be installed:
apache2-mpm-prefork apache2-utils apache2.2-common libapache2-mod-php5
libonig2 libqgdbml4 php5-cli php5-common
0 upgraded, 8 newly installed, 0 to remove and 0 not upgraded.
Need to get 6,558 kB of archives.
After this operation, 19.3 MB of additional disk space will be used.
Do you want to continue [Y/n]? y
Get:1 http://debian.otenet.gr/debian/ wheezy/main php5-common i386 5.4.4-14+deb7
u9 [589 kB]
Get:2 http://debian.otenet.gr/debian/ wheezy/main apache2-utils 1386 2.2.22-13+d
eb7ul [162 kB]
Get:3 http://debian.otenet.gr/debian/ wheezy/main apache2.2-common 1386 2.2.22-1
3+deb7ul [291 kB]
Get:4 http://debian.otenet.gr/debian/ wheezy/main apache2-mpm-prefork i386 2.2.2
2-13+deb7ul [2,344 B]

Ewova 5: Eykatdotoon Apache PHP

"Yotepa eykotaotioape tov Server g Paong dsdouévov, tov mySQL, xar To
phpMyAdmin yw v amopakpoopuévn dayeiptong mg. I'a vo doviéyouv pali o mySQL,
phpMyAdmin, Apachepsidotnke pe v fondsia tov teppoTKoD vo, Kavovue o, eENG:
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sudo apt-get install phpmyadmin

Bdarope to phpMyAdmineto apysio configtov Apachekat tov emavekivioaype.
sudo nano /etc/apache2/apache2.conf

Include /etc/phpmyadmin/apache.conf

sudo service apache2 restart

Ed®d mpémer vo movpe mog LEApyel MEPITT®OTN KEVOD ac@AAgiag AOYO TOV
phpMyAdmin to omoio va divel root mpécfacn oto cvoud poc. o va amopdyovpe éva
HEYAAO HEPOC TOV EMBECEMY UITOPOVUE VO, KAEWDMGOLE TNV TpodcPacn ot login oeAida tov
phpMyAdmin. ZEavd Aowmdv pe v Ponbela evog tepuatikod akorovbnoape v €Eng
dwdtkacio:

sudo nano /etc/phpmyadmin/apache.conf

Kdato amo v meproyn tov directorympocécape v ypapun “AllowOverride All” kdto arnd
to Directory Indexxdévovtdg tnv meployn va eaivetor og eENc:

<Directory /usr/share/phpmyadmin>
Options FollowSymLinks
Directorylndex index.php
AllowOverride All

[.]

Metd dnuovpynocoape v oedida .htaccesséoo otov katdioyo tov phpMyAdmin
sudo nano /usr/share/phpmyadmin/.htaccess

Méoa oty oehida Pdiape Tig €ENG YPAUMES:

AuthType Basic

AuthName "Restricted Files"
AuthUserFile /etc/passwords/.htpasswd
Require valid-user

Eneénynon tov ypappudv mov ypdyape:

* AuthType: Avagépetar oty mioTomoinoen mov Oa ypnotpononel yio Tov EAEYX0 TOV
Kodkdv. Ot kwduoi eEréyyovtat ypnoonotdvtag HTTP.

* AuthName:H ypapun avth mepiéyel 1o pivope mov Oo sueavicTel ®g epdTOoN Y10
TOV KOIKO TpdSacmg.

* AuthUserFile:Avty n ypapun dnidver tn dwdpoun tov apyeiov kwdikdv (to omoio
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TO OMOVPYOVLLE GTO ETOUEVO PriUaL).

* Require valid-userAvt n ypopun dnhdvel Tog LOVo ot pNOTEG OV gival SNAMUEVOL
070 0pyeio KmdK®OV umopodv va £xovv TpdcsPacn otn login cerido tov phpMyAdmin.
Téhog dNpIOVPYOVLLE TO 0PYELD KMOTKMDV Kol EMAVEKIVOVLE TOV SErver.
sudo htpasswd -c /etc/passwords .htpasswd

sudo service apache2 restart

Topa av ypayovue oty ypouun dievbdveemv tov browser localhost/phpmyadmin
TP gp@aviotel  oedida mpdoPoaong tov phpMyAdmin Ba pog speovictel 10 PiVOpo TOL
pvouicape ota Tponyovueva PrLota.

File Edit View History Bookmarks Tools Help
[ &) Connecting... “ + ‘
’» localhost/phpmyadmin/ v @ ‘ ‘BV soogle Q‘ J;L iy

Authentication Required

A username and password are being requested by http://localhost. The site says: "Restricted Files"

User Name: ‘ '

Password: | |

Cancel | oK ‘

Waiting for localhost...

-

Fol hbill@dehian: ~ N e ah - lcewease
Eiwova 6: Ilpoafaon oto phpMyAdmin
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3.3 —Eykatdotacn Joomla

H emloyn g ékdoong tov Joomlagywe pe Pdon ™ ovpPatotnta g eTEKTAONS
VirtueMart n onoia vroopilel v éxdoon Joomla 2.5(LTS)H televtaio éxdoon mov Ha
vrootnpilel to VirtueMart givar 1 Joomla 3.5(LTSpAAG kata tn didpKela dnpovpyeiog g
TTUYLOKNG QVTAG, 0V £xel k000l akou.

I'a to Adyo avtd katefdcape omo v emionun cerida v ékdoon Joomla 2.5(LTS)
KOl ATOGLUTECALE TO aP)ELO.

Download Joomla! 2.5.x

Joomla 2.5 is the previous version of Joomla, which will be supported until December 31, 2014. For upgrade
instructions to Joomla 3, please see the FAQS below.

«» Download Joomla! 2.5 % Upgrade Package

English (UK}, 2.5.20 Full Package, ZIP English (UK), 2.5.x to 2.5.20 Upgrade Package, ZIP
Other Joomla 2.5.x packages »

Release Notes »

Exova 7: H éxooon Joomla mov katefdooue

Metd  petopépape To  OMOGLUTIECUEVE  apyel UEGO OTO QAKELO WWW Kot
dnuovpynoaue pia pdon otov mySQL servepe dvopo joomla2s.
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W - ..

File Edit View Go Bookmarks Help

3 |
Sl Q Searcl

Devices = var
() VBOXA.. =

|1_'_
e T
& Home administrator cache cli

Documents
Downloads

Music components
Pictures

Ed
l{ B l,l

Videos

@ File System installation Language

@Trash ﬁ C
Network

logs media
Browse Met...

=] - = 3 -
o '] o 2 _'I
o b | o

E | b =

- i o

m | m o

w L4} ©“i

T

i templates tm
I T

Eikévo 8. Etowuocio tov paxélov WWW yia. Tnpv eykotaotacny Joomla
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localhost [ localhost | phpMyAdmin 3.4.11.1deb2 - Iceweasel

File Edit View History Bookmarks Tools Help
s localhost f localhost | phpMyA... ” i |

o ‘ localhost/phpmyadmin/index.php?server=1&target=se v @ |EV Google ﬁ|
P— Databases
) o Create new database 4
&8 300 ¢ —— o |
| joomlaz5s | | Collation j
| information_schema o
| joomlazs
4 mysg| Database
| performance_schema ~| information_schema =5 Check Privileges
[ joomlazs 25 Check Privileges
rmysql 25 Check Privileges
[ | performance_schema =5 Chack Privileges

Total: 4

+  check Al Uncheck &ll With selected. E! Drop
Eova 9: Anuiovpyio tns faons joomla2s

Eipaote étoyot yua vo Egkivioovpe v eykatdotact. Omote avoiyovue Evav browser
Kot otV ypopuun dievbiveemv ypdoovpe localhostkor matdpe enteryio vo ekiviicovpe tov

00NY0 £YKATACTOONC.
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Joomla! Web Installer — lIceweasel

File Edit View History Bookmarks Tools Help

14 Joomla! Web Installer |‘ a4 |
i | @ localhost/installation/index.php V-'| !V Google C'(| {L
Choose language nexe ()

Select Language

Flease select the language to use during the
Joomlal installation steps:

fAfrikaans (South Africa) e
| Arabic Unitag (53> g.a)l duall)
|Armenian

| Azeri-Azarbaycanca (Azarbaycan)
|Bahasa Indonesia
|Belarusian-Benapyckan (Benapycs) |=
|Bengali (Bangladesh)

|Bosanski (Bosnia)
|Bulgarian (Bvarapcku)
| Catalan

| Chinese Simplified f&i{FrR 3L L
| Chinese Traditional (Taiwan)

| Croatian

| Czech {Czech republic)
Danish (DK)

|English (Australia)

|English (United

T T - i

Kingdom)
 States)

=24 |

§Esperanto
|Estonian
|Euskara (Basque)

T Joomla! Web Installer...

Eixévo 10: Odnyoc eykotdotaonc Joomla
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Joomla! Web Installer - Iceweasel =
File Edit View History Bookmarks Tools Help

4 Joomla! Web Installer “ & |

(Go | localhost/installation/index. php# i J| |EV Google Q' JL

Joomla! 2.5.20 Installation T Joomlal’

FiniSh Site ’;‘_. Administrator @

Congratulations! Joomla! is now installed.

Click the Site button to view your Joomlal Web site or
the Admin button to take you to your administrator login.

On the Joomlal Community Site, you will find a list of
links to available language packs as well azs links to
language related resources on the joomla.org family of
sites.

Click the buitton on the right to open the Community Site PLEASE REMEMBER TO COMPLETELY
inanew window. REMOVE THE INSTALLATION FOLDER.
You will not be able to proceed beyond this point until the installation directory
has been removed. This is a security feature of Joomla!.

! Remove installation folder |

Administration Login Details

Username : admin

Joomla! in your own language?
Visit the Joomlal Community Site for language packs downloads.

Joomla® is free software released under the GHU General Public License.

T Joomla! Web Installer...

Eicovo 11: TéAog 0onyod eykatdotacns

Alyo mpwv v OAOKANP®OTN NG €YKATACTOONS, O 0ONYOS HOG AEEL MG TPEMEL VOl
dwypdyoovpe to edakelo “installation”, évag Adyog mov pog o Aéel avtd gival g, ov o
TEPITTMOON TOV KATOLOG OMOKTNGEL TPOGPAUCT GTO PAKEAO OVTO, UTOPEl UTOPEL VO EKIVIOEL
ToV 00MY6 eykatdotaons omd v apyn. Etol n oelida pog Oo aviukatoctadsl pe v apyikn.

Ye gudc 0 00MYOc amétuye vo. daypdyel To @dkelo avtd, omdTte B TPEMEL Vo TO
Kévovpe xelpokivnTa.

‘Etotl Aowdv avoiyovue tov pakeho “WwWw” kot gvromtilovpe tov pakero “installation”
KOIL TOV S100YPAQPOVLLE.
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www - | B8
File Edit View Go Bookmarks Help
i {
Devices [# var B LG Q search
EvBOXA., = |
O = = = -
Home administrator cache cli components images
Documents R
moowios | () ] = ﬁ -
Music includes ihﬁta_i_[éﬁaq language libraries Logs
@ Pictures ﬁ B ﬁ ﬁ
Videos - -
@ File System media modules plugins templates tmp
@ Trash Ty I | 21 1
Kt | 9 @ |
MNetwork ) > . ;
configuration.php htaccess.txt index.php joomla.xml LICEMSE. txt

@ Browse Met...

™~ ™~ |l

README. txt robots txt.dist web.config.txt

"installation” selected (containing 19 items)

Ed
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Ke@dlaro 4 — VirtueMart
4.1 —Ileprypaon Tov VirtueMart

To VirtueMart, tpodnv yvootdé og mambo-phpShogivar por Adon niextpovikoy
gumopiov, avoryton KOk oyedacuévn og enéktpact tov Mambokotr Joomlacvomudtov
dwyeipiong mepieyopévov. To VirtueMart sivar ypappévo oty yddoco php kot Tpoamaltel to
ovotnua oluyeipiong Paoeswv dedopévaov MySQL ywoo v amoBnkevon kol dwayeipion
TANPOPOpiag.

To VirtueMart, eixe Eexwvnost ¢ omdyovog TG avtoddvaung web eeoappoyng
niextpovikov eumopiov, phpShopllépvovtag 1o dvope mambo-phpShogywve cvetaticd
100 cvotiuatog dwayeipiong mepexopévov Mambo. Apyotepa 1 kowdtTo aviamTuéng To
petépepe oto Joomladmov ko mpe To ovopa VirtueMart.

4.2 - Xapaktypretika Tov VirtueMart

*  Eival wavo va ypnoponotioel Secure Sockets Layer (httpgoratoypdonon
(128-hit).

*  Ymoompilel svéMKTA OPOAOYIKA LOVTELQL:

Movtého 1: Zovn Baciopévn 6€ poporoyLkoDs VITOAOYIGILOVG
(méAn/molteia ko ydpo/TEpLOYN).

Movtého 2: [d10ktnoio KoTaoTARATOS BUGIGUEVT) GE POPOLOYIKOVS
VITOAOYIGLLOVG.

Movrtého 3: EU Mode Broktnoia kataotiuatog faciopévn o
(OPOLOYIKOVS VITOAOYIGHOVS OTAV Ol TEAATEG TPOEPYOVTUL OO YDPES
¢ Evponoaikng Evoong).

¢ Oumeldteg va pmopovv v dtayelpifovral ta User accountsovg (amaiteiton
eYypagn).

e lotopwd mapayyeiiog: O meldtng puwopel va dgl OAEG TIC TPOTYOVUEVES
moapayyeieg Toug (Kabdg Ko TIC AETTOUEPELES TG TAPAYYEAING TOV).

*  Avvototnro emPePaimong e mapayyeriog péow e-mail,to onoio
ATOGTEAAETAL GTOV TEAGTY KOl GTOV 1O10KTHTI TOV KOTAGTHLLUTOG.

*  Xpnowomotel ToAATAG Vopicpato (ETTpémel 6Tovg TEAATEG VO GANAEOVLV
VOUIGUO, OTIC GUVAALOYEG TOVG KO VO KAVOUV 0lyOPEC YPTCLLOTOLMVTAG EVOL
EVOALMOKTIKO VOLLGLOL).

* Eivar molvyhooowd (ue ™ ypnon tov Component JoomFish).

To xopaKTNPIGTIKA TOV KOTAAOYOL TPOTOVIMV:

* 'Eyxsiioyvpo web-administration interface (Javascript-powered).

*  Awyepiletar amepldpioto apldpd TPoidvVImV Kol KoTNYOPLDV.

*  Mmnopei va ypnoiporondei o katdotnuoe 1 amAd oc £vag onlinexkatdloyog
(dvvatdnTa amevepyomoineng ELPAVIONS TILDV).
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Aivel ™) duvotdtnta TG YpNyopns avalnong avd mtpoidvTa, KaTnyopies Kot
KOTAGKEVUGTEG TTPOIOVIMV, PIATPAPOVTAS TA AVOAGYMG LE TO YOPAKTIPLOTIKA
TOVG 1 UE EKTTOTIKG TPOTOVTOL.

Yrdpyel n emhoyn kdmowa Tpoidvia, o omoia eival 6 TPOGPOPA Vo
avaptnBovv o pio £101kN katnyopio pe titho "on special”.

"Eleyyoc tng dabecipudtnrag evoc Tpoidvtog: o TEAGTNG UTOPEL Vo, dEL TOGO

TPEMEL VO TEPLUEVEL UEYPL TNV TALPAOOGT) TOV TPOIOGVTOS Kot Tocd "koppdtio”
TOV GUYKEKPUEVOV TPOIOVTOC gival S1a0EGI TV ®POL TTOL YIVETOL M)
Tapoyyeiio.

Ta yopaktnploTikd g dtoxeiptonc:

AvvaToTNTO TOAMATAGV EIKOVOV Kat apyeiov (0rtmg dehtia ko flyers) ava
TPOIOV.

Duo1Kd YoPAKTNPLETIKE TOV TPOTOVTOS (OTTmG To HéYEBOg N YPOUA) UITOPOVV
va Tpootebovv 6 OA T TPOTOVTA.

Emoyn dnuovpyiog Shopper Groupfades KotovaA®mTdV) Y10 TOVG
neldteg (vt 1 EMAOYN EMTPETEL S1APOPO. EMTUTESAL TIUDV KOl TPOTOVG
TANPOUNG).

Evélktn epodvion tov Tywodv mpoioviev (Lopeoroinon aptdpdy Kot
vouiopotog copmepiiapfavopévov 1 oxt tov G.IT.AL).

[Tepiéyel mvaKo He TO GTATIGTIKG TOL NAEKTPOVIKOD KOTAGTHUOTOG KO
Control Panelie pio mepiAnym tov vE®V TEAATOV, TOV VEDOV TOPUYYEMDY Kot
YEVIKOTEPO TNV EUTOPLKT] KIVI|ON TOL KATAGTULATOG.

AvvatdmnTo EAEYYOL TOV amoBEUATOV Y1 Ta TPOTOVTO Kot €101 TOV

KOTOG T LA TOG,.

Boaoikn duvatdtnta avopopdv Tov ovaeEpovTaL 6T €101 ToL £X0VV TOANOE
Kot 670, pnvicio/etota £60d0.

Ta tehevtaio ypovia to Component Virtuema#yet avoyvoplotel amd TOAES

Gatewayrinpoués. Eneidn to Component VirtueMarkpoooépet éva AP ya thv
epapuoyn Olmv tov modulestinpoung divel T duvaTOTNTO GTO YPNOTN VO EMAEEEL
amd ToAa Sapopetikd Gateways.

19

Ta modulestinpoung pwopovv va, dtapopembodv og e&ng:

Ixava va cvpPadicovv pe Credit Card Processingfeéepyacio [Tictotikdv
Kaptov).

Xpnowonotovv Gatewaytinpopés énmg: authorize.net®, PayPal,
2Checkout, eWay, Worldpay, PayMate and NoChex.
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4.3 —Eykatactaon tov VirtueMart

Apyd mpémet vo, katefdoovpe To ovotatiko VirtueMartord v emionun celido.

Download - Iceweasel ' _ o[ x|
File Edit View History Bookmarks Tools Help
via Download ";|
e [\1 www.virtuemart.net/download "@J’] [V virtuemart Q] @ 1

HOME NEWS FEATURES COMMUNITY PARTNERS DOWNLOAD

R
Virtue

irtueMart
e " — Your Ad here!
HOME Home > Download
NEWS (<)
FEATURES DOWNLOAD VIRTUEMART NOW!
COMMUNITY VirtueMart is a powerful free ecommerce component for joomla! ® . Easy to use for beginners and experts,

it offers thousands of built in features to create your store professionally in some minutes.

PARTNERS

VirtueMart 2.6.0a is the latest stable version available. It is compatible with Joomla! 2.5.

VIRTUEMART IS AN OPEN SOURCE PROJECT, AND IS FREE FOR DOWNLOAD

DOWNLOAD NOwW

VirtueMart component (core and AlO) only

imdrmmbar cmmm o lisb3A=1 FATAACDTIIIAA 10NAOT TAAOCONRANAARA~CREIETAN- A0 -

Ewcova 12: Metopoptwaon tov ovotatikod VirtueMart

Metd amocvpmiélovpe to apyeio Tov KaTePAGALLE.
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bill@debian: ~ [ _ | o

File Edit View Search Terminal Help
bill@debian:~%$ unzip Downloads/com virtuemart.2.6.2_extract_first.zip -
d Dgwnlgadzﬂvirtuemartl

Ewcova 13: Aroovuricon VirtueMart
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Topa yo va gykotaotoovpe to VirtueMart oto Joomla,0a mpénet va. cuvdebolpe
oto Administrator back-endrov cvotiuatog Swoyeipiong mepeyouévov, to omoio eivat
npocPdowo amd to localhost/administratorMetd mmyaivovpe oto pevov Extentions,
Extention Managekoi otv neployn Upload Package Fileotaue Browseyuwo va emdé€ovpe
10 apyeio com_virtuemart.2.6.9.zipot téhog motdpe to kovuri Upload & Install.
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R
Extension Manager: Install il

Options

Install =~ Update =~ Manage | Discover | Database | Warnings | Install languages

Upload Package File

Package File

| Browse.. | com.vitwemart 2.62.zp  Upload & Instal

Install from Directory

Install Directory arlvwnultmp Install

Install from URL

nstal URL oy nstll

Joomlal 25.20
Eixova 14 Eykataotaon tov VirtueMart ato Joomla

Metd v emttuyn £yKaTAoTO0N, 0 00NY0C nag divet tig emoyég “Install Sample Data”
kot “Go to the Shop”kabdg emiong pog vrevbopilet Kot vo eVIUEPDOGOVUE TIG EMEKTACELS LLE
tov AlO installer,o onoiog Bpicketat oto apyeio com_virtuemart.2.6.9_ext_aio.zip.

Emiéyovpe houtov “Install Sample Datakor petd akolovbovpe v mponyovuevn
dwdikacio yio va avepdoovpe to apysio com_virtuemart.2.6.9_ext_aio.zikon va tpé€ovpe
tov AlO installer.
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0 setStoreOwner VmbUser inserted new main vendor has user id 836
created table lolct_virtuemart_products_en_gb
created table lolct_virtuemart_vendors_en_gh
created table lolct_virtuemart_categories_en_gb
created table lolct_virtuemart_manufacturers_en_gb
created table lolct_virtuemart_manufacturercategories_en_gh
created table lolct_virtuemart_paymentmethods_en_gb
created table lolct_virtuemart_shipmentmethods_en_gbh

0 Installing component was successful.

. AA_ 1
‘, rtuemait

Welcome to VirtueMart
The complete e-Commerce shopping cart
solution for Joomla

Eiwcova 15: Olokinpwon 0onyod eykatdotaons

25

The Installation was SUCCESSFUL
Reminder! Also update your extensions with the
AlO installer

2 @

Install Sample Go to the Shop
Data
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4.4 -Emdoyég poBpicsov tov VirtueMart.

INa va avoiéovpe T pvBuiceig tov VirtueMart axorovBovpe 6to pevov Components,
VirtueMart, VirtueMart Configuration.
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4 test - Administration - Configur... d % |

$° ‘ localhost/administrator/index.php?option=¢ virtuemart&view=config vG| |BV s00gle Q‘ J\/L iy
: - — [
" . s 40 h
2 Configuration 8 v o» 3| L
Save & Close Save Cancel Help Permissions
’ y{,ue;;m‘ Shop Shopfront Templates Pricing Checkout F'rosdut:torder SEO
LUl L ettings
Froducts Shop Settings
Qrders & Shoppers Shop is offline? 0
L Our Shop is currently down for maintenance. Please
Shop check back again soon.
Configuration Offline Message
Tools & Migration ;| Useonlyas catalogue O |
Control Panel ( Select a currency converter module convertECB.php v
Log ) | Enable Joomla Plugin O
About Enable SSL for sensitive areas (recommended) ]
Help Topics ' Use ReCaptcha for Registration O
Forum 2
Languages Settings
Multilingual shop tlanguages if your sh| More languages here Translations
VirtueMart 2.6.2
Use english as fallback for untranslated strings /]
Emails Settings
Order-mail format HTML mail v F
Eiwova 16: VirtueMart Configuration - Shop
Y1ig puOuiceig Shopuag divovtor ol €€f¢ emhoyég:

* Shop is offline?Me v emhoyn ovt) 10 NAeKTPovIKO Hog Katdotnuoe dev Ba sival
dwbéorpo, oAl Ba eppaviletor £va oXETIKO EVUEPOTIKO UVVLLOL.

* Offline messageEd® minktpoloyobue 10 evpepOTIKO ufvopa mov Ba speoviletot
Otav 10 NhekTpovikd pog Katdotnua ogv Oa elvar dabéaio.

* Use only as catalogiv evepyomotcovpe tnv €mhoyn avty, 1 Asrtovpyio kaAdOL Oa
amevepyomotnOet.

* Select a currency converter modulBs mepintwon mov Exovpe €yKATOGTHOEL
TPOCOETEC LOVADEG WETATPOTNG VOUIGHOTOC, €M pmopovdue vo emAélovpe mola
0élovpe. Tétoleg povades evnuep®VOVTOL YOl TG GUVOAAOYUOTIKEG GOTUYES 0o
KGO0V O10KOGTI KOl LETOTPETOVY EVOL VOUIOUO GE KOO0 GAAO Y10 TOV EMIOKETTN,
QLTOULATOL.

* Order-mail formatAv 6élovue o1 mehdteg vo AapPdvouy To NAEKTPOVIKO UNVULL GE
popen omAol keyévov, emiéyovpe Text. AAMdg, Yo MAEKTPOVIKG UNVOLOTO
EUTAOVTIGUEVOL TTEpLEyOLEVOL emAéyovue HtmI.

* Enable SSL for sensible areas (recommended)va Asttovpynoel n emthoyr Ty,
npénel TpdTa 0 efumnpeTg totdtomov vo. vmootnpilet SSL. H emioyn avty
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mpocétel SSL kpumtoypdenon Yy Touvg GLUVOECHOVS GTO KOAGOL Kol TNV TEPLOYN
xpNoT.

Multilingual shop:Av éyovue avepdost emmpochetec YAbooeg oTOV TIvaKe EAEYYXOL
TOV €EVTNPETNTH 1GTOTOTOV, UTOPOVLE VO TIC EMAEEOVILE E0O.

Untranslated strings in engliskie nepintmon mov vrdpyst keipevo mov dev £xet
LETAPPACTEL, AVTL VO ELPAVIGTEL GE KDIKO VITOAOYIGTH, O LEOVIGTEL T Ay YALKA.

Additional settingsPvOpiceig mov apopohv Tovg TPOYPOUUATIGTES.
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File Edit View History Bookmarks Tools Help

24 test - Administration - Configur... | 4

$ ‘ localhost/administrator/index.php?option=com_virtuemart&view=config v G| ‘gv Google Q] J\_/L iy
™  Configuration (I V J e i [l
Save & Close Save Cancel Help Permissions
A it Shop Shopfront Templates Pricing Checkout Product Order SEQ
o \é‘ﬁ""‘“‘- - Settings =
Products
Core Settings Action when a Product is Out of Stock
Orders & Shoppers
Show the Print View link? ¥4} [J send low stock notification
Manufacturers - | .
Show the pdfview icon? I '® Products Out of Stock are orderable, no special action |
=iy Show the Recommend to a friend 0O © Do not Display Product |
) . link? -
Configuration Allow non logged-in to send a © Do not Display Product, if child products also out of stock
gg
recommendation or ask a O ~ ) _
Configuration question — Displays 'Notify Me' instead of 'Add To Cart' button
= Use ReCaptcha for
ShopperFields j recommendation and ask a | [
Order Statuses question Erz?s‘;t:yggt of Stock are orderable, and the field ‘Availability' below
CaEnee Allows to Ask a question O Availability
Countries ® Question minimum length 50 o
- Select Image - -
Tools Question maximum length 2000 2 (7]
Preview
Show the product navigation? O
T Display stock level 0O Shopper Review/Rating System
Enable Coupon Usage ) Auto-Publish Reviews? ]
Show uncategorised child Comment Minimum 0
products in search results and O Length
modules?
Enable VirtueMart 404 error vl Comment Maximum 2000
handling - Length
Default Coupon Lifetime 1 Day v

2 Dont show I~

Ewcovo 17: VirtueMﬂcul;th:éhﬁé-u}f;tion - Shopfront

Y1ig pvOuiceig Shopfrontuog divovtar o1 e€ng emhoyég:

* Core settings

(@]
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Show the recommended to a friend lifikiov evepyomonei, 6o eppavileton évag
GUVOEGLOG O OTO10G EMTPENEL GTOV KOTAVOAMT VO GTEIAEL [ cVGTACT] Ue €val
NAEKTPOVIKO UAVOLO Y10 KATTO10 GUYKEKPLUEVO TPOIOV.

Show the print view linkOtav evepyomombei, évag cuvdeopog o epeaviCeton
7ov Ba avoiyel v Tpé€yovoa oeAida 6 £va Kavovplo avadLOUEVO TapaOvpo, Yo
TNV EKTUTMOOCT TG GEMONG.

Show the PDF view icorEpedvion 1 amdkpouyr tov gikovidiov cuvdécpov pdf.
Show the ask a question link:Otav evepyomonbei, Oa eppaviCetor £vag
OUVOEGOC OV Bol avoiyel TV TpEYovGo GeEAIdN GE £va KOVOUPLO OVOOLOUEVO

Tapdbvpo, mov Bo EMTPEMEL TOLG TEAATEG VO OTEIAOLV [0 EPOTNON GTOV
1010KTHTN TOL KOTAGTNLATOG.
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o Show the product navigatiorQtov evepyomombei, n mhonynon mpoidviog Oa
eppaviCetot Tdvo ot cedida TPoidvToc.

Action when a product is out of stodkd® pmopovpe va emAéEovpe TV EVEPYELL TOV
0o TapOel dtav N dtonpdTTa EVOG TPOIOGVTOG vl TEPLOPICUEVN.

o TIlpoidvta pe pikpd otok ivor dtabéoipa yio Tapayyeria, Kopio evépyeta.
©  Na unv epoaviCetol 1o TPoiov.

© Noa punv speaviletal to mpoidv, av Kot LOVO 1o LTOTPOIOVTA €ival Kol OVTH GE
pkpd 6ToK.

°  Epedvion kooumod yio evuEPmGT] 0VTi TOV KOVUTLOL TPOSONKNG 6TO KAAGOL.
Shopper Review/Rating System:

o Show ReviewOtav evepyomoinei, Oa emtpénel otovg Tehdteg va dwfalovv Tig
KPLTIKEG.

o Show RatingOtav evepyomombei, Oa emtpénel gToug TELdTES Va. Badporoyncovy
To. TPOIOVTOL.
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#4 test - Administration - Configur... J % J

. ‘ % localhost/administrator/index.php?option=com_virtuemart&view=config v ‘,3\ ‘E]V Google Q‘ J\/'r |
) S— : @ |l
#  configuration B « . 3
Save & Close Save  Cancel Help Permissions

o ici e Product Order
‘, "4.."‘2’;..,.."‘5(.‘.',“ Shop Shopfront Templates Pricing Checkout S SEQ

Products
Shopfront Settings VirtueMart Home Page Settings
Orders & Shoppers
Select the default template for your Shop = Use joomla default v L:z?ﬁ:)fge N id
Manufacturers ya N 0 override i
Category Template Use joomla default v pag
Shop Show Store
. . Show Children Category | Description —
Configuration
Show Manufacturers 14| Show v
Categories
SRR Category Layout Mo override v g
Shopper Fields [ DEfallJm .
Default number of categories in arow 3 number of -
Order Statuses = ;af:\sorles in
CUITencinE Product layout No override v Default
. number of
Countries 1) |Defaultnumber of products in a row 3 products in a
row
Tools Default number of manufacturer in a row 3 -
Show 2
featured -
Set the pagination sequence for the List Box Rows for
VirtueMart 2.6.2 . . . ) ) featured 1
Max items listed displaying media 20 products
Show Top

Backend default items per listview 20 V)

P ten products v

Backend pagination sequence Rows for Top 1
ten

Frontend defaultitems per listview 20 Show recent ] Iy

Eiwcova 18: VirtueMart Configuration - Templates

To VirtueMart 2 avtopata ypnoponolel to templatetov Joomla,étet dev vdpyet

avaykn yw. Eexwplotd template.Asv givor Opmg vIoype®TIKO VO, YPNOUOTOCOVUE TO
templatetov Joomla,edd pmopovpe va opicovpe Eva EExmPIoTo KOl VO, TPOGIOPIGOVUE TV
ELEAVIGT| TOV.

32

Shopfront SettignsAv £yovue aveBdoel emmpdobeto templatesumopodue vo to
emiélovpe €0d. Emiong €dd upmopovpe va emhéEovpe av OBa eppavifovtor ot
VTOKATNYOPIES KOl O1 KATOGKEVACTEGS.

VirtueMart Home Page Settingay éyovue avepacel emmpocheteg dwatdéels oehidag
umopovpe va. TG emiéEovpe €d®. Emiong umopovpue va emhééovpe av 0o gpeoavifovot
TPOTEWVOUEVO, TPOTOVTA 1) OYL, T EKA KOPLOAiD TPOTOVTA, TO TPOCPOTU TPOTOVTO, Ko
OG0 TPoidvTa o€ KAOE YpOoLun.

Media Files SettingsAv 6élovpue 1o VirtueMart va dnuiovpyel TpoemoKonoelg
eKOVOV, pmopovue vo opicovpe 1o pEyebog, kabmg pmopovpe vo opicovpe v
TPoEMAEYUEVT] @OTOYPOPia oV Ba epeavifeTol OTav dev £yovpe aveRAcel KATO.

Activate CSS Styles & Javascript$u avtikeipevo avtd eival, amd mpoemiloyn,
EVEPYOTOMUEVE KOl TPEMEL VO PEivOLV €Tol Yo va €YOVUE TNV TPoPAemduevn
Aertovpyia Tov VirtueMart.
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24 test - Administration - Configur... H % J

o [ @ Localhost/administrator/index.php?option=c sirtuemart&view=config v @ [Bv Google Q| J\/L 1
CooTE T Save &Close Save Cancel Heli) Permi;;xon:
\ A o Shop Shopfront Templates Pricing Checkout Product Order SEO
! ﬁé‘u&“mh Settings
Products
Price Configuration Show Following Prices
Orders & Shoppers )
Show Taxin Cart W Show Prices ]
e Show call for price, when the price is Show  Show  Rounding
Shop empty - Price Label Digits
Use for swizz CHF the Rappenrundung [} ’ R
Configuration Baseprice v v 1
Round only display W
Configuration Baseprice modificator | | -1
g Display variant prices with tax ¥4}
Shopper Fields 7] New baseprice modified by chosen product vl v 1
- variant - -
Order Statuses
Discounted Price without tax ] ] -1
Currencies
Countries 4] Salesprice without tax Y] Y] -1
Tools Tax amount ] ] -1
Baseprice with Tax, but without discounts Y] Y] -1
VirtueMart 2.6.2 Final salesprice ¥} ] -1
Salesprice with discount, but without override ] | -1
Discount amount ] ] -1
Unit price | | -1

Ewcova 19: VirtueMart Configuration - Pricing

Y1ig pvbuicelg Price Configuratiomumopotpe va opicovpe tov Tpomo pe Tov 0moio ot

Tipég Oa epeaviCoviol 6To NAEKTPOVIKO KATAGTILLO.

34

Show Tax in CartEpeavilet tic Aentopépeieg @opordynone 6to KaAdot.

Show call for price, when the price is emply: emibopodue n Ty va. unv eoiverat,
UTTOPOVLLE VO SDGOLLLE TNV dVVATOTNTO GTOV TEAATN VO, LoG pOTHCEL TV Tn. [ va
Aertovpynoet n emhoyn avtr, Oo Tpémel vo evepyomomoovue v emdoyn Allow ask
questions.

Use for swizz CHF the RappenrunduiMipvo yia tovg EABetote, otpoyyviomotet tnv
mpofoin g tung katd 0,007 0,05.

Round only displayllpoteivete va givar evepyomoinuévn, n 6tpoyyvAionoinen yivete
HOVO GTNV EUPAVIOT TNG TIUNC.

Y1ig pvOuiceig Show Following Prices:

Show PricesEmiéyovpe av 0éhovpe 1 oy vo eppavifoviatl ot TYEG 6ToVG TEAATES.
Oa TPEMEL 01 TEAATEG LETA VO, EMKOWVMOVIGOVUE e EULAG Vi Vo, LaOovv TNV ¥pEmaon.

Base price modificatoAv to mpoidv pag petafdiel Tnv T TEPIGGOTEPO 1 MyOTEPO,
v Topadetypa to dopdvtt avefalel v tipn katd 100$evd to povumive katePalet
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mv T katd 50$, umopoipe va epeavicovps tTny Bactky Tiun.

* New base price modificated by chosen product variadtv ypnocipomolovue
petaforidpeva. Tpoidvio mov avePdlovv M katefalovv TV TR, pmopovduE Vo
eupavicovpe v tedkn Pacitkn Tun poll pe g petafoléc.

» Discounted price without taxair Sales price without taxAv &yovue mpoidvta oe
TPOcPopd, epeovifovpe v Tun yopig eOpovs, kabhg emiong Kal T TPOIOVTO TOV
dev givol o€ TPOGPOPE.

e Tax amountEppavilel pévo toug popove.

* Base price with tax, but without discounBleaviler v tiun pali pe tovg eopove,
MG TPV OTTOLAONTTOTE EKTTMON.

* Final salespricet] tehikm Tun mov o meAdTng TANPOVEL.

* Discount amountEpeavilel otov meAdTn akplP®OG TOGT EKTTMOT EXEL.

24 test - Administration - Configur... | €

' ‘ localhost/administrator/inde php?option=com_virtuemart&view onfig v }‘ ‘EV ‘w'w'v‘j‘ e Q‘ f\ﬂ; [
A ‘w'( Mart Shop Shopfront Templates Pricing Checkout Prosdeutfitng;der SEO
Products i
Checkout Settings
Orders & Shoppers .
Display modal popup upon ‘Add to cart' W]
Manufacturers .
Show related products in the popup W]
Shop
One Page Checkout enabled W]
Configuration
Must agree to Terms of Senice on EVERY ORDER? [}
Configuration Show Terms of Service on the cart/checkout? ¥
SRR & On checkout, ask for registration vl
Order Statuses .
Only registered users can checkout |
Currencies 3
Allow Administrators to change the current Shopper []
Countries 59]
Show product images O
Tools . .
Default delivery date Same as invoice date v
Default Order Status to create an invoice Confirmed x
VirtueMart 2.6.2

Confirmed by shopper X

Confirmed X || Cancelled x
Default Order Status to send email to shopper
Refunded x || Shipped X

Confirmed by shopper x
Default Order Status to send email to vendor Confirmed x || Cancelled x

Refunded x

Ewcova 20: VirtueMart Configuraion - Checkout

210 pevov checkouturopotue va pvbuicovpe v draditkacio TANP®UNG.

» Display modal popup upon 'Add to cafla speaviCetor éva. modalmapddvpo.
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Show related products in the poplpipdvion oxetik®V TPoioVIMV.

One page Checkout enable@rav evepyomoinfei, or emhoyég OmMOGTOANG Kot
TAnpoung Oa eppaviCovtal péca 6to KaAdot.

Must agree to Terms of Service on EVERY ORDER®pyomnoicite av 6lovue o
KOTAVOAMTHG VO GOUE®VEL LE TOVS OPOLS VINPEGING Ge KAOe Tapayyehia.

Show Terms of Service on the cart/check@yt:d6v o 6ieg T1c Evpomaikéc ydpeg, ot
O10KTNTES KATAGTNUATOV €lval VIOXpe®UEVOL Va. OgiyvoUV GTOVG TEAATES TOVG OPOVG
aKVPMONG Kol EMGTPOPNG TOPpAyYEANS, OTOTE GYXEGOV GE OLEC TIC TEPITTOCELS TPEMEL
VoL €ivol EVEPYOTOUUEVO.

On checkout, ask for registratiootd v didpkelo IANpoUNG, 0 TEAITNG UTOopEl va
KAVEL EYYPAON GTO KATAGTILLA.

Only registered users can checkodf emhoyn ovt) emTpémer POVO  TOVG
EYYEYPOUUEVOVG TEAGTEC TOL KATOOTAUOTOC, VO okolovOncovue v Swdikacio
TANPOUNG, OTHTE 1) TPONYOVUEVT] ETAOYY| TPOTEIVETAL VAL EIVOAL EVEPYOTTONUEVT).

Allow Administrators to change the current Shoppg&rmiloyf avth enttpénel Tovg
duxelprotég va alAdEovv tov Tpéxov terdtn. H cuvedpia tov ypriotn Oa arldiel otov
emieypévo ypnot kot o ID tov ypnotn dwyelplot amodnkeveTal GTOV TIVOKO
nopayyeMdv o¢ created_by.Avtd sivar ypnopo av 0éhovpe va Kdvovpe o
TapayyeMa €K LEPOLVG TOL TEAATT).

Show product imagesEpedavion WKpGOV QOTOYPUELOV TOV TPOIOVI®OV UEGH, GTO
KoAGOL.

Default delivery date:Opilovpe v mpoemheyuévn nuepounvia mopadoong 6Tto
TILOAOY10.
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Jﬁtest - Administration - Configur... u + l

e

Q { @

Products
Orders & Shoppers
Manufacturers

Shop

Configuration

Configuration

Shopper Fields

T %%

Order Statuses
Currencies

Countries (9]

Tools

VirtueMart 2.6.2

Length/Weight/Height Unit of

Product Order

Settings

k

Ordering

Manufacturer Name

n stock

M Manufacturer Name

§e [ @ localhost/administrator/index.php?option=com_virtuemart&view=config v gl;——'l {gv Googl
Shop Shopfront Templates Pricing Checkout
Product Sort Order Settings
grf:ﬂ::‘t Quierng i) (elscanding ”  Default category sort order
sort order Ascending v
Product Name [J creation Date Product SKU
[ Product Short description [ Product Description [ sef Alias
Category Name O Category Description
[ Product Price [ Featured Product [J Product Sales
. [ Product Availability [ Product Available Date [J Product Height
Available
fsi:lr;’sby [ Product width [T Product Length O
Measure
[ Product weight [2) Product Weight Unit [ Product i
[T Low Stock Notification [T Product Modified Date [ Product Unit
[J Product Packaging [ Product id Ordering
M Product Name [ creation Date Ml Product SKU
Ml Product Short description M Product Description [ set Alias
%] Category Name [ Category Description
[ Product Price [ Featured Product [ Product Sales
. [ Product Availability [ Product Available Date [J Product Height
Available

Ewcova 21: VirtueMart Configuration - Product Order Settings

* Default product sort orderOpilovpe to medioa pe Pdon to omoion O yivetor M
Ta&vouUNo” TOV TPOIOVIMV GTOV QUAALOUETPNTY.

* Available sort-by fieldsTa nedio ta omoio givar drabéoyio 6Tov TEAGTN Y10 VO KAVEL
ta&wounon tov tpoidviov Baon pe avTd.

* Available search fieldsIa nedio to. omoia givar dtwbéoipo oTov TEAITN Yo Vo, KAveL

avalnmon mpoidvimv Pdomn pe avtd.
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‘ 24 test - Administration - Configur... U %+ |

‘ Localhost/administrator/index.php?option=com_virtuemart&view=config v“?‘ (B c gle Q| J\} o
\?
(/) . : - b&s )
Configuration k B v L 24 i
Save & Close Save Cancel Help Permissions
‘éﬁ;’.‘mh Shop Shopfront Templates Pricing Checkout Product Order SEO =
v 2l Settings
Products ,
SEO Settings

Orders & Shoppers . —
SEO Disabled O

Manufacturers
Seo Suffix -detail
Shop

X - Translate Strings O
Configuration

Use Product and Category IDs []
Configuration

Shopper Fields =
Order Statuses
Currencies

Countries 4]

Tools

Eiwova 22: VirtueMart configuration - SEO

» SEO DisabledOrov gival emdeyuévo, n Aettovpyio. SEOeivor amevepyomotnpuévn.
*  SEO Suffix:Opilovpe v xatdAnén mov Oa éxel to URL tov mpoidvtog.

* Translate StringsAv 10 MAEKTPOVIKO LOG KOTAGTNUO YPNOLUOTOIEL SOPOPETIKEG
YADOOEG, EVEPYOTOLOVLLE TNV EMAOYN 0T Yo Vo petappdlovtat kat to. URL.

* Use product and category I0$pocbétet to ID mpoidvtog kot katnyopiog.

4.5 -Xpioteg kon opdoeg ypnotov tov VirtueMart

To VirtueMart épyetar pe éva emeKTapévo cOOTNUO, dlaYEIPIONG YPNOTOV Kol KAAO
elvan ekTOg amd TOoVg AElToLPYIKOHS AGYOLS, va To pabovpe Kot Yo Adyovs acpdietos. Adtt
oV TO CUGTNUO LOG EIVAL HEV OGPAAEG OAAG OEV EYOVE YVDGN Y10 TO Tl OIKAIOUATO dIVOVUE
Kot 6€ ooV, TOTE 1 AcPAAELn TOV dgv Ba glvar o 1510 1GYLPY).

[Tavta Ba mpémel va xpNoomolob e T0 GVGTHO. dtayeiplong ypnotdv tov VirtueMart
otav giodyovpe M eneepyaldpacte Kot dypdpovpe ypnioteg oty Joomlaistocelida pog.
AV YpNOOTONGOVIE TO oVhoTNUA Owxeiplong ypnotdv tov Joomla, mold mbavd va
AVTLETOMIGOVE TPOPANUATE, SIOTL Ol OTMOUTOVUEVES EYYPUPES GTOLS TIVOKEG, Yol TOVG
avTioToyovg YpNoTec dev  dnmuovpyovviar oty Paon  dedouévav. Avtictoyo, av
dypayovpe ¥pNoTeEG Tov £xovv dnpovpyndel amd to cVGTNHA SLXEPICNS ¥PNOTOV  TOL
VirtueMart, oand v Pdon dedouévmv pHOC, YPTOUWOTOLOVINS TO CVLOTNUO Olxeiplong
ypnotdv tov Joomlafao pog peivovv dypnoTeg yypOoOEC.
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To VirtueMart emiong divel, emmAéov TV KovOTNTA VO OTOONKEVOVUE TOANES

devbvveelg Yo tov kdbe ypnotn. Anladn sipoote og BEomn va Kpatdpe TANPOEOpio Yo THV
devbuvon ypémong kot devhuvon ArocToANG, aALd TV devBvVeN KaTotkiog Kol Epyaciag.

&

¥ W ade el

Products

Orders & Shoppers

Orders

Revenue Report

Shoppers

Shopper GroupsZto VirtueMart pmopodue vo, ekympnioovue ypHOTeC GTHY oudda
Shopper GroupsAvtd diver v dvvatdmTo 6€ oLTOV TOL EXEL TO KATAGTNHO, VO
dnuovpyei Shopper Groupsgia v omowadnmote avdykn tov (m.y. TpocPaciudTnTa
oV 10100EAid0, Pobpoloyion TEAATOV, EUPAVIoT (EOpOL K.0.K.). Mmopovue va
npocOécovue M va Tpomomomoovpe TV oudda yxpnotdv Shopper Groups,
axorovOdvTag To pevov Components— VirtueMart— Shoppers— Shopper Groups

Shopper Group [ List] - Q O 0 | o 3

Default Fublish  Unpublish Edit MNew Delete Help Permiss
Shopper Group Name Shopper Group Description Default Published
Default Shopper Group COM_VIRTUEMART_SHOPPERGROUP_DEFAULT_DESCR - (v)

Guest Shopper Group e not logged get automatically assigned to the group guest

Gold Level

00

Wholesale Shoppers that can buy at wholesale

Display # 20 ~|

Shopper Groups =

Coupons

Eicova 23: VirtueMart - Shopper Groups list
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User Groups:H opddo ypnotdv oot pmopel vo meprypaptel kol o¢ “opddo
TPOCPAGILOTNTAS”, KOl VWAPYEL YO VO UTOPOVUE VO OPIGOVUE TEPLOPIGUEVT
TpocPaon ota Sdeopa HEPT KOl AELITOVPYING TOV NAEKTPOVIKOD KaTAoTHUATOG. Kdbe
EYYEYPOULUEVOS XPNOTNG ekywpeite o éva User Groupxat amd mpoemioyn eivor HEAOGS
™¢ opddog shopper.

Shopper FieldsEd® pmopovpe va opicovpe 1o medio mov o epeaviovron katd tnv
gYYpPOOT, Kavovplov ypriotn N dayeipion tov Loyoaplacpov. Tétown medio sivan First
Name, Last Name, Telephoneo.x. H Aettovpyia avtq eivor mpocPdoiun amd to
uevov Components- VirtueMart— Shoppers— Shopper Fields
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] password Password  password v V] v o v o 10 2
] password2 g;’;;iw'ord password (V] (V] (v (o] v 00 13
] agreed :hag Terme  checkbox (V] (/] (V] (o] (/] 00 1314
of Service
[0  delimiter_userinfo fﬁ?gfn':;'ion delimiter 0o (V] (/] (o] (/] 0 0| 14 D4
[0 address_type_name faress text (V] (/] (o] o (o] 00| 157
[]  delimiter_billto B To o delmier o o o o ok' 00 135
[ company ﬁ;’:}ga“y text 0o o (] o /) 00| b
[ ftitle Title select (o] (/] (] o (/] 00 »
[ first_name First Name  text (/] (v] (/] (/) (/) 00| 22
[] middle_name :ﬂ;ﬁf text (o] (/] (/] (/] (/] 00 2 12
[J last_name LastName  text V] (V] (/] (/] (/] 0 O 25 I3
[0 address_1 Address 1 text (/] (V] (/] (/] (/] 0 0| 30 14
[0 address_2 Address 2 text 0 (V] (/] V] (/] 00| 205
L1 zp i e (/] (/] (/] (/] (/] 0 O 34 s
O city City text V] o (V) V] (/) © O 35 W7
[ virtuemart_country_id Country select (V] (V] (V] (V] (/] 0 0O 33 13

Display # 20 | | Start W Frev 1 2 Next@ End ) Pagelof2

Ewcovo 24 VirtueMart - Shopper Fields
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4.6 —Anpovpyia 16TOGELIOAG TOV NAEKTPOVIKOV KATAGTNATOC,

AoV kavope OAa To mpomyolOueva PrUOTR, TPEMEL VO ONUIOVPYNGOLUE TNV
16TOGEAISO TOV NMAEKTPOVIKOD UG KATACTAUOTOC. [0 va tdpovpe pa sikdvo, Tov Tog sivorl n
otooelda pag (ov vdpyel) aVTN TN GTIYUN, OTAG TANKTPOAOYOVUE GT Ypouun dievbivoemv
tov browser “localhostf péoa amd ™ diemaen dayeipitong tov Joomlaratdpe to cuvVoEoUO
“View Site”.
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Home = Iceweasel =
File Edit View History Bookmarks Tools Help
‘,};test - Administration - Menu... I‘Home X u L |

‘ localhost V',;,J| ‘BV‘JUU‘:]le Q‘ JVL -

2 Joomlar

Open Source Content Management

You are here: Home

Main Menu
° No Shop Currency defined! Go to hitp://localhost/administrator/index.php?option=com virtuemart&
Home view=user&task=editshop
Login Form o Assign the component VirtueMart to a menu item
User Name Home A
Password

Remember Me [
*Login

Eixova 25: Apyikn uopon g 10tooelioog

Onwg PrAémovpe pag epeavifetor Eva pivopa veevOOUIoNS, TOV HoG AEEL TOC TPETEL
vo. ekyopnoovpe To component VirtueMarse évo pevov. T va to kdvoovpe avtod, péca amd

™ demaen| doyeipiong, akolovbodue o pevod Menus— Main Menu— Add New Menu
ltem.

‘Eoto thpa mog BEhovpe va Barovpe ®g apyikn oeAida, TV apylkn ceAida Tov
VirtueMart. 1o pevod mov Ppiokduacte, oto medio Menu Item Typeratdpe 10 Kovumi
Select.
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Details
Menu ltem Type * Selact -
Menu Title *

i
Alias
Mote
Link
Status Published | )
ACcess Public ~| N
Menu Location * Main Menu | )
Parent ltem Menu Item Root |
Ordering Ordering will be available after saving
Target Window Parent j
Default Page @ Mo ) Yes

Ewcova 26: Menu Manager: New Menu Item

2T0 OVOOVOUEVO LEVOD TTOV OVOLYEL, KATEPEVOLLE KAT®, YAXVOVTOG Y10l TO OVTIKEILEVO
“VirtueMart Front page”.
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Search List All News Feed Categories L"J
List Mews Feeds in a Category
Single News Feed

Search Users Manager
Search Form or Search Fesults Login Form
User Profile

Edit User Profile

Fegistration Form

Username Reminder Request
Password Reset -

Weblinks Wrapper

List All Wel Link Categories Iframe Wrapper
List Web Links in a Category

Submit & Web Link VirtueMart

VirtueMart Shopping Cart

Category Layout

WirtueiMart Manufacturer Default Layout
Virtuehart Manufacturer Details Layout
List Orders

VirtueMart Product Details Layout
Wirtuehart Account Maintenance

User Edit Address

Displays vendor contact

Displays vendors

Displays vendor details

Wiew vendor TOS

VirtueMart Front page

1

System Links *

External UEL
lMenu tem Alias | .
Text Separator

Eiwcova 27: Emidoyn tov Menu Item

To emAéyovpe, kot petd divoope évav titho oto “Menu Title” éot® 10 “Eshop Front
Page” kot petd motaue “Save&Close”.®a odnynbovue oto pevov “Menu Manager: Menu
[tems” 6mov eppaviCetar to véo avtikeipevo pevov mov dnuovpynioope. T va to Bdhovpe
va gpoavifetor g “Home” ot oeAida pHog, apKel vo TOTAHGOVUE TO ACTEPAKL GTNV GTNHAN
“Home”. Av Béhovpe pmopodle Vo OTEVEPYOTOGOLUE TO apywd ovtikeipevo “Home”,
ToeKApOVTOG amd Ty AMota kot motodvtag “Unpublish” 1 va to daypdyovpe matdvog
“Trash”
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‘:T Menu Manager: Menu ltems 00 0 viwxecC

“— New Exlit Publish  Unpublish CheckIin  Trash  Home Febuild

Menus Menu Items

6 1 menu item successfully unpublished

Filter: Search Clear Main Menu j - Select Max Levels - j - Selact Status - ﬂ - Select Access - j - Select Language -
Il Title Status  Ordering & Access Menu Item Type Home Language
w guag
Home ° 0 1 Public Articles » Featured Articles Al
(Alias: home)
D Eshop Front Page o 2] 2 Public Virtuehart » Virtuehart Front page W All

(Alizs: eshop-front-page)

Display # 20 |

Eicova 28: Opiouoc avtikeiuévoo wg apyikn oelioo,

INa vo dodpe v Kavovpla Lope Tov TPE 1 16TOCEAIdA pog, Tataue “View Site”
Kot PAETOVLE TO ATOTELECUO GTNV TOPUKAT® EIKOVOL:
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13 test - Administration - Menu... ¥ hWelcome to x| 4

lg"’ Google Q|

¥ localhost v

You are here: Home

Main Menu
Q No Shop Currency defined! Go to http://localhost/administrator/index.php?
Eshop Front Page view=user&task=editshop
. Featured Products
Login Form
Latest Products
User Name
Top ten Products
Password

Remember Me [
>Login

Forgot your password?
Forgot your username?

Ewcovo 29: H popen moo Tnpe n 16T0GeAIO0.

BAémovpe mmg épovpe évo evnuepotikd unpvopo ond to VirtueMart “No Shop
Currency defined”,to omoio pag Aésr mog dev éxovue opicel to vouiopo oto omoio Oo
yivovtar ot cuvalriayéc. o va 1o opicovpe, 6to onueio mov PPloKOUACTE, UTOPOVLE VO
TOTHOOVUE GTOV GUVIEGHO TOV oG ERQOVICeETal.
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2t0 mapdBvpo mov Ba Hog 0OMYNGEL O TOPATAVE® GUVOEGHOGS, KATEPEVOLUE Kol
Bpiokovpe v meproyn “Currency”. Av BéLlovpe ot GUVOALAYEG LG VO YIVOVTOL GE VPG, GTO
nedio “Currency” opifovpe 1o vopspo Euro.Xto exdpevo medio “List of accepted currencies”
ONAOVOVE TO EMTAEOV VOLUGLLOTO 6T 07010 dEXOUOOTE CUVOALAYES, Ta OTToio. peig BEAovLLE
va gival To apeptkdviKo doAdplo kot 1 Bpetavikn AMpa.

Currency

Currency: Euro -

United States dollar x
List of accepted currencies:
Eritish pound x

Eixovo 30: Opiouoc voutoudtwv ue ta omoio Ba yivovrar ot
OVVOALQYES

OlokAnpdvovtog ta mponyovueva PAunota, Bo mTpémel TOpa vo. dNUIOVPYNCOVUE TO
Tpoldvta o, omoio. TPocsPEpovpe. 'Eotm mmg 10 MAEKTPOVIKO KATAGTNUO LOG TPOGPEPEL
BiBrio oxetikd pe TV TANPOEOPIKY. 2 YVOOTO 1 TANPOPOPIKT, OTTMG KOl AALEG EMIGTNLECS,
elvan ToAv peydin. Ondte av Palovpe oto Katdotnpa Piiia To omoia dev TomobeTovvtan e
po Aoyikn ogpd, Oa gival dO6KOAO 6TOV emoKENTN va Bpetl avtd mov avalntd. o avtd to
AOY0 TPEMEL VoL SNULOVPYNGOLLLE TIS KT yopieg oTig omoieg Oa Ppiokovtar o Pifiia.

INa va dnuovpynoovue katnyopieg mpoioviav oto VirtueMart, akolovbodue to
puevov VirtueMart — Product Categories—» New kot copminpdvovpe to medio mwov
epeavifovral, 6mmg otV ETOUEVT EIKOVOL:
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Ii

Product Category Form
ZI2 English (United Kingdom)
General Informations

Category Name Operating Systems

Published O No® Yes
Sef Alias 0s
B I U= |=E == E | Stykes v Paragraph =
EE| §§|-"] | ;I;&jlngTmL
—QE|*x x |0
Books about Operating Systems.
Description
Path: p [v
Ewcova 31: VirtueMart - Aquiovpyio. katnyopiog mpoiovrog

Ta medio o avTO TO PEVOD TEPIAAUPAVOLV:
* Category Namelo 6vopa g katnyopiog.
* PublishedAv 6o eppavieton 1y oyt.

» Sef Alias: Search Engine UR{. alumg clean URLY Semantic URLesivar to URL
oV €xel TETO0. LOPON OV €ival Katavontd amd avOpdmovg Kot unyaveg avalnTnong.
Tétown URL amookomovv otnv xpnotudTnTo. Kol TPOSRacIHOTNTO UG 10TOGEAIS0C
Y®pig vo amodidovy TV e0OTEPIKN OOUN TOL GLGTNUATOC. AV TO APNCOVUE KEVO TO
nedio avto, to VirtueMart 6o 10 cvpuminpbosr coupwvo pe to medio “Category

Name”, 1o onoio dev mpoteivetal, Wiaitepa av 1 Katnyopia £yl opKeTA LEYAAO TiTAO.

* Description:H neprypaen g katnyopiag.

Yvveyilovtag pe v 1010 AoyiKn, LTOPOVLE VO, OSTULOVPYHGOVUE Kol GALES KOTIYOPIES
TPOIOVTOV, aALd Kot vtokotyopiec. To teMid amotéres o @OivETOL GTNV ETOLEVT] EIKOVAL.
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orfindex.php?option=com_virtuemart&view=category v J‘ ’BV Google Q\ Ju‘— |
N Categué_y Hame Description Products Ordering t1 Published Id [~
O Frogramming Books about programming languages 0 [Show] Q o o 4
— I_ -
L] F’rocecl el Books about procedural languages 0 [Show] o 0 o 7
] .o bject Books about OOF langauges 0 [Show] o I v ] 0 o 5
—  Qriented T N N .
O . |- Assem hly Books about assembly languages 0 [Show] o 0 o 6
—  Operating e I — 00
[] P, Books about Operating Systems. 0 [Show] o o
Systems
O . |- uUnix 0 [Show] ) ® 9
O = Linux 0 [Show] o (/) 10
— I - .
] i._J L;| J htu Books about Uburitu OS 0 [Show] (v ] 0 o 13
] Kid l‘.Dili_ Books about Android 0S 0 [Show] o o (v] 13 1
O .l BsD 0 [Show] o (/] 11
U FreeBsp 0 [Show] 0 © =
] . L Microsoft 0 [Show] 0 (v 8
— I . P E
' Windows 0 [Show] 0 (v] 14 L
-
] Windows 0 [Show] o 0 (] 17
Phone
_ I_ L e A
L] Windows 8 Books about Windows 8 0 [Show] LA 0 () 16 o

Y . I

Eixova 32: Katnyopieg mpoiovtmv nAektpovikod KoTo.oTHUOTOS

‘Oco agopd thOpa v dnuovpyia TPoidviwv, apkel Vo 0KOAOVONGOLUE TO HEVOD
VirtueMart — Products— New kot vo. cvoumAnpdoovpue ta oviictoryo nedio. Edd va
ONUELDGOVUE TMG EVa TPOIOV Umopel va vdpyel € Tave and pio Katnyopiec.

INa mopddetypa, é6tm mmng Exovue évo Pipiio, pe Tov evdektikd titho “Introduction to
A.l. using Prolog”.To Biprio avtd pmopei va vapéel atnv katnyopio “Artificial Intelligence”
Kor v katnyopio. “Programming” kot mo ovykekpluéva, oty vmokatnyopio “Logic
Programming”.
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Froduct Information ISR Froduct Stz

4= English [United Kingdom)
Product Information id: 0

E?;Léct Introducion to A.1. using Prolog K
C
Froduct SKL :
F:I
Manufacturer - Select manufacturer - - C
P

Artificial Intelligence x

Product : . .
Categories -Logic Programming X

Ewcova 33: Avrioroiynon mpoioviwv oe katnyopieg

AoV dnpovpynocovpe to Tpoiovta, Ha mPETEL Vo dNUIOVPYHGOVLE Kol TIG LeBAd0VG
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napddoons. [ va to kévovpe avtd akolovbodue to pevod Shop— Shipment Methods.
Yy meproyn “Shipment Method InformationfAémovpe to e€ng media:

* Shipment Name:To o6voua g peboddov amocTOAC, TO 0omoio Tpémel vo. gival
povadikd kot Oa epgaviletor oty ceAda TANPOUNGS.

* Published: Av 6o gppavifetar 1 oyt 1 ovykekpluévn péB0d0C AmOGTOANG, OTO
NAEKTPOVIKO KOTAGTNLLOL.

* Shipment Descriptiont] meprypaen g pnebddov amoctoAng, n omoia Oo speaviletot
oTNV GEAISO TANPOUNG.

* Shipment MethodH ¢kdoon tov VirtueMartepmepiéyet povo pio péB0d0 AmoGTOANG N
omoia Paociletor oto Papog, TV ydpa, apOud Tpoidvtav N péyebog mapayyeiiog. Av
Bélovpe va APNGLOTONGOVE Kol GAAOVS TPOTOVS, Bo TPEMEL VAL EYKOTAGTICOVE
wo eméktoon yuo o VirtueMart.

* Shopper GroupAv embopovpe n PEBHodOg amocTOANG Vo givar TposPacyin Hovo amd
Kamoo cvuykekpévo shopper groupymopodpe vo, 1o emhéEovpe 6.

* Av &ovpe move amd o péBodo amocTtorng, ed® Palovue TV cepd e TV omoia Ha
enpaviCetat.

‘ Shipment Method [ new] B :: -

Save & Close  Save Cancel Help Permissions

A A, i n r o i .

‘roducts =y
EIZ English (United Kingdom)

Jrders & Shoppers Shipment Method
Shipment

fdanufacturers NarFr)w

bhop SefAlias

]

op
Publisheg 7 No@ Yes

dia Files

ipment Methods

yment Methods B [S)ZISpg:;trgn

-onfiguration

ools algit?]?dent VM Shipment - By weight, ZIP and countries v
Shopper
Group

Virtuehart 2.6.2 ListOrder 0

Eiwova 34: VirtueMart - Shipment Method Information
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Xy eployn “Configuration” pAémovpe to €ng media:

58

Logo: Av éyovue avePfdcel 6To cOGTNO LAG, o KOV, LKpoy PEYEOOVG, LTOPOVLLE
va v emAéovpe €0d Yo var epeavifeTor mg AoyoTumo e Lebodov mapayyeriog.

Countries:Av 6élovue vo mapadidovpe o TPOIOVTO LG 08 OAEG TIG YDPES, APTIVOVUE
10 Tedio avTd Kevo. AAMMOG PTopovuEe va. EMAELEOVUE GE TToleg BEAOVLLE.

Zip range startcor Zip range end:Av 0éhovpe va meplopicovpe TV TopAd0oom
TPOTOVTOV G £Va EVPOG TAYVIPOUKADOV KOIIKADV, ATAG GUUTANPMOVOVLLE T AVTICTOLYO
nedia.

Lowest Wight, Highest weighkor Weight Unit: Av 6éhovue va meplopicovpe v
duvatdHTNTO TOPAO0GT S LEGA OE £va Oplo BAPOVS, CUUTANPAOVOVLLE T TES T AVTA.

Minimum ka1 Maximum Number of ProductsAv 6élovue va mepropicovpe v
duvaTOHTNTO TAPASGOOTG HEGH GE GVYKEKPIUEVO aplOUO TPOTOVIMV, GUUTANPOVOLLLE TO
nedio aVTd.

Minimum ka1 Maximum Order AmountAv 6éhovpe vo meptlopicovpe v Tapddoon
TPOIOVTOV Yo o€ éva Oplo a&iag mopayyeliog, copmAnpdvovpe to medior eEAAyLoTng
Kot péylomng a&iog mapayyeiiog.

Shipment Cost, Package Fee, TBXico 6o TAnp®dGceL 0 TEAGTNG YO TNV ATOGTOAN
TPOIOVIOV GOUP®OVA LLE TOL KPLTT)PLOL OV TAL.

Minimum Amount for Free ShipmenEvurinpdvovpe 1o medio avtod, av BELovue va
K@vovpe amostoln Tpoidvimv 6tav 1 atia Eemepvdet To 6plo mov BELOLLLE.
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Site Users Menus Content Components Extensions Help VirtueMart & 0Vistors & 1Admin = 0 B9 ViewSite 0 Logout

‘ Shipment Method [ edit] B v o | &

Save & Close  Save Cancel Help Permissions

IV Mart Shipment Method Infarmation Configuration
* Products
Shipment based on the Weight, ZIP and Countries
Orders & Shoppers )
Logo Select some options
Manufacturers

Countries Available for all
Shop

ZIP range start

Shop 221 2IP range end
Media Files [ |Lowest Weight
Shipment Methods oy Highest Weight
Payment Methods g (Weight Unit Kilogramme v

Minimum number of products

el Maximum number of products
Tools Minimum order amount
Maximum order amount
Shipment Cost
Virtuehart 2.6.2

Package Fee

Tax Apply no rule v

Minimum Amount for Free Shipment

Ewcova 35: VirtueMart - Shipment Method Configuraion
AoV kdvovue Tic embountég puOUicelg Kot E16AYOVUE TPOTOVTO GTO NAEKTPOVIKS LLOG
KOTAGTNUO LWITOPOVLLE VO OOVUE TV LOPOT| TOV £YEL TTAPEL ALVUTT) TN GTIYUN.
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File Edit View History Bookmarks Tools Help

A test - Administration - # UWelcome to Test “ L ‘

&0 ‘ localhost vJ| ‘E]v 05 Q| J:L A
S — 0
Main Menu Categories

Programming Artificial Intelligence Operating Systems

Eshop Front Page

=

My Cart
Login Form =
User Name Featured Products
Latest Products
Password
Programming in C++ Java in a Nutshell :

Rk RememberMe [ —&

e TAVA

Forgot your password?

Forgot your username?
Create an account Product details Sa,]es price: 30,00 €
Sales price without tax: 30,00 £

Froduct details

VM - Shopping cart

Cart emp
Py Top ten Products

VM - Search in Shop »
v

Java in a Nutshell
€ Welcome to Test - Ice... 3]

Ewcovo. 36: Mopopn nlextpovikod kataotiuotog - 1
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File Edit View History Bookmarks Tools Help

I test - Administration -

X H Programming

[+

@ |

@ localhost/index.php

programming

)
v S

|_BV 0s

You are here: Home » Programming

Main Menu

Eshop Fronjigage

My Cart

Login Form

User Name

Password

Remember Me [
>Login
Forgot vour password?

Forgot your username?
Create an account

VM - Shopping cart

Cart emnty

Eiwxova 37:
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Books about programming languages

Logic Programming

—

\/-*\7 ;

Object Oriented

Mopen niektpovikod kotaoTiuotog - 2

Assembly Procedural

-
=

ﬂ;/ =EEE=

T

ETPESTEST )
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File Edit View History Bookmarks Tools Help

1 test - Administration - % "ﬂObject Oriented b4 “ % |
\;’ [\‘}/ localhost/index.php/programming/oop v \'3} [ v os Q} @ iy
’:\
Main Menu Books about OOP langauges -
Eshop Front Page Ca+ Java
My Cart ((
Cr+ =2
Login Form Java
User Name
Sort by Results lifZ
Password Oueing % | 18 ¢ ‘
d Object Oriented

Remember Me [

>Login \ Java in a
Forgot vour password? : V Nutshell
Forgot vour username? M
Create an account === Sales price: 30,00 € -
= Sales price without tax: Rating: Mot
Rating: Not 30 g £ Rated Yet
. - Rated Yet ™ @ | ) Product details
VM - Shopping cart ! . e
Current Product details Stock Level

Stock Level

Cart empty

\IM - Spearch in Shan
Ewcovo 38: Moppn niektpovikod kotaotiuotog - 3
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File Edit View History Bookmarks Tools Help

13 test - Administration - b4 .“Java X “ % ‘
\,“ ld’ localhost/index.php/programming/oop/java v 'G] ‘V 0s QJ @ ]
N A
Main Menu Books ahout the Java programming language
Eshop Front Page Sorthy Results 1 - 1 of 1
My Cart Ordering -+ & [_18 C.
Login Form Java
E‘ Javaina
User Name
Nutshell

Sales price: 30,00 €

Passwaord — Sales price without tax:
Rating: Mot 30 op £
Fated Yet ~ "
| .
Remember Me L Current | Product details
Stock Level
>Login

Forgot vour password?

Forgot vour username?
Create an account

VM - Shopping cart

Cart emnty
Ewcova 39: Mopopn nlextpovikod kataotiuotog - 4
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4.7 —M£0odor ITinpopnic

H éxdoon tov VirtueMart mov ypnolpomolovpe EpYETOL Pe KATOES EVOMUATMOUEVES
pefdd0vg TANPOUNC. AVTEG giva:

» Authorize.netEivat évog mdpoyog, moing minpoung (payment gatewayjov enttpénet
TOVG EUMOPOVS VO, OEXOVTIOL TANPOUES OO TOTOTIKEG KAPTEG KOl MAEKTPOVIKEG
emToyég péoo amd 10 MAEKTPOVIKO Tovg katdotnud. H Authorize.netvopibike 1o
1996,0tv INovta amd tov Jeff Knowleso onoiog amd vopic avayvdpioe thv avaykn
VO GUVOEGEL 1I6TOGEMOES e EMECEPYAGTEG TIOTOTIKAOV KOPTMOV KO VO, KAVEL ATOdEYTN
TIG TANPOUES LE TIOTOTIKY KAPTa péca and to Internet.

* Paypal: Eivon o diebvig emyeipnon mAektpovikod eumopiov, TOL EMTPEMEL TIG
TANPOUEG Kol PETAPOPEG YpMUAT®V va yivovtor puéco omd to Internet. H Paypal
EKTEAEL NAEKTPOVIKEG GUVOALAYEG YPNUATOV, EK LEPOVS TOV TEAATMOV TNG, YPEDVOVTOC
ToVG £val Ukpd TOGOH.

* Moneybookers:Eivar pio moykOGpHo, emyeipnon MAEKTPOVIKOV GUVOAAAYDV OV
EMTPENEL TIC TANPOUES péca amd to Internet.l'a 1WOudTeg ¥pNOTES, TPOGPEPEL EVa
KotafeTikd Aoyoploopd (1 MAEKTPOVIKO TOPTOPOAL) KOl NAEKTPOVIKES EVOAAUKTIKES
TOV TOPASOGLOKDV YPNUATIKOV GUVOAAAYODV.

o Moneybookers Credit Cards

o Moneybookers iDeal

o Moneybookers Online Bank Tranfer
o Moneybookers Przelewy24

o Moneybookers Sofortueberweisung
o Moneybookers Skrill Digital Wallet
o Moneybookers Giropay

o Moneybookers Lastschrift

» Standard: Mmopei va ypnoyomombel yuoo TANPOUES HE AVTIKOTOPOAN Kol Yo
TANPOUES LLE ETLTOYN.

Emmiéov pébodor minpoung pmopovv va mpootebovv oto VirtueMart eykabiotdviog Tig
avTioTolyEG EMEKTAGELG amd TNV oehida extensions.virtuemart.net/payments.
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I va ypnoonomoovpe po pEBodo TANPOUNG, B0 TPETEL Vo SNULOVPYHGOVUE ULaL,

Kot va v puOuicovpe. o va yiver avtd akolovBodue 1o pevov VirtueMart — Payment
Methods— New. H wepioyn mov eppavietan sivar n “Payment Method Informationiov
anoteleite and to e€Ng mediaL:

66

Payment Namélo dvopa g pebddov minpoung.
PublishedAv n uébodoc avth Ba givor dSNUOCIELIEVT GTO NAEKTPOVIKO KATAGTNLLOL.

Payment Descriptiort] meptypaen g pebddov mAnpwung, mov Ba epeaviletar otnv
oelida dradtkaciog TANPOUNG Kot B0 EVLEPDVEL TOV TEAATN YO TIG EMAOYES TOV.

Payment Methodt pébodoc TAnpwung mov Ha. xpPMOILOTOIGOVLE.

Shopper GroupXe moieg opadeg ypnotov tov VirtueMart 6o givar dwwbéoun avti n
néEB0SOC TANPOUNG.

List Order:Av ypnoipomolovpe Tavem amd o pébodo mAnpmung, edd Palovue pe moa
oelpd Ba gppaviletar.
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Site Users Menus

Content

Components Extensions Help

@ Payment Method [new]

| Vétuema

Payment Method Information

Products -
;:E English (United Kingdom)

Product Categories '
Froducts B
Custom Fields =¥
Inventory

Taxes & Calculation Rules =

Feviews & Ratings

Orders & Shoppers
Manufacturers
Shop

Configuration

Tools

VirtueMart 266

Payment Method

Payment
[Mame

Sef Alias

Published @ No®J Yes

=

Fayment
Description

VirtueMart & 0 Visitors &1
|

Save & Close

Payment

Method VM Payment - Authorize.net

Shopper
Group

- Use Default -

List Order

Ewcovo 40: VirtueMart - Payment Method Information

Yty devtepn meployn “Configuration” Bpickovtarl ta medio pHOuong g pebddov
TNpouns. Avtd BéBata aArlalovv avaloya pe To molo HEB0S0 YPMOILOTOLOVLLE KAOE QOpd.
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Payment Method Information Configuration

PayPal payment plugin
Product Categories s yPal paymentplug
Products [T
INo PayPal account? Please register atthe PayPal site
Custom Fields =k

Inventory k ] _

Taxes & Calculation Rules =

Peviews & Ratings ® PayPal product Standard i \
Shop Mode ® Production © Sandbox
sl s blo Merchant Email
Manufacturers
PayPal settings
Shop ) o )
This section will define how PayPal will behave
Configuration Let buyers override their PayPal No . ‘
addresses? '
Tools .
Prompt buyers for a shipping address | Promptfor an address, ... \
Display only one item and amount for the whole order
VirtueMart 26.6 Payment action Direct payment v \

Order status

Selectthe order status that will be applied based on transaction result

Pending transactions Confirmed hy shopper v \
Successful transactions Confirmed v \
Cancel transactions Cancelled v \
Cantiira Paument Shinner - ‘

Ewcovo 41: VirtueMart - Payment Method Configuraion

68
Matodykog Hpaxding Xpnotog (AM 1583),
Mavpdémoviog Bacirelog (AM 2527)



Anpovpyio nhextpovikod Kotootiuatog oe Joomlal

Administration W Joomlal

Site Users Menus Content Components Extensions Help VirtueMart & 0 Visitors l 1Admin = 0 B9 View Sie o Log out

W Payment Method [List] : QO0OGORESS

-

Clone payment | Publish  Unpublish — Elit Mew  Delete  Help Permissions

\éﬁ“ﬁ&i‘t []  PaymentName Payment Description Vendor  Shopper Group Payment Method ListOrder =  Published Id

[] stamdard . 1 standard 0 (v]

Product Categories = | O paypal 1 paypal 0 (V]

ra

=

Products i Display 20  ~|
Custom Fields B

Inventory
Taxes & Calculation Rules =

Feviews & Ratings

Orders & Shoppers
Manufacturers
Shop

Configuration

Tools

Virtuehart 26,6
Eixova 42 Aioro uedodwv minpwuns oo onuiovpynooue
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Kepdhioro 5 —Tpamelo ko NAeKTPOVIKES GUVIALAYES

5.1 —HAektpovikéc cvvariayéic péca amo Tpamela

Tnv ypovikn mePiodo £PEVLVOC KOl GLYYPOPNG OVTAG TNG TTLYWNKNG Epyocioc, OGO
apopd TG peydieg tpameleg mov Ppiokovior oty EAAGOa, 600 amd avtéc mpoceiépovv
VINPEGIEC NAEKTPOVIKAOV GUVIALOYDV TPOC TO MAEKTPOVIKG KOTOGTNUATO, Ol OTOoieg sivol n
Tpamela Iewpardg ko n AlphaBank.

O vnpeoieg TOV TPOGPEPOLY, ATELOHVOVTUL GE EMYEIPNOELS TOV J10.HETOVV 1GTATOTTO
Kol NAEKTPOVIKO Katdotnuo. Mécsa amd to omoio gUmopehovVTaL To. TPOTOVTO Kol VINPEGIEG
toug. Or TAnpopéc yivovtor avtopato péco omd 10 KEVIPO TANPOU®V ™G Tpdmelog
(paycenter)kotr T0 m066 KATATIOETOL GTOV AOYOPIOGHO TNG EMXEIPNONG TOL VIAPYEL GTNV
avtiotoyyn tpdmela.

5.2 —Emoyég dwacsvvdeong pe to Ileparvmdg Paycenter

¢ Redirection

Awovvdson

1. O mehdtng oloKANPOVEL TIC 0yOPEC TOV 6TO €-Shoprng emtyeipnong oag.

2. Hexwvovtag 1 dwdkacio mAnpopng, petafaivel ovtopate 6Ty €101KN
oelida Tinpoumdv tov Iepawng PaycenterExei svnuepdvetat yuo T GYETIKN
YPEMCT] Kol TANKTPOAOYEL ToL GTOLYELD TG KAPTOS TOV.

3. H dekmepaimon tng TANpoUNG yivetot pe amolvtn acedieia amd to I[leipaidg
Paycentergov evnuepovel tnv enyeipnon oo ovTopaTa.

4. O meldtng emoTPEPEL 6TO SIKTLOKO TOTO TG emyeipnong oag (e-shop) Ao exei
EVNLEPDVETAL Y10, TNV OAOKAPOGT TNG GUVOALAYNG TOVL.

[Theovextiuota

° H emyeipnon ocog Oev kpatd Kavévo OTOLEI0 NG KAPTOC 7OV
YPNOWoTOONKe KATd TNV TANPOUN. AVTO JSlevkoldvel TN dladtKaGio
motonmoinong katd PCI

© H vlomoinon pmopel va olokAnpwOei modd ypryyopa
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* iFrame
Awovvoson
1. O mehdtng OAOKANPOVEL TIG 0YOpPEG TOL GTO JIKTLOKO TOTO Tov e-Shop.Exel

Eexwva ™ OSwdwkacio mAnpoung. Evnuepdvetor yioo T OYETIKA YpE®OT Kol
TANKTpoLoYel To GTOLYKELD TG KAPTAS TOV

2. H dekmepaimon g TAnpoung yivetor pe amdAvtn acedieto and 1o Tleypaidg
Paycenterywpig va to avtilapfdavetol o meAdnc.
3.  To Ilewpowng Paycenteevnuepdvel v emiyeipnor| 6og avTtoOLOTO.

4. O mEMITNG EVNUEPDVETAL Y10, TNV OAOKANP®ON TNG GLVaALYNG Tov omd To e-shop
o0G.

[Theovektruota

° Opotopope” eumelpion ¥pPNONS Yoo TOV TEAATN GO KATA TNV TAOTYNOT Kot
¥PNOM TOV NAEKTPOVIKOD Kataothpatog (e-shop)

° Awtifetanr yopic va oépet hoyotoma g Tpdamelog Ilepaide v Ghla
yopaxtmprotikd. Emopévemg, m emyeipnon coag pmopel vo tnv TPocaproOGEL
amolvTa 0TS amaltoels g eEaceaiilovtag v eEonpeTikn sumelpion xpNong
TOV TTEAGTN

© H emyeipnomn cag dev KpaTd KavEVE GTOLXELD TNG KAPTAS TOV YPNCUYLOTOIONKE
Katd TV TANpoUn. Avtd digvkoddvel T dwadikacio motomoinong katd PCI
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XML Web Service

Awovvdson

1. O TeMITNG OLOKANPAOVEL TIG OYOPEC TOV GTO SIKTVLOKO TOTTO TOL e-Shopoag. Exet
Tapapével yuoo OAN TN O1001KaGio. TANPOUNS, ©6T0 TEPPAALOV XpNoNG TOv 1|
emyeipnon €xel Swpopedoel. Ao TG GeAdEC TOL SOIKTVAKOD TOTOV TNG
EMYEIPNONG GO EVILLEPADVETOL Y10 TH GYETIKN XPEOOT KOl TANKTPOAOYEL TaL oTOLYXE DL
™G KAPTOG TOV.

2. Ta otoryeio g KAPTUG TOL TEAATN OTOGTEALOVTOL HECH OGPAAOVG OLUGVVIESTG
ue ) xprion XML web servicesto Tlepaiwe PaycenterH smysipnon vroypewtikd
opeikel va mapéyel eEhdyiotn kpurroypdaenon SSL 128bit.

3. H dekmepaimon g TAnpoung yivetor pe amdAvtn acedieto and 1o Tlepaidg
PaycenterAvtd evnuepavel v entyeipnon oo ovTopaTa.

4. O meEMITNG EVIUEPDVETOAL Y10, TNV OAOKANP®ON NG cLvaAlayng Tov and o e-shop
o0G.

[Theovextuota

° AmdlTog EhEYYOG gUmEPiOG ¥PNONG KATA TNV TAOYNON Kol ¥pNoMN TOv
OKTVLOKOV TOTOL TG EMYEIPNONG

o KotdAnAn vyio EMYEPNOEIS UE OVETTUYUEVT] VTOOOUN OCQOAEING Kot
dwyeiprong g mehateiog Tovg, 6Tav 1 eMYEipNOoN EYEL EOIKES ATOTCELS KoL
OVOLYKEG
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5.3 - Alpha e-Commerce

H Alpha Bank,uéom t¢ vanpeoiog nhektpovikov sumopiov Alpha e-Commercerpoceépet
oTNV EMYEIPNON GOG TN SLVATOTNTA VO TALPEYEL OLOKANPOUEVT eEumnpétnon otovg [lehdteg
™G, KAADTTOVTAG OAES TIC AVAYKES TOL TPOKVLITTOVV OTO TNV TPOYLOTOTOINGT) CUVOALAYDV LE
Képteg and amdoTOoN.

H vnpecio vrootpilel TANpOUES Le YPEDOTIKES, TIGTMOTIKES KOl TPOTATPMUEVESG KAPTES:

American Express
Visa, Visa Electron
MasterCard
Maestro

Diners

Emoyéc dacivdeong:
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Awovoeon Re-direct: Emiléyoviog oav tpdmo minpoufg v kapta, o Ilehdtng,
LETOPEPETOL AVTOUATOC GTNV AGPOAT GeEAda mANpouNng g vanpeciag Alpha e-
Commercedmov apov evnuepwbel yio To oTolyelon TN GUVAALAYNG Kal TN XPEMOT,
glodyel Ta oToLKElD TG KAPTAC TOV.

Metwa v enefepyacio g minpoung amd v Tpamelo, o Ilehdtng smiotpépel
QUTOUATOS GTOV OIKTLOKO TOMO TNG EMYEPNCEMSG, OMOVL EVIUEPOVETOL YO TNV
olokApwon TG cvvarliayns. Tlapdiinia, oe mepinTtmon eykpice®c TG GLVAALAYNG,
amoctédletal amo tnv Tpdamela oyetikd evnuepotikd emailotny emyeipnon.

Baowd Xapoaktnplotikd:

o XeMda minpoung mov erhoieveitanr oty Tpdmela, pe dvvatdTNTo TPOGUPUOYNS
¢ epeavicemg ™G PAcel Tov oyedtacoD Tov emOLUEL 1 ETLyEipNON.

o Eupgdvion d10@opeTikng ceridog mAnpoung otovg Ilehdteg, avdioyo pe tnv
yYhdooa mov £xet emheyOel amd Tov kabe Tleddn.

o EvkoAn viomoinon pe Paon Tig 0dnyieg mov TOPEXOVIOL GTO, OVOADTIKG TEYVIKA
gyyepioa g vnpeciog.

o TI\Wpmwg moTtomomuévi TAATeOpLo. cOLE®VO, pe Tig Tpodiaypapéc PCl DSS.

°  Z0YYXPOVo SL0YEPLOTIKO EPYALEID VIOl AUEST] TOPAKOAOVONGT TOV GUVOALAYDV Kot
dwyeipton Tov lonpdiemv.
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Awovvoeon XML Direct: O Tlehdtng mapapével 6Ty 16TOCEAIDN TG EMLYEPNOEMC,
OAOKANPGOVOVTOG TNV TANPOUN TOL G€ aVTH. YTOXPEMTIKG mapéxetor SSL encryption
128 bit evd mpémer va minpodvtor Kol ot Tpodaypagés aoeoreiog tov Abvav
Opyavicumv Visa, MasterCard, American Express & PCI Secuigndards Council

Baowd Xoapoaktnplotikd:

o "Eheyyog g eumeipiog tov [Meldtn amokAeloTikd amd 10 NAEKTPOVIKO KOTAGTNLLO
TNG EMLYEPTGEDG.

°  Amapaitntn coppopemon g emyspnoeng katd PCl DSS.

©  ZUYYpPOVO OLUYEPLOTIKO EPYALEID YO GAUECT] TAPAKOAOVONGT TOV GUVOALAYDV Kot
dwyeipton Tov elompdiemy.

To eminedo acedrelag g vanpeciog Alpha e-Commercefaceaiiletal 0md To TOPoKATO:
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O mnpogopiec oxetikd pe v kdapto (apOpdg kaptag, CVV2/CVC2, nuepounvia
Méemg) petadidovral / peta@époviar HEGM SOOIKTOOV GE KPLITOYPAPNUEVT) LOPOY
(SSL 128-bit encryption)kar dev givar mpooPdloyleg amd To MAEKTPOVIKO ©aG
KOTOG TN

Ta ocvotqpoata kol ot dwdikacieg mov ypnoomoovvral and v Alpha Bank
eumodiouv oe un e£ovolodotnuévous tpitovg v mpdoPacn ota dESOUEVE Kol T
TANPOPOPLUKE TNG CLGTILLOLTOL.

H wotocelida g Tpoamélng omv omoia s16dyet Ta oTotXEio TG KAPTOS TOL 0 TTeAdng
NG EMYELPNOENDS, PEPEL YNOLUKO TIGTOTONTIKO Yot v pumopel o kabévag va ehéyet
™ YVNowTTd g, NAadn va SameTOcEL OTL AVAKEL TPAUYUATIKG GTNV VLINPECIO
Alpha e-Commercq Alpha e-Pay#®panv delta pay)ng Alpha Bank.

H dwyeipion g Yanpeoiog Hiextpovikov Epmopiov Alpha e-Commercegivetat amo
€EOVGLO00TNUEVOL ATOUO TNG EMYEPNOEMS, GTOVS OMOIOVG TAPUSIOOVTOL ATOUIKOL
Kodkoi TpocPdcemg (Uusername, password).

Y& mepintmon mov N ekdOTpla Tpamela vrootnpilel ™ ¥PNoN HLOTIKOD K®OKOD Yio
mv extéleon on line tAnpoudv pe kapta kot 0 KAToyog TG KAPTUG £xEl TapaAdPer
avaloyo kmdwd, n Ymnpeoio Hiextpovikov Epmopiov Alpha e-Commercentd
avtopdTog and tov [Iehdtn cog va TANKTPOAOYNGEL TOV HVUGTIKO TOV KMOLKO.

H Ymnpeoia Hlextpovikod Eumopiov Alpha e-CommerceikolovBel tic BélTioTeg
OEBVEIC TPUKTIKEG GTOV TOUEN TOV TANPOUDY Y10, TO MAEKTPOVIKO EUTOPLO Kol ivot
TANPOG cLUPaTn HE TA TPOTOKOAAD ac@aAeiag TV OEBVOV 0pYOVIGUOV KAPTOV
Verified by Visa ka1 MasterCard SecureCodgo ac@aieic on-line minpouéc pe
KApTa.
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Customer Shop VPOS: MPI/ DS/
Redirect ACS
[ I T T
=l Browsing, adding ftems to car, - L |
check out ——
cart overview
L—
pay now |
, 2
1
verify order
[ok] )|
T
paymentpage |
t
|
Crediicard data | \
|
|
| Check with MP1 & DS if card enrolled for 3DS
|
: Card s enrolled to ACS XYZ
Redirect to ACS !
| -
l Login / Verify with ACS (3DS) !
| |
|Redirect to VPOS (3DS module) (with ACS-signed content) |
' =l
Post ACS-signed content fo VPOS!
' Verily signed content with MPI .
[ 7
|
| 3DS OK
| L
| Authonze payment (through matching provider)
y Paymant made, wait fof providers ok ! ‘ (=make payment)
<
Poling o check ok |
| Payment ok
| (callback from provider)
Payment Notification
[ok]
Polling to check if ok
|
Paymentok, redirectto shop |
f
Payment ok, order summary

Ewcovo 43: VPOS redirect - UML Sequence Diagram

77

Matodykog Hpaxding Xpnotog (AM 1583),
Mavpdémoviog Bacirelog (AM 2527)



Anpovpyio nhektpovikod Katootuatog oe Joomial

Kepaloio 6 —HhekTpovikoé epmépro kot Kivovvor

6.1 —Baocwkég évvoreg kot apyéc

2TV 0oQAAE. TTANPOPOPLOKDY GLGTNUATOV, WTOPOoOV Vo JakplBovv Téooeplc Pactkég

€vvoleg

1. TIépog — Resource:

Eivor n oviémta mov €xer avdykn mpootaciog. Tétoleg oviotnteg pmopel va givor
dedOUEVA, EPAPUOYES, SLOKOUIOTES 1 EMKOVOVINKOS E0TAMOUOG.

. Amev — Threat:

Eivar n ovtdétra ekeivn mov duvntikd pmopel vo amoktnoel avemfountn tpdcsfaon
G€ £VOV TPOGTATEVUEVO TTOPO.

. Kevd acpdrelog — Vulnerability:

Kevo aocopdherog pmopet va Oewpnbei 1o addvapo onpeio Tov GLGTANATOS AGPAAELNG
TOL TPOGTATEVOUEVOL TTOPOV.

Exploit:

Ye elebbepn petdepaon pmopei va amodobel oc “emifeon mov ekpetaAledETOL EVal
Kevo aopdlewns”’. AvagéPETal 6€ KATO0 AOYIGUIKO 1) KOUUATL dedopévev 1| oe1pd amd
EVIOAEG TTOV OTOGKOTTOVV GE ATPOPAETTN CUUTEPLPOPE TOV TOPOVL.

‘Oco agopd 11 Pacikéc apy€c TS ACEAAENS TANPOPOPLIKDY GLGTNUATOV, UTOPOVV Vo
dtakpBovv oe TpELS:

78

1. Axepardmta:

H oaxepordomta avaeépetar otn dwthpnon tov 4edopévov evog TANPOPOPLOKOD
OUCTAUOTOG GE [0 YVOOT KOTAGTOON YOPIG OVETOOUNTES TPOTOMOINGELS,
APUIPECELS N TPOGHNKES Amd Un €£0VGLO00TNUEVE ATOUA, KOODS KOl TNV OTOTPOTY|
g TPOSPacnG | YPNONS TOV VITOAOYIGTAOV Kol SIKTO®MY TOV GLGTHUATOG OO GTOWO
opig doeta.

. Awbsopdmro

H dwbsoyppomta tov 4edopévov Kot TV VTOAOYIGTIKOV Topov givar 1 eEac@diion
OTL Ol VTOAOYIOTEG, TO OikTVva Kot T dedopéva Oa gival otn ddbson TV ¥pNoTdv
OmoTE OmaLTELTOL 1| YPTOT TOVG.

3. Epmotevtikomta

H epmotevticomto onuaiver 6t egvaicOnteg minpoopieg dev Oo émpeme va
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ATOKOADTTTOVTOL GE 1) €£0VGL000TNEVE ATOLLAL.

6.2 — DoS attackj DDoS attack

Denial-of-Service  dpvnon  vmmpeciog) 7  Distributed  Denial-of-Service
(kataveunuévn apvnon vanpeoiag) sivar 1 emifeon oL AVAPEPETAL GTNV ATOTEPQ, EVOG
TOPOg va. Unv elvar dSobEG1L0G GTOVS ¥PNOTEG TOV. AV Kot T LEGA, TO KIVITPA Kol 01 6THYOL
SPEPOVVY, YEVIKDG OTOGKOTEL GTNV TPOGMOPIVI 1] ET'AOPIGTOV JALKOTN TNG TPOCPEPOLEVTS
vINpPeciog Tov TOpov. ATd Tov oplopd Katarafaivovpe Tmg o enibeon tomov DDOSyivetat
amd mave omd Eva atopo, N bots (botnet)Mwa enibeon DOS yivetar amo éva dropo N éva
pévo ovomnua. Katd 1o 2014,m cuyvotta avayvopiopévev embécemv DDOS sivar mepimov
28 avd dpa.

Tomkd ov emtiBépevol eotidlovv ce SKOUIOTES dkTvoV peyddov peyébovg. Ta
mapadetypo tpameleg, THAEG TANPOUNG TIOTOTIKOV KOPTOV, aKOUN Kot root nameservers
eMOEGEIS QVTES elval YVOOTEG Kot oTIS emyelpnoels. Emiong to televtaio kapd sivar kot pio
Hope1 avTidpaong, yo mapdderypa 1 opddo aktipiordv Anonymous O Richard Stallman
&xel Omhdoetl Tog stvan e popoen “Internet Street ProtestsH emifeon avt €xetl oyetiotel pe
Ta H1KTLO VTOAOYIGTAOV, AALG dev TepropileTarl Pdvo ekel.

Mo tomwe; péBodog vAomoinong g emifeong eivar n GVUEOPNON AOYO OLTHGE®V
EMKOWVOVING TPOS TOV TOPO, TOG0 060 va unv pmopet va avromokpdel otnv  kivnon, 1 va
AVTOTOKPIVETOL APKETH APyl AGTE VAL TPAKTIKE Vo Osmpeite pun dobEc1LoG.

Sountopoto pog exifeong DoSH DDoSrepilapfavouv:
* AocvvnOioto younAn eTidoon dtkTvoL.
*  Mn dwbeopdTnTa VOGS GLYKEKPYLEVOD 1GTOTOTOV.
*  Avikovotnta TpOcRacns 6€ 0TOl0dNTOTE 1GTATOTO.
e  Apopatikn ovénon otov apldpd AqYng SPAMMAEKTPOVIKOV LOVIUATOV.
*  Apvnon npdcPaocng 6to 4iKTLOo.
O1 emBéoelg T£TO10V TVTTOL PTOPOVV VOl KA TN YOPLomoin0ovV Ge TEVTE OUADES:

*  Koatavdloon vRTOAOYIGTIKOV TOPMV, OTMC HUVAUN, YOPOL omodnkevons, xpovo
enekepyaciog 1 evpog Ldvng.

* H mapepfoin tov minpoeopidv puduiong, 6mmg minpoeopieg dpopordynonc.

* H mapepufoin Tov mnpo@opidv yio Ty KATdoToo], OTMS 1 ALTOKANTN
emovaeopd g cvveopiog TCP.

*  AwTtdpaén TOV PLGIKOV GTOLXEI®Y TOV SIKTVLOV.

o Tlopeumddion tov HECOV EMKOWVOVING LETAED TMV YPNOTOV Kot Tov HHLATOC,
€101 HGTE VO, UMV UTOPOVV TAEOV VO ETLKOVOVODV ETUPKDG
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Attacker machlne runnlng dlent

~program

s 1M~

8.1

< Lo
Ha;FIer Handler Handler Handler

Compromised _ Compromised Comprom‘i's‘ed

Internet

I
-

Compromised

=] —
O Lo ]
Handler Handler

l,-v.‘

Co_,rﬁprom ised Compromised

Ta rgeted Server( s)

(}Encéva 44: Xynuo. emi@eons DDoS
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6.3 — SQL Injection

I'evika n €yyoon kddika (code injectionkivot n ekpeTdArlevon evog kevoh aoPAAELG
(exploitation) mov mpokaieiton amd v emeepyacio pun Eykvpov dedouévov. H &yyvon
KOO0 ypnoipomoteitot yio vo aAhaEel v mopsio ekTéheons EvOG TPOYPAULATOG.

ITo ovykekpéva, o emibeon SQL injection ypnowomoieite ot embioelg
0EJ0UEVOCTPAPDOV AOYIGIKAV, KoTd TN dtdpkela ¢ onoiag, SQL dnidoelg eicdyoviotl yio
extédeon péoa amd Eva medio elcaymYNG.

Ye o emibeon SQL injection éva kakdPovio KOPUATL KOIIKO ECAYETOL HECH GE
stringsta. omoia 0o Tepdoovy apydtepa otov SQL Serveria petayddtion kot ektéheon. O
SQL Servera ekteAéost OAO TO GUVTAKTIKO £YKVPO EPOTALOTO TOL AdpPdavel. Axdun ko
TOPOUETPOTOMN GO, dESOUEVA UTOPEL VoL 0AAOL®OOVV amtd Evo eEE101KEVUEVO EIGPOAEA.

H mpotapyixn popen g enibeong SQL injectionamoteAeiton omd dueon €icoymyn
KOO 6€ PETAPANTEG 16050V TTOV GVVIEOVTAL 0AVCIO®MTAE pe SQL evioléc kot ektelodvTat.
Mo Myotepo Gueom emibeon ewodyst kKakoBovho kddwa g StringsSmov mpoopilovtor yio

amofnkevon og Evav Tivako 1 og uetd-dedopéva. Otav ta amodnkevuévo stringscvvdéovial
oTN cLVEKELD G L dvvaptkn eviodn SQL, o kakoBovAiog KMOWKAS EKTEAELTAL.

H Swdwaocio g €yyvong Aeitovpysi pe T0 va OMOKANPDOOEL TPO®PO W0 GEPA
Keévov Stringskat va emouvayet pio véa evior. Exeldn n mopevBetikn evioln pmopei va
éxel mpocbeto Strings emovvnuuéva e oVTAYV TPOTOV va ektelecOel, 0 emTOéuevog
ohokANpdver to injected stringie éva onpadt oyoriov "--". To emduevo Keipevo ayvoeital 6to
XPOVO eKTELEOTG

Kdémoteg amod tic teyvikég vAomoinong eivat o1 mapakdTm:
*  AavOacpévn eneEepyacio yopoKkTMPOV SEVYNS.
‘Eoto mog éyovpe To KOPUATL KOIIKA:
statement = "SELECT * FROM users WHERE name =" +

userName + "';

O xkddwag avtdg €xel oxedlaotel yioo va Tpafdel eyypapés yuoo vov YpnoTn Tov
opietar otv petafinty userName amnd v mwivako USers ™mg Pdong
dedopévov. Av topa opicovpe v petofAnt userName aoc:

‘or'1'="1 n'or'l="1"--

H dMiwon Ba wépet v popon:

SELECT * FROMusers WHERMBame OR'1" =1" ; 7
SELECT * FROMusers WHERmBame " OR'1 =1
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Av 0 k@G aVTdS YPNCLOTOOVVTAY G€ o dadtkacio moTomoineng, Oa
pmopovcope vo emAEEovpe Evav £ykvupo xpnotn po Kot n Ekepaon '1'="1" glva
mévto aAndne. H mapokdto €yyvon kddika péco amo v petofinty userName
pmopet va ypnotpomombet ya v darypaen Tov mivake USEers.

a'; DROP TABLEusers; SELECT * FROMuserinfo WHEREY =t

O mopamdve KOdkag uropel va amodobel oty Ekepaon:

SELECT* FROM usersWHERE name= 'a:DROP TABLE users SELECT* FROM
userinfoWHERE't' = 't';

*  AovBaopévog xelptopog THTmV:

Avt) 1 popoen SQL injectionumopei va. cupPei 6tav éva medio mov CLUTANPOVETAL
amd TOV YPNOTNH OEV EAEYYETOL Y10 TO GMOGTO TVTO dedouévav. o Tapdaderypo £0Tm
TG £YOVUE TNV TOPUKATO EVTOAN

statement = " SELECT * FROM userinfo WHERE id =" +
a_variable +";"

Apéomg katalafoivovpe Tog 0 TpoypappoTiotg 0éhel  petafAnty a_variable
va gival Tomov aképatov apfpod. Opme o xpnoTng Hropet vo €16AYEL TO TOPAKAT®
TOPOUKAUTTOVTOS TV OVAYKT] YULPOKTNPOV OLLPVYNS.

1;,DROP TABLE users
'Eto1 1 0nAwon Oa mdpetl v popon
SELECT * FROMuserinfo WHEREd =1; DROPTABLE users;

Me amotélecpa o mivakag USErs va dloypaTei.

6.4 — Phishing

H enibeon Phishingumopei vo copmepiinebei oty xatnyopio tov Social engineering
Kol AVOQPOIPETE GTIV AMOTELPA ATOKTNONG EVAICONTOV TANPOPOPIOV OO OVOLATO XPNOTAOV,
KOOKOVG TPOGRACNG KUl GTOLYEIN TOTOTIKOV KOPTDV.

X10%0¢ oG TG emifeong elvar o ¥pNoTNG vao MEWGTEL TOG N emMKOwmvio, Yivete
petalh avtov kol Tov eumotevdpsvo mopo. Me ) Ponbein kvplwg g anpdSKANTNG
EUTOPIKNG EMKOLVOVING, TO YVOOTO Spamn ypnoyoroldviag botsyla tnv avtopatomomuévn
OTOXELON TOV VAOYNELOV Bupdtov tovg 1 dAleg mapdouoleg pebddovg, otv Phishers,
eULPavILOUEVOL GTO O100TKTVO MG EKTPOGMOTOL EVOG OPYOVIGHOD, TO YOPOUKTNPLOTIKG TOV
omoiov &yovv avtiypdyel mapdvopa, mpoPaivovv ce dOMeg mpdelc N mapalelyelg pe Tig
omoieg meiBovv To. BVPATA TOVG, TO oMol EVOEXETOL VO, UMV OVTIAN@OOLV TNV amdrn, Vv’
ATOKOADWYOUV 1 VO €I6AYOVV GE GCUCTNUO MAEKTPOVIKOV VROAOYIGTOV GTOWElL TNg
TOVTOTNTAG TOVG KO EUTIGTEVTIKES TANPOPOPIES.
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6.5 - Cross Site Scripting

Cross Site Scripting) XSS, sivatl po amd TI¢ To Kowég embEcelc Tov yivovtal og
eminedo epappoyns pécsa amd to diktvo. Mo emifeon XSS cuvnbmg ctoyevel oe SCriptsmov
EVOOUATOVOVTOL GE [0, GEAIGO Kol EKTEAOVVTOL GO TNV LEPLE TOV TEAATN OVTL TNG HEPLAC
Tov Olakoptoth. H ameidn mpoépyetarl amo v addvaun acediewa tov client-side scripting
yhooomv, 6nog n HTML, JavaScript VBScript, ActiveX, Flasho.k. H Aoy tng enibeong
XSS eivor n exkpetdhievon tov client-side scriptguog Siktoakng EQaproyns Yo va. TpéEEL e
TOV TPOTO OV €MBVLUEL 0 KaKOPBOVAOG ¥PNOTNG.

e o Tomkn emifeon XSSo emrtifépevoc Lolvvel Tov Stokopiot He £va KokdBovlo
client-side scriptOtav o xpHoTNG EMCKEPTEL TNV 1GTOGEADO TOV SIUKOUGTY], TOTE CLTOUATO,
katePfdalel T0 kakdBovAo ScCript kot 1o exterel. Ymapyovv TOAAES SLPOPOTONGES TNG
eMiBeoNC ALTNG, AALG YEVIKADC £YEL TNV LOPPT TNG TOPAKATO EIKOVOC.

Your Web

Hacker Victim Page

| nfect with script

Visit

Inject script
-+

Do something bad

.

Ewcovo 45: Lynuo emiBeong XSS
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‘Eva mapadetypo pag emifeong XSS eivan dtav évag kakopfovrog ypnomc Palst Eva
script otv devbvven URL piag celida MAEKTPOVIKOD KOTOGTNUATOS TO OTOI0 HETH
petafipaler Tov ypnotn o€ p TOVOROLOTUTN KokOPovAn oeiida. H kakoBovAn cehida
apyotepa ektelel Eva Scriptto omoio cvllappdaverl to cookietov xpnoT Kot GTEAVETOL GTOV
emtifépuevo, mov umopei £161 va, KAEyel v cvvedpia. [Tapdio mov kapio tpoypotikn enibson
dev €yve otnv 10100 TNV GeAida, M eMiBEo KATAPEPE VAL AMOKTNOEL TPOGRAGT 6TV Guvedpid.
‘Eva pukpd tpik mov ypnoylomoleite cuyvd yio vo yivovtal ta kokoBovia URLS Aydtepo
AVTIANTTA €lvol 1 KOOKOTOINGT TOVC.

Ot Swdiktvakéc epappoyés maéov dev sivar otatikég HTML oelidec. Eivar duvapikég
Kot amoTEAOVVTAL OO TEPLEYOUEVO TTOV GUVEXDS aALAlEL. Ot cVYYXpoveS 16TOGEAIDES AVTAOVV
dedopéEVe amd TOAAEC Ko SLOPOPETIKES TTNYEC, TO. OTOI0L GLYYMVEVOVTOL Y10, VO dDGOVV TO
el mepleydpevo amotérespa g oeridac. To mepiexdpevo avtd pmopel va amoteleitol and
amho Keipevo, woveg kat etikétec HTML omog g mapaypdeov <p>, tng sikovag <img>
Kot yuo Script<script> . IToAég @opég o1 emTIOEUEVOL XPNGUYLOTOLOHY THV dVVOTITNTO THG
oelidag “comments™yia va glodyovv Eva oxdAo 1o omoio mepiEyel kamolo Script. Ondte kabe
¥pNoG mov B TpoPdrel To GO0 GTOV PLAAOUETPTTH TOL, Ba KaTteRdoel Kot To SCriptto
omoio kot Ba exteleoTel, 0dNYOVTOG £T0L 0 avemBbuunteg evépysiec. Kdmoleg @opég pia amin
Kowomoinomn og éva mpoeik Tov Facebookumopei va mepiéyel kdmolo kakdfovio Script, to
omoio av dev emeepyaotel and to Facebookdo eyyvbei otov “toixo” Tov YpNoTn kAl Oa
eKTELEOTEL OO OTTO100NTOTE AAAO YPNOTN EMCKETTETOL TO TPOPIA.

o va ddocovue éva mopddstypo viomoinong o emibeong XSS, umopovpe va
poptdcovpe TV cerida http://testasp.vulnweb.com/search.adpémovpe g n eOppa TG
oelidac amoteAeite amd Eva medIo E10AYMYNG KO EVOL KOV,

——

about - forums - search - login - register

| || search posts |

Ewcovo. 46: Mopoen tne oelidag mov emiokeptiKoue
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Av Thpa €1GAYOVE TOV TOPAKATO KOO 6T0 TeEdio e16aymyng o dovpe g speaviletal
pio eoppa ovvoeong (NTdVTAG GVoua XpNoTN Kot KOKO TPOSRacT.

<br><br>Please

login with the form below before

proceeding:<form

action="destination.asp"><table><tr><td>Login:</td> <td><input
type=text length=20
name=login></td></tr><tr><td>Password:</td><td><inp ut

type=text length=20  name=password></td></tr></table ><input

type=submit value=LOGIN></form>

about - forums - search - login - register

H search posts |

You searched for '

Please login with the form below before proceeding:

Login: ’ |

Password: ’ |

Eixéva 47: Eupdvion popuoc mov dev mpoprémoviay amo
TOV TPOYPOUUATIOTH

BAémovpe g uoMg SNUIOVPYAGALE [0 WELTIKN @OpUE GVUVOEONC UEGH OO TNV OToid TO
Ovpa pmopel va eodyel 1o otoyeion tov. Emiong péoa otov kdoKa, ¥pNCLOTOIOVING TO

YOPOKTNTIGTIKO
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destination.asp pe évav 0wod pog. ‘Evog dAlog tpomog Yo vo TAPOLUE TO 10
ATOTELEGUA EIVOL AV EIGAYOVUE MG S1EHOVVOT GTOV PLAAOUETPNTY| TO TOPAKATO:

http://testasp.vulnweb.com/Search.asp?tfSearch=%3Cb r%3E%3Cbr
%3EPlease+login+with+

the+form+below+before+proceeding%3A%3C
form+action%3D%22test.asp%22%3E%3C

table%3E%3Ctr%3E%3Ctd%3EL0gin%3A%3C%2Ftd%3E%3Ctd%3E
%3Cinput+type%3D

text+
length%3D20+name%3Dlogin%3E%3C%2Ftd%3E%3C%2FtrY%e3E%Etr%e3E%3C
td%3EPassword%3A%3C%2Ftd%3E%3Ctd%3E%3Cinput
+type%3Dtext+length%3D20
+name%3Dpassword%3E%3C%2Ftd%3E%3C%2Ftr%3E%3C%2Ftadto3E%3Cinput
+type%3Dsubmit+value

%3DLOGIN%3E%3C%2Fform%3E

6.6 - Hidden Field Manipulation

Kdémoteg oehideg kot OIKTLOKEG EQAPLOYES, EVOETOVV GTOV KMOKA TOVG KPuQd TTedia
He OKOTO Ol TIWEG TOVG VO, TEPVAVE MG opicpota otTig uebddovg get kar post.’Eva tomukd
KpLEo TEdio xel v popen: <input type="hidden”>

AOYO KOK®V TPOUKTIKOV TPOYPOUUUOTIGHOV, APKETEG POPES T TTEdIO OVTH LITOpoHV Vo
wepEyovv  evaichntn mAnpoeopia, OT®G M TN €VOG TPOIOVIOC GE €va MAEKTPOVIKO
KOTAG TN

‘Eoto mog épovpe tov mapokdto HTML kddika pog eoppag o £va nAEKTPOVIKO
KOTAGTNLOL.

<form method="get" action="page.aspx">

<input type="text" name="product" value="Shirt"></b r>
<input type="hidden" name="PRICE" value="50">

Product price: 50.00 € </br>

<input type="submit" value="submit">

</fform>

INa évav amdod ypnot 1o aitnpa Oo £xst v Lopen:

http://www.example.com/page.aspx?product=Shirt&grs0
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INa évav kak6Bovio xpnotn Tov yvopilel ovtiv TV advvapio puropei gvkoia vo, oAAdEEL TO
medilo TG TIUNG pe ot oL embuvpel. AnAadn To aitnua Oa £xst TV LopEN:

http://www.example.com/page.aspx?product=Shirt8git

6.7 - Cross-Site Request Forgery

Cross-Site  Request Forgeryy CSRF eivar o emibeon kotd v omoia m
eKpeTaMAEVON €VOC adVvapov onpeiov yivetar péca amd Tov XpNoTN Tov 0moio To GVoTNUA
gumotevetal. Xty emifeon Cross-Site Scripting,0 emtiOéuevog EKUETOALELETOL TNV
EUMIGTOGVVT] TTOV £XEL O YPNOTNG TPOS TOV TOPO, VA To avTifeto cupPaivel oty emibeon
Cross-Site Request Forgetynhadf o emtiféuevog eKPETOAAEDETAL TV EUTIGTOGUV OV
£xel 0 TOPOG TPOGS TOV YPNOTN.

Tomikd, o emtbépevog Oa Eeyeldoel To OOHa 6TO v pmel o pia GeEAida i va avoilet
éva URL ovvoeopo mov Ba mepiéyst kakdPovieg atnosts. Amokalovvtal KakOBovdeg enedn
oty enifson CSRFOa ypnoyomoindel n TovtdOTNTO KO TOL SIKAIOUATO TOL OOUATOC Yo v
EKTEAECTOVV QUTAUOTA TOV €mTOEUEVOD, oL umopsl va gival 1 aAloyn AETTOUEPELDV
VIOPOANG, AYOpEG N TANPOUES TTPOG TOV EMTIOEUEVO 1| OE KATO10 TPITO TPOSMOTO.

e KGOe aitmuo Tov Kavel Evag LALOUETPNTAG 16100 o€ KAmolo 1otoceAdn, nali pe
t0. Sikodpato TpdoPaong, Ba kpathoel kal to cookie cuvedpiag tov ypnotn, dievbvvon IP
oV ¥pNoTn K.0.K. 'ETot av ) ohvdeon tov ypnotn sivor axdun yxvpn, o emtifépevog pumopel
va Eexwvnoet o enifeon CSRFyo va ekteléoel omoladnmote artpato embvpel Tpog v
16t0celda. Xwpig OLmG M 16T0GeEAd Vo UItopel va d1oxmpIGEL oV ToL AMTAHKOTA Eivol VOpLO 1
oxL.

Onog xetl meptypaetel mo Tavem, yio va metoyst o CSRFenibeon, o ypnong mpémet
TPDOTO. Vo, GVVOEDEL e TOV GTOY0. BEMPOVTUC TMOG O YPNOTNG EYEL EMKVPDGEL TO SIKOUMDLOTO,
TOVL UE TNV 10T0GEAMDO-0TOY0, 0 emTiBéuEVOg pumopei va PdAet Evav cuvdeospo 1 évo SCriptoe
pio Tpitn wotocserida mov to Bopa Oa emokeOel. 'Etol dtav to Bopa avoifel avthiyv v tpitn
otooehida, Ba exteheotel To KokOBovho SCriptympic to 6vpa va yvopilel kat. Kot tétoto
uropel va yiver av yio mopdadetypa, o€ kdmoto chatn forum, o emtibéuevog kowvomomoet éva,
HTML otoeio sidvac. Mdvo mov 1 mnyn g ewdvog mepieyst Evav cOVOEGILO OV eKTELEL
p evépyela oto TpomeQkd Aoyaplacpd tov Bdpatog. Mia té€toto evépyeia, OTMG LETAPOPA
ypnubtov, propst va meprypagtel péca oe éva HTML otoysio swdvag dmmg 610 mopakato
KOUUATL KOOKOL:
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<img src=" https://bank.example.com/withdraw?
accout=bob&amount=1000000&for=Fred ">

6.8 - S-HTTPkar HTTPS

To HTTPS (Hypertext Transfer Protocol Secuypioiponoteitoar 6ty TANpo@opiky
v vo. SNAdoel pio aceoln diktvakn odvdeon http. Evag odvdeopog (URL) mov apyilet pe 1o
poOepo. https vrodnidver 611 Bo ypnoyomombei kavovikd to Tpmtékolro HTTP, adhd 1
ovvdeon Oa yivel og dwapopetikn wopta (443 avti 80) kar ta dedopévo o aviarrldoocovtat
kpurroypapnuéva. To ovommua avtd oxeddotnke apyikd omd v etopia Netscape
Communications Corporationyia vo  ypnowwonombei oe  Sites omov  amoatteiton
avBevTIKoTOiNon XPNOTOV Kol KPLITOYPAENUEVN EMKOWOVIN. XNUEpA  ypNoyLlomoleitan
EVPEMG 0TO O1dikTLO OTOV YpeldleTor VENUEVN aAcPALEl d1OTL doKVOUVTOL gvoicOnTeg
TAnpoopies (my apBpol TMOTOTIKOV KapTOV, PASSWOrdgok).

To HTTPSdev sivat Egxmptotd mpoToKoAlo OTtmG peptkoi vopilovv, aArd avaeEpeton
610V GLVOLAGHO Tov amAoy HTTP tpmtokdidov kal TV dSVVATOTHTOV KPUTTOYPAPNONG TOV
apéyel 10 mpmtokolo Secure Sockets Layer (SSH).kpvrtoypdenon mov ypnoionotsitot
So@oAMCeEL OTL TOL KPLTTOYPAPNLLEVO OEOOUEVE OV OO UTOPOVV VO VTTOKAATOOV Oltd GALOVG
KakOBovAovg ypnoteg 1 amd embécelg man-in-the-middle.

o va ypnowomoindet 1o HTTPS e évav server,0a mpémel o d10yEpIoTHG TOL VL
EKOMGEL £VO, TGTOTONTIKO OMUOGTiov KAEW10D. e SEIVErSTov YPNOLLOTOOVY TO AELTOVPYIKO
ovotnuo UNIX oavtd pmopel va yiver péow tov mpoypdppatog OpenSSLEmyv cvvéysia 1o
TOTOMOMTIKO ovtd Oa mpémer va vmoypoesi omd pic apyn motonoinong (certificate
authority),n omoio ToTOTOEL OTL O EKOOTNG TOV TGTOTOWTIKOD EIVOl VOROTLTOG Kol OTL TO
TIGTOTOMNTIKO gival £ykvpo. Me Tov TPOTO 0VTO Ol XPNOTES UTOPOVY VO, 0LV TNV LIOYPAPN
g apyng motomoinong kat va Befaiwbovv 4Tt To MGTOToINTIKO ivorl £YKVPo Kol OTL KOVEVOS
KakOBOVAOC YPNOTNG OEV TO £YEL TAUGTOYPAPTOEL.

Onwg avapépnke tponyovpuévag, to HTTPSypnopomoteitoan kxupimg dtav amarteiton
HETAPOPE gvoicOnNT®V TPocoOTKGV dcdopévav. To eminedo mpootociog Tov dedopévov
e€aptdtor amd to0 TOGO GOOTA EYEL EPAPUOGTEL 1 SLSIKAGIO ACPAAENG TOV TEPLYPAPTKE
OTNV TPONYOVUEVT] EVOTNTA KOl AtO TO TOCO 1oYLPOL ivol ot aAydpIOLOL KPLTTOYPAPNGTG
TOV YPNGYLOTOLOVVTOL.
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[ToAol ypnoteg motOTKOV KoptdV Oewpodv o601t t0 HTTPS mpooctatevet
OAOKANPOTIKE TOV aplfUd NG MOTOTIKAG TOLS KAPTAG amd KaTdypnon. Avtd Opmg dev
woyvet. To HTTPSypnoonotel v kpurtoypdonon yio vo HETAdDCEL TOV apltOptd amd Tov
VITOAOYIGTH TOVL TEAATN TTPOG Tov ServerH petdadoon sival ac@alng Kat To SES0UEVH OTAVOVY
ooV Serverympic kaveig vo pmopéast va ta vwokAéyet. [lapola avtd vdpyet to evdeydpevo
dupopot yakep va Exovv emtebel oTov SErverkal and kel vo £xovv VITOKAEYEL T evaicnTa,
TPOCHOTIKA OEGOUEVOL.

To HTTPS sivar éva ovomupa URI 10 omoio €xet moavopoidtumn ovvialn oto
kabiepopévo ocvomua HTTP, extdoc and 10 mpdypappa tov token. Qotéco,to HTTPS
ONUOATOOOTEL TO TPOYPOUUN TEPMYNONG YO VO YPNOUYOTOCETE £V EMMAEOV EMIMESO
kpvrtoypdenong SSL / TLSyi v mpootacio g kvkioeopiog. To SSL givar wbwitepo
KkatdAnio v to HTTP, dedopévov 0Tl umopei va TpoceEPEL KATOL0 TPOSTOGIN, OKOUT Ko
av povo mn pia mhevpd g emikowvoviag £xel motonombel. Avt eivan n wepintoon pe Tig
ovvolayég HTTP péoom tov Awdiktoov, 6mov ocuvhfog pévo o Olokopoetig &ival
TLGTOTOMUEVOG.

To HTTPS onuovpysi éva ac@arés koval o€ évo un ac@aréc diktvo. Avtd
eCacparilel emapkn Tpootacio omd Mman-in-the-middlenbioeig , vido v TpoiimdOeon 6TL N
EMOPKNG  KPLTTOYPAPNON YPNOUWOTOIEITOL KOl OTL TO TMGTOTOWNTIKO TOV OKOUIOTN
emaAnOgvetan kot sival a&ldmaoTo.

To S-HTTP avantoydnke and tov Eric Rescorlakat Allan M. Schiffman, kot
dnpootevdnke 1o 1999mwg RFC 2660To Secure Hypertext Transfer Protocol (S-HTERu
wo evarloktikny Avon yoo ta URI HTTPSywo v kputoypdenon tov Web smkowvovidy
oL petapépovion peco HTTP.

[Ipoypappata mepmynong oto Ivrepver tomikd ypnowomowvy HTTP yuw v
emkowovia pe tovg web serversyio amootoly kar ANyn mAnpoeopldv, y®pig v To
Kodtkomolovve. [ gvaicOnteg cvvarlayés, OTmg 10 MAEKTPOVIKO gumdplo f| oe online
TPOCPUCN OE YPNUOTOOIKOVOUIKOVUG AOYOUPLOGHOVG, TO TPOYPAULOTO TEPUNYNONG Kol Ol
dwkoploTéc Bo mpémel vo. KpumToypaeovv Tig mAnpoeopiec. Ta HTTPS wxor S-HTTP
opiotnkav ota péca g oskaetiog tov 1990y va aviamoxpiBodv otnv avaykn avtr. H
Netscapexar n Microsoft vroompi&av 10 HTTPS avti ywi to S-HTTP, e amotéleopo to
HTTPSva yivetr o otdvtop punyovicpudc yio v e£ac@iiion emkoveviog HECH SadtKTOOD.

‘Ooco apopd t1c drapopés peta&y SHTTPkar HTTPSIo SHTTPkpuatoypayel pévo to
otolyela ™G 1toceldag kot vwofdel ta ototyeio twv mediov POST,apnvovtag v évapén
TOV TPMOTOKOAOV apeTdPAnt. Elottiog oavtod, 1o S-HTTP pmopel va ypnoyomonOei
tovtoypova pe HTTP (unsecuredjtny id1o 00pa, OO 1 1N KPLTTOYPUENUEVT ETKEPAAIOQ
0o kabopicel Kotd OGOV TO VIOAOLTO TG LETAOOONG EIVAL KPLTTOYPOPTUEVT).

Avtifeta, 10 HTTP «@voliyer» oAdxinpo tnv emikowvovia péco oto SSL, omote 1
KpuITOoYpdenon EeKvd TPV 0mo10dNTOTE TPMTOKOALO EEKIVIAGEL VoL GTEAVEL dedopEva. AVTd
dnovpyei éva «chicken and eggiépa mov £xetl va kdvel pe Tov Tpocdloptopd Tov OVOLATOG
DNS mov mpoopildtav yio tnv aitnon, mpdyua mov onuaivel 6Tt o1 EpapuroYEs, yopic Server
Name amaitodv Egxymprot IP ava dvopa DNS, kor Oleg ot epoppoyés amortovv o
Eeyoploty OOpa (cvvnbwg 443 évavtt https mpdtvmo 80) vy ™ caen ypnon g
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kpurtoypdonong (avipetonilovior 610 TEPIGGOTEPE TPOYPAUUATH TEPIAYNONG O £Vl
yoprotd tpotokoiro URI, https://).

Ymv S-HTTP,n embBount dievbvuvon URL dev petadidetan otig cleartextkepaideg,
al\G pével kevy, €va GAAO oUVOLO KEPUAIO®MV TaPOLGLALETAL HECH GTO KPLITTOYPOUPNLEVO
oeéMpo eoptio. Ze HTTPS,6heg ot emypapés ivor Lo GTO KPLTTOYPUPNUEVO GOPTIO, Kot
N gpoppoyn tov dwkoptot] HTTPSdev €yel yevikd v svkoipio vo avakapyel xapn tov
TLS popaiov Aadov.

Kepdioro 7 —IIpoctacio TOV NAEKTPOVIKOD KUTUGTI|ILATOS

7.1 —IIpootacio amd emBEéoerg SQL injection

H Bdon dedopévov yo o 16tocerido eivol ToA onuaviikd cuetatikd, agol 6in n
mnpoeopio dwuyepiletal ko amrodnkevete o€ avtd. OTOTE Eivol AvayKAio VO TPOGTUTEYOLUE
10 cvoTnua Pdong dedopévmv amd KakdPovriovg ypPNOTEC.

Ye molodtepeg £k000EC TG TAaTEOpuag Joomla, ot mivakeg Eekvodoav pe Eva
OLYKEKPIUEVO TPOBepa. AVTO duvnTiKd gival po advvapio, agov veapyovv botstov ydyvouv
v Tivakeg o€ Baong dedouévaov Tov £xovv avtd TO TPOOELW, L€ OKOTO VO OTMIIOVPYHCOVY
o Alota pe 1otooehideg mov Pacifovior oty mhotedpua Joomla. Yotepo a@od o
emTiféuEVog £xel avoyvmpicel Tovg oToYovg Tov Eekvdsl Ty dadikacio g emibeong. To
TpoPfinua avtd eaivetar vo €xel dlopbwbel oty ékdoomn g TAaTEOpuag Joomla mov
ypnoomoovpe, Balovrag Eva mpdbepa To omoio Théov dev gival otabepd, aAld dnuovpyeite
yevdotuyaio Katd TV dadKacio eyKaTdoTaonc.

i Choose a table prefix or use the randomly qenerated.
Table Prefix * : 1er a. contain onh
‘. 3 ]. | 'ﬁ-'.-'- hanumeric characters, and MUST end in an underscore.
_qu - | NMake sure that the prefix chosen is not used by other

rables.

-~

" Eikova 48: / nyl‘ovpyl'a wevdotvyaiov mpobéuarog
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Mo axdpn 6pmg peyoldtepn acedieln. 660 aPopd To KOUUATL avtd, Bo HTaV GLVETO
vo. Balovpe dwkd pag mpobépata. Avto yua vo yiver Oa mpémel vo mapovpe Eva apyeio dump
OANG ™G PAong OV ¥PNOYOTOLEL 1| TAATEOPUA, O TTO GHVTOUOG Kol EDKOLOG TPOTTOC Eivat va
Kavoovpe eEoymyn g Paong péco amd v demaen tov phpMyAdmin. Metd avoiyovpe to
apyelo pe évav emefepynotn KEWEVOL Kol KAVOLUE “g0pecm Kol OVTIKOTACTOOT” Yl Vo,
aAlaEovpe To TOALS TPOBENQ LE TO KALVOVPLO.
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|| joomla25.sql |

- phpMyAdmin SQL Dump

- version 3.4.11.1deb2

- http://www.phpmyadmin.net

- Host: localhost

- Generation Time: Jun 22, 2014
- Server version: 5.5.37

- PHP Version: 5.4.4-14+deb7u8

ET SQL_MODE="NO_AUTO_VALUE ON_Z
ET time zone

*140101 SET @OLD_CHARACTER_SET |
*140101 SET @OLD_CHARACTER_SET_|
*140101 SET @OLD_COLLATION_CONN
*140101 SET NAMES utf8 */;

- Database: “joomla25"

Replace

Search for: |

in8f0_|

Replace with:

| Match case

| Match entire

| Search backwards

¥ Wrap around

Close

mypO0_

word only

Replace ALl | Find ‘

- Table structure for table "in8f@ assets’

Eiwova 49: Alayn npobéuatog

"Yotepa ehéyyovpe av 1o TpOHeUa TOV ¥PNOIUOTOLEL 1| TAATEOPLO ival 1010 [LE TO KavovPLo.
O éleyyog avtdg umopel vo. yiver akorovddvtag to pevov Site— Global Configuration.

Database Settings

Databhase Type

Host

localhost

Database Username

root

Database Mame

jpomlazs

Database Tables Prefix

Mysqli 7|

mypO0_

Ecovo 50: Evquépwan te mAatpopuog yio. to Kaivoopio

pobeua
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BéBaia n dwdwkacion addayng Tov TPobEUaTog TV TVAK®V Umopel va yivel auTtdHOTO Kot
avOIVVA EYKOOIOTOVTAG KATOL0 ETEKTAOT).

Oco agopd tnv 1idwe tv emifeonn SQL injection vadpyovv Kkamoleg KoAEG

CUUTEPLPOPES TTOV TTPETEL VAL 0ikohovONOovV:

94

Ot TPOYPAUUATIOTESG B0 TPETEL TAVTA VO ETLKLPDOVOLV TNV 16000 TOV ¥PNOTN,
onAadn, va yivetat SOKIUN Yo ToV TOTO, TO UHKOG, TN LOPPT KOl TO GAGLAL,
KoL TAVTO VoL DITAPYEL 1 LITOYi0 OTL KOAKOBOVAX dES0UEVA IGO0V UTOPEL VL
TapaPpicKoviol GTo EPOTHLATA.

Oa TPEMEL 01 SYEPIOTES TOV 1GTOTOTOV VoL VITOOEGOVV dLoPopd ThAVE
oevapia emiBeong Kol vaL To TEPLOPIGOVYV OTTMG Y10 TaLpAderypa Tt pio TepLoyn
TOV 16THTOMOL Y10 KATAYDPTOT EWOVOV UToPEl va, xpnoipomoindodv yo
Koo dAho okomd. 'Etol Aowmdv, mpémnet va teplopilovv Tig KaTaYmpiceLS
dedOUEVMV GE TOTTOVG aPYEIDV TOL TPOYUATUIKE OEAOVY Vo 0TodeyBovV.
Axdun, dev Ba Tpémel va emtpémovtal Snlmdoelc SQLamevbeiog amd to
dedopéva 16600V TOv XPNOTN.

Oa mpémel va emPAnOei dedopévn Tiun Yo to pHEYEHOC TV dESOUEVMDY EIGOO0V
TOV XPNOTOV. AV EMTPATOVV UEYAADTEPEG EIGPOLES O1 YPNOTES Umopel va elvar
dvoapeotnuévol. Eav to péyioto pnkoc yapaktmpov 0o mpémet vo ival oKTo,
dev eMTPEMOVTOL E1GPOES TEPO A0 AVTO. Avtd B amotpéyet pa (hvn
overflow.

Oa Tpémel vo. SOKIUAOTEL TO TEPIEXOLEVO TV StringuetafAnTdV Kot va
ATOOEXOVTOL LOVO TIG OVOUEVOUEVEG TIEC. Na amoppimTtovTol KaToXmpGELS
OV TEPLEYOVV OLASIKE dedopEVa, aKOAOLOIES O10LPLYNGS, KO YOLPOKTNPES
oyoMmv. Avty gival pa kown texvikn. Emiong, av og kdmoto onpeio ot
YPNOTEG TPETEL VO, ELGAYOVV Eva aképato apBuod, mpénet va arortnOel va eivon
axépatog (M float). Etot, edv vrapyet pio petafint mov n T e Tpénet vo.
etvan aképaiog, avaykaletor vo £xet aképoto Ty dNAodn:

$sql = 'UPDATE #__mytable SET ‘id" =". (int) $int;

H aAAniovyio amd stringseivat to mpotapyiké onueio 106d0v yio SCript
injection.Av katd tnv €i6odo tov ¥pNoT Adfovpe Kdmolov eidovg
petapAntng (string)kéio Oo nrav vo amo@byovue ™ ¥pNom TS

$sql = 'UPDATE #__mytable SET ‘string” = '. $db->qu ote
($db-

>getEscaped ($string), false);

[Mapatnpodpe 41t ypnopomotovpe dvo Aettovpyieg (functions).H apdtn
drapedyet T petofAnty (String) kot 1 de0TEPN TNV TLALYEL GE EIGAYMYIKA.
Axdun, mapoatnpovpe 6t 1 devtepn mapdpetpog "$db-> quote ()'tivor
WYELONG, AV LPTICOVIE QLTH TN GLVON KT EKTOG 1| TNV UETATPEYOLLE GE AANONC,
tote Ba 10 anoevyel. Etol dote Exove:

$sql = 'UPDATE #__mytable SET “string” ="'. $db->qu ote
($string);
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Emiong umopodpe va mpocBécouyie £va cuotatikd (Componentptny mhotedpua To
omoio avtopatonolel TNV dwadikacio acpdrelac. Tétown cvotatikd pmopovv va Bpedovv kot
VO 0yOPAsTOLV OTd TOV TOPAKATO EYKEKPUEVO GOVOECLLO:

http://extensions.joomla.org/extensions/access-a-
security/site-security/site-protection

7.2 —Ilpootacio ané emBéoerg DoSkar DD0S

"Evag tpdmog Tpootaciog Tov CuGTHHATOS 0o TETOES EMBEGELS Elval VO TEPLOPIGOVLE
oV aplipd ToV ortnudtov mov yivovtal péca oe Eva ypovikd ddotnua. Eva moapddstypo
VAOTOINGNG YIVETE GTO TOPAKAT® KMOOUKL:

<?php

/I class.floodblocker.php - FloodBlocker class, ver .0.01
(April 15, 2005)

I
// Description:

/Il Class allowing to protect the scripts from flo oding
and to prevent

/I automatic download of the site from single IP.
I

/I Author:

/I Vagharshak Tozalakyan <hide@address.com>

/[ This module was written by author on its leasu re
time.

I
/l Warning:

/I This class is non commercial, non professional work.
It should not have

/I unexpected results. However, if any damage is caused
by this class the

/I author can not be responsible. The use of this class
is at the risk of

/I the user.
Il
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/l Requirements:
Il PHP>=4.1.0
Il

/l Errors and warnings

define ( 'E_TMP_DIR', 'Incorrect temprorary dire ctory
specified.");

define ( 'E_IP_ADDR, ‘Incorrect IP address
specified.");

define ( 'E_LOG_FILE', 'Log file access error! Ch eck
permissions to write.");

define ( 'E_CRON_FNAME', 'The name of cron file mus t
begin with dot.");

define ( 'E_CRON_FILE', 'Cron file access error! C heck
permissions to write.");

define ( 'E_CRON_JOB), '‘Unable to perform the cro n

job.");
/I Class definition
class FloodBlocker

{

/I The directory where log files will be saved. M ust
have permissions to write.

var $logs_path;

/I IP address of current connection. REMOTE_ADDR will
be used by default.

var $ip_addr;

/I An associative array of [$interval=>$limit] fo rmat,
where $limit is the

/l number of possible requests during $interval s econds.

var $rules;

/I The name of the cron file. Must begin with dot
Default filename is ".time'.
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var $cron_file;

/I Cron execution interval in seconds. 1800 secs (30
mins) by default.

var $cron_interval;

/I After how many of seconds to consider a file a s old?
By default the files

I/ will consider as old after 7200 secs (2 hours)
var $logs_timeout;

/*
Description:
Class constructor.
Prototype:
void FloodBlocker ( string logs_path, string ip =
")
Parameters:
logs_path - the directory where log files wil | be
saved
ip - the ip address of the current connection ,
$ SERVER['REMOTE_ADDR'] will be used if ip="
*/
function FloodBlocker ( $logs_path, $ip=")
{
if (!is_dir ( $logs_path ) )
trigger_error (E_TMP_DIR, E_USER_ERROR);
$logs_path = str_replace ('\\', '/', $logs_pat h);
if ( substr ( $logs_path, -1) !'="/")
$logs path .=/
$this->logs_path = $logs_path;
if (empty (S$ip ) )
97
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$ip = $_SERVER[REMOTE_ADDRY:;
$ip = ip2long ( $ip );
if ($ip ==-1|| $ip === FALSE)
trigger_error ( E_IP_ADDR, E_USER_ERROR);
$this->ip_addr = $ip;
$this->rules = array ();
$this->cron_file = ".time";
$this->cron_interval = 1800; // 30 minutes
$this->logs_timeout = 7200; // 2 hours
}
I
Description:

Used to check flooding. Generally this functi on
acts as private method

and will be called internally by public metho ds.
However, it can be called

directly when storing logs in db.
Prototype:
bool RawCheck ( array &info )
Parameters:
info - $Sinterval=>%$time, $interval=>$count ar ray
Return:
FALSE if flood detected, otherwise - TRUE.
*/
function RawCheck ( &$info )

{
$no_flood = TRUE;

foreach ( $this->rules as $interval=>$limit )
{

if (! isset ( $info[$interval] ) )

{
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$info[$interval]['time’] = time ();
$info[$interval]['‘count] = O;

}

$info[$interval]['count’] += 1;

if ( time () - S$info[$interval]['time'] >
Sinterval )

{
$info[$interval]['count] = 1;
$info[$interval]['time] = time ();
}
if ( Sinfo[Sinterval]['count’] > $limit )
{
$info[$interval]['time’] = time ();
$no_flood = FALSE;
}
/I The following two lines can be used for de
Il echo $info[$interval]['count’].' ;
/I echo $info[$interval]['time"].'<br>";
} /I foreach
return $no_flood;
}
/*
Description:

Checks flooding. Must be called after setting
all necessary properties.

Prototype:
bool CheckFlood ()
Return:
FALSE if flood detected, otherwise - TRUE.
*/
function CheckFlood ()
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{
$this->CheckCron ();

$path = $this->logs_path . $this->ip_addr;
if (! ($f="fopen ( $path, 'a+')))
trigger_error (E_LOG_FILE, E_USER_ERROR);

flock ( $f, LOCK_EX);
$info = fread ( $f, filesize ( $path ) + 10 );
$info = unserialize( $info );
$result = $this->RawCheck ( $info );
ftruncate ( $f, 0);
fwrite ( $f, serialize( $info ) );
filush ( $f);
flock($f, LOCK_UN);
fclose($f);
return $result;

}

[*
Description:

Checks the cron file and calls CronJob() to d elete
old entries from logs

directory if the time-out is reached.
Prototype:
void CheckCron ()
*/
function CheckCron ()
{
if ( substr ( $this->cron_file, 0, 1) !1="")
{
trigger_error (E_CRON_FNAME, E_USER_WARNING );
return;

}
$path = $this->logs_path . $this->cron_file;
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if (! ( $f =fopen ( $path, 'a+')))

{
trigger_error (E_CRON_FILE, E_USER_WARNING ) ;
return;
}
flock ( $f, LOCK_EX);
$last_cron = fread ( $f, filesize ( $path ) + 1 0);
$last_cron = abs (intval ( $last_cron));
if (time () - $last_cron > $this->cron_interv al)
{

$this->CronJob ();
$last_cron = time ();
}
ftruncate ( $f, 0);
fwrite ( $f, $last_cron );
fflush ( $f);
flock ( $f, LOCK_UN);
fclose ( $f);
}
[*
Description:

Deletes all old files from logs directory, ex cept
the files starting

with dot.
Prototype:
void CronJob ()
*/
function CronJob ()

{

$path = $this->logs_path;
if (! ($dir_hndl = opendir ( $this->logs_path )))
101
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{
trigger_error (E_CRON_JOB, E_USER_WARNING);
return;
}
while ( $fname = readdir ( $dir_hndl ))
{
if ( substr( $fname, 0, 1) =="")
continue;

clearstatcache ();
$ftm = filemtime ( $path . $fname );
if (time () - $ftm > $this->logs_timeout )
@unlink ( $path . $fname );
}
closedir ( $dir_hndl );
}
} // end of class definition
[*
$flb = new FloodBlocker ('example/tmp-ips/' );
$flb->rules = array ( 10=>5);
$res = $flb->CheckFlood ();
if ($res)
echo 'Succeed!’
else
die ('Too many requests! Please try later.");
*/

7>

[Tapadsrypo xpong ToL TAPUTAVED KOOUKA:
<?php
/I Place flood protection code at the top of the script
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you want to protect.

I/l You can write protection code into separate fi le and
include it in every

I/ page of your site.

/I Sample protection code starts here...

// Include the class definition module.
require_once ( '../class.floodblocker.php');

/I In the following line write the full path to
temporary directory in which

/I you want to store flood counters. It is good i dea to
create such folder

/I somewhere outside your documents directory, to make
it unaccessable from Web.

/I Don't forget that the directory must have
permissions to write files in it.

I IMPORTANT!

/I All files in this folder (except those that st art
with dot, e.g.".htaccess')

/I will be deleted by FloodBlocker, so don't keep
anything there.

$flb = new FloodBlocker ( 'tmp-ips/*);
/I Create as many rules as you want...
$flb->rules = array (

10=>10, //rule 1 - maximum 10 requestsin 1 0 secs
60=>30, //rule 2 - maximum 30 requests in 6 0 secs
300=>50, //rule 3 - maximum 50 requests in 3 00 secs
3600=>200 // rule 4 - maximum 200 requests in 3600
secs
)i
/I At last call CheckFlood(), it will return FALS E if

flood detected on any
/I of specified rules.
if (! $flb->CheckFlood () )
die ('Too many requests! Please try later.");
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/I ... that's all. Enjoy!

?>

7.3 —Anpmovpyia avTrypaemv ac@dierog

H dnuovpyla avtiypdeov acedielog eivar ypnoiun akdpe Kot 6tav dev deXToOUE
Kamolo emifeon. Mepikohg omd TOvg AOYOVG €ival KOTAGTPOPT TOV PLGIKOV EMTESOL N
TPOYPOUUOTIOTIKG AGON mov pmopel va odnynoovv oe dvchertovpyio. Xto Joomla dev
TEPIEXETOL KATOW OVTOUATOTTOINUEVT UEB0SOG dnpovpyiag avtiypagov acepdiswoc. Evag
TPOTOG Y10 VO KAVOLLE €va. avTiypapo sival yEpoKivnTa akoAOVOMVTAG Ta TOPAKAT® PritaTta
Kot VToBETOVTOC TG 0 &LINPETNTAC Oev Ppioketal og NAC:

*  ATOoLVOEOVUE TOV 16TOTO, Yo VO Yivel ovTd okolovbodue to pevov Site — Global
Configurationikat ¢tovpe 1o medio Site Offlinemg Yes

e Av dgv yvopilovpe 10 dvopa g Pdong mov ypnotpomotel n TAatedpua Oo ypelaoTel
vo. katefdcovpe to apyeio configuration.phpo omoio pmopei va yiver pue FTP. Méoa
o€ aVTO LIAPYEL oL Ypapun The popeng varsdb = 'x1234", 7N public $db =
'x1234', o6mov 10 X1234 vmodnhdvel To dGvopo g Paomng.
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Il|r @] configuration.php * 1'.‘

<?php

class JConfig {
nublic $offline = '1"';

gublic $offline message = 'This site is down fe
public $display offline message = 'l';

public $offline image = '';

public $sitename = 'test';

public $editor = 'tinymce';

public %captcha = '0';
public $list limit = '20';
public $access = '1';
public $debug = '0';
public $debug lang = '0';
public $dbtype = 'mysqgli';
public $host = 'localhost';
public $user = 'root';
public %$password = 'epp';
public $db = 'joomla25';
public $dbprefix = 'ymg3l ';

public $live site = '';
public $secret = 'zMalEwOal3UUhdkp';
nithlirc $azin = 'A':

Eiwova 51: Metafinti mov mepiéyet to ovoua e faons
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*  T'vopilovtag to dvopa g faong propovpe va cuvdebodue oto phpMyAdminkot va
e&ayovpue v Paon o Eva apyeio.
e Téhog pmopodpe va LETOPOPTMOGOLLLE TO apyEiR KOl TOVG PAKELOVS TNG CEAIDAS LLOC.
‘Evag dAhog Tpdmog Yo TNV dNUIOvPYIo avTlypaeov ac@Adielog eivatl 1 yKotdotaom
Kamolag eméktaong. Tétoleg emektdoels pmopovv va fpefovv 6Tov TapaKAT® GUVOEGHLO:

http://extensions.joomla.org/extensions/access-a-
security/site-security/backup

7.4 —Awo1Opoto apyeiov Kot QaKEA®V

H meoynoeio tov eEumnpettdv oG AELTOVPYIKO GUGTNUA, TPEYOVV KATOO TOTOV
UNIX. Ze avtqv TV OKOYEVELD AELTOVPYIKGOV GUGTNUATOV VIAPYOVV TPELG KOTNYOPIeg
SIKOUOUATOV YPNOTOV TAVO GE apyein. Kol QUKEAOVG.

1. AwPacpa
2. Eyypaon
3. Extéheon

Ta dwkondpota avtd opilovtar yoo T0 kébe apyeio kot eakeho BAon Tov TOTO TOL
XPNOTN, OTOC POIVETAL TAPAKATE:

1. Owner Permissiondo dtkotdpoto mov £YEL 0 1010KTHTNG.

2. Group Permissionsia dikaibpata mov £govv ot xpHoteg mov Ppiokovtal otny idia
OLLAdN YPNOTAOV TOV AEITOVPYIKOD GUGTILOTOC LLE TOV LOIOKTNTY.

3. Other Permissiongia dikoidpate wov £(00v 01 LITOLOUTOL YPNOTEG TOV AELTOVPYLKOD
GLGTILOTOG.

H pope1| mov xetl n Teptypon Tov SIKOOUATOV UTOPEL VO POVEL GTNV TOPOKAT® EIKOVL:
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bill@debian:~$ 1s -la /var/www/
total 116

wx 16 root users 4096
root root 4096
bill bill 4096
4
4

=
(o]

drwxr-xr
drwxr
drwxr-xr-x

)

bill bill 096
bill bill 096
bill bill 4096
www-data www-data 1954 23 :32 configuration.php
bill bill 3118 g : htacce:
bill bill 4096 ;
bill bill 4096 :
bill bill 3 113 index.php
1 [ = Anr 9 v I

1 1 1

drwxr

-FwW-r

FNAERFRFWNN

BAénovpe nog o mpdtog yapakthpag umopei va givor 'd’ N - omov to d PByaiver and v
AéEN directorykot dnhdver eakelo. Metd vdpyovv Tpelg Tplades yopaktmpmv. H cepd g
KGOe TP1Adag avTloTolEl OTIG OUAdES JIKOULMUATOV OV avaypdeovtol mo mave. O kdbe
YOPOKTNPOG TTOV TTEPLEYETUL ONADVEL TO OUKALDLATA.

r — avéyvoon

‘W — gyypon

X' — ektéheon
' — dgv uTapyEL TO dKOimU
H 1pitn otin dnhdvel To dvopo ¥pNnotn — IO10KTATY Kot 1 TETOPTN TNV OULASA YP1OTAOV.

"Evag dhhog tpomog amddoong dikatopdtov eivar adpoilovtag toug aptBpovg mov Ppickovral
TOPAKATO:

T4
W -2
X -1

Me avtd tov Tpdmo to dkaudpoto Tov apyeiov configuration.phpmov PAémovpe otnv
TOPATAV® EIKOVO LITOPOVV VO EKOPACTOVV Kot oG 644.

Mo kohf] TPAKTIKR Yo TOV Oplopd dikalopdtov écmv agopd to Joomlasivar va
ypnoomoovue 755 yuoo Toug pakéhovg kot 644 yio ta apyeio, to omoio pmopel va yivel
YPNOLOTOLDVTOG TNV EVTOAT] chmod.
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7.5 —IIpotewvopeveg pvOpuiceig Yo ta apycia htaccesxo php.ini

‘Oco agopd 1o apyeio htaccessumopovpe va alralovpe kdmoleg pvhuicels yuwo va

KOTOPEPOVLE TO, TOPUKATO:

108

Embéoeig tomov Eyyvong kor XSS
o [Ipdinyn yrvmuatog tomov Global Variable Injection
php_flag register_globals off
o TIpoinyn yromnuatog Tomov XSS
php flag allow_url_fopen off
o IIpdinyn yrvmuatog Code injection
php_flag magic_quotes_gpc on
[IpéoPaon katarldyov and tposmieypévn devbovvon IP
<Limit GET>
Oder Deny, Allow
Deny from all
Allow from #Insert IP here
</Limit>
‘Oco apopa 1o apyeio php.initpoteivovtat o1 Tapakdte pvduicelc:
engine = On
Yvyovpevovpe Tog o PHPrupfvag Oa tpéxer péca amod tov apache.
safe_mode = On

ATevepyomolobVTOl Ol GUVOPTNGCELS OV YPNGLLOTOOVV EVTOAEG TOV GULGTHLOTOG,
dwafalovv kat ypheovv apyeio LEGO ATTO TO GOGTNUO APYEIDV.

open_basedir = /var/www/

[Tepropilovpe TIg EMTPETOUEVES EVEPYELES LOVO GE QLTI TNV S10dpopu).
expose_php = Off

Amevepyomotlel Tnv duvatdTnTa Vo eaivetal ov £xovpe eykateotnuévn v PHP.

max_execution_time = 30, max_input_time = 60,
memory_limit = 60M

[Tepropilovpe tOvV YpOVO EKTEAEONG TOV TPOYPAUUOTOS, TOV YXpoOvo emeCepyaciog
€16000V Kol TO HEYIGTO YDPO GTNV LUVIUN.
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dispaly_errors = Off
Amevepyomolov e TNV TPOPOAT CPUAUATOV KOTA TV EKTEAECT).
log_errors = On

AQOV amEVEPYOTOMGOLE OVTIHV TNV XPNOLUN OLVOTOHTNTA Y0 TOV TPOYPUUUOTIOTT,
EVEPYOTOLOVLLE TNV SVVATOTNTO KATAYPAUPNS COUAUAT®V G EVOL apyEio.

error_log = /var/log/php.errorlog
To apyeio 610 omoio Ba KaTAYPAPOVTAL TO. GOAALOTAL.
register_globals = off

Av ypnowomolovpe PHP éxdoong pikpotepn g 4.2.0. Xe vedtepeg ekOOGEIS amd
Tpoemhoyn elvarl amevepyomoinuévn kot £xet olaypagel and v éxdoorn 5.4.0 ko
LETA.

upload_tmp_dir = /tmp
O @dkehog otov omoio O amobvkevovTaL TO TPOSMPVE apyeia
upload_max_filesize = 30M

To péyoto péyebog mov pmopel va €xel €va apyelo TOL UETOPOPTOVETOL TPOS TOV
OLKOULOTY.

7.5 -Pnouwkéic Yroypagéc

M ynoek? vroypoer|, elvar évog Hobnuotikdg oxedlacrdc yoo TV ToTOnoinom

YVNOLOTNTOG EVOG NAEKTPOVIKOD UNVOLOTOG 1 €YYpaeov. Mo ynelakn vroypaen, divel otov
TapaANTIN €vav AOYO Yo VO TIGTELEL TS aVTd Tov Tapéiafe dnpovpyndnke and Evav
YVooto arooctoléa. 'Etol 0 amootoléag dev pmopel vo apvnbel mmg dev NTav avtdc mov
éotethe Tov pivopo. (avbevTikdmro kot un-amoknpuén) kot Tmg to punvopd dev GALoEE KoTd
™mv  petoeopd (axepodtnta). H mopokdto ewkovo Ogiyvel 10 Stlypappo  ynelokoo
TLGTOTOMTIKOV.
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Data

Signing Verification

Hash

function 101100110101

Hash

Encrypt hash
using signer's
private key

mO

Digitally signed data

111101101110
* Signature
a
111101101110

Certificate Signature Decrypt

l\ using signer's
S - ﬂ public key
X mO

Attach 2
to data *
101100110101 — 101100110101

Hash Hash

If the hashes are equal, the signature is valid.

Digitally signed data

Ewcova 53: Aicgypauuo ynpioxod mortomomtikod
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H pebodoroyio Tov ynelokdv vmoypae®V omoteleital amd Tpelg olyopiOpovg:

‘Evav akydpiBuog onpiovpyiog kiewdudy, mov dnpovpyel £va toxaio kKhewdi péoa amod

éva oOvoro ykupwv cuvdvacp®dv. H €£006¢ tov petd eival éva d1oTkd kot éva
ONUOG10 KAELWI.

‘Evav alkydp1Bpo vmoypaeng, Tov yp1nCLULOTOUOVTIOS TO UIVULL Kol TO WOMTIKO KAWL

dNUovpYEL TNV LITOYPAPT.

‘Evav alyopibpo emPefoioong vmoypagpng mov ypnoLUOTOIOVINS TO UNVULO TTOV

Mednke ka1 to ONuoclo kAW, eite amodéyeton site amoppintel v avbevikdTnTOL
TOL UNVOHLOTOC.

O A0y0t Yo v OmapEn Kol EKUETAALEVOT) TOV YNOLIKAOV DITOYPAPDV Elvar:
AvBevTikdTnra: Av Kol To, UNVOLOTO TTOAAES POPEG TTEPLEYOVV TANPOPOPING CYETIKA UE
T0 TPOCGHOTO TOV, 1| TANPOPopia AVt Uropel va unv givar akpPnc. Otav Evag xpnotng
elvan KATOYX0C €VOG KAELDO0D VITOYPAPNG, TOTE OEV VIAPYEL OEUA GTO VO TGTOTOINOEL
mv awfevtikdtnTd ToVL.

Axepaidtnta: Xe ToAA GEVAPLO O OTOGTOAENS KOl O TIOPUANTTTNG EXOVV TNV AVAYKT TO
UAVOLO VO TTOPAUEVEL 0VTOVGLO Y®PiG va aAAdEeL. AV Kol XPTCLLOTOLOVTOS KATOL
LEB0SO KPLTTTOYPAENONG, LWTOPOVLE VO OTTOKPOWYOLLUE TO LIVOUO, VTAPYEL TEPITTOON
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va yivel aAloyn 6To PMvopa yopig va yiver aviinmto.
* M1 amoknpvén: Me v WdTTa 0VTA, 1 OVIOTNTO TOV VAEYPOYE TO WIVOUW, gV
umopei og LEALOVTIKO YpOVO VO 1oYVPLOTEL TOC dgV dNUIovPYNONKE 0Td QL THY.

7.6 -¥Ynouuké moeTomoumTIKG

To Ynowkd motoromtikd eival £va NAEKTPOVIKO £YYPOPO TOV YPTCLULOTOIEITUL Y10l
v avayvopilon piog ovtétnrag (uotkd mpdowmo, EVINPETNTNG, OPYAVIGUOS KOK) Kol TNV
avaKTno” Tov dNpociov KAEWO100 OVTAC.

H éxdoon evéc ymowkod motomomtkoy yivetar petd omd  oitnon  Tov
evolapepouévor oe pio Apyn ITwotomoinong. H Apyn ITiotomoinong emPePordver v
TOVTOTNTO TOV OLTOVVTOG KOt EKOIOEL TO MIGTOTOMTIKO, TO OTOI0 GUVOTTIKA TEPIAAUPAVEL TaL
eEng otoyyeio:

*  To ovopatemdvopo Kot Staeopes GAAAEG TANPOPOPIEG GYETIKA LE TOV KATOXO TOL
TG TOTOTIKOV.

e To dnuodco Kheldi TOV KATOYOV TOV TLGTOTOTIKOD.

e Tnv nuepounvia ANEng Tov ToToTOMTIKOD.

* To évoua xat v ynotakn vroypaen e Apyng [ietonmoinong mov 1o e££0mak.
To mo 610dedoEVO TPOTLTTO YNPLAKOV TLGTOTOMNTIKAV £ivar to X.509.

To, Yok TETOTOMNTIKA YPNGUYLOTOLOVVTOL EVPEMS Y10 SIAPOPESG KPVITTOYPOUPNUEVES
NAEKTPOVIKEG GuVAALUYES HEG® Tov Otaduktdov. TTapadeiypota t€toimv cuvaliaydv sivol:
YHvodot pe Paon to mpotokorro SSL (Client/Server SSL Certificateghvrtoypagnuévo kat
VIOYEYPAUIEVO NAEKTPOVIKO Toyvdpopeio (S/MIME Certificates),vmoypagn aviikewévov
(Object-signing Certificatesgoxk.

7.7 - Secure Sockets Layer

To mpwtoxorro SSL (Secure Sockets Layer)ontoybnke and v etarpeio Netscape
Kol GYEOAOTNKE Yo VO TALPEYEL ACPAAELD KATO TNV UETAO00N gvoicOnTmV dedopévev 6To
dwdiktvo. H éxdoon 3.0 tov mpwtokdihov kvkhoedpnoe amd v Netscapero 1996 kot
amotélece TV Paon yw TV peténerto. avartuén tov tpmtokoilov TLS (Transport Layer
Security), to omoio mAéov teivel vo aviikatoomoel to SSL. Ta 600 avtd mpoTOKOIAQ
YPNOLOTOOVVTOL EVPEMS Y10 NAEKTPOVIKES AYOPES KOl YPNUOTIKEG GUVAALUYES UEG® TOV
Jd1KTOOL.

To SSLypnoyomotel peBd30VE KPLITOYPAPNONG TOV SEGOUEVMV TOV OVTAAAAGGOVTOL
peta&d 000 ovokevdv (cvvnbéotepa Hhektpovikdv Ymoloylotdv) eykabidpvoviog pio
ac@UAn ovvdeon PeTad TOVG HEGM TOL OOKTVOV. To TPMTOKOALO AVTO YPNGLOTOLEL TO
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TCP/IP yio ™ petoeopd Tov 6edopévav Kot givor avedptnto omd TNV €PUPUOYN TOL
XPNOOTOLEL 0 TEMKOG YpNoTNS. [1a Tov AOY0 avTd pmopel vo mapéyel vINpecieg acPUAoVg
LETAO0GNG TANPOPOPLDV GE TPOTOKOAAD AVATEPOV EMUTEOOV OTLMG Yo Tapddetypa to HTTP,
10 FTP,10 telnetxox.

H petddoon minpogopidv pécom tov Swdiktoov yivetar og emi 10 mAgioTov
ypnoonotdvtog to tpwtokoira TCP/IP (Transfer Control Protocol / Internet Pouil). To
SSL Aertovpyei mpv to TCP/IP kot petd tic epappoyéc vyniol emmédov, Ommg givar yio
napdderyua o HTTP @poPorn otoceridwv), 1o FTP (etopopd apyeiov) kot to IMAP
(email). Apa Aomdv avtd TOL VGGTIKG KAveL To SSLeivar va maipvel Tig TAnpoopieg amod
TIG EQAPLOYES VYNAOTEPOV EMTESMV, VO TIG KPLITOYPOUPEL KOl GTNV GUVEXELN VO, TIG LETAOIOEL
oto Internetrpog tov H/'Y mov PBpicketor otnv amévavtt mhevpd kot tig {ftnoe.

Eninedo
e | (R | %" | compuovin
SSL Emnine6o

AkTOOUL
TCP/IP

Eixova 54 To S Aerrovpyei mpiv to TCPIP kai uetd tic epopuoyéc vynlod
EMITEOOD.

To SSLrpoceépel cuvomtikd Tig akdlovbeg vanpecies:
* [Totomoinon tov serverano tov client.
* [Totomoinon tov clientond tov server.

*  Eyxafidpvuon ac@aiovg KpLTTOYpaenUEVOD S10A0L ETKOWOVING HETAED TV dVO
HEPDV.

O kpumroypagikoi alyopiBpot wov vrootnpilovtal amd T0 TPOTOKOALO glval ot ENg:
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DES - Data Encryption Standard, DSA - Digital Sigma Algorithm, KEA - Key Exchange
Algorithm, MD5 - Message Digest, RC2/RC4, RSA, SHA- Secure Hash Algorithm,
SKIPJACK, Triple-DES.

To mpmtokoAlo SSL ypnoomotei Evav cuvovLAoUO TNG KPLTTOYPAENONS dNUOGIO
Kol GUUUETPIKOV KAEW100. H kpumtoypdonon coppetpikov kAed00 ivar Told o ypryopn
Kol 07t0d0TIKN GE OXECN LE TNV KPLITOYPAPNON dNUOGiov KAEW10V, Tap' Ao avtd dpmg M
devTEPN TPOCPEPEL KAAVTEPES TEXVIKES micTomoinong. Kabs ochvdoeon SSL Eexivd mavta pe
™V avioAloyn punvopdtov amd tov serverkor tov client émg dtov emtevybei n aoaing
ovvdeon, Tpaypo wov ovopdletor xewpayio (handshakel yepayia emtpénel otov servervo,
amodeifel v towtoTNTA TOv oTov Client ypnowomoidviag TEXVIKEG KPLTTOYPAPNONG
dnpociov KAEWI00 kol 6TV cLVEXEW EMTPENEL 6TOV Client kot tov Serverva cuvepyacstovv
v ™V dnuovpyio €vOg CLUUETPIKOD KAEWI0D Tov Oa ypnoiwomombel oy ypryopn
KPULITOYPAPNOT KOl OTOKPLTTOYPAPNCT TOV 0£d0UEVOV TTOV avTOAAdocovVTal HeETAED TOVC.
[Ipoarpetikd M yepayio emtpénct emiong otov client va amodeifel v TavTdTNTE TOL GTOV
serverAvoivtikotepa, 1 dwdikacio yewpayiog £xel mg eENg:

1. Apyxd o client otélvel otov servertny ékdoon tov SSL mov ypnoiponotei, tov
emBuuNTo ahydp1Bo KpLITOYPAPNONG, LEPIKA dedOUEVA TTOV £xovV TtapayDel Tuyaia
Kol 070100 TOTE AAAN TANpoopia ypetdletal o Serveryla vo Eekiviost pio GOVOeoT
SSL.

2. O server omavid oTEAVOVIOG TOPOUOLEG  TANPOQGOPIEG UE  TPONYOVLUEVOS
CLUUTEPTAAUPAVOUEVOL OUMG Kol TOV YNOUKOD TIGTOTONTIKOY TOV, TO OMOi0 TOV
motonotel otov client. [Ipoatpetikd pmopei vo (THGEL KOl TO YNEOLOKO TLGTOTOLNTIKO
Tov Client.

3. O client Aappdver to yneuakd moTomomTikd Tov Serverkal 1o ypnolLonolel yo va
Tov motonomoel. Eqav n motomoinon avth dsv katoaotel dvuvory, tOTE 0 XPNOING
EVNUEPAOVETAL [E €va UNVOHO 6QAAUNATOG Kal 1 ovvdeon SSL axvpdvetal. Eav n
TIGTOTOINGT TOL Serveryiver yopic mpofAnpata, tote 1 dwdkacio ™G yepayiog
ovveyiletal 6To ETOUEVO PriUL0.

4. O clientovvepyaleton pe tov serverkot omoeacilovy Tov alyopipo KpuITtoypaenong
ov Oo ypnoomoindei otnv aceain ovvdeon SSL. Emiong o client dnuiovpyei 1o
GUUUETPIKO KAEWT oL Ba ypnoomoindel 6tov aAydplOLo KPLITOYPAENONG KOl TO
OTEAVEL  GTOV  SEIVer KpPumtoypaenUéVo,  YPNOLLOTOIOVIOG TNV TEYVIKN
KpVTTOYpAenong oMuociov KAewov. Anhadr ypnoLomolel To OMUOcto KAWL Tov
Servermov avaypaestol Thvm GTo YNELUKO TOV TIGTOTONTIKS Y10 VO KPLTTOYPOPTGEL
TO GUUUETPIKO KAEWDT KOl VO TOV TO GTEILEL. LTV GUVEYELD O SEIVEryPNGLULOTOLDVTOG
70 W1OTIKO TOL KAEWI UIToPEl VoL ATOKPVTTOYPOPTNCEL TO UAVULLO KO VO OTOKTHGEL TO
GLUUETPIKO KAEWT OV Ba xpnoomomBet yio Tnv chvoeon.

5. O client otélvel éva pfqvopo otov Serverevnuep®vovtdg tov Ott gival £Toog vao,
EEKIVIOEL TNV KPLTTOYPAPNUEVT GHVIEDT).

6. O serverotélvel éva unvoua otov client evnuepdvovidg tov 0Tt kot avtdg eivot
£TOLUOG VOl EEKIVIOEL TNV KPLTTOYPAUPNUEVT] GHVOEDT).
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7. Amo €0d Ko mEPa 1 xepayio Exel OLOKANP®OEL Kot To. UNVOLOTE TOV OVTOAALCCOVY
0. dVo pavhuato. (client - servergival kpvrtoypaenuévo.

H dwdwacia g xepayiog @aivetal mo moepacToTiKd 6TO GYNLLO TOV AKOAOVOEL.

CLIENT SERVER

O client Egkiva Tnv cuvdeon. w

O server ammavtd oTEAVWVTAC
TO WN@ICaKS TOU TNIOTOTTOINTIKO.
Mrropei va nTrcel Kai To
WN@IOKS TTIOTOTTOINTIKG TOU
client yia TautoTroinon

O client mioToTTOIEl TOV Server.
Av ¥pelaoTel OTEAVEL KaI QUTOG
TO Y. TOTOTIOINTIKG OTOV
server yid TautoTroinon.

Anuioupyia Tou session key
KOl QTTOOTOAR TOU OTOV
server KpUTIToypa@rpevo He
10 dnuooio kA&bi Tou.

ATTOKpUTTTOY pA@noT TOU
session key. ETolpog yia
évaptn aogaholc ouvdeonc.

‘Etolpocg yia évapEn aogahoug
ouvBEDNK.

AZOAAHZ EMIKOINQNIA

=)

Ewcovo 55. H odwadikooio s yeipawiog TtV 000 GOOKEDOV OGOUPOVO, UE TO
Tpwtoxolio S,

114

Matodykoc HpoxAng Xpnotog (AM 1583),
Mavpdémovriog Bacileiog (AM 2527)



Anpovpyio nhektpovikod Katootuatog oe Joomial

H ypfion tov mpwtokdihov SSL avfavel ta dtaxvodpeva mokéto petald tov 600
pnyovov Kot kebvotepet v HeTtddoon TV TANPoPopudv emewdn ypnotpomotel puebddovg
KPUTTOYPAPNONG KOl  OOKPLRTOYPAENoNS. Ewdwodtepa o1 didpopec  kabvuotepnoelg
evromilovtat ota €ENG onpeio:

o Zmv apyn Swdwacio xepayiog 6mov kavoviCovior ol AETTOUEPEIES TNG GVVIESTG
KOl OVTOAAGCCOVTAL TO, KAELOLA TG GLVOSOV.

XV 00Kacio KPUTTOYPAPNONG Kol OTOKPLTTOYPAPNONG TOL YIVETOL GTOLS OVO
VITOAOYIGTEG UE OMOTEAEGLLOL VO, SATOVMVTOL DVITOAOYIGTIKOL TOPOL Kol XPOVOC.

e Xmv kabvoTéPnon UETAOOGNG TOV KPUITOYPAPNUEVOV JedOUEVOV aPOL aVTH
amoterovvTaLl and TEPIGGOTEPH byteSce oyéomn pe TV apyIKn 1N KPLTTOYPOONUEV
TANpoPopia.

Adyo avtdv tov emPapdvoewv Tov €16dyel 10 TpoTOKOAO SSL, ypnoomotsitor mhéov

115
Matodykxoc HpoxAng Xpnotog (AM 1583),
Mavpdémovriog Bacileiog (AM 2527)



Anpovpyio nhektpovikod Katootuatog oe Joomial

HOVAY0, O TEPMTMOELS OMOV TPAYHOTIKG yperaletar ao@ouing ovvdeon (my petddoom
KOOKOV (pNot N 0plOUOV TIOTOTIKGOV KOPTOV UEGH TOV S10SIKTOOV) Kl Ol GE TEPUTTMOGELG
ATANG EMOKEYNS G Md 1GTOGEAIDA.

Inyég
http://blog.wikimedia.org/2014/05/07/launching-avpicy-policy-built-the-wiki-way/
http://docs.joomla.org/Security Checklist 1 - GeftiStarted
http://docs.virtuemart.net/manual/21-configuratraenu/62-configuration.html#shop
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http://www.inmotionhosting.com/support/website/jdar25/link-to-virtuemart-store-front

http://www.scribd.com/doc/99097140/%CE%A4%CE%BE-Vieinking-%CE%A4%CF
%81%CE%B1%CF%80%CE%B5%CE%B6%CE%B9%CE%BA%CE%AD%CF%EF
%83%CF%85%CE%BD%CE%B1%CE%BB%CE%BB%CE%B1%CE%B3%CE%AD
%82-%CE%BC%CE%AD%CF%83%CF%89-Internet-%CE%A0%CFYBEY%BF%CF
%83%CF%86%CE%B5S%CEF%81%CF%8C%CE%BC%CE%B5%CE%BD%C EAES
%82-%CF%85%CF%80%CE%B7%CF%81%CE%B5%CF%83%CE%AF%CIEAGE-
%82-web-banking-%CF%84%CF%89%CE%BD-%CE%B5%CE%BB%B8B%CE
%B7%CE%BD%CE%B9%CE%BA%CFY%SE%CE%BD-%CF%84%CF%81%CE%BF
%80%CE%BS%CE%B6%CEF%SE%NCE%BD

http://www.acunetix.com/websitesecurity/xss/
http://funwhichuwant.blogspot.gr/2012/10/webapgdima-attack-hidden-field 12.html
https://www.acunetix.com/what-are-csrf-attacks/

http://www.phpkode.com/scripts/item/flood-blocker/

http://docs.joomla.org/Backup Basics for a JoonW&Eb Site
http://el.wikipedia.org/wiki/SSL
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