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Abstract

The continuous evolution of IP based networks and their wide spread and use
over the last decade has led to the development of new systems and the upgrade of old, in
order to meet the ever changing need for management. The current network infrastructure
rapidly came to the point in which the demand exceeded the supply and so, a serious
downgrading of connections’ quality as well as an improper resource distribution has been
observed.

This Thesis focuses on the development of a system that is capable of providing
Quality of Service (QoS) as well as the deployment of mechanisms to efficiently manage
network resources, distribute Quality of Service and enable cooperation and
interoperability between different autonomous network systems in an automated way. For
this purpose, it proposes the implementation of a Network Resource Management system
that can a) dimension the network, b) implement the dimensioning model and c) accept
SLA / QoS requests, utilizing not only current architectures (DiffServ, MPLS) but future
ones as well (Content Aware Networks).
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2ovoyn

H ovveyne e&éMén tov diktowv mov Pacilovtar oto IP mpotdéxorro Ko 1
evpltarn d1ddoomn Kot ypnon Tovg ta Tedevtain ypovia kabodnyel tnv avlykn yuo v
avamTuEn vEOV GLOTNUATOV Kol TNV avaBaduion tov vropyovimv, TPOKEEVOL Vi
KaALEOOHV o1 cuveEYDG HETABOAAOUEVEG OVAYKES Yo TN dtaxeipton Tovg. Ot TpéYovceg
VTOOOUES TV OIKTOMV EPTACAY YPIYopa 6TO oneio oto omoio | {\tnon Eemépace v
TPOCPOPA Kol £TCL TopatnpnOnke Oyt povo pio. cofapn vroPddion g ToOTNTUS TOV
OLVOECEMV OAAG KO 1] KOKT KATOVOUT TOV TOPMV.

Kevipikd avtikeipevo oG g TTuloKNG epyaciog omotedel n avantuén evog
ocvotiuatog yio topoyn [owdtntoc Yanpesiog (Quality of Service — QoS) xafd¢ kou m
AVATTUEN UNYAVIGUAOV Y0 TV OTOJOTIKY| JXEIPION TOV TOPWV, TOV KOTOUEPIGUO TNG
TOWOTNTOG VANPECIOG KAl TN OLVOTOTNTA GLVEPYACING KOl SOAEITOLPYIKOTNTAS HeTAED
SLPOPETIKOV OLTOVOU®V SIKTVOK®Y TUNUATOV UE OVTOUATOTOMUEVO Tpomo. [ To
oKOTd ovTO TPOTEIVETOL 1] VAOTOINON £VOG GUGTNHATOS SLaYEIPIONG SIKTLOKADV TOPWOV, TO
omoio vrootnpilel TIg Aettovpyieg o) NG povteAomoinong dwktoov, B) €QoproyNS Tov
HOVTEAOL Ol0GTAGIOMOINGNG OtV TEMKN Kotdotaon y) ™G oamodoyng SLA/QOS
artnpatov, aélonotvtag oyt povo vrdapyovoes apyrrektovikég (DiffServ, MPLS) aA)ld
Ko peddovtikég (Content Aware Networks — CAN).
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Evyoaprotisg

Kotapynv 0éhw va guyoapiomow Oepud tov emPrémovia kabnynty pov Ap.
Evdyysho TI6AAN vy v onuoviikny kabodnynon kot moAvTiun Pondeio mov pov
TPOGEPEPE Y10 TNV EMTLYN OAOKANPOGT TNG TTLYLOKNG LOV EPYOGTOC.

®a Nbelo emiong vo €LYOPICTNC® TOLG VIOYNPLOVS OdKkTopeg k. Il€Tpo
Avomdtn, k. Evdyyelo Mapkdxn kot k. Avépyvpo X1dépn 0mmg Kol To vVTOAOUTa PEAN
tov gpyaotnpiov “TIAZIOAH” yia v cuveyn Tovg LTOGTNPIEN KOl AYOYT GLVEPYAGIaL.

Téhog, éva peEYOAO €VLYOPIOT® OTNV OIKOYEVEIL HOL YO TNV OVEKTIUNTN

CLUTOPACTOCT KO KATOVONGT TTOL £3€1EE OAL TOL XPOVIL TOV GTOLIDV LLOV.
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1 Ewayoy

1.1 MeglhovTIKO 01001KTVLO

Koatd tic tedevtaieg oekaetieg, to Owadiktvo €yel eehybel ko o apBudg twv
VTOAOYIGTMV TOV GLVOEOVTOL GE aVTO EYEl onuewwoel paydaio avénon. Iapodia avtd, N
apyITEKTOVIKY TOV Pacileton akopa oTig avbeviikéc apyés oyediaong evog akadnuaikon
JIKTVOV, TO OTO10 OYESIAGTNKE Y10 VO, GUVOEEL LOVO PEPIKOVS VTTOAOYIGTEG HETAED TOVG.
Ao 11E, TO 01001KTVO £YEL OAAAEEL OPOUUOTIKA TOGO G€ PEYEBOC OGO Kol GTO TPOTO TOL
ypnowonoteitol. [Iépa and v akadnuaikn Tov ¥pnomn, To SudiKTVO YPNCIULOTTOLEITOL
ONUEPO MG 0L ETLYEPNUOTIKT TAATEOPHO Kot EXEL YIVEL KEVTIPIKO HEPOG TNG KOWVMOVIKNG
Conc. Néec teyvoroyieg, 0mmg 1 dravoun meptexopévov (Content Distribution), n ynoeakn
dwdpactikr] TnAeopacn (Digital Interactive Television), n katd-tapayyehio eikéVOG Kot
Nyov (Video / Audio on Demand), n {wvtavf petddoon (Live Streaming) kot
Kowovikn diktvwon (Social Networking), nhovoieg o€ TEPLEXOUEVO dNULOVPYNUEVO OO
YPNOTES, LE VYNAES QOLTHOELS TAPOYNG TOLOTNTOG TG vanpeciog / eumeipiog (Quality of
Service / Experience), av&Gvovv avotnpd TtV avaykn yio TOPOVG GTO OIKTLO, KOl
EMOUEVMG ONUIOVPYOLV VEEG TPOKANGEIS OTN AElTovpyio, TN SOUOPPMOTN Kol TN
dweipon tovug,.

[Ipog avt Vv KatevOLVOT, Ol CNUEPIVES EPELVNTIKEG KO TEYVOAOYIKEG OPAGELS
eotidlovran (petah tv GAA®V) otV aVATTLEN CPYITEKTOVIK®OV KOl GTNV LAOTOINOM
TEYVIKOV UE GTOYO TNV AVOYVAOPLOT TOV TEPLEXOUEVOV amd To otpdpo dtktoov (Content
Awareness) kol TV TPOocapHoYN TOV OAOECIUOY SIKTVOKOV TOP®V OVOAOYL LE TIG
avaykeg ™G vanpecioc. Xe Aoywkd eminedo, ta diktva avtd emkdBovionl mhve ond 1O
TCP / IP otpopa tov Topadoclok®V / cupPoTiK@V JIKTO®V, VA G 1OENTO EMIMEDO
UTOpPOVV VO EVOTOMGOLV  OIKTLO  SLOPOPETIKMV  TEYVOAOYIDV,  OTOKPVTTOVIOG
TEYVOLOYIKEG KO OLOYEPIOTIKEG ETEPOYEVEIEG OO TOLG TEAMKOVS YPNOTES (Tapoyeic Kot
KOTOVOAMTEG LINPECUDYV), TPOCPEPOVTOG VOV VIO Kol OOV TPOTO Yo TNV
avamTuEn Kot TV Kotavaiwoon vanpectav. [a v enitevén avtod tov ckomov givol
amopoitntn o) n avaBaduion tov cuuPaTik®v dPOLOAOYNTAOV MGTE VO £XOVV ETTYVOON
tov mepieyopévov (CAN routers) kot ) n vAomoinon TV amapoitNTOV OOYEPIGTIKOV
ovtottov (Network Managers), ot omoieg 0o avoidfovv 10 GLVIOVIGHO KOl TNV
TOPOALETPOTOINGT TOV AVABUOLUGUEVOV OPOLOAOYNTAOV KOODS KoL TV O180pacT LLE TOVG
OLOYEPLOTES TOV GLUPATIKOV SIKTVMV KOl TOVG TOPOYEIG VIINPECIDV.

1.2 X16y0¢ Mtonaxnc Epyociog

Yto mAaiclo oaVTd, 1 TOPOVCH TTVYLOKY EPYOCIO EMKEVIPMVETOL GTO GYESOGUO,
™V avamTuén Kot TNV DAOTOINGN T®V SOUIKAOV GTOLXEIMV OAAAL Kol TOV OETOPOV £VOG
OLGTAUATOG JSlayElptong SIKTVOK®Y TOPOV Ge &va avtovopo cvotnua (Intra-domain
Network Resource Manager / Intra-NRM), to omoio Oa dOvartotl vo TopaUeETPOTOGEL TO
OlkTvo pe TETOO TPOTO (MOTE VO TOPEXEL KAUOKOTA EMIMESD TAPOYNG TOLOTNTOG
vanpecioc. To ovoTUO AVTO EKUETAAAEVOUEVO TIG VILAPYOLGES TEXVOAOYIEG TOPOYNG
QoS (DiffServ, MPLS) ce cuvdvacpod pe v aAnpo@opic amd 1o avATEPL GTPMUUTO
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(CAN layer / SLAS) 6a mapéyet tn SvvatdtTo TPOGOPUOYNHS TOV OIKTOOV  OTIC
OTTOLTY|GELG TOV VN PECIOV.

1.3 AwdpOpmon IITvuaxng Epyociog

AxolovOdVTag TNV €100 YMYY], 6TO KEPAANO 2 TapoLcldlovtal OAES Ol ATOPOiTNTEG
OepNTIKEG TANPOPOPIEG TOV OMALTOVVTIOL MOTE O OVAYVAOOTNG va e&otkelwbel kat vo
Katovonoel  owayeipton diktdmv. Xto ke@dAalo 3 mapovotdlovial ot PacikOTEPES
TEYVOLOYIEC TOPOYNG TOOTNTOG VANPECING. XT0 KEPOAO0 4 TMopoLGLAleTe 1 YEVIKY
OPYLITEKTOVIKY] TOV CLGTNUATOV JLEIPLoNG SIKTO®V KaBMG Kot T0 cLGTNUA dtoyEipLong
JIKTLOK®MV TOP®V TOV avamTOHYTNKE 0T0 TAaiclo aVTNG TS epyaciag. [ivete, emiong, pia
avagopd oto epyaieio mov ypnooromdnkay. 1o Kepdaio 5 yivetor | a&loAdynon tov
TPOTEWVOLEVOL GLUGTILOTOG KOl 1] TTOPOVGIOGT] TOV OMOTEAECUATMOV TOL TPOKVTTOVV Od
TG TEWPOPATIKEG UPETPNOES Tov  mpoypatoromOnkav. Télog, o©t10 KepdAawo 6
SITLTOVOVTOL TOL CLUTEPACUATO NG €pyaciog ovTNg kot mopotifevior KAmOlES
TPOTAGELS Y10 LEAAOVTIKN €pELVAL.
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2 Awysipron Atktomv - Tpéyovoes Ipooeyyioerg

2.1 Awyeipion AikTo@v

H Swyeipion tov diktHov eivar 10 GUVOAD TV EVEPYELDY OV £ENCPAAILEL OTL
O6A0L 01 TTOPOL TOL S1KTVOL Ba ypnoomomBodv 660 To dvvatdv KaAVTEPO. AToTeAEiTaL
amd TN STPNoN OA®V TOV TOP®V TOL JIKTVOL G€ KAAN KOTAGTOON Kot TN 0140e01 TOVG
OTOVG XPNOTESC, CUUPOVO LE TIC TPOGIOKIES TV ¥pNnoTdv. Ta TpdTa dikTLA VITOAOYICTMOV
NTaV OTAQ Kot AOTEAOVVTAY KUPIMG oo £VOV 1] TEPLGGATEPOVS KEVIPIKOVS VITOAOYIGTES
OV GLVOEOTAV HE HEPIKA TEPLPEPELaKd. Agdouévov 0Tl o1 TOpPOL TV SIKTO®V NTOV
OPKETA TEPLOPIGUEVOL, 1 SlyEiplon oWTOV TV OIKTH®V NTAV GYETIKA OmTAN Kol O
VILAPYOVGES TEYVIKEG NTAV ETAPKELG.

Yg avTIdoTOAY, T dlkTva oNuepa gival TOAD MO TOAVTAOKO Ko, ETITAEOV, 1)
TOALTAOKOTNTO TOVG av&aveTol dtopkds. H moAvmlokdtnta €vOg SIKTVOV TPOKLATEL
Kuplog amd dVO TTVYKEG: TOV PeYOAOo aplBpd TOV GLOKELAV Kol TNV ETEPOYEVELN TOV
oLoKELV®V 670 dikTvo. Tumkd dikTvo pmopel va mEPAaUPAvoVY EKATOVTAdES N YIAAOES
ovokeLEC. Eivar apketd Koo Yo emyelpfoelg Kot opyavicpons va Stab€touy diktua [e
évav vohoylotn ava dtopo. Extdg avtov, ta onuepva diktva amotelobvtol cuvindmg
amod 0. TOWKIAMO GLOKELADV ONMG VLROAOYIOTES, otafuoldsg epyaciag, eEumnpentég
apyelov, eKTVTOTEG, dPOHOAOYNTES, petaywyeilc, telyn npootacioc, k.An. Kdbe cvokevn
070 OlKTVLO UTOpEl Vo €YEL KATAGKELAGTEL OO SLOPOPETIKOVS TPOUNOELTEG Kol ®G €K
TOUTOV, OKOUN KOl TO YOPOKTNPIGTIKA TV TOPOUOIOV GLUCKELMOV Umopel vo ivor oAy
ovOLOoL0L.

‘Eva mpdcBeto mpoPAnpa eivor 0tL to diktva ivor dvvapukd. Tvmkd, ta diktva
aAralovv cvveydg. [IpootiBevial cuyva TEPICCOTEPEG GLOKEVES 1| TOAMOTEPEG CLOKEVEG
avtikadiotavtal pe vedtepeg. Kabag avEdvetar o aplBnoc towv cuoKevdv 6€ Eva TOTKO
dlktvo, avtd mpémel ovyvd vo yoplotel o€ TUNUATO TO OMOi0. GLVOLOVTOL E
dpoporoyntés. Ilepartépm, or mpounbevTéc €QeVPOVY TOKTIKO VEEG CLOKEVEG TOL
TPOCPEPOLY PBEATIOUEVEG OLVATOTNTES. AVTEG Ol GUOKELEG GLYVO EVOOUOTMOVOVTOL GTO.
dikTvo, avTKadloTOVTOS TOAMATEPES GUCKEVEC.

H é\Mewyn aglomotiog tov ototyeiov gvog ductdov sivar €va GAAo KivinTpo Yo
™V koA dwyeipion tov. Ta peydia dikTvo KOTOCKELALOVTOL, TUTIKA, YPCULOTOUDVTOG
OLVOEGELS EMKOVMVING OV dlacyilovV HeYAAes 0mooTAGES. AVTEG Ol GLVOESELS Umopel
VO amoTOYOLV €MELDN VIOKEWVTOL GE £YOpkoDg TePPAAAOVTIKOVS TapdyovTeS 0TS Ot
Kopég ovvOnkeg, N Kom TV KoAmdiwv 1 kdmowo dvciettovpyio. EmmAéov, ta
HUNYOVTLLOTO. UTOPEL VO KATOPPEVGOVY AOY® COOAUATOV GTO AEITOVPYIKO TOLG GUGTN A,
Ol EKTUTTMOTEG EVOEYETAL Vo pumAokdpovv N va Egpeivouv amd yopti / tovep, ot diokot
UTOPEl VO KOTOOTPOPOVV TPOKOADVTOG TOLG OlOKOUOTEG opyeiwv va unv vt
SLBECILOL 1} TOL CLGTATIKA TV UNYOVIUATOV UITOPEL YEVIKE VO OTOTOYOVV.

Téhog, pe Vv euedvion Kot v evpeia, mALOV, YPNON TOV TOAVUECIKAOV
EPapPUOYDV, Ol omoieg &ivar ocvvnBmg AyoTEPO OVOEKTIKEG OTIG OLOKVUAVOELS NG
kaBvotépnong, mpokalovvion dvo mpoPAnuoata. IpdTov, ot TapadoclaKeES VAOTOMGELS
TOV EPUPUOYOV TpaypoTikoy xpovou (real time) dev amodidovv enapkdc dtav “TpéYovv”
Thve omd To onuePVO O1adikTVO, €MEWON Ol HETAPOAEC otV Kabvotépnon eivor oAy
axpaieg Kot Tapa TOAAG makéTa amoppintovtal. AeHTePoV, aVTES 01 EPAPUOYEG GLVHBW®G
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OEV VIOYWPOVV VIO TNV TOPOLGia cLHEOpNoNG. Otav, dnAadr, pdyoviatl yio o €Hpog
Lovne pe TapadoslokéG EQAPIOYES dEGOUEVMV, 01 EPOPIOYES OEGOUEVOV KATAAYOLV VO
Aoppdvovv moAd pikpd evpoc (wvne. ‘Etor, oyt pudévo dev amodidovv mhvio e
KOVOTIOUTIKO TPOTO, OALE GUYVA TOPEUPATVOLV LLE TIG EPOPLOYES OEOOUEVOV.

2.2 Teyvoroyio Mnyoavikevons Kivnoeng (Traffic Engineering)

Soppopnon oto diktvo umopel va TpokAnBel amd v EALEYM TOP®V TOL OIKTLOL 1|
™V Gvion KoTovoun g Kivnong. Ztn mpdtn mepintwon, OAoL Ol SPOUOAOYNTES Kot Ot
OLVOECELG EIVOIL DTEPPOPTOUEVEG Kol 1| LOVI] AVoT €ivan 1) TapOyN TEPIOCOTEPOV TOPWV
avafoduilovtag v vrodoun. Xt 0e0TEPT MEPIMTMOT], OPIGUEVO TUNHOTO TOV SIKTOOV
etvar veppopTopéVa eved GAla Tupata ival eAaepdg optopévae. H dvion katavoun
™mg Kkivnong umopel vo mwpokAnOel amd To TPEYOVIO TPMTOKOAAN SUVOUIKNG
OPOLOAOYNONG, EMELDN TAVTO EMAEYOVV TIC TO KOVTES SLdPOUES Yo Vo dafipdoovy Ta
nokéto. ¢ OmOTEAEGHO, Ol OPOHOAOYNTEG KOl Ol GUVOEGELS KOTA UNKOG TNg
ouvtopdtepng dwdpouns petad o kOuPwv  pmopel va  KOPEGTOUV, EVM Ol
OpPOLOAOYNTEG KOl Ol GUVOEGELS KATO UNKOG Miog peyoddtepns dadpoung vo eival o€
adpavela. Mo amhd diktva, pmopel vo givar duvatd yuol TOVG SLXEPIOTEG OIKTHOL Vo
pvOuicovv pe pun aLTORNTO TPOTO TO POPTO TV GLVOECEMY, £TGL MOTE Kivnon va gival
opowdpopeo katoveunuévn. o ovvleta diktva avtifeta, Onwc avtd TV TapoYw®V
VINPEGLAOV, AVTO givarl 6YedOV AdHVATO.

H pnyavikevon xivnong opiletor @g mn mtoyn ™G Unyovikevong Sktdmv mov
acyoieitar pe to Bépa e a&oAdynong kKot g PEATIGTONOMONG TOV ETOOGEDMV TOV
dwtowv. H TE meprlopPdvel v epoapuoyn t@v TE(VOLOYIOV KOl TOV ETICTNHLOVIKOV
apY®OV YLl TN LETPNOT), TOV YOPAKTNPIOUO, TN LOVIEAOTTOINGT Kot TOV EAeYY0 TG Kivnong
ota diktva. Baowkol otoyor g TE amotehovv 1 evioyvon g amddoomng £vOg dkTHOV,
1060 ¢ emMinedo Kivnong 060 kot TOP®V. AVTO EMTVYYAVETOL LE TNV OVTLLETAOTIOY TOV
OTOUTNCE®V TNG KIvong o€ amod0dGELS, YPNOUOTOIDVTOS TAPAAANAL TOVG TOPOVS TOV
SKTVOV OKOVOLIKE Kot aSlOmoTo. XT0 LETPIKE amddoog TG kiviong meptiapufdvovtal
N Kabvotépnon, N SKOUIVeT TNG KOBLGTEPNONG, 1| ATMOAELD TOKET®V, TO €0POg LMVNG,
K.AT.

‘Eva mpoktikd mAEOVEKTNUO TNG GULOTNUOTIKNG EQOPUOYNG TAOV OpYOV NG
teyvoloylag unyavikevong kivinong oto diktva givar 6t fondd otov evtomopd Kot ™
0ploBETN o 0TOY®V Kol TPOTEPALOTNTMV, OGOV APOPA TNV BEATICTOTOINGT TNG TOLOTNTOG
TOV LANPECIAOV TOL TAPEXOVTOL GTOVG TEAMKOVS ¥pNiotes. H epappoyn tov apydv g
texvoroyiag unyavikevong xivnong Ponddé emiong oty pétpnon kot v avdivon g
emitevéng owtdv TV otodymv. Avtol ot otdyor pmopel va emtevybodv pécw Tng
SWUOPP®ONG NG YOPNTIKOTNTAG Ko TN dwxeipion g kivnong. H dwapdpewon g
YOPNTIKOTNTOG TEPAAUPAvVEL TN oyYedloon TG YOPNTIKOTNTAS, TOV EAEYYO 1TNG
dpopordynong kabmg Kol ™ Olayelplon TV TOP®V. XTOVG TOPOVS TOL OIKTOLOV UE
Wwitepo  evowoeépov  mepthapPdvovtar to  g0pog {dVNG, O YDPOS TPOSMPIVIG
amoffkevong (buffer) kot o1 vroloyiotikoi wopot. Oupoiwe, N dwxeipion ¢ Kivnong
nepthopPdaver Aettovpyieg eAéyyov Kivnong twv kOpPov, OT®g 1M SUOPE®OT| TNG
kivnong, m oweipion ™G 0LVPAS, O TMPOYPOUUOTICUOS KOl GAAEG AElTOvPYie TOV
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pvOuilovv T pon g Kivong HEG® TOL JIKTVLOL 1 oV dlaywpilovv TN TPOGPacn oe
TOPOLG SIKTVOL HETAED TOV SAPOP®V TOKETWV 1| PODOV.

2.2.1 Metpikd An6ooong AlkTO0V

H IETF €xel avamtOEel Kol TUTOTOMOEL Eva TANO0C HETPIKAOV Y100 TV HETPTON

™G mo1dTNTOG, TS OTAS00NG Kot TNG a&lOTIoTING VO SIKTVOV:

Availability

Qg dabeopdTa 0pileTal T0 TOGOGTO TOL YPAHVOL VA £TOC TOV VO GLGTNLLA N
uio vnpeoio givar dtabécun otovg ypnoteg (w.y., 98%) [RFC 2678]. H
drbecudTTO PITopet va petmBet 0tov vdpyel GLUEOPTON dedoUEVOV 1| OTOV
OLYKEKPLUEVES GUOKEVES GE £Vl SIKTVLO YPNGUYLOTOLOVV TEPIGGOTEPOVS TOPOVG
amd OTL NTOV OVOUEVOUEVO.

Throughput

Eivar o puBpog amootodng, petddoong 1 Aymg tov dedopévev. Mropet va
xpNnoomom el kot yio v eKtipnon tov d1afEcton vpovg dvng evog
KovaAloh 1 g Tpéxovcog xpnong tov [RFC 3148]. Apketég molvpeotkég
EPAPLOYEG amaToHV VYNAY Kol 6TafEPT JIEKTEPUIMTIKOTNTA Y10l T CWOTY|
Aertovpyio Tovg. [ToAD younAn dSlekmepaIOTIKOTNTO 1] LEYOAES OLOKVUAVGELS TNG
oTN SLIPKELD TOV YPOVOV, VTOJEIKVOOVV TPOPANLOTO TN HETOPOPA TOV
dedopévav. Metpiétal o€ povado TAnpopopiog ava ypovikn otryun (w.y., Bytes /
Sec).

One-Way Delay

O ypdévog mov Bo kdéver €vo mokETo va OTAGEL OMO TOV OTOGTOAEN GTOV
napaAfmTn ovoudlete povodpoun kabvotépnon [RFC 2679]. Tlpokadeite kvpiomg
Ao TIC OLPEG Kot TNV ENEEEPYOTIO TOKETOV GTOVG OPOHOAOYNTES, OTMG Kot amd
mv o01ddoon. Meydhn kabBvotépnon odnyet ocvvBwg oe pkpn  ToLTINTA
petdooons dedopévov. o v pétpnon, ta poAdyld TOV OTOGTOAEN KOL TOL
TOPOUANTTY TPETEL VOL EIVOIL GLYYPOVICUEVOL.

Jitter

Agtyver v dwakvpavon g kabvotépnong mov pecorafel petald g amosToAng
Kot TG Aqyne ovo emdeyuévov makétov [RFC 3393]. Eivar yvootd kot og
Packet Delay Variation. Awxbdpaven tng kabvotépnong epeaviCete cuvnbwg
otov To TOKETO 0KOAOVLOOVV SLOPOPETIKES OLOPOUES 6TO dikTLO. XPNOIUEVEL
KUplmG G€ €QOPUOYEG TPAYHATIKOV Y¥pOVOL Ol omoieg yperdlovionr HIKPES TULES
SLKOLLOVOTG TNG KOBLGTEPNONG Y10 VO AEITOVPYNGOVY GMOGTA.

Packet Loss

ApOudc Tov mokétov mov yaOnkav katd v odpkela piag ovvdeong [RFC
2680]. EpeaviCeton cvvnfmg o Packet Loss Ratio. TTakéta pmopel vao. yafodv
otav o buffer evog dpoporoynt yepioet 1 0tov vadpyovv AdON 6€ évo TOKETO.
[ToAAég ammAeleg TOKETOV UITOPOVY VO EMNPEACOVY TNV TOYVLTNTO AYNG TV
JEJOUEVMV OTMG KO TNV TOLOTNTA TG VANPECIOG.

! http://www.ietf.org/about/
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2.3 Howtnta Yanpeoiog

Ynrdpyovv £@aployés, OTMG Kol TEAATEG, TOL OTOUTOVV 1GYVPOTEPES EYYVNGELS
amddoong amd 1o OikTvo amd OTL “T0 KOAVTEPO 7OV UmOpel vo yivel VIO AVTEG TIG
ouvOnKeg”. Ot QapUOYES TOAVUEC®V EOIKOTEPQ, YPELALOVTAL GLYVA £V EAIYIOTO €DPOG
Lovne kol pio péyrotn kabvotépnon m®ote v Agltovpyncovv cmotd. H kivnon ota
onuepwva diktva Aappdaver petayeipion Bértiomg npoonabeiag (Best Effort) tov diktdov,
Y®pig eyyuonoelc yio v adlomotia, v kabvotépnon, ™ dakvpavon Kabvotépnong M
ALl opoKTNPLOTIKA amddoons. Me v vanpeoia mapddoong BE, wotdco, pia poévo
EQOPUOYT HE LYNMAEG OmouTNOELS €VPoVg (Mvng Umopel vor 00MYNOEL CE KOKN 1N U
amodektn omddoon yw OAeg TIC epoppoyés. H mowdtmra tng vanpeciog eivor 1
duvaTOTNTO Y100 TV TOPOYN OLUPOPETIKDOV TPOTEPULOTNTWV GE OLUPOPETIKES EPOUPLOYEG,
YPNOTEG 1 POEG OESOUEVDV T} TNV EYYONOT EVOC OPIGUEVOL EMTESOV ATOSOCNG GE Lol PO
dedoUEVDV.

Muw gdkoAn Adon ywoo ™ mOPOYN LYNANG TowdTNTOC TNG LInpeciog eivor va
onpovpynOet €va diKTLO PE OPKETH YOPNTIKOTNTO DOOCTE VO, LTOGTNPIEEL OO0 TOTE
Kivnon Oa prytel oe avtd. Avti 1 Abon ovopdlete vreprapoyn (overprovisioning). To
diktvo mov mpokvmtel Ba gival oe BEom va petagépet v Kkiviion TOV EQApLOYOV Ywpig
ONUOVTIKEG ammAeleg Kat, vrobétovtag €va aglompenés cvotnua dpoporoynons, o
pumopel vo mapad®doel to. mokéto pe yapnAn koabvotépnom. Ewg kdmoio Pabuod, to
TNAEQOVIKO GUGTNHO ¥pNolonolel avt] ™ Avomn. Ymapyel, omhd, TOGO HEYAAN
drbéoun yopntodtnTa Tov N {Tnom propel oyedov mavia vo tnpnOet.

To wpdPAnua pe avty ) Avon eivon 0Tt givon akpipn. TIpdkertor oVGLOGTIKA Yo
mv emilvon evOg mpoPANUatog, pixvoviag Tov ypnpatoa. Mnyavicpoi moldtnrog
VANPEGIOG EMTPETOVY GE EVaL OTKTVO PE AYOTEPT] YOPNTIKOTNTO VO TANPEL TIG OTAITGELG
TOV EPAPLOYOV eEICOV KOAd, pe yapnAdtepo KOoToC. EmumAiéov, n vreprapoyn Pacileton
otV avapevouevn kivnon. Timota ouwmg dev pmopet va eyyonbet 6tL 1 xivnon dev Ha
aALGEel og TepdoTio Babpd. Me Toug UnyaviGobg TaPoyNS TOOTNTOS TG VINPESING, TO
dikTvo pUmopel Vo TYNGEL TIC AmOdOOGES TOV €YYVATOL, OKOUN Kot OTOV 1 Kivnor Kdével
OLYUES, UE TO KOGTOG TNG Un amodoyng kdmowwv artnudtov. o ) dacedAiion g
TOLOTNTOG TV TOPEXOUEVAOV VIINPECIOV O YPNOTNG KAVEL pio CLUP®VIN PE TO JIKTLO 1M
omnoia ovopalete cuppmvio mapoyng vanpecimv (Service Level Agreement).

2.3.1 Service Level Agreement

‘Eva. SLA givan évog emionuog opiopdg g oxéong mov vmdpyet peta&h evog
TAPOYOL VLANPECIOV Kol TOV TeEAaT®V Tov. Evo SLA pmopel vo opiotel kot va
ypnowonomBel ota mhaicww TG KAOe Propnyaviag Kot ypnowlomoteitor yoo va
Tpocolopicel avTd mov 0 meAdTNG Bo umopovioe va avapével omd TOV TAPOYO, TIG
VIOYPEDGELS TOV TEAATN KAOMDG KO TOV TAPOYOV, TIG EMOOGELS, TN SBEGIUOTNTO Kot TNV
acQAAELD TNG LINPEGiag, KaBmG Kot TIG d1dKacieg TOv TPEMEL Vo aKoAovBovvTot yio
mv e€acpdiion g coppdpemong pe 1o SLA. Ta SLAS ypnoiponoodvtar cuyvd otav
Kamoleg eToupeieg avabétovy kabnkovro mov Bewpovviot EKTOG TOL TESIOV TOV PACIK®OV
APLOSOTNT®V TOVS 6€ Tpitovg. H Asttovpyia kot 1 cuvtipnon Tov SIKTH®V VTOAOYIGTAOV
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avatifeton and moAAEC eTanpeieg 6€ TAPOYOLG SIKTVOV, KAOIGTMOVTAG TNV LTOGTPIEN TOV
SLAS éva onuovtikd Bépa ota mAaiclo ToV SIKTO®V VTOAOYIGTMV.

‘Eva. SLA 0o meptlopfdvel cuvifmog mAnpoeopiec OTmG 1 TEPLYpAPn TG GUOTG
TOV VANPECIOV OV TPEMEL VO, TOPEYOVTIOL, TO OVOUUEVOUEVO EMIMESO OmOS00NG NG
vmpeciag, €Wwd 1 aflomotio Kot 1 avTomdkplon, 1 SdIKAGio YL TV ovoQopd
TPOPANUATOV [E TNV LANPEGI, TO XPOVIKO TANIGLO Y10 TOV EVIOTICUO KOl TNV ETIALGT
TOV TPOPANUATOV, Ol GUVETELEG Y0 TOV TUPOYO VANPECIOV OTOV OEV EKTANPDGEL TIG
VIOYPEDGEIS TOV KOl PTPES OPVYNG KOl TEPLOPIOUOVS. Agv givan avaykaio Ol to
ovotatikd vog SLA va givar mapmv oe OAeg T ovuPaoelc.

SLS Element / Clause Description and Attributes

SLS Identification A unique identification key (set by service provider).

Network Connectivity Services Req.

Topology & scope: (pipe, hose, | Identifies: the edge points of the topological region over which
funnel, multicast tree, etc.) and scope | the QoS applies (IP addresses or layer 2 identifiers); the
(ingress, egress points) topology (pipe, hose, etc.). Attributes: Ingress-Egress points
(e.g., set of IP addresses of the edge routers); Type of topology.

Connectivity class  (guarantees): | Describes the performance guarantees a provider agrees to offer
quantitative / qualitative: delay, jitter, | to the packets entitled to this SLS inside the connectivity class.
loss, availability Attributes: delay, loss, jitter, values.

Bandwidth (capacity) Depending on the topology the capacity is specified abstracted
based on the notion of traffic trunks. This is done in the most
general case as a traffic matrix. Attributes: Value of capacity
assured between edge points.

Traffic Processing Reg.

Access and transfer rules: Ingress | Describe the flows to which the committed treatment is to be
flow Id, Egress flow Id, Ingress point, | done. Attributes: DiffServ Code Points (DSCPs), source,
Egress point destination, application / content.

Access and transfer rules: QoS | The former defined class in the Connectivity Service parameters
Guarantees: Class, (dropping, re- | should be specified.
marking, shaping)

Access and transfer rules: QoS | Describes the criteria to decide in-profile or out-profile upon
guarantees: Conformance algorithm input traffic. Only in-profile traffic can get QoS guarantees
specified by Connectivity Guarantee clause. Traffic Control
(TC) information is needed to configure the traffic conditioners
at the edge router.

Access and transfer rules: QoS | Describes how the excess traffic will be treated: dropping, re-
Guarantees: Excess traffic treatment | marking, shaping, adapting.

Routing and Forwarding rules Describes possible constraints on the way to compute the paths
and constraints on forwarding.

Security requirements Describes details on how to apply security services to the flows.
Attributes: Levels of security required and associated
parameters.

Adaptation requirements Describe the condition (thresholds, etc.) under which the

adaptation is allowed.
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Reliability Describes the allowed figure of non-availability of the service.
Attribute: Mean Down-time per year (MDT) etc.

Services Assessment Req.

Monitoring methodology Describes a selection of procedures for monitoring tasks.

Monitoring tasks Describes how the monitoring actions to supervise SLS
fulfilment. Specific monitoring tasks: time windows, sampling
rules, active / passive procedures, and entities involved.

Notification and Reports Describes the details of reports and notification: time, level of
information aggregation, etc. There will be regular reports or
event-triggered notification.

Network Allowed actions

Availability and service schedule Describes possible time intervals allowed for service
invocation. Attribute: Timetable for delivery planning.

Invocation methods Optional attribute used if invocation of the services is a separate
phase w.r.t. the subscription. It describes the conditions of
invocation.

Modification permission; Describes modification permissions and conditions for the three

Connectivity services; Traffic categories. Attribute: ranges of modifications allowed for the

Processing; Service Assessment three categories.

[Tivaxag 1 — Xtoryeio evog tomikod SLA
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3 Teyvoroyieg lapoymns Howdtntog Yanpeoiog

3.1 Integrated Services

H apyrtektovikr] tov evomomuévov vanpeoidv (Integrated Services) opilet pia
oelPpl Omd EMEKTACELS Y10, TO Topadoctakd poviého BE tov Awdiktvov pe otdxo va
emrpéyel T mapoyn QOS otic vanpecieg and dxpn Emg dkpn. ‘Eva ond 1o Paocikd
oTOElDl TNG OPYLTEKTOVIKNG €lvarl €va oOvoro amd optopos vanpecidv. To tpéyov
GUVOAO TMV VINPECIOV ATOTEAEITOL OO EAEYYOUEVO POPTO Kol Eyyunuéveg vanpeoies. H
OPYITEKTOVIKT] VTOOETEL OTL YPNOIUOTOIEITOL £vaG UNYOVIGUOC Yol Tn  HETAPOP
TANPOPOPLOV GE OPOUOAOYNTEC, £TGL MOTE VO UTOPOVV Vo TapEYOLV TS {NTOVUEVEG
vanpeciec otg poéc mov TIg ypedloviar. Evad to mpmtOKOAAO dEcpEvoNG TOPMV
(Resource Reservation Protocol) eivar t0 @o yvootd mapddstypo €vOg TETOLOL
punyoviopov, 1 INtServ apyttektovikn €xel oyedAoTEL Yo Vo Lmopel vor pLAoEevioeL Kat
dALovg punyovicLove.

3.1.1 Resource Reservation Protocol

To RSVP ypnowomnoteitar amd Eva teppatikd (host) ya va {nthoet €181k motdtta
VINPEGLOV OO TO SIKTLO Y10 GUYKEKPIUEVEG POEG OEOOUEVDV TV epapproydv. To RSVP
xpnoonoteital, exiong, amd Tovg dPOLOAOYNTES Yol VO TaPAdDGEL TIS orthoels Q0S og
O6A0VG TOVG KOUPOVG KaTh PKOG TNG OdPOUNIG TMV POV KOl VO KOOIEPMGEL Kot Vol
JTNPNGEL TV KATACTAGT MGTE VO TapEYEL TNV autovpevn vanpeocio. Ot RSVP aitioelg
Oa efacparicovy yevikd tnv dlatnpnomn Tov mopwv ce kabe KOUPo KATO PUNKOG TNG
dradpopng Twv dedopévav kot (ntovv mdépovg o pia povo katebBuvveon. Q¢ ek TovTOV, TO
RSVP avtipetonilel évav amoctoréa Eexmplotd amd Eva OEKTN, av Kot 1 010 EQapLoY™
pmopei voo AEITOVPYNGEL TOGO MG ATOGTOAENG 0G0 KOl MG dEKTNG TavTdOYpova. Agttovpyel
Thve ond To oTPpOUA dIKTOOV, KoTaAapBdvovtog T BE0m Tov TPOTOKOAALOL HETAPOPAG
ot otoifa TPOTOKOAAWV. Q6TOGO, deV LETAPEPEL OEOOUEVA EPOUPLOYDV, OAAG HOldlEL
ue ta TpwtoéKoAla eAEYyov, dmwc o ICMP N kdmola Tpwtdkoilo dpopordynons. Aev
etvar Opm¢ ovte éva TPpTOKOALO dpopordynonc. ‘Exetl oyediootel yia va Agttovpyset pe ta
TOPWVEA Kot T0 LEAAOVTIKA TPOTOKOAAD dPOUOAOGYNONG Kot GUUPOVAEVETOL TNV TOTIKY|
Baon dpopordynong y vo omokTNoel TS Odpopés. Ta mpoTdKOAAX dPOLOAOYNONG
kaBopilovv mov Ba Tpowbnbovv ta makéta. To RSVP evdiapépetor poévo yo to QoS twv
TOKETOV.

H Aetovpyia tov Spoporoynty mov onpovpyel to dSapopeTikd emimeda QO0S
Aéyeton €leyyog Tig kukhopopiag (traffic control). Avty n Aertovpyio vAiomoteital omd
Tpeig unyaviopovc. Tov ypovompoypappatioty mokétov (Scheduler), tov ta&wvounty
(classifier) kou Tov €éleyyo amodoyng.

3.1.1.1 Packet Scheduler

YeAido 19



O ¥povOTPOYPAUUATIOTNG TOKETOV dtoyelpiletal T TpodOnon TV SPOPETIKMOV
POMV TOV TOKETOV YPNOLOTOIDOVTAG £VOL CUVOAO Omd 0VLPEG Kot {omG Kot GAAOVG
unyoviopotg omwg ypovouetpa. Ipémer va viomombel 610 onueio 6ToL Ta TOKETA
eloépyovioan oy ovpd. H Pacikny Aettovpyio tov eivor va avadiotdooel v ovpd
e£6dov. H amlovotepn tpocéyyion eivat €va cOGTNIA TPOTEPALOTNTOG, KATO TO OO0 TO!
TOKETO  UTOiVOUV GE CEPA TPOTEPALOTNTOS KOU TO TOKETOL UE TNV  UEYUAVTEPT
TPOTEPAOTNTA PEHYOLV TPAOTO. AVTH 1 TPOGEYYIoN Oivel amdALTY TPOTEPAULOTNTO GE
Kémolo waKéTo, Evavil ALV, TOL ONUAIVEL OTL OV VTTAPYOLV OPKETO TOKETO VYNANG
TPOTEPAOTNTOG, TO TOKETA YOUNANG TPOTEPALOTNTOC EVOEXETOL VO UV KATOPEPOLY VO
@Oyovv ToTé. Mia eVOALOKTIKY TPOGEYYIoT lval vo dlveTol o€ OAa T TOKETO EVOL LEPOG
TOV €VPOLG {MOVNG, OVAAOYO LLE TNV TPOTEPALOTNTO TOVG,.

3.1.1.2 Packet Classifier

['a Tov okomd Tov eA&yyov NG KuKAOPOpiag, KbOE E1GEPXOLEVO TAKETO TPEMEL VO,
avtiototyilovtarl og kdmola kotnyopio. Ola ta mokéta oty 101a Kotnyopio Aappdvovy
v 10w petayeipion amd To YPOVOTPOYPALUATICTH. AVTH 1 YOPTOYPAPONON eKTEAEITOL
and tov tagvount. H emioyn pog katnyopiog pmopel vo Pacileton 610 mepleyoUevo
NG VILAPYOVOAS KEQUAIDAG TV ToKET®V 1 / Ko éva Tpdobeto aplBud ta&vounong mov
éxel mpootebel o KGOe maxéto. Mo katnyopio pumopel va aviiototryel o€ mOAAEG poOEG,
Omwg OAeG Ol poéc Pivieo N OAEC Ol POEg OV AVAAOYOUV GE €VOL GLYKEKPIUEVO STKTVO.
Amo Vv GAA mhevpd, pio pon) pmopel va aviiotorel o povo pio katnyopio. Mia
Katnyopia elval g agnpnuévn évvola mov pmopet va lvol Tomiky 6€ £vo. GUYKEKPIUEVO
dpoporoyntn. To 1010 mokéro, oniadn, pmopel va taivounbel JSwpopetikd omd
JpopeTKoVS  dpOHOAOYNTEG  KOTE  pnkog g owopouns. o mapddetypa, ot
dpoporoynTég Kopuov umopel va emAEEOLY Vo XAPTOYPOUPTIGOVY TOAAEG POEC o€ Alyeg
OLYKEVIPOTIKEG KATNYOPIEG, EVAD Ol OPOUOAOYNTEG MO KOVIA OTNV TEPLPEPELD, OOV
VIapyEL TOAD AyOTEPT, GLUEOPNOT, UTOPEL VA YPNOCLUOTOMCOLY U0 Eexmplotn
Katnyopia yuo KGO por.

3.1.1.3 Admission Control

O éLeyyog amodoymg vAomotel Evav aAyOptOpo oL YPNGUYLOTOOVY Ol SPOLOAOYNTES
N T0 TEPLOTIKA Yo Vo, KOBOPIGOLV v UItopovV Vo xopnyndobv ot aLTOVIEVES VTINPEGTES
o€ o véa pon|, xopic va ennpedlovtol ot Tponyovpeveg £yyonoels. O EAeyyoc amodoyng
ovvtedeital o€ kBe KOUPO Yoo VO TAPEL LIt TOTIKN AmOPACT) 0modoyng / andppymg,
oTlyun| mov évag KOpPog {nmoet pia vanpesio Katd PNKog evOg LOVOTOTION TOV SIKTHOV.
Extog and v eacpdion tov eyyvmoemv, Bo mpénet vo acyoieiton pe v emiBoin
OLOLYEPIOTIKOV TOMTIKOV OTIS OEGUEVCELS TOPp®V. Mepikég moMTIKES {owg amoutoHv
ELeyy0 ToVTOTNTOS EKEIVOV OV {NTOVV OEGUEVCELS.

3.2 Differentiated Services
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H oapyutektovik] tov dapoporomuévov vanpeoiov (Differentiated Services)
Baocileton og £va amAd LOVTELO OOV 1| KIvNom oL €1GEPYETOL G Eva dTKTVO TaSIVoUEiTOL
Kol eVOEYOUEVMG KATOTAGGETOL GTO, OPlLO. TOV JIKTVOV Kot avotifeTol 68 SopOpETIKA
obvola cvumepipopdv (Behavior Aggregates). Kabe BA mpoodiopileton omd Eva
povadiko kodikoonpeio (DSCP). Evtog tov mupiva Tov SiktHov, to. makéto tpombodvtat
ocbpeova pe v ava-kopPfo ocounepipopd (Per-Hop Behavior) mov oyetiletoan pe 10
DSCP.

3.2.1 Ileproyn, Topeic kar Koppor

Mia DS mepioyn (region) givat évo, 6HVOAO 0o €val 1] TEPIGGOTEPOVS GVVEYOLEVOVG
DS topeic. O meproyég eivar oe Béom va vrootnpilovv dapopomompéveg VINPecieg
KOTO PKOG TOV SLOOPOUMY OV GLVOEOVV TOVG TOUELG vTOg TG eployn. Ot topeig og
o mepoyn pmopet va vmoompilovv ecmtepkd drapopetikés opddeg PHB ko
dwpopetikég avtiotoryioelc DSCP o PHB. Qot660, yia va emtpamodv vinpecieg mov
ektetvovtal e OAOVS TOVG TopElS, Ot Topels mpénel va kabiepdoovy éva SLA 1o omoio
opilel, eite pnta gite eppéonc, pio cvppovia dwayeiptong kivnong (Traffic Conditioning
Agreement) 1 onoia kaBopilel Tov TpodTO LE TOV OTOi0 M Kivnon dlayepiletar ota dxpo
TV dVo Topéwv. Eivor mbavd moAlol topeic péca oe o mepoyn vo viobeticovy pia
KOWN TOMTIKY TopoyNG LIINPEGiag Kot vo vroostnpi&ovy éva koo chvoro opddwv PHB,
e€adeipovtag £To1 TV avayKn Yo Stoyeipton g KuKAoQopiag HETOED TV S10POPETIKAOV
TOUEWV.

DiffServ Region
DiffServ Domain DiffServ Domain

Ingress
Border
Router

Internal Router Internal Router

= = p Direction of flow

Ewova 1 - DS meproym pe dvo topeig

‘Evag DS topéag (domain) eivar pio cvveyopevn cepd DS koppov (nodes) mov
Aertovpyohv HE KOWI TOMTIKY] TOPOYNG LANPESIOG Kol Kowvod cOvoro opddowv PHB,
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epappoouévov oe kdbe kopPo. ‘Evag topéac €xel éva kaAd kobopiopévo 6plo mov
amotedeitan  omd ovvoplokovc (border) kouPovg mov  umopobv  vo.  GLVOEOLV
JpopeTKoHS TopElc HETAED TOVG Kat dlayelpilovTal TNV E10ePYOUEVT] KUKAOPOPIa Yl VOl
eCaocpaiotel 0Tl 1o TOKETOL 7OV  JEPYOVTOL OmO TOV TOouE Elval KATAAANAQ
onpatodotnuévo wote va emdeyet pio PHB amd pia amd tig opddeg mov vrootnpilovrat.
Koéppor evtog tov touéa (internal) cvvééovtar pévo pe dGArovg cuvoplakovg 1 Vo Tov
Topéa KopPovg. Emiéyouvv tn cvpmepipopd mpombnong yia ta makéta pe Baon to DSCP
TOUC KOl YOpTtoypoa@ovv 1Tnv Ty o€ pio amd 115 vmoompidueves PHBS,
YPNOLOTOIDVTOGS EITE TN GLUVIGTMOUEVT] YOPTOYPAPONON 1 Lio TOTKA TPOGUPLOGLEVT).

3.2.2 Katnyopieg Yanpeorvov

Mo Katnyopio vIpesidv avTmpoo®meVEL Vo GOVOLO KIviiong Tov amottel 101K
YOPOKTNPLOTIKA (TT.)., Kabvotépnon, andAeles, K.An.) and 10 diktvo. Evvololoykd, o
KOTNYOpio. VANPECIOV OVOPEPETE CE EQPAPUOYEC UE TOPOUOL YOPOKTNPICTIKA Kot
OTOLTHOELS EMOOGEMV, OTMG pia katnyopios LYNAOL €0povg LDOVNG Yo EPUPLOYEG OTMG M
pHeTOQOPE opyxelv Kot TO mMAEKTPOVIKO Toyvopoueio, M plo Kotnyopion yOUNANG
kaBvotépnong ywoo Kivnom mpaypatikod ypdvov Onw¢ to Pivieo Kol ot VINPEGiEg
mAgpoviog. Evd ot dtapopomompéveg vanpecieg eivatl pior YEVIKY OPYLTEKTOVIKT TOV
pmopet va. ypnotpomomOet yuo va epappocet o mokiMa omd vanpeciec, £xovv opilotel
Tpelg BepeMmdelg katnyopieg ol omoieg Tpoopifovral yio yEVIKN xpnom.

3.2.2.1 TponOdnon Bértiotng Ilpoomaderag

H BE npo®Onon cvvrbag pubuilete pe kbmowo eyyomon gupovg (ovng. To moakéta
vrd Séhevon pmopel vo yaboldv, va aAdayBel n oepd Tovg, va dimAotvanfodv N va
kaBvotepnoovy Toyoio. Xe YEVIKEG YPOUUES, TO. OTKTLO £YOVV KOTOCKELOOGTEL MOTE VA
neplopilovy avt TN cvumepLpopd, aAAd 1 alkayn o6to EOPTO TOVG Umopel va WO GEL
0mo100NTTOTE O1KTLO G€ Mo T€Tow Katdotaor. H kivion tov epoappoydv 6to 51001KTVO
nmov ypnoiponowovv v BE mpodOnon avopévetar vo givor glaoctikr], dniadn ot o
amoctoAéag ¢ kivnong Oa elvar oe Béomn va pvBuicel to pvOUd perddoons g oe
andvinon otig aAlayés oe dtbéoio evpog Lavng, andieleg 1 kKabBvotépnon. ['a m BE
mpomOnon mapéyetor po poévo T DSCP yo va mtpocsdiopiotet | kivnon kot pio ovpd
(queue) yio va amobnkevtel. Amatteiton M evepydc Swyeiplon ™G ovpdg Yoo THV
TPOCTAGIO TOL SIKTVOV KOl TOV TEPLOPIGLO TV KABVOTEPNGEWV.

3.2.2.2 E&acealopévn Ilpo®Onon

H eoopolopévn mpomOnon (Assured Forwarding) mpoopiletar ywa diktvo mov
npoc@épovy SLAS pe pétpio pvbud petadoone (m.y., Frame Relay, ATM). Eivau,
ovolaoTikd, po Bedtiopévn BE. H kivnon avapéveton kou mdAr va givor ghaotikny. O
dékNc Ba aviyvedel TIC anmAeleg N TV petafolir] g kabvotépnong oto diktvo Kot Oa
napéyel avatpoeodotnon (feedback), £éto1 dote 0 anootoréag va pvbuicel v tayvTTO,
petddoons vy vo mpooeyyioel ) Swbéoun yopntwkommra. o mv AF mpoddnon
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napéyovtar moAlomAég DSCP tég (12 oe ovvoro, 4 khdoelg pe 3 mpotepardtnreg
amdppyng M Kobepia) vy ToV TPOodoPIcUd NG Kivong, Hio Kowr ovpd yuo vo
amoONKeVETE TO GLVOAO KO OTTOLTEITOL 1 EVEPYOG JLOXEIPIOT) TG OVPAG YO TNV TPOCTUGI
Tov SIKTHOL KOU TOV TEPLOPIOUO TV kabvotepnoewv. H kivnon petpiétar xkabog
E1GEPYETAL GTO OTKTLO, KOl GTUATOSOTEITOL SLOPOPETIKA OVAAOYQ e TO pLOUS APENS TOV
ouvorov. H mopadoyr etvar 6tt €lvol @UGLOAOYIKO ylo ¥PNOTEG KATA KOPOVS V.
YPNOUOTOOVV peyolvtepn yopntikdtnta (capacity) and ot opilert n ovppooct tovg,
fomg péypt Kamoo 6p1o. 261000, £V YPELOCTEL Vo amoppipOel kivnon yia va dtayelptotel
M ovpd, avt M mepiccela kivnon Ba amoppipbei TpdT.

AF1 AF2 AF3 AF4
Low Drop Pr. 001010 010010 011010 100010
Medium Drop Pr. 001100 010100 011100 100100
High Drop Pr. 001110 010110 011110 100110

[Tivaxoag 2 — Tomkég DSCP tipég yuo v AF

3.2.2.3 Emwonevopévny lpomOnon

H mpdbeon g emonevopévng mpombnong (Expedited Forwarding) eivar va
TapEYEL £VOL OOMKO GTOWEID Y100 VIINPEGIES YOUNANG OTMOAENG, YOUNANG KoBvoTEPNONG
KaBdG Kot yopumAng dtakvpavens g kabvotépnong. Mmopel va ypnotponomOet yio v
KOTOoKELN Hog evioyvpévng BE, 6mov 1 kivnom mopoapével EDAAMTN GE AMAEIEG TOV
opeilovtal 68 GOAALOTO YPOUUNG KOl ovadldTaEN TOKETOV KATO TN OAPKEL OAAAYDV
o1 Opopordynon. QoT1d60, YPNCUOTOIDVTAG TEXVIKEG TV OVPAV, 1 TOAVOTNTA TNG
kaBvotépnong N M dakvpaven ot Kabvostépnon elayiotonoteital. [a 1o Adyo avtd, n
EF yevikd ypnowyomoleitar yioo vor HETOPEPEL OVEAACTIKEG EQOPUOYEG TTPOYLLOTIKOD
xpOvov, Om®wG M ewvn 1 To Pivteo, ov omoieg otéAvouv mokéta pe To pLOUO TOL
TOPAYOVTOL OO TOV KOOWKOTomTY|, aveaptnra and tn dtabéoiun yopntikdtro. Avtég
Ol EPAPUOYES EYOLV TN SVVATOTNTO VO, VIIEPYEIMGOVV 1] Vo S1KOYOLV T AELTOVPYi EVOG
dktoov av oev ereyyBovv. I v mpootacio Tov diktHov, Oa mpémel va eAEyyete M
kivnon ce dtpopa onueia Yo va dtoceoarotel 6Tt dev €xel vepPel N YOPNTIKOTNTA TOV
ovpwv. Tote N kivnon Ba Tpénetl va e16€pyeTal o€ pio ovpd piKpNG Kabvotépnong yuo va
eEaocpariotel 0Tt n dwokdHaven oty KabBvotépnon dev Ba dnuovpyncetl mpofAnpara,
®oTe va KOAPOOHV o1 avAyKeg TS EQAPLOYNG .

3.3 Multi-Protocol Label Switching (MPLS)

Otav évo mokéto amd évo acvvoeototpeés (connectionless) mpwtdékolro Tov
OTPONOTOS OKTHOL TAgOeVEL amd €va dPOHOAOYNTY| GTOV EMOUEVO, KAOE dpOLOAOYNTIG
TalpVEL Lol OVEEAPTN T ATOPOGT TPOMONONG Y1 TO GUYKEKPIUEVO TAKETO. AnAadn, KaOe
OPOLOAOYNTNG AVAADEL TNV EMKEPOAON TOV TAKETOL Kol KAOE dPOLOAOYNTNG TPEXEL EVOV
aAyoplOpo OpopoAdynong Tov oTpOpoTog Otktvov. Kdébe Jdpoporoyntig emAéyet
avegapmta évav endpevo KOUPo yio 1o Takéto, Pe BAon TV avaivoT) TG EMKEPOAIONG
TOV TOKETOV KO TOL OTOTEAEGLLOLTA, TNG AELITOLPYIOG TOL OAAYOPIOOV dpOHOAdYNONC.
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O1 emkePOAdES TOV TOKETOV TEPIEXOVV TOAD TEPIOCOTEPEG TANPOPOPIES amd O, TL
amouteiton amAd yio vo, emAgyBel o emduevog kouPog. H emioyn tov emduevonv koOpPov
umopel va Bewpnbel wg 1 ovvbBeon dvo Aertovpywwv. H mpdn Aettovpyio yopilet
OAOKANPO TO GUVOAO TV THOVOV TOKETOV G€ £€vo, GUVOAO KAGGE®MV 1G0dVVOUNG
npomOnong (Forwarding Equivalence Classes) kot 1 dgvtepn yaptoypoeei kibe FEC og
évav emopevo kopupo. Ocov agopd v amd@acn TpomdOnong, SUPOPETIKA TOKETO TO
omoia avtiotoryifovror otnv idta FEC givon dvodidkpira. Oro To TaKETO TOV AVAKOLY GE
e ovykekpyévny FEC kot mov tagvedbovv amd €va ovykekpuyuévo koupo 6Oa
axolovOncovv tov id1o dpdpo.

>10 MPLS, n avtiotoiyion evog cuyKeKPLEVOL TOKETOL G Lo cuykekpluévn FEC
yiveton povo pio popd, Kabdg to makéto sioépyetor oto diktvo. H FEC oty omoia €xet
avtiotolyn0el To TAKETO, KOOKOTOIEITOL MG 0L GCUVTOUN TIUH 6TOOEPOD UKOVG YVHOOTY
o¢ etkéta (label). Otav éva maxéto mpowbeitar otov emduevo kouPo, m etkéra
otéhvetan pall pe avtd. Ztovg emdpevovs KOUPovs, Oev OVOAVETOL TEPOLTEP® M
EMKEPAAIOO TOV GTPOUATOS OIKTVOV TOV TakETOV. Avtifeta, N eTkéTa YpNCLOTOIEITOL
¢ 0gikng o€ éva mivaka, mov TPocdlopilel Tov emduevo kOUPo Kot pia véa etikéta. H
oA €TIKETA avTikofioTaTal e TN VEQ ETIKETA, Kol TO TAKETO Tpowbeital 6Tov EmMOUEVO
KOUPo. Avto €xetl évav aplBud mleovekTnUATOV £vavTt TG CLUPBOTIKNG TPO®ONGNS TOV
OTPAOUOTOC SIKTVOV:

e H npombnon pmopei va yivelr and pnyavipota (m.y., Switches) to omoia givor
Kava vo avalnTnoouV Kol Vo OVTIKATOGTCOVV TV £TIKETO, ALY eite dev gival
o€ 0éomn va avaldcovy KaBOAOD TIG EMKEPAAIDES TOV GTPMUATOS SIKTVOV 1| OEV
glval Kava vo 1o Kdvouv pe emopkn taxdTNTO.

e Aedopévov ot éva makéto €xel avtiotorynOet oe o FEC dtav sieépyetor 610
dikTLO, 0 OpOOAOYNTNG €10000V UTOPEL Vo ypnoonomcel ke mAnpopopia
OV €XEL GYETIKA LE TO TMOKETO, OKOUO KOl OV Ol TANPoQopieg ovtég dev
TPOEPYOVTAL OO TNV EMIKEPAAIdN TOL GTPOUOTOG OKTVLOV. [ TapddELypa,
TokéTo oL POAVOLV oE JSPOPETIKEG BVpec umopovv vo avateBovv oe
dwpopetikég FECS. Xt cvppatikn tpomOnon, and v dAAn mAevpd, Propovv
vao egetactodv uoévo ot mAnpogopieg mov TaEOEVOVY UHE TO TMOKETO OTNV
EMKEPAALOO TOV.

e 'Eva maxéto mov €16épyetal 610 SiKTLO OO £vav GLUYKEKPLUEVO OPOUOAOYNTN
umopet va katatoydel oe dwwpopetiky FEC amd 6tL av éumove amd kdmolov
GAAO Kol ®G amOTEAECUO, OMOPACES TTpomOnong mov egaptdvior omd TO
dpoporoynty €16000V UTOPOLV Vo TTapBovv / aAldEovy gdkoAa. Avtd dev
umopel va yivet otn ocvpfotiky mpodOnon, dedopévov OTL 1 TOVLTOTNTO. TOV
dpoporoynTr 16000V VO TAKETOL deV TAEIOEVEL LE TO TAKETO.

e H Jdwdwoaciec mov xaBopilovv tov Tpdémo pe TOV OMOi0 €va TOKETO
avtiotoyeiton o poo FEC pmopodv va yivouv 6A0 kou mo mepimAokes, ywpic
avTiKTUTO G€¢ OAOVG TOLG OPOUOAOYNTEG TTOL OMAMG TPOWOOVV EMONUAGUEVA
TaKETa.

o  Mepwég popég etvar emBountd €va ToKETO VoL 0KOAOVONGEL Hiol CLYKEKPLUEV
dwdpoun 1 omolat pNTd EMAEYETOL KOTA 1 TPW OO TN GTIYUR TV Omoio TO
TOKETO E1GEPYETAL 0TO dikTLO, avTi Vo emheyel amd TOV KOVOVIKO, SUVOUIKO
alyopBpo dpopoAdynong, Onme 1o MOKETO TOEWEVEL HEG® TOV OIKTHOV. XN
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ocvoppatikny mpomOnomn, ovtd omoutel To mWOKETO vo eépet pali Tov o
K®OKOToInomn g S10dpoUnG Tov.

Mepikoi dpopoAoynTég avaAbOVY TNV ETKEPAADON TOL GTPOUOTOS SIKTHOL €VOG
TOKETOL Oyl LOVO Y1 Vo EMAEEOLV TOV €MOUEVO KOUPO, aAAG Kot yio va KabBopicovuv v
npotepardotnto (precedence) 1 v kotnyopia vanpeoiog (class of service) tov maxétov.
Mmopodv 61N GUVEXEIDL VO EQUPUOGOLY dlapopeTikd Opla andppryng (discard) 7
ypovorpoypappotiond (schedule) oe dapopetikd maxéta.

3.3.1 Emke@orioa

Gt 2 3¢5 e 7oA oI55 e 1T 1slan0 2] 222242526 27 25 29 50 51

Time-to-Live

Label Value
Exp. |5 TTL)

Ewova 2 - Aopy MPLS emikepaiidag

H MPLS emikepodido amotedeitor and 4 media kot &xer unkog 32 bit / 4 byte
(Ewova 2). Epeaviletar petd tig emke@olideg tov otpdpotog (evéng dedopévov, aAld
Tpwv omd kaOe emkeporido Tov emmédov diktvov (Ewova 3). e kdmoleg mepmtdoelg
etvat ypfolo va vdpyel éva o YEVIKO HOVTEAOD, KATO TO OO0 £Va TAKETO QEPEL Lol
oEpd amd ETIKETEC, OpYAVOUEVEC ¢ pio otoifa pe mpotepaldtnTa TEAELTOiN-UESA,
npom-é€w (Last-In, First-Out) kot ovopdlete otoifa etiketdv. H emkceporida tov
OTPOUOTOC OIKTOOL aKoAoVOel auéowmc petd v €Tkéto, 1 omoia &yel to medio S
optopévo. Ta media g MPLS emikepaiidag etvon ta €€NG:

e Bottom of Stack (S)
Av16 10 Tedio maipvel v T 1 v v tedevtaia etikéta g otoifoag kot 0
v OAEG TIC VTOAOTEC.

e Timeto Live (TTL)
To nedio avtd oprobetei 1o ypodvo {wng tov makétov. Exel unkog 8 bit ot
YPNOUYLEVEL OTO VO OmOPPITTOVTOL TOKETO TOL Yo OAPOPOVS AOYOLG
TeEPLUPEPOVTOL AloKOomo 6TO OikTVvO. Ovotlactikd ivar évag petpntig. Otav éva
TOKETO PTAGEL GE VOV dpOLOAOYNTY], 0 dpoporoyntig petwvetl to medio TTL
katd 1. Otav undeviotel, To mokéTo amoppinteTal.

e Experimental Use (EXP)
Avto to medio v 3 bit apykd eixe ™G 6TOXO VO LETOPEPEL TANPOPOPIES Y10
mv kotnyopia g vanpeciag. H akpipnc ypron tov dev cuueovindnke kot
opioTNKE Y10 TEWPOUOTIKN YPT|OT).

e Label Value
Avt) 1o 20-bit medio petapépel ™MV TPAyRATK T TG eTkétoc. Otav éva
nokéto mopoiopPavetatr, avalntdte N TN TG ETIKETAG OTNV KOPLEON TNG
otoifoc. Q¢ amotéAecpa G emTLYOLS avalntnong umopel va Ppebeil o
EMOUEVOS KOUPOG otov omoio 10 makéto mPEmel vo mpowbnbel dmwg Kot n
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TPAEN OV TPOKELTOL VO TPUYUATOTOMOEL GTNV €TIKETA TPV TN TpomON oM.
Avt 1 Aettovpyio pmopet vo mePIAaUPAvVEL TNV OVTIKOTACTOOT TNG ETIKETOS
nov PBpioketar otn KOPLPN TG 6Toifag pe por GAAN, 1 v apaipecn (Pop)
plog Katoy®pnong omd TNV otoifa ETIKETOV, N TNV OVIIKATACTOON TNG
ETIKETOG Kou otn ovvéyew tnv ®bnon (push) piog N meplocdTEPOY
Katoympnoewv ot otoifa etiketwv. Emmpdcbera, pmopel va Ppebel n
evBuddkwon tov otpodpatog Cevén dedopévav Kot evOEYOUEVMG GAAEG
TANPOPOPIEC TTOL ATALTOVVTAL, TPOKEIUEVOD Vi O1aP1PACEL COOTA TO TAKETO.

Original Packet
A

Ethernet IP

Header

Header

Data

Ethernet MPLS IP Data
Header Header Header
h'd h'd
New MPLS Original Packet
Header

Ewova 3 - Etcaywyn MPLS enucepaiidag 610 mokéTo

3.4 MPLS over DiffServ

Ye éva MPLS diktvo, otav pio pon dedopévov axolovbel pio kown oadpoun|
umopel va. eykatootofel éva povomdtt (Label Switched Path) ypnowwonoidvrog
TpOTOKOAAN onpatoddmons. O dpoporoyntig eoddov (Label Edge Router) mpocbétet
plo emkeeorda oe kbbe makéto kot 10 mpowbel otov emduevo koOpPo. Ltov kdbe
EMOUEVO dpoporoynty Katd puikog Tov LSP, 1 etikéta ypnoiponoleiton yio vo tpomdnoei
TO TOKETO GTOV ENMOUEVO KOUPO.

e éva DiffServ topéa, OAa to makéta mov dlaoyilovy o O1adpoun Kot amontohv
v O petayeipion cvvictobv pio BA. Xtov kopfo eic6oov tov DiffServ topéa, ta
noakéto taSivopodvtar Ko popkapovtol pe pioo DSCP tyun, n omoia avtictoyel otn BA.
Ye kbPe kopPo oéievong, to DSCP ypnoiponoteiton yuo v emhoyn s PHB, mov
KkaBopilel TOV YPOVOTPOYPOUUOTICHO KOU GE OPICUEVEC TEPUTTAOGELS, TNV TOHAVOTNTA
amoppYng Yo kébe mokéto.
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INo v vroompién tov MPLS méveo omd to DiffServ, to DSCP medio g
EMKEPUAIOOC TOV OTPOUOTOS OKTOOL oavtioToryileton pe 1o EXP medio g MPLS
EMKEPAAIOOC 1M EVOOUATOVETOL HECO OTNV  EMKEPUAIdO TOL oTp®UATOS CeVéng
dedopévav. Avtd etvar amapaitnto enedr ot MPLS dpoporoyntég dev e€etalovv v
EMKEPAAID0 TOV OTPOUATOG OKTHOVL KOTA TN dldpkeln TG TpowBnong. 'Eyovv opilotel
dvo tomot LSP.

3.4.1 EXP-inferred LSP

IPva4 Hender
Bit
| 4 ] 14 16 il 32
Wersion | Version Type of Service Tonal Lengih
6 hits - DSCP
!dL'nliIlYal'mn \ Flag Fragment Offsel
Time o Lave \ Protacal \ Header Checksum

\ Source ATlmﬁx
\ [Desstination z}tltln_'r;ﬁ

\ Options \ Padding
! |

Label Walue — 20 bits Exp - 3 hits S~ | bit TTL — & hits

MPLS Header

Ewoéva 4 - EXP-inferred avtictoiyion

"Eva. LSP pmopet va ypnopomomdet yio va vrootnpiéet éva 1 mepiocdtepa chHvora
a6 BAS mov popalovtor meplopiopovg ddtaéng (Ordered Aggregate). Avtd ta LSPs
umopovv va vrootnpiovy péypt kot oktd BAS piag dedopévng FEC. To medio EXP g
MPLS emkeporidog ypnotponoteitont amd Toug OPOUOAOYNTES Y10 TOV TPOGOLOPIGHUO TNG
PHB nov npénet va epappooctet ota maxéta. H aviiotoiyion tov nediov EXP omv PHB
v éva dedopévo LSP, eite onuatodoteiton pntd pe v €160y®YN NG ETIKETAS N
Bacilete o pia mpokabopiopévn aviietoiyion.

3.4.2 Label-inferred LSP

"Eva Eeymprotd LSP pmopel va kabopiotel yia éva povo Levyog OA, FEC. Or PHBS
ONUOTOO0TOVVTOL PNTE KATO TO YPOVO TNG E00YMYNG TNG ETIKETAG, £T01 (OOTE Ol
eomtepkoi dpoporoyntég (Label Switched Router) vo pmopodv vo cvumepdvovv
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OTOKAEIOTIKA omd v T ¢ etikétog v PHB mov mpéner va epappootel og éva
naxéto. H mpotepotdonta amdppryng mov epapuoletar amd tov LSR oto mokéro,
petapépetor 010 eomtePkd TG MPLS emkeporidag ypnoomoidvag to nedio EXP.
Otav n emkepoarida oev ypnotpomoteiton (m.y., MPLS Over ATM), n mpotepardtnta
ATOPPIYNG UETOPEPETAL OTO ECMTEPIKO TNG EMKEPOAIDAG TOL oTpOUATOG CEVENG
JEBOUEVOV YPNOLOTOLDVTAS CLYKEKPLUEVO TTESTO TTpOTEPAUOTNTOG aTOppyng (.., ATM
CLP).

[Pv4 Header
Rit
I 4 B 14 16 M 32
Version | Version Type of Service Total Length
6 hits - DSCP

[denification / Flag Fragment CfTset

Time 1o I.iv// Protocol / Header Checksum
/ Spurce Address
/ y@atinnliun Address
/ { }wnnﬁ Padding

/

Label Value = 20 bits Exp — 3 bats S—1hu TTL- 8 hits

MPLS Header

Ewoéva 5 - Label-inferred avtiotoiyion

3.5 Aiktva Eniyvoong Iepieyopévov

Ta diktva enlyvoong mepeyopévov (CAN) amotehovv pa véa, oAOKANPOUEVT
OPYLTEKTOVIKY], TTOL EXEL G GTOYO TNV UEYIOTN EKUETAAAELOT] TOV O0OECIU®V SIKTVOKADV
TOPOV 670 MIMESO TG LETAPOPAS dedoUEVDV. O Opog emiyvmon mePle(OUEVOL TPOTEIVEL
po véa Asttovpyia Katd v omoio ot dpoporoyntég Ba eivar kavol va embBewpodv ta
TOKETO TOV POMV IOV EIGEPYOVTIAUL GE QVTA Kot Vo avayvopilovy 1o €100¢ TG eQaproyng
nov petagépovv. Eneita, pe fdon avtm v mAnpogopia Kot aEloA0YOVTOG TIG OIKTVOKEG
OTOITACES TOV EQUPUOY®OV ouTdV ()., €0poc Cdvng, kabvotépnon, k.Am.), ot
Slyeplotég dwktvov OBa dHvavtar vo dMUOVPYOVV EIKOVIKA SikTvo, TOL OpYIKA Oa
So@oAMiovY KAPOK®TO eminedo Topoyns modTNTAG LANPECSIag Kot &v cuveyeio Oa
OpPOUOAOYOVV TNV KivNon O OVTE, OVAAOYO LE TIG OMOLTNOELS GE OIKTLAKOVG TOPOLG.
Mepkég amd Tig KOpieg Aettovpyieg twv CANS mapabétovton mapoakdto:
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Avayvopiomn Tov TOTOL TOL TEPLEYOUEVOVL TMV PODV GTO EMIMESO SIKTVOV Omd
ToUG  Opoporoyntéc. Avt M Aswovpyio.  emteAeiton  eite  avtOpOTO
(e€etdlovtag OAo To TokETOL TWOL  OEPYOVTOL  amd  ovtovg)  Elte
YPNOYLOTOIDVTAG GUYKEKPIUEVT] ONUOTOd0Ci0 amd To VYNAOTEPO GTPOUATO
(v pepwkn embedpnon mok€tov). o To okomd avtd YPNCYLOTOLOVVTIOL
yYvootéc pébodot, otnpiloueveg gite oe evprotikég teyvikég (heuristics) eite og
TEYVIKEG UMyovikng uénong (machine learning).

Koamyopromoinon kot dtopoponoinon vanpeciov pe Pdon 1o mepieyoduevo. H
Aertovpyion  OVT  EMTUYYAVETOL  YPNOUYOTOIDVTAG YVOOTES  OIKTLOKEG
TeYvoLOYiec mapoyne mototntag vanpeoiog (IntServ, DiffServ, MPLS, x.Ax.).
Q¢ amotéleopa, TopEYETAL 1 SLVOTOTNTA ONUIOVPYING EVEMKTOV GvUPoiaimy
Tapoyng vanpectev (SLAS).

Enelepyacio xivnong pe Pdaon 1o mepieyopevo. H  Aetovpyio avtm
nepapPaver dwadikooieg onmg N ta&vounon (classification) oe katnyopieg,
10 popkapiopa (Marking) yio kotavour oe KAGoelg, n poppomoinon (shaping)
Ko 1) odppryn (dropping) tng kivnong .

Apopordynon kot tpoddnon pe Pdon to mepleydUEVo. Xe avTn T Asrtovpyio
OMUOVLPYOLVTOL EIKOVIKE OO AKPO-£MGC-GKPO LOVOTATIO [LE TNV EVVOLL TV
nopaAnlov Swtdowv (parallel internets), pe otdxo ™V KMpoKoOTA
YPNOLOTOINoT / Sloyelplon TV SIKTLOKOV TOPMV OVAAOYO LE TIG OTOITNCELC.
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4 Yoomuo Awoyeiprong Atktvokov Iopov

4.1 ApytteKTOoviKN

Olo o cvotpoto dwyeipong OKTLVaK®OV TOpmV oyedtblovtal pe oKOmO TNV
POy KOADTEPOV VINPESIOV GTOVG TEAIKOVG ¥PNOTEG EVOG SIKTVOV KoLl TO TEPIGGOTEPL
oo aVTd To GLOTHUOTA ¥PNCILonoovy TV WO Pacwn dopn. ['a va emrpanel ko va
vivel oot dwoyelpton evog SIKTVOV, TPEMEL TO CUGTNUO VO TOPEYEL KATOLES PacKég
Aertovpyiec:

Zvotnua Aiayeipiong Aiktvaxkwv [10pwv

Movada
Aettovpylog
Ko

Yuvtnpno
> npnong

ATA

Movada
[TapakoAov-

Bnong
AwtVov

Ewdva 6 — ApylteKToviKn CLGTALATOG dLAXEIPIONG OIKTLOKOV TOPWOV
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YYEO10C OGS KOL TAPOUETPOTOINGT)

Apyika, tpémetl va TpoPrepbei n) kivion tov diktvov. Avti 1 dadikacio propet
va yivet ocuvffog Poacilopevn OTIC VTAPYOVCEC KOl OTIC OVOUEVOUEVES
Tpodlaypapic mapoyng vanpeoiag (Service Level Specification) 1 Pacilopevn
o€ 10TOPIKA dedopévVa ypnong Tov dwktvov. Eivor pia amapaitntm dwadikoacio
Y TG Agttovpyleg g unyavikevong kivnong agov ekTid Tovg dtaf€ctong
nopovs. ‘Emerta mpémer va dwmpaypoatevtodv ta cvpuPoroto petald Tov
YPNOTAOV KOl TOV TAPOY®V LANPECIOV. XKOTOS AVTAG TNG dompayudTenong
elvar: o) n Béomon mapapétpov QOS avapeso o6TOLE YPNOTEG KOl TOVGC
ndpoyovg kot P) mn  péylotn ekuetdAievon TtV Owbécluov  TOpV
eCaocpaiilovtag pévo v  mpaypatikn {Rmmon ovd whoo otiyun. H
dwmpaypdrevon yivetor fdon TV SbESIU®V TOP®V UEGH EVOS TPOTOKOALOV
dampaypdTeELONG.

Awaygipion TOPOV Kol pnyavikevon Kivnong

YKOmOG avTNG TG Asttovpyiag eivar n pHOon Tov dikTvOV pe TETO0 TPOTO
MGTE VO TANPOVVTAL Ol ATOLTOELS TV SLUPOVNILEVEOVY SLSS. O dapopacudg
™m¢ kivnong oto diktvo yivetar Pdon tov dwbéciuwv mopmv Kot tov QO0S
TEPLOPICUDV, 060 TO duvatdv Mo omoteAespotikd. [a va emrevybel avtd,
¥pNoorotovviot cuVNOwe TpwTdoKolla dnwc to RSVP yuo m déopevon tov
nopwV 1oL d1kTVLOL, To MPLS Y10 T onuatoddtnon Kot tn dpoHoAdYNGN NG
Kivnong kat to DiffServ ywa tv actuvopevon kat Ty ta&vounon g Kivnong
oe konyopiec. Téhog, M kivnon pmopel vo mpocappootel (w.y., YOUNAOTEPN
avéivon Pivieo) avaroya LE TIG AVEAyKEC.

MopaxkorovOnon

H mopaxorobbnon tig kivinong tov Sktvov mopéyel mAnpoeopieg yio Tig
eMOOGELS TOV O1IKTVOV. AVTO umopel va tepthappdavel 1o dtabéoipo gvpog Cmvng
plag Cevéng, ta yapévo maxéta, tnv KobBvotépnorn Tov mokéteov K.AT. Ot
TANPOPOPIES TOV GVYKEVTIPADOVOVTOL EIVOL YPNOILES Y10 TOV KOOOPIGHO TOV KATA
1660 Ot 6TOYoL amdOOGNG TOL OIKTLOL 1KAVOTOWLVTAL TO Mo YVOOoTO
TPOTOKOALO Topakorovnone dwktdwv eivar to SNMP, 10 omoio otélvel
EPOTNLLOATO GTOVG OPOUOAOYNTES A0 £VaL KEVTIPIKO GLGTNLA dtoryeiptong yio va
AaBel Tig TAnpoopies.

Agrtovpyia Kor cuvTiipion

Avt) n Aertovpyia dac@oAilet ™ koA Aettovpyic TOL SIKTVOL Kol TOV
ovoTNUATOV oL To omaptilovv. Emtpénel Tov eviomiouo, TNy Katoypaen,
duryvoon kKot iomg ™ dopbwon mpofinudtov. BAGPeg oto diktvo pmopel va
TPOKAAEGOVV OmapAdekTn LITOPAOuion Tov dkTHoL Kol €ivol CNUAVTIKO Vo
UTOPOLV VO, ATOpoVmOovV.

Bdaon dedopévev

2t Baon dedopévav amodnkevoviol TANPoPopies oYeTIKA e To dikTVO, OTMC
ot IP tov xopPov, n tomoroyia Tov diktvov, to drabéoipo evpog {dvng TV
Cevéewv, k.. Oleg o1 LOVASES EVOC GUGTNLATOG OLOYEIPIONC OIKTLOK®V TOPWV
EMKOWVMVOLV Queca pe T Pdon dedopévav, gite yio vo amodnkevcovy, gite yuo
VoL TAPOVV TANPOPOPIEC.
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4.2 Xyeolaon XveTNHOTOS

Y10 TAOio10. 0VTNG TNG TTLYLOKNG EpYyaciog avamtuyOnke Eva cuotnua dtayeipong
dkTvokdVv mopwv (XAAIT) mov acyoAreiton Kvpiwg pe T unyavikevon g kivinone. To
ocvotnuo pmopel vo yoprotel o 3 Pacikég Hovadeg kot ol Asttovpyieg tng kabepiog
TapoVG1ALoVTaL TOPUKAT®.

4.2.1 Movéaoo Mnyavikevong Kivinong

Eivat n kevipikn] povado Tov GUGTHLATOS JaEIPIoNG SIKTVLAK®Y TOP®V Kot ivort
vrevBovn v T Swyeipion tov vmokeipevov dktvov. Ilapéyer téooepig Paocikég
Aertovpyieg dwoyeiptong:

Awryeipron MPLS

Me ot T Aettovpyia 0 dLoEPIGTAG TOV dKTVOV pmopel vo cuvdebel oTovg
dpoporoyntég kot vo, mpocbécel / apapécel ocvykekpuévo LSPS M va
puluicel TIc TOPAUETPOVS TOVS Y10l VO GIAOEEVIGEL TNV AVOUEVOUEVT Kivnom.
Mmnopet, eniong, va det o LSP givan eykateotnuéva og kdbe dpoporoyntn.
Awyeipion DiffServ

[Mopéyel Tpdmovg dayeiplong TV VIOSTNPLOUEVOV KOTNYOPLOV VITNPECIDV.
Emutpénet oto Swyepiot) va ovvdebel oe OAOVG TOLG OPOUOAOYNTEC TOV
vrokeievou OkTHov Kot va Bécel Oleg TIC LTOGTNPWLOUEVEG KOTNYOPIES
VANPECIOV UE TPOKAOOPIGUEVES TOPAUETPOVS 1) VO AQAIPEGEL OAEG TIG
KOTNYOPLES VITNPEGUDV.

Yrootipiin MPLS over DiffServ

Enutpénel tnv vrootpiEn tov MPLS néve and to DiffServ avtistoryiCovrag,
avé LSP, 1o DSCP nedio g emke@aAidog tov oTpdpatog diktvov pe to EXP
nedio g MPLS emikepalidog (TTivakag 3).

Awyeipion SLA

O wopog porog avtig ¢ Aertovpyiog elvar vo AopfPdver outiparto
dwayeipiong Twv SLAS and tov mhpoyo vanpeoidv (Service Provider). ‘Eva
TE£T010 aitnua TepEyEL Kovoveg aotuvopgvong (policing) g kiviong. Agov
AaPel éva aitnua, n Hovado GLVOEETE 6TO dpoporoynth €codov (ingress
router), onpotodotel v kivion kot eXPAALEL TOVG KAVOVEG.

Class DSCP EXP ToS
BE 0x00 0 0x00
EF 0x2e 1 0xb8

AF11 0x0a 2 0x28

AF12 0x0c 3 0x30

AF21 0x12 4 0x48

AF22 0x14 5 0x50

[Tivakag 3 — Avtictotyicelg
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Téhog, mapéyxete N SuvaTOTNTA AVAIPESTG OAMV TOV CALNYDV Kol ETAVOPOPES TOL
SIKTHOL GTNV APYIKT TOV KOTAGTOON.

4.2.2 Movaoo Awayeipiong Baong Asdoopévov

H ovykekpipévn povada etvar vmebBovn yioo v dwyeipion tov (OTIKOV
TANPOPOPLOV OV GYETIlOVTAL HE TOVG TOPOLS TOL OKTOOVL. Mmopel va e&dyel i va
glodyel mAnpoeopieg otn Pdorn dedouévav, ovarloyo He Tr AETovpyia TG HOVAdWG
dwxeiprong mopwv. Ieptéyer minpoopieg 6Tmg o dwbésyo LSPS, v tomoloyia tov
dktHov, TV yopntikotnto tov (evéewv kot Tig IP tov koppwv (Ewkova 7).

Domains
DomainlD int <glee
DomainName varchar{50)
IsLocal bit

Nodes
NodelD bigint Zpk=
DomainlD int <fie=
[ warchar{15)
Hostname varchar{50)
Edge bit

le i *

VPaths
Links LinkMap VEathiD int e
Modeln  pigint =okfd= | Y —— P - Edgsln JnfrE
ModeOut bigint <pkfl> Nodeln  bigint <ok A= EdgeCut bigint  <fi2>
Capacity float e Eﬂ_— —"—"‘—{ P ClassiD smallint <fed>
Delsy  flost eou O ContentMappinglD smallint <fa>=
Bandwidth float
b )
¢ * Monitoring
MenitoringlD int  =oks
ContentMapping QosClasses VPathiD int e
SLSMap LestUpdate date
ContentMappinglD smallint =p> ClassD smallint =pic> Jitter float
SernviceType warchar(20) Desaription  varchar(20) VPathiD bigint  <pkfii> LossRate float
TrafficClass warchar(10} Delay float SLSID bigint =pkfid> OneWayDelay float
LSFID int Jitter float VCANID smallint HoHops int
DSCP varchar(5) Loss float Crvesal|Capacity  fioat
AvsilableCapacity float
Utilizati float
SLSs
SLSID bigint =gk
CIR float
EIR float
Palicy varchar{45)
Expiry date
Invecation date
IsActive bit
MulticastGrouplP varchar{15)
MaxDelay float
MaxLoss float
SecPolicy wvarchan45)
SrchetPrefic wvarchan45)
DstMetPrefix wvarchan45)

Ewova 7 — Audypoppa mvakmv g faong dedopévev

4.2.3 Movdado Aloovvoeong

Avt 1 povada givar oty ovcia pio povada-daipovag (daemon),  omoio avoiyet
éva. TCP socket kot avouével yio gloepyduevec ovvoéoelc. “Tpéyxel” 610 TOPUCKNIVIO
(background) 6A®v t@v dpoporoyntdv Tov duktvov TVpPHVa (Core network) kot emitpénet
o1 povada dtayeiptong mopwv va cuvoedel GToVG dPOLOAOYNTEG.

Zelida 33



4.3 Epyoieio Yromoinong

[Mapaxdto mapovosialovion to Pacikd epyaAeio. TOV YPNGYLOTOMONKOY Yio TV
avémntuén tov XAAIL

4.3.1 T'howooa [lpoypappaticpod

I'o v vAomoinomn tov ZAAIT ypnowomombnke n Python, po vyniod emmédov
YADGGO TPOYPOUUOTIOUOD MAEKTPOVIKOV VTOAOYICTMOV UE YOPOKINPIOTIKA 7TOL TNV
kaO1otobv  KatdAAnAn vy yevikn ypnon. H  yAdooo eivor  SadpacTikny Kot
OVTIKEYLEVOSTPOPNG KOl oYedIoTNKE Yo vo eivor cagng kol katavontr. Ilpdta
KukAopopnoe to 1991 kot dnpovpyndnke yia vo ypnowomolel eldyiotec evioréc. To
AOYIGUIKO OVOIKTOU KMOKA £ivor ¥TIGUEVO YOP® amd (o GEPA ayyMKdV AEEEmV Kot Ogv
amoutel ™ ypnon onueiov otiéng. o mapaderypa, 6tov GAAEG YAOCGES YPNOLOTOLOVY
nopeviéoelg, n Python ypnoyonolel gooyés. Amartei, emiong, Myotepo GLYKEKPUEN
oLVVTOEN.

4.3.2 Baon Agoopévav

I"a ™ dnuovpyia g Pdong dedopévav ypnoworomdnke n MySQL. H MySQL
etvar éva ocvotnua owayeipiong oxeclokadv Pdoewmv dedopévav. Mo oyeclakn Paon
dedopévov amodnkedel dedopéva 6e EEx®PLOTONS TIVOKES, avTi va To Tomobetel OAa og
plo  peydAn oamobnkm. Ot dopég g Pdong opyavodvovior o€ QULGIKE  apyeio
Beltiotomompéva yia tayvnra. Xpnowonotei v SQL (Structed Query Language), tv
TUTIKY YADGGO gpotnudtov yio Bdoelg dedopévav. Ta kupldtepo TAEOVEKTAATA TG
elval n amddoon, 10 EAIYIOTO £mG UNOEVIKO KOGTOG, 1| EVKOAIDL OTN YPNON TNG Kot M
UETOPEPCLULOTITOL.

4.3.3 Aoywopiko

4331 TC

To TC (Traffic Control) ypnowonomnke ywo ) ta&vopnon g Kivnong.
Emtpéner ™ onuiovpyion katnyopidv vanpeciov pe SPOPETIKG YOPaKTNPIOTIKA (TT.Y.,
pétpro €vpog Lavng, yapnAn Kabvostépnon, HEYEAN TPOTEPAUOTNT ATOPPIYNGS, K.AT.) Yio
™ OPOPPMOGT KoL T KOTNYOPLOToinen g Kivnong.

4.3.3.2 MPLS

YeAido 34



To MPLS ypnoipomombnke yio v €yKatdoToon EIKOVIKOV LOVOTATIOV TAVE®
07O TPOYHOTIKO OikTvo. T HOoVOTATIOoN EMTPETOVY TNV OUOAT OPOLOADYNON TNG KivoNG
a6 kouPo oe kouPo Pdon piog eticétog, yopic v mepimhokn avaltnon IP yio kdbe
nakéto. Xpnowomodnke, akoua, yio tnv vrootnpién tov MPLS over DiffServ.

4.3.3.3 Iptables

To Iptables eivou éva epyareio piktpapicpatog mtakétwv. To eATpapicpo yivetal
Baon tov mANnpoeopidv mov KovPaidve pall TOLg TO TOKETO OTNV EMIKEQOAISAL.
Xpnoipomomonke yio 10 LopKAPIoUA THG KIvong.

4.3.3.4 Tcpdump

To tcpdump eivon évag aviyventng / avaivmg makétov. [lapéyel ) dvvatodTnta
EUPAVIONG TOV TOKETOV otV 000V KABE YPOVIKY GTIYUN N TNV KOTAYPAPT TOVG GTO
oKANPO 810KO Y10 TEPALTEP® AVAAVOT).

4.3.35 lperf

To iperf eivor pia yevwitpla kivnong. Mropei va dnpovpynoet TCP kar UDP
POEG OESOUEVMV KOl VOL LETPNGEL TNV ATTOS0CT] VOGS SIKTVOV OV TIG LETAPEPEL.

4.3.4 Awemo@éc

[Na v emkowovie tov ZAAIl pe T0UVG JdpopoAOYNTEG TOL  SIKTHOL
ypnowomomOnkayv stream sockets. To socket eivor po agalpetikn évvola, pEG® TG
omoiog (o Epapuoy” uropet va oteilel Ko va AdPet dedopéva, e Tov 1010 TpdTo Tov Eva
avowytd apyeio emrpémel o o gpappoyn vo dtefalel Kot vo ypagpet dedopéva oe Eval
otafepd péco amobnkevonc. To socket emtpémerl oe o epapuoyn va cuvoebel oe Eva
OlKTVLO KOl VO EMIKOIVOVIGCEL Le GAAES EPAPLOYEG OL Oomoleg emiong eivarl cuvoedepéveg
010 1010 diktvo. Ta stream sockets ypnoiponoovv 10 TCP ®w¢ TPOTOKOALO UETAPOPAC
KoL LE AVTO TOV TPOTO TTaPEXOVV 0ELOMIGTEG VANPEGIEG LETAPOPAS OESOUEVOV.
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S5 Iewpapatiko Mépog

5.1 Anpwovpyio Elkovikov Atkt0v

[Ma T1g SoKIES TOV GLOTHATOG OLAYEIPIONG SIKTLOKOV TOPWV dNUOVPYNONKE GTO
epyaomplo “TIAXI®AH” tov T.E.I Kpftng éva eikovikd dikTvo mov TPoGOUOIDVEL £val
avtovopo cvotnua (Autonomous System) kot meptlapfdver 4 SpoporoynTéG Kopuov
(LSR1, LSR2, LSR3 kot LSR4) kot 3 dpoporoyntés axpov (SWMANEL, SWMANE?2
kot HWMANE). Kdé6e dpoporoyntig akpwv cuvdiete e éva diktvo npodoPaonc (ANL,
AN2 kot AN3) ta omoia mepiéyovv évav apBud ypnotov. To TAAIT (IntraNRM)
ovvoéetor amevbeiog 6e OAOVG TOVG dOpopoAoyNTEG Héow oG dlemagns. H ev Aoyw
TAATEOPO. £xel VAoTOmBel ota TAaicto Tov epevvntikol épyov ALICANTE [1].

‘ MNGT NETWORK
””””” X’ BEERS 10.143.143.0/24

-
==
eth0:S0.6—— oth1:508 S

T ——

PILOT NETWORK
10.50.0.0/16

B

(AN & >/ . Points of trafficinjection
o Real Interfaces

Ewova 8 — H mhatedpua dokipudv

O)lo to TpoavapepBEvTa unyoviurota, “ocmbnkav” otnv mAateoppo dtoyeiptong
ewovikov unyovov ESXi (Ewova 9). Mo ewovikr) unyavn (Virtual Machine) ivot évag
EIKOVIKOG  LTOAOYIOTHG, ONAad piot VAOmOINoM €VOC TPAYUOTIKOD  LTOAOYIOTN
YPNOLOTOIDOVTAG KATAAANAO AOYICUIKO TOV €KTEAEl Tpoypappato Omwg &va LGIKO
unyévnuo. T to VMS ypnoponomdnke 1o Asttovpykd cvotnuo Linux. Zvykekpipéva,
Y. 6Aovg TOVG dpoporoynTég ypnoomomdnke n davour Debian, yopic ypoaeud
nepPaArov, pe pio evnuepouévn €kdoon tov mupnva 2.6.35 yioo v vrootpin tov
MPLS. T toug ypnoteg ko to TAAIT ypnooromOnke n dtavoun Debian, yopig kot pe
YPOpKo TEpIPAALOV avTioTorya, pe tov mopnva 3.2.52.
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File Edit View Inventory Administration Plug-ins Help
B B |& rome b g mventory b Inventory
N 88 GE e D R

=] [; 147.210.175.180 Intra-NRM
(5 DB-CANMSP e eera et e e &
() DB-CANMSP2 Getting Started | Summary .| Resource Allocation | Performance | Events [[ZETRR| Permissions

% 'L':;‘N":' : O Applications Places System @E] Mon Nov 11, 11:25 PM (@ “@
-nohadl

(B LSR2-nohack

(B LSR3-nohack

(@ LSR4-nohack

() OpenVPN Access Server
(3 SWMANEL

(B SWMANE2

@ User

& user2

untitled folder

Recent Tasks Name, Target or Status contains: v Clear X

Name Target Status [ Details Initiated by | Requested Start Ti... < | Start Time Completed Time
root

P Tasks |

Ewoéva 9 — To mepipdirov epyaciog tov ESXi
5.2 Yrootmnpilopeveg Asttovpyieg Tov LAAIL

5.2.1 Apykég PvBpiceig

[No v amotelecpatiky ypnomn tov XAAIL givor amapaitnto vo yivouv KAmoleg
apywéc pvBuicelg mov agopovv TV kotdotaon (oyedioon / mopapeTpomoinomn) Tov
dkrHov:

e Apykomoinoen Baong Asdopéveov
[TAnpopopieg dmwg ot IP twv demapdv Twv dpopoAoynTt®dv, To oOVOLOTE TOVG
Kot T0 oV PBpickoviol 6To KEVTIPO 1 6Ta GKPO TOV JIKTVLOV givol amapaitnTeg
vy v emkowavia. [pénetl, peta&d dArmv, va copminpmBodv Tinpopopieg
oyetikd pe ta dSbéotpa LSP kot tig vmoompilopeveg DiffServ kidoerc.

o Apykomoinon Emkowvoviag pe Tovg dpoporoyntés
Onwg mpoavaeépbnke, yioo va dwayeptotel o diktvo o XAAIT Bo wpémer va
EMKOWMVNOEL Pe TOVG dpoporoyntés. 'Etot, 1 povdda dachvdeong oe kdbe
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dpoporoynt Bo mpémer va pmel oe Katdotaon “axong’. Avtd yivetan
Eexvavtag €vo daipovo o€ KAOE OpPOHOAOYNTY), EKTEADVTOC TNV EVIOAN
>python ManeModule.py start. Ymootnpiletoaw emiong m OSakom| NG
Aerrovpyiog 1 1 emavekkiviion Tov daigovo pe TG &violég >python
ManeModule.py stop kot >python ManeModule.py restart avtictoyo.

5.2.2 Asgrrovpyia Awayeiprong MPLS

A@ov €xel ocopuminpwbel n Pdon dedopévav kol ot daipoveg oe OAOVG TOVG
dpoporoynTég eivanl o€ katdotaon “akong’, pmopel va EEKvNoEL M Olayeipion Tov
dwtoov. To mpodto Prjna eivar m eykotdotacn tov LSPS. Extelovtag tnv evioin
>python intraNRM.py setPath label, 6mov label n ) g enkérag (w.y., 1000), 0
YAAII Ba eAéyéel av 1 Pdon dedopévov mepiéyel mAnpopopieg mov apopovv 10 LSP ue
etikéta tov apfud 1000. X nepintwon mov to LSP dev vrootnpiletar, emotpépetl otnyv
006vn éva unvopo AdBovg. Avtifeta, otn epintwon mov 1o LSP vrootpileta, €dyst
T1G TANpoYopieg mov yperdleTon amd T PAon 0ed0UEVAOV, GUVOEETAL GTOVS KATAAANAOVG
dpoUOAOYNTES Kat EKTEAEL TIG EVTOAEG eyKatdoTaong Tov LSP (Ewova 10).

root@lntra-nrm: /home/intra-nrm/Desktop/MyIntralRM# python intraNrRM.py setPath 1000
10.143.143.3
LABELSPACE entry dev ethd labelspace ©
NHLFE entry key Ox000003e8 mtu 1492 propagate_ttl proto static
push gen 1000 set eth® 10.50.50.%9

10.143.143.12

LABELSPACE entry dev ethl labelspace ©

LABELSPACE entry dev etho labelspace @

NHLFE entry key Ox000003e8 mtu 1496 propagate_ttl proto static
set eth0 10.50.50.5

ILM entry label gen 1000 labelspace O proto static
forward key 0x000003e8

10.143.143.11

LABELSPACE entry dev ethl lakbelspace @

LABELSPACE entry dev eth2 labelspace ©

NHLFE entry key Ox000003e8 mtu 1496 propagate ttl proto static
set ethz 10.50.50.1

ILM entry label gen 1000 labelspace O proto static
forward key 0x000003e8

10.143.143.2

LABELSPACE entry dev ethd labelspace @©

NHLFE entry key Ox000003e8 mtu 65535 propagate_ttl proto static
pop peek

ILM entry label gen 1000 labelspace O proto static
forward key 0Ox0O00003e8

Ewoéva 10 - Eykatdotacn tov LSP pe label 1000
H «atdpynon evog LSP yiveton pe tv exktéleon g evtoAng >python

intraNRM.py clearPath label, 6mov label n T ¢ etkérog. H Sadikacio mov
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axolovBeitan givarl avtiotoyyn avtig g eykatdotoons. Téhog, pumopel va yivel Eleyyog
TV vrootnpilouevov LSP exkteldvtag tv evtoAr >python intraNRM.py getinfo.

—  LSP 1000

Ewoéva 11 - H dadpoun tov LSP pe label 1000

5.2.3 Aarrovpyia Awaysiprong DiffServ

¥t ovvéyela mpénel va eykatactabovv ot DiffServ kAdoeig. Ot kAdoelc mov
vrootnpiCovtan etvon ov BE, EF, AF1l wxour AF2, pe tig AF va &povv amd dvo
TpoTeEPAIOTNTEG omOppyng ékaotn (AFL11l, AF12, AF21, AF22). Exteldvtag thv VIO
>python intraNRM.py setClass default, eykofiotavtatr 6Aeg o1 vrooTnplopeveg KAAGELS
(Ewova 12) oe OAeg T1g O1emapeg OAMV TV OPOUOAOYNT®V TOL SKTVOL. TOo GLVOAKO
e0pog {mvng éxet oprotel ota. 100Mbit kot ke kKhdon Aappaver and 20Mbit, extog g
EF mov AauPaver 40Mbit. Exteddvtag v eviodn >python intraNRM.py setClass delete,
dlypapovtot OAEG 01 KAAGELG.
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~limits 0 requeue:

'q 10 default 0 direct_packets at 0
(dropped 0, overlimits 4 reqgueu ]

10
Queue 0b Heasured Queue 0Oh
0 (forcec arly 0]

eue 0Ob Heasured Queue 0Ob

TE arl ]

limit 6OKh min 15Kh .
(dropped 0, overlimits 0}

Ewova 12 - Ot eykateotpévec DiffServ ihdoeic’ otov SWMANE2

Kotomy, vroompiletoar n avtictoiyion tov DSCP mediov ¢ emikepoaiidag tov
otpopatog dktvov pe to EXP medio g MPLS emkepodridoc (MPLS over DiffServ). Ot
avtiototyioelg eivar mpokabopiopéveg (Ilivaxag 3) wor yivovtor avéd LSP, pe v
ektéleon g evroAng >python intraNRM.py mpls2ds label, 6mov label n tyq g
etiketag (Ewova 13).

%5: AF1, 6: AF2, 3: EF, 4: BE
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root@ntra-nrm: /home/intra-nrm/Desktop/MyIntraNRME python 1ntraNRM.py mpls2ds 1000

10.143.143.3
NHLFE entry key Ox000003e8 mtu 1492 propagate_ttl proto static

dsZexp mask-=0x0f | 0..1- | ] 2- 4 | | 3- | | 4- S| | 5..9- | | 1o-
2] ] 11- | | 12- 3| | 13- | | 14- 1] | 15- 2l | | 16- | | 17- 2| |
18- 4 | | 19- | | 20-»00000005 | | 21..25- | | 26- 2| | 27- | | z8- 3| | 2o
- | | 30- 1] ] 31..33- || 34- a4 | | 35- | | =36- 5 | | 37..41-=00000000 | |
42- 2 | | 43- | | 44-=00000003 | | 45- | | 48- 1| | 47..49- | | s0- 4 | | =1
: | | 52- 5 | | 53..57- | | s8- 2 | | se- | | so- 3 | | 61-=00000000 | | 62-=
00DOOE01 | | 63-=00000000 |

push gen 1000 exp2tc | 63..0- | 1 s ba | | 2- 28 | | 3- 30 | | 4->00000048 | | S->0000005
o | | 6..7-=00000000 |

set eth0 10.50.50.9
10.143.143.12
NHLFE entry key Ox000003e8 mtu 1496 propagate_ttl proto static

exp2tc | O- | T 1. bs | | 2--coo0@028 | | 3- 0 | | a- 48 | | 5- 50 | | 6..7->000000
oo |

set eth0 10.50.50.5
10.143.142.11
NHLFE entry key Ox000003e8 mtu 1496 propagate_ttl proto static

exp2tc | O- |l 1- bs | | 2--coo0@028 | | 3- 30 | | a- 48 | | 5- 50 | | 6..7->000000
o0 |

set eth2 10.50.50.1
10.143.143.2
NHLFE entry key 0x000003e8 mtu 65535 propagate_ttl proto static

exp2tc | o- |l o1- bg | | 2--0ooo@ozs | | 3- 0 | | 4- 48 | | 5- 50 | | 6..7->000000
o0 |

pop peek

Ewova 13 - Avtiotoiyion DSCP pe EXP yio to LSP e label 1000

5.2.4 Asgrrovpyia Awayeiprong SLA

Téhog,  kivnon Tov diktvov TPémeL va papkaplotel kot va actovopevdet. T
avtd t0 okomd, 10 LAAIl mpémel vo unel 6e Katdotaon “oavaivons”’, EKTEADOVTAS TNV
evtoAn >python intraNRM.py parse. Ta SLAS opilovtat a6 tov SP, 0 omoiog otélvel
o010 ZAAIT outrpata yo ™ dwayeipion Tovg.

VCAN_ID | CMD | SRC_NET | DST_NET | LSP_ID | CIR | PIR | CoS
32 C 10.50.2.0/24 | 10.50.3.0/24 1000 4 6 EF
33 C 10.50.3.0/24 | 10.50.2.0/24 1001 4 6 EF
34 D 10.50.3.0/24 | 10.50.1.0/24 2000 2 4 BE

[Tivaxkag 4 — [Mopaderypo artipatog amd tov SP

Ao¥ enelepyootel to aitmuo 1o ZAAIL, evnuepover ™ Pdon dedopévev Kot
OLVOEETE OTO KATOAANAO dpoporoynty ywo v emPoAn TV TPodypapdv. Av, yo
napadetypa, etdoel oto XAAIT éva aitmua émwg avtd tov Ilivaka 4, yiu ™ mpdT
katayopnon Bo ocvvdoebelt otov SWMANE2, 6o xatotdéer 6An v kivnon mov
wpoépyetal and to diktvo 10.50.2.0/24 pe mpoopiopd 1o diktvo 10.50.3.0/24 wg EF pe
deapevpévo vpog (dvng 4Mbit, péyieto ebpog {dvng 6MDbit kat Oa v Tpowbncet pécm
tov LSP pe label 1000.

5.2.5 Apoporoynon Kivnong
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Mo v eraAnfevon tov mopandve pvbuicemv oteilope UDP kivnon amd 1o
AN3 (User2 — 10.50.2.3) oto AN2 (Userl — 10.50.3.2). H xivnon kataypdonke o€ O6An
™ S dPOoUn TOL JIKTVLOL. Apykd gidape 0Tl 1 kKivnon £€Tace ot SEmaPn IGO0V TOV
SWMANE?2 ympig orjuavon (Ewova 14). ‘Eneta, eléyéope otovg LSR1 kot LSR2 6111
Kivnon popkapiomke o EF, dpoporoynbnke péom tov LSP pe label 1000 ko wépace
ocwotd amd v EF «idon (Ewoveg 15, 16). Télog, oryovpéyape 61t 1 MPLS etikéta
apapédnke cwotd ot demapn e£660v Tov SWMANEL (Ewova 17).

udp
ttl 64, id 4606, offset 0, f , proto UDP (17

[none]l, proto U
proto UDP (17
flags [none]l, proto U

ttl 64, ; 1 0 o e 1 , proto UDP (17

S.c.ouU0l. aur, IEfgLlr 1970

:oudp
1 10

proto UDP (171, len

[nonel , proto UDFP (17
2: udp
1 10
proto UDP (171, len

uur, 1eflg LT L3 U

[nonel , proto UDFP (17

Ewova 15 - H xivnon petd ) onpotoddton
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DP:1

]
[

bac
mark
root@l

19:
UDF
1

19:
1P

19:
UDP

F:
FI

ipri

=scell_log

"';l_lng
]

50 limit 10p

pkt (dropped 0, overlimits 0O 0]

HLrr Lokl g A

L 1L L oL 4] b
: overlimits O 07

pET

[+], proto UDP

[none] , proto

[+], proto UDRP

[none] , proto

[+], proto UDRP

LLF

id , off 1472, f [none] , proto

Ewodva 17 - H kivnon katd v £€£000 amd 10 diKTLOo Ypig TiKéETL

5.2.6 TIpoécOeta
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To XZAAIl vmootpilel emmAéov v avaipeon OAOV TOV 0AlOYOV Kol TNV
EMAVOPOPA TOV SIKTOOV GTNV OPYIKN TOV KATAGTOCT EKTEAMVTIOG TNV €VIOAN >python
intraNRM.py reset. TéLhog, n evtoAr] >python intraNRM.py help eppaviler otnv 006vn
éva chvtopo punvouo Bondetag.
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6 Xvumepaopata

YKomdg avTNG TS epyaciog TV 0 GYESOGUOC, N aVATTLEN Kol 1) VAOTOINGM €VOC
OLGTHWATOG OlayEipIoNG SIKTVLAK®OV TOPWV YO TN TOPOYN TOLWOTNTOG TNG VANPECING GE
éva diktvo. IMapovcidotnkav évvoleg OT®MG 1 dtoyelplon SIKTO®V Kot 1 pnyovikevon
Kivnong kot avolvOnkav ot Pactkdtepeg TEXVOAOYIEG Yo TNV TOPOYN TOOTNTOS TNG
vInpEciog.

H bwyeipion diktdowv meptlopfdvel v avamtuén, TV EVOOUATOON Kol TO
OUVTIOVIGHO TOL VAKOU, TOL AOYIOUIKOD Kol T®V ovOpOTIVOV OTOEI®V Yo TNV
TopaKoAoLONGoN, TN JOKIUN, TNV KOTOYPOEN, Tn OWUOPP®oT, TNV ovOaAvorn, v
a&loAOYNoT KOl TOV EAEYXO TOV TOPOV KOl TMOV GTOVYEI®V TOL OKTVOL Kol Yol TNV
KAALYM TOV OTOITNOE®V TV YPNOTAOV KOl TOV VLANPECIOV HE AOYIKO KOGTOC.
Xpnowonmowwvtog v teyvoroyio tov MPLS og cuvdvacpd pe to DiffServ kotoepépape
VO KOTIYOPLOTOWGOVUE TNV Kivnom avaAoyo pHe TIG OVAYKEG TIC 6€ omoddoels (m.y.,
YoUNAN kaBuoTEPNoN) Kot va 1 OPOUOAOYNGOVLE GMOGTA Y10 TV OTOPLYT GLULEOPNOTG.
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8 IMoapaptnna

8.1 IntraNRM.py

__author__ ='Antonas A.'
import sys, dsManager, IspManager, policer, assorted

if len(sys.argv) >= 2:

if 'setPath' == sys.argv[1]:
IspManager.setPath(sys.argv[2])

elif ‘clearPath’ == sys.argv[1]:
IspManager.clearPath(sys.argv[2])

elif 'getinfo’ == sys.argv[1]:
IspManager.getVVPathinfoFromDB("all™)

elif 'setClass' == sys.argv[1]:
dsManager.setClass(sys.argv[2])

elif 'mpls2ds' == sys.argv[1]:
dsManager.mpls2ds(sys.argv[2])

elif "reset" == sys.argv[1]:
assorted.reset()

elif "help"” == sys.argv[1]:
assorted.showHelp()

elif "parse” == sys.argv[1]:
policer.parser()

elif "showVCANSs" == sys.argv[1]:
policer.showVCANs()

else:
print "Unknown command"
assorted.showHelp()
sys.exit(2)

sys.exit(0)

else:
assorted.showHelp()
sys.exit(2)

8.2 IspManager.py
__author__ ="Antonas A.'

import socket, sys, DBHandler, MySQLdb

def getVVPathInfoFromDB(label):
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Fetch various information from the database
interfaces = []
nodelDs =[]
IPs =1]
eths =]
managementIP = []
edge =[]
DBConnection = DBHandler.getDBConnection()
if DBConnection is None:
return None

if label == "all™:
try:
Cursor = DBConnection.cursor()
Cursor.execute(""select LSPID from LSPs")
Row = Cursor.fetchone()
while Row is not None:
labels = Row[0]
print labels
Row = Cursor.fetchone()
Cursor.close()

DBHandler.closeDBConnection(DBConnection)
return None

except MySQLdb.Error, e:
print "MySQL Error [%d]: %s" % (e.args[0], e.args[1])
DBHandler.closeDBConnection(DBConnection)

sys.exit(1)

elif label == "mark™:
vcan =]
srclP =]
dstIP =]
label =[]
rate =[]
trafficClass =[]
iface =[]
node =[]
managementIP = []
try:

Cursor = DBConnection.cursor()

Cursor.execute(*'select VCANID, SrcNetPrefix, DstNetPrefix, LSPID, CIR,
TrafficClass from SLSs")

Row = Cursor.fetchone()
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while Row is not None:
vcan.append(Row[0])
srclP.append(Row[1])
dstIP.append(Row][2])
label.append(Row([3])
rate.append(Row[4])
trafficClass.append(Row][5])
Row = Cursor.fetchone()

Cursor.close()

except MySQLdb.Error, e:
print "MySQL Error [%d]: %s" % (e.args[0], e.args[1])
DBHandler.closeDBConnection(DBConnection)
sys.exit(1)

for i in range(0, len(label)):
try:
Cursor = DBConnection.cursor()
Cursor.execute("select Interfaceln from LSPs where LSPID = %s", label[i])
Row = Cursor.fetchone()
while Row is not None:
iface.append(Row[0])
Row = Cursor.fetchone()
Cursor.close()

except MySQLdb.Error, e:
print "MySQL Error [%d]: %s" % (e.args[0], e.args[1])
DBHandler.closeDBConnection(DBConnection)
sys.exit(1)

for i in range(0, len(iface)):
try:
Cursor = DBConnection.cursor()
Cursor.execute("select NodelD from Interfaces where InterfacelD = %s",
iface[i])

Row = Cursor.fetchone()

while Row is not None:
node.append(Row][0])
Row = Cursor.fetchone()

Cursor.close()

except MySQLdb.Error, e:
print "MySQL Error [%d]: %s" % (e.args[0], e.args[1])
DBHandler.closeDBConnection(DBConnection)
sys.exit(1)
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for i in range(0, len(node)):
try:
Cursor = DBConnection.cursor()
Cursor.execute(""select ManagementIP from Nodes where NodelD = %s",
node[i])

Row = Cursor.fetchone()

while Row is not None:
managementIP.append(Row[0])
Row = Cursor.fetchone()

Cursor.close()

except MySQLdb.Error, e:
print "MySQL Error [%d]: %s" % (e.args[0], e.args[1])
DBHandler.closeDBConnection(DBConnection)
sys.exit(1)

DBHandler.closeDBConnection(DBConnection)
return vcan, srclP, dstIP, label, rate, trafficClass, iface, managementIP

try:
Cursor = DBConnection.cursor()
Cursor.execute("select InterfaceOut, Interfaceln from Routes where LSPID = %s
order by HopCounter", label)
Row = Cursor.fetchone()
while Row is not None:
interfaces.append(Row[0])
interfaces.append(Row[1])
Row = Cursor.fetchone()
Cursor.close()

except MySQLdb.Error, e:
print "MySQL Error [%d]: %s" % (e.args[0], e.args[1])
DBHandler.closeDBConnection(DBConnection)
sys.exit(1)

for i in range(0, len(interfaces)):
try:
Cursor = DBConnection.cursor()
Cursor.execute(""select NodelD, IP, Name from Interfaces where InterfacelD =
%s", interfaces[i])

Row = Cursor.fetchone()

while Row is not None:
nodelDs.append(Row[0])
IPs.append(Row][1])
eths.append(Row([2])
Row = Cursor.fetchone()
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Cursor.close()

except MySQLdb.Error, e:
print "MySQL Error [%d]: %s" % (e.args[0], e.args[1])
DBHandler.closeDBConnection(DBConnection)
sys.exit(1)

for i in range(0, len(nodelDs)):
try:
Cursor = DBConnection.cursor()
Cursor.execute(""select ManagementIP, Edge from Nodes where NodelD = %s",
nodelDs[i])

Row = Cursor.fetchone()

while Row is not None:
managementIP.append(Row[0])
edge.append(Row[1])
Row = Cursor.fetchone()

Cursor.close()

except MySQLdb.Error, e:
print "MySQL Error [%d]: %s" % (e.args[0], e.args[1])
DBHandler.closeDBConnection(DBConnection)
sys.exit(1)

DBHandler.closeDBConnection(DBConnection)
return managementlP, IPs, eths, edge

def setPath(label):

Set up the LSP
managementlIP, interfaces, eths, edge = getVPathinfoFromDB(label)
i=0

while i < len(managementIP):
s = socket.socket(socket. AF_INET, socket. SOCK_STREAM)

try:
s.connect((managementlP[i], 50050))

except socket.error:
print socket.error, managementIP[i]
s.close()
sys.exit(2)
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print managementIP[i]

if edgel[i] == 1:
ifi==0:
s.sendall("mpls labelspace set "+eths[i]+" O\n"
"mpls nhlfe add key "+label+" instructions push gen "+label+" nexthop

"+eths[i]+" "+interfaces[i+1])

data = s.recv(65535)

print data

i+=1

else:
s.sendall("mpls labelspace set "+eths[len(eths)-1]+" 0\n"
"mpls nhife add key "+label+" instructions pop peek\n"
"mpls ilm add label gen "+label+" forward "+label)
data = s.recv(65535)
print data
i+=1

elif edge[i] == 0:
s.sendall("mpls labelspace set "+eths[i]+" O\n"
"mpls labelspace set "+eths[i+1]+" 0\n"
"mpls nhlfe add key "+label+" instructions nexthop "+eths[i+1]+"
"+interfaces[i+2]+"\n"
"mpls ilm add label gen "+label+" forward "+label)
data = s.recv(65535)
print data
i+=2

else:
print "Not a valid LSP"
s.close()
sys.exit(2)

s.close()

DBConnection = DBHandler.getDBConnection()
if DBConnection is None:
return None

Query = "update LSPs set Applied = %d where LSPID = %d" % (1, int(label))

try:
Cursor = DBConnection.cursor()
Cursor.execute(Query)
DBConnection.commit()
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Cursor.close()

except MySQLdb.Error, e:
print "MySQL Error [%d]: %s" % (e.args[0], e.args[1])
DBHandler.closeDBConnection(DBConnection)
sys.exit(1)

DBHandler.closeDBConnection(DBConnection)

def clearPath(label):

Delete a LSP

managementlIP, interfaces, eths, edge = getVPathinfoFromDB(label)
i=0

while i < len(managementIP):
s = socket.socket(socket. AF_INET, socket. SOCK_STREAM)

try:
s.connect((managementlP[i], 50050))

except socket.error:
print socket.error, managementIP[i]
s.close()
sys.exit(2)

print managementIP[i]

if edge[i] == 1:
if i ==0:
s.sendall("mpls nhlfe del key "+label+" instructions push gen "+label+"
nexthop "+eths[i]+" "+interfaces[i+1])
data = s.recv(65535)
print data
i+=1

else:
s.sendall("mpls nhife del key "+label+" instructions pop peek\n"
"mpls ilm del label gen "+label+" forward "+label)
data = s.recv(65535)
print data
i+=1
elif edge[i] == 0:

s.sendall("mpls nhife del key "+label+" instructions nexthop "+eths[i+1]+"
"+interfaces[i+2]+"\n"
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"mpls ilm del label gen "+label+" forward "+label)
data = s.recv(65535)
print data
i+=2

else:
print "Not a valid LSP"
s.close()
sys.exit(2)

s.close()

DBConnection = DBHandler.getDBConnection()
if DBConnection is None:
return None

Query = "update LSPs set Applied = %d where LSPID = %d" % (0, int(label))

try:
Cursor = DBConnection.cursor()
Cursor.execute(Query)
DBConnection.commit()
Cursor.close()

except MySQLdb.Error, e:
print "MySQL Error [%d]: %s" % (e.args[0], e.args[1])
DBHandler.closeDBConnection(DBConnection)
sys.exit(1)

DBHandler.closeDBConnection(DBConnection)

8.3 dsManager.py
__author__ ='Antonas A.'

import socket, sys, MySQLdb, DBHandler
from IspManager import getVPathinfoFromDB

def setClass(mode):

Configure traffic classes

nodelD =]
hostname =[]
managementIP =[]
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DBConnection = DBHandler.getDBConnection()
if DBConnection is None:
return None

try:
Cursor = DBConnection.cursor()
Cursor.execute("'select NodelD, Hostname, ManagementIP from Nodes™)
Row = Cursor.fetchone()
while Row is not None:
nodelD.append(Row[0])
hostname.append(Row][1])
managementIP.append(Row[2])
Row = Cursor.fetchone()
Cursor.close()

except MySQLdb.Error, e:
print "MySQL Error [%d]: %s" % (e.args[0], e.args[1])
DBHandler.closeDBConnection(DBConnection)
sys.exit(1)

for i in range(0, len(nodelD)):
if (hostname[i] == "HWMANE") or (hostname[i] == "IntraNRM"):
continue

f = open(hostname[i]+".cfg", 'r')
for line in f:
X, iface = line.split("\t\t")
iface = str(iface).replace("\n", ")
if x =="ingress":
continue

s = socket.socket(socket. AF_INET, socket.SOCK_STREAM)

try:
s.connect((managementlP[i], 50050))

except socket.error:
print socket.error, managementIP[i]
s.close()
sys.exit(2)

if mode == "default":

s.sendall("tc qdisc add dev "+iface+" root handle 1:0 dsmark indices 64
default_index 0x161\n"
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"tc filter add dev "+iface+" parent 1:0 protocol all prio 1 tcindex mask
Oxfc shift 2 pass_on\n"

"tc qdisc add dev "+iface+" parent 1:0 handle 2:0 htb\n"

"tc class add dev "+iface+" parent 2:0 classid 2:1 htb rate 100Mbit ceil
100Mbit\n"

"tc filter add dev "+iface+" parent 2:0 protocol all prio 1 tcindex mask
0xf0 shift 4 pass_on\n"

"tc class add dev "+iface+" parent 2:1 classid 2:10 htb rate 20Mbit ceil
60Mbit\n" #AF1

"tc filter add dev "+iface+" parent 2:0 prio 1 handle 1 tcindex classid
2:10\n"

"tc qdisc add dev "+iface+" handle 5:0 parent 2:10 gred setup DPs 3
default 2 grio\n"

"tc filter add dev "+iface+" parent 1:0 prio 1 handle 0x0a tcindex classid
1:111\n" #AF11

"tc qdisc change dev "+iface+" parent 2:10 gred limit 4000k min 500k
max 1000k burst 520 avpkt 1280 bandwidth 20000000 DP 1 probability 0.01 prio 1\n"

"tc filter add dev "+iface+" parent 1:0 prio 1 handle 0xOc tcindex classid
1:112\n" #AF12

"tc qdisc change dev "+iface+" parent 2:10 gred limit 4000k min 500k
max 1000k burst 520 avpkt 1280 bandwidth 20000000 DP 2 probability 0.02 prio 2\n"

"tc class add dev "+iface+" parent 2:1 classid 2:20 htb rate 20Mbit ceil
60Mbit\n" #AF2

"tc filter add dev "+iface+" parent 2:0 prio 1 handle 2 tcindex classid
2:20\n"

"tc qdisc add dev "+iface+" handle 6:0 parent 2:20 gred setup DPs 3
default 2 grio\n"

"tc filter add dev "+iface+" parent 1:0 prio 1 handle 0x12 tcindex classid
1:121\n" #AF21

"tc qdisc change dev "+iface+" parent 2:20 gred limit 2800k min 350k
max 700k burst 317 avpkt 1470 bandwidth 20000000 DP 1 probability 0.02 prio 1\n"

"tc filter add dev "+iface+" parent 1:0 prio 1 handle 0x14 tcindex classid
1:122\n" #AF22

"tc qdisc change dev "+iface+" parent 2:20 gred limit 2000k min 250k
max 500k burst 226 avpkt 1470 bandwidth 20000000 DP 2 probability 0.04 prio 2\n"

"tc class add dev "+iface+" parent 2:1 classid 2:50 htb rate 40Mbit ceil
40Mbit\n" #EF

"tc qdisc add dev "+iface+" handle 3:0 parent 2:50 pfifo limit 50\n"

"tc filter add dev "+iface+" parent 1:0 prio 1 handle 0x2e tcindex classid
1:151\n"

"tc filter add dev "+iface+" parent 2:0 prio 1 handle 5 tcindex classid
2:50\n"

"tc class add dev "+iface+" parent 2:1 classid 2:60 htb rate 20Mbit ceil
60Mbit\n" #BE

"tc qdisc add dev "+iface+" parent 2:60 handle 4:0 red limit 60k min 15k
max 45k burst 20 avpkt 1000 bandwidth 20000000 probability 0.4\n"
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"tc filter add dev "+iface+" parent 2:0 prio 1 handle 6 tcindex classid

2:60")
data = s.recv(65535)
print data
elif mode == "delete":
s.sendall("tc qdisc del dev "+iface+" root")
data = s.recv(65535)
print data
else:
print "Not a valid argument.”
s.close()
i+=1
f.close()
def mpls2ds(label):

Make the DSCP to EXP conversion

CLASS DSCP EXP TCINDEX

AF11 Ox0a 1 Oxb8

AF12 OxOc 2 0Ox28

AF21 0x12 3 0x30

AF22 0x14 4 0x48

EF Ox2e 5 0x50

BE 0x00 0 0x00

managementlIP, interfaces, eths, edge = getVPathinfoFromDB(label)
i=0

while i < len(managementIP):
s = socket.socket(socket. AF_INET, socket. SOCK_STREAM)

try:
s.connect((managementlP[i], 50050))

except socket.error:
print socket.error, managementIP[i]
s.close()
sys.exit(2)

print managementIP[i]
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if edge[i] == 1:
ifi==0:
s.sendall("mpls nhlfe change key "+label+" instructions push ds2exp Oxf 0x0 -
0x0 0x2e - 0x1 0x0a - 0x2 OxO0c - 0x3 0x12 - 0x4 0x14 - 0x5 gen "+label+" exp2tc Ox1 -
Oxb8 0x2 - 0x28 0x3 - 0x30 0x4 - 0x48 0x5 - 0x50 0x0 - 0x0 nexthop "+eths[i]+"
"+interfaces[i+1])
data = s.recv(65535)
print data
i+=1

else:
s.sendall("mpls nhlfe change key "+label+" instructions exp2tc Ox1 - 0xb8 0x2
- 0x28 0x3 - 0x30 0x4 - 0x48 0x5 - 0x50 0x0 - 0x0 pop peek™)
data = s.recv(65535)
print data
i+=1

elif edge[i] == 0:
s.sendall("mpls nhlfe change key "+label+" instructions exp2tc Ox1 - 0xb8 0x2 -
0x28 0x3 - 0x30 0x4 - 0x48 0x5 - 0x50 0x0 - 0x0 nexthop "+eths[i+1]+"
"+interfaces[i+2])
data = s.recv(65535)
print data
i+=2
else:
print "Not a valid LSP"
s.close()
sys.exit(2)

s.close()

8.4 policer.py
__author__ ='Antonas A.'

import socket, sys, MySQLdb, DBHandler, time, o0s.path
from IspManager import getVPathInfoFromDB

def initialize():
hostname = ["SWMANE1", "SWMANE2"]
DBConnection = DBHandler.getDBConnection()

if DBConnection is None:
return None
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for i in range(0, len(hostname)):
try:
Cursor = DBConnection.cursor()
Cursor.execute("'select ManagementIP from Nodes where Hostname = %s",
hostname[i])

Row = Cursor.fetchone()

while Row is not None:
managementIP = Row[0]
Row = Cursor.fetchone()

Cursor.close()

except MySQLdb.Error, e:
print "MySQL Error [%d]: %s" % (e.args[0], e.args[1])
DBHandler.closeDBConnection(DBConnection)
sys.exit(1)

f = open(hostname[i]+".cfg", 'r')
for line in f:
X, iface = line.split("\t\t")
iface = str(iface).replace("\n", ")
if X =="ingress":
s = socket.socket(socket. AF_INET, socket. SOCK_STREAM)

try:
s.connect((managementlIP, 50050))

except socket.error:
print socket.error, managementIP
s.close()
sys.exit(2)

s.sendall("tc qdisc add dev "+iface+" handle ffff: ingress™)
data = s.recv(65535)
print data
s.close()
break
f.close()
DBHandler.closeDBConnection(DBConnection)
def clearQDisc(IP, iface):
s = socket.socket(socket. AF_INET, socket. SOCK_STREAM)

try:
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s.connect((IP, 50050))

except socket.error:
print socket.error, IP
s.close()
sys.exit(2)

s.sendall("tc qdisc del dev "+iface+" handle ffff: ingress™)
data = s.recv(65535)

print data

s.close()

def mark(vcan, cmd, srclP, dstlP, label, rate, peak, trafficClass):

DBConnection = DBHandler.getDBConnection()
if DBConnection is None:
return None

try:
Cursor = DBConnection.cursor()
Cursor.execute("select InterfaceOut from LSPs where LSPID = %s", label)
Row = Cursor.fetchone()
while Row is not None:
ifacelD = Row[0]
Row = Cursor.fetchone()
Cursor.close()

except MySQLdb.Error, e:
print "MySQL Error [%d]: %s" % (e.args[0], e.args[1])
DBHandler.closeDBConnection(DBConnection)
sys.exit(1)

try:
Cursor = DBConnection.cursor()
Cursor.execute("select NodelD from Interfaces where InterfacelD = %s", ifacelD)
Row = Cursor.fetchone()
while Row is not None:
nodelD = Row[0]
Row = Cursor.fetchone()
Cursor.close()

except MySQLdb.Error, e:
print "MySQL Error [%d]: %s" % (e.args[0], e.args[1])
DBHandler.closeDBConnection(DBConnection)
sys.exit(1)
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try:
Cursor = DBConnection.cursor()
Cursor.execute(""select ManagementIP, Hostname from Nodes where NodelD =
%s", nodelD)
Row = Cursor.fetchone()
while Row is not None:
managementIP = Row[0]
hostname = Row[1]
Row = Cursor.fetchone()
Cursor.close()

except MySQLdb.Error, e:
print "MySQL Error [%d]: %s" % (e.args[0], e.args[1])
DBHandler.closeDBConnection(DBConnection)
sys.exit(1)

try:
Cursor = DBConnection.cursor()
Cursor.execute(""select SLSID from SLSs where VCANID = %s and SrcNetPrefix =
%s and DstNetPrefix = %s", (vcan, srclP, dstIP))
Row = Cursor.fetchone()
while Row is not None:
slsid = Row[0]
Row = Cursor.fetchone()
Cursor.close()

except MySQLdb.Error, e:
print "MySQL Error [%d]: %s" % (e.args[0], e.args[1])
DBHandler.closeDBConnection(DBConnection)
sys.exit(1)

f = open(hostname+".cfg", 'r")
for line in f:
X, iface = line.split("\t\t")
iface = str(iface).replace("\n", ")
if x =="ingress":
break
f.close()

try:
Cursor = DBConnection.cursor()
Cursor.execute("'select InterfacelD from Interfaces where NodelD = %s and Name =
%s", (nodelD, iface))
Row = Cursor.fetchone()
while Row is not None:
interfacelD = Row][0]
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Row = Cursor.fetchone()
Cursor.close()

except MySQLdb.Error, e:
print "MySQL Error [%d]: %s" % (e.args[0], e.args[1])
DBHandler.closeDBConnection(DBConnection)
sys.exit(1)

if trafficClass == "AF11"™:
dscp = 0x0a

elif trafficClass == "AF12":
dscp = 0x0c

elif trafficClass == "AF21":
dscp = 0x12

elif trafficClass == "AF22":
dscp = 0x14

elif trafficClass == "EF":
dscp = 0x2e

elif trafficClass == "BE™:
dscp = 0x00

else:
print "Traffic class not supported"
sys.exit(2)

s = socket.socket(socket. AF_INET, socket. SOCK_STREAM)

try:
s.connect((managementlIP, 50050))

except socket.error:
print socket.error, managementIP
s.close()
sys.exit(2)

if cmd =="C"
Query = "insert into Policers (SLSID, InterfacelD, ParentID) values (%d, %d, '%s')"
% (slsid, interfacelD, "ffff:")
s.sendall(#"ip route add "+dstIP[i]+" via "+eth[i]+" mpls "+str(label[i])+"\n"
"iptables -t mangle -A FORWARD -p ip -s "+srcIP+" -d "+dstIP+" -j DSCP --

set-dscp "+str(dscp)+"\n"

"tc filter add dev "+iface+" parent ffff: handle ::"+str(slsid)+" protocol ip prio
1 u32 match ip dst "+dstIP+" match ip src "+srcIP+" police rate "+str(rate)+"Mbit burst
50k drop flowid :"+str(slsid))

data = s.recv(65535)

print data

s.close()
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elif cmd == "M":
s.sendall(#"ip route add "+dstIP[i]+" via "+eth[i]+" mpls "+str(label[i])+"\n"

"iptables -t mangle -R FORWARD -p ip -s "+srcIP+" -d "+dstIP+" -j DSCP --
set-dscp "+str(dscp)+"\n"

"tc filter change dev "+iface+" parent ffff: handle 800::"+str(slsid)+" protocol
ip prio 1 u32 match ip dst "+dstIP+" match ip src "+srcIP+" police rate "+str(rate)+"Mbit
burst 50k drop flowid :"+str(slsid))

data = s.recv(65535)
print data
s.close()
elif cmd =="D":
Query = "delete from Policers where SLSID = %d" % (slsid)
s.sendall(#"ip route add "+dstIP[i]+" via "+eth[i]+" mpls "+str(label[i])+"\n"

"iptables -t mangle -D FORWARD -p ip -s "+srcIP+" -d "+dstIP+" -j DSCP --
set-dscp "+str(dscp)+"\n"

"tc filter del dev "+iface+" parent ffff: handle 800::"+str(slsid)+" protocol ip
prio 1 u32 match ip dst "+dstIP+" match ip src "+srcIP+" police rate "+str(rate)+"Mbit
burst 50k drop flowid :"+str(slsid))

data = s.recv(65535)
print data
s.close()

try:
Cursor = DBConnection.cursor()
Cursor.execute(Query)
DBConnection.commit()
Cursor.close()

except MySQLdb.Error, e:
print "MySQL Error [%d]: %s" % (e.args[0], e.args[1])
DBHandler.closeDBConnection(DBConnection)
sys.exit(1)

DBHandler.closeDBConnection(DBConnection)
def parser():

original = time.ctime(os.path.getmtime(*'vcan_params.cfg"))
modified = time.ctime(os.path.getmtime(*vcan_params.cfg"))
initialize()
count=0
while True:
if (original == modified) & (count !=0):

print "File vcan_params.cfg has not been modified."”

time.sleep(60)

modified = time.ctime(os.path.getmtime("vcan_params.cfg"))
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continue

f = open("vcan_params.cfg", 'r')
f.next()

for line in f:
vcan, cmd, cati, srclP, dstIP, label, rate, peak, trafficClass = line.split("\t\t")
trafficClass = str(trafficClass).replace("\n", ")
service = int(cati[3], 16)
count +=1

DBConnection = DBHandler.getDBConnection()
if DBConnection is None:
return None

if cmd =="C"
Query ="insert into SLSs (VCANID, CATI, SrcNetPrefix, DstNetPrefix,
LSPID, CIR, EIR, ServiceTypelD, TrafficClass) values (%d, '%s', '%s', '%s', %d, %f, %f,

%d, '%s")" % (int(vcan), cati, srcIP, dstIP, int(label), float(rate), float(peak), int(service),
trafficClass)

try:
Cursor = DBConnection.cursor()
Cursor.execute(Query)
DBConnection.commit()
Cursor.close()

except MySQLdb.Error, e:
print "MySQL Error [%d]: %s" % (e.args[0], e.args[1])
DBHandler.closeDBConnection(DBConnection)
continue

mark(vcan, cmd, srclP, dstlP, label, rate, peak, trafficClass)
print "VCAN "+vcan+" was successfully created."

elif cmd == "M":

Query = "update SLSs set CATI ='%s', LSPID = %d, CIR = %f, EIR = %f,
ServiceTypelD = %d, TrafficClass = '%s' where VCANID = %d and SrcNetPrefix = '%s'
and DstNetPrefix = '%s™ % (cati, int(label), float(rate), float(peak), int(service),
trafficClass, int(vcan), srclP, dstIP)

try:
Cursor = DBConnection.cursor()
Cursor.execute(Query)
DBConnection.commit()
Cursor.close()
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except MySQLdb.Error, e:
print "MySQL Error [%d]: %s" % (e.args[0], e.args[1])
DBHandler.closeDBConnection(DBConnection)
continue

mark(vcan, cmd, srclP, dstIP, label, rate, peak, trafficClass)
print "VCAN "+vcan+" was successfully modified."

elif cmd =="D":
Query = "delete from SLSs where VCANID = %d and SrcNetPrefix = '%s"' and
DstNetPrefix = '%s™ % (int(vcan), srclP, dstIP)
mark(vcan, cmd, srclP, dstlP, label, rate, peak, trafficClass)

try:
Cursor = DBConnection.cursor()
Cursor.execute(Query)
DBConnection.commit()
Cursor.close()

except MySQLdb.Error, e:
print "MySQL Error [%d]: %s" % (e.args[0], e.args[1])
DBHandler.closeDBConnection(DBConnection)
continue

print "VCAN "+vcan+" was successfully removed."

else:

print "CMD is wrong. Please check your .cfg file."
DBHandler.closeDBConnection(DBConnection)
continue

DBHandler.closeDBConnection(DBConnection)

f.close()

time.sleep(60)

original = modified

modified = time.ctime(os.path.getmtime("vcan_params.cfg"))

def deleteVCAN(vcan):

DBConnection = DBHandler.getDBConnection()
if DBConnection is None:
return None

try:
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Cursor = DBConnection.cursor()

Query = "delete from SLSs where VCANID = %d" % (int(vcan))
Cursor.execute(Query)

DBConnection.commit()

Cursor.close()

print "VCAN "+vcan+" was successfully removed."

except MySQLdb.Error:
print MySQLdb.Error
sys.exit(1)

def showVCANSs():

vcan, srclP, dstlIP, label, rate, trafficClass, eth, managementIP =
getVPathInfoFromDB("mark")
for i in range(0, len(vcan)):
print vcan[i], srcIP[i], dstIP[i], label[i], rate[i], trafficClass[i]

8.5 Daemon.py
__author__ ='Antonas A.'
#!/usr/bin/env python

import sys, os, time, atexit
from signal import SIGTERM

class Daemon:

A generic daemon class.

Usage: subclass the Daemon class and override the run() method
def __init__(self, pidfile, stdin="/dev/null’, stdout="/dev/null’, stderr="/dev/null’):
self.stdin = stdin
self.stdout = stdout
self.stderr = stderr
self.pidfile = pidfile

def daemonize(self):
do the UNIX double-fork magic, see Stevens' "Advanced
Programming in the UNIX Environment” for details (ISBN 0201563177)
http://www.erlenstar.demon.co.uk/unix/faq_2.htmI#SEC16

YeAlido 67



try:
pid = os.fork()
if pid > 0:
# exit first parent
sys.exit(0)
except OSError, e:
sys.stderr.write(*"fork #1 failed: %d (%s)\n" % (e.errno, e.strerror))
sys.exit(1)

# decouple from parent environment
os.chdir("/")

os.setsid()

0s.umask(0)

# do second fork
try:
pid = os.fork()
if pid > 0:
# exit from second parent
sys.exit(0)
except OSError, e:
sys.stderr.write(*"fork #2 failed: %d (%s)\n" % (e.errno, e.strerror))
sys.exit(1)

# redirect standard file descriptors
sys.stdout.flush()

sys.stderr.flush()

si = file(self.stdin, 'r")

so = file(self.stdout, 'a+")

se = file(self.stderr, 'a+', 0)
0s.dup2(si.fileno(), sys.stdin.fileno())
o0s.dup2(so.fileno(), sys.stdout.fileno())
0s.dup2(se.fileno(), sys.stderr.fileno())

# write pidfile

atexit.register(self.delpid)

pid = str(os.getpid())
file(self.pidfile,'w+").write("%s\n" % pid)

def delpid(self):
os.remove(self.pidfile)

def start(self):
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# Check for a pidfile to see if the daemon already runs
try:

pf = file(self.pidfile,'r')

pid = int(pf.read().strip())

pf.close()
except 10Error:

pid = None

if pid:

message = "pidfile %s already exist. Daemon already running?\n"

sys.stderr.write(message % self.pidfile)
sys.exit(1)

# Start the daemon
self.daemonize()
self.run()

def stop(self):

# Get the pid from the pidfile
try:
pf = file(self.pidfile,'r")
pid = int(pf.read().strip())
pf.close()
except IOError:
pid = None

if not pid:

message = "pidfile %s does not exist. Daemon not running?\n"

sys.stderr.write(message % self.pidfile)
return # not an error in a restart

# Try killing the daemon process
try:
while 1:
os.kill(pid, SIGTERM)
time.sleep(0.1)
except OSError, err:
err = str(err)
if err.find("No such process") > 0:
if os.path.exists(self.pidfile):
os.remove(self.pidfile)
else:
print str(err)
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sys.exit(1)

def restart(self):

Restart the daemon

self.stop()
self.start()

def run(self):

You should override this method when you subclass Daemon. It will be called after

the process has been
daemonized by start() or restart().

8.6 ManeModule.py

__author__ ='Antonas A.'

import sys, socket, subprocess
from Daemon import Daemon

class ManeModule(Daemon):

def run(self):

Open a socket and wait for connections.
while True:
host ="
port = 50050
s = socket.socket(socket. AF_INET, socket. SOCK_STREAM)
s.setsockopt(socket.SOL_SOCKET, socket.SO_REUSEADDR, 1)

try:
s.bind((host, port))
s.listen(1)
conn, addr = s.accept()
data = conn.recv(65535)

p = subprocess.Popen(data, shell=True, stdout=subprocess.PIPE,
stderr=subprocess.STDOUT)
for line in p.stdout.readlines():
conn.sendall(line)
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conn.close()

except socket.error:
print socket.error
daemon.restart()
if _name__ =="_main__"™
daemon = ManeModule('/tmp/daemon-example.pid’)
if len(sys.argv) == 2:
if 'start' == sys.argv[1]:
daemon.start()
elif 'stop’ == sys.argv[1]:
daemon.stop()
elif 'restart’ == sys.argv[1]:
daemon.restart()
else:
print "Unknown command"
sys.exit(2)
sys.exit(0)
else:
print "usage: %s start|stop|restart” % sys.argv[0]
sys.exit(2)

8.7 assorted.py
__author__ ='Antonas A.'
import socket, sys, MySQLdb, DBHandler, time

def reset():

Reset the entire network
managementIP = []
DBConnection = DBHandler.getDBConnection()
if DBConnection is None:
return None

try:
Cursor = DBConnection.cursor()
Cursor.execute("'select ManagementIP from Nodes")
Row = Cursor.fetchone()
while Row is not None:
managementIP.append(Row[0])
Row = Cursor.fetchone()

Zehida 71



Cursor.close()

except MySQLdb.Error:
print MySQLdb.Error

i=0

while i < len(managementIP):
if managementIP[i] == None:
i+=1
continue

s = socket.socket(socket. AF_INET, socket.SOCK_STREAM)

try:
s.connect((managementlP[i], 50050))

except socket.error:
print socket.error, managementIP[i]
s.close()
sys.exit(2)

print managementIP[i]

s.sendall("sh /root/del_mpls.sh™)
data = s.recv(65535)

print data

i+=1

s.close()

def showHelp():
prlnt "\nUsage: python "+sys.argv[0]+" setPath label\n"\
python "+sys.argv[0]+" clearPath label\n™\
python "+sys.argv[0]+" getinfo\n™\
" python "+sys.argv[0]+" mpls2ds label\n"\
python "+sys.argv[0]+" reset\n"\
python "+sys.argv[0]+" serve\n"\
python "+sys.argv[0]+" parse\n"\
" python "+sys.argv[0]+" showVCANs\n"\
python "+sys.argv[0]+" setClass mode"

def findLSPs(host):

Search a host for existing LSPs

s = socket.socket(socket. AF_INET, socket. SOCK_STREAM)
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try:
s.connect((host, 50050))

except socket.error:
print socket.error, host
s.close()
sys.exit(2)

s.sendall("mpls nhife show |grep key |wc -I"')
lines = int(s.recv(65535))

s.close()

i=1

time.sleep(0.1)

while i <= lines:
s = socket.socket(socket. AF_INET, socket. SOCK_STREAM)
try:
s.connect((host, 50050))

except socket.error:
print socket.error, host
s.close()
sys.exit(2)

a = str(i)

s.sendall("mpls nhlfe show |grep key |cut -c 17-26 |awk 'NR == "+a+""")
data = s.recv(65535)

print int(data, 16)

i+=1

time.sleep(0.1)
s.close()

8.8 DBHandler.py

DBHandler.py

Author : Katia Sarsempagieva

Contact : katias@iit.demokritos.gr

Date . 24 September 2012

Location : NCSR Demokritos,
Institute of Information Technology and Telecommunications,
Media - Networks Laboratory
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Description: Python script for all the Database 1/0 Communications.

import sys
import MySQLdb
import time

import Globals
import General

from array import array

def getDBConnection():
""" Reads the configuration file passed as a parameter,
Establishes a MySQL Connection
Returns the Connection to the Caller Function """
try:
Connection = MySQLdb.connect(host = Globals.DBServer, user =
Globals.DBUsername, passwd = Globals.DBPassword, db = "netDB")
return Connection
except MySQLdb.Error, e:
General.ShowMessage(Globals.MOD_DATABASE, Globals. TYPE_ERROR,
"Exception at getDBConnection()™)
General.ShowMessage(Globals.MOD_DATABASE, Globals. TYPE_ERROR, "Error
%d: %s" % (e.args[0], e.args[1]))
return None

def closeDBConnection(Connection):
""" Closes the Connection given as an arument """
try:
Connection.close()
except MySQLdb.Error, e:
General.ShowMessage(Globals.MOD_DATABASE, Globals. TYPE_ERROR,
"Exception at closeDBConnection()")
General.ShowMessage(Globals.MOD_DATABASE, Globals. TYPE_ERROR, "Error
%d: %s" % (e.args[0], e.args[1]))

def getMonitoringMeasurements(SourceHomebox, DestinationHomebox, ServiceType):
""" Searches the vcanDB for MonitoringMeasurements which depict
the Active One-Way Measurements starting from the SourceHomebox
and finishing in the DestinationHomebox for a specific ServiceType ™"
DBConnection = getDBConnection()
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if DBConnection == None:
return None

try:
Cursor = DBConnection.cursor()
Query = Globals.MonitoringQuery % (ServiceType, SourceHomebox,
DestinationHomebox)
Cursor.execute(Query)
Result = Cursor.fetchone()
Cursor.close()
closeDBConnection(DBConnection)

if Result == None:
return None

Measurements = [None, None, None, None, None]
Measurements[0] = Result[0]
Measurements[1] = Result[1]
Measurements[2] = Result[2]
Measurements[3] = Result[3]
Measurements[4] = Result[4]

return Measurements
except MySQLdb.Error, e:
General.ShowMessage(Globals.MOD_DATABASE, Globals. TYPE_ERROR,
"Exception at getMonitoringMeasurements()™)
General.ShowMessage(Globals. MOD_DATABASE, Globals. TYPE_ERROR, "Error
%d: %s" % (e.args[0], e.args[1]))
return None

def getVVPathInterface(SourceHomebox, DestinationHomebox, Protocol):

""" Searches in the vcanDB for the VPathID - First Hop Out Interface IP
information of a certain VVPath starting from the Source Homebox IP,
ending at the Destination Homebox IP and requesting a specific protocol ™"

DBConnection = getDBConnection()

if DBConnection == None:

return None

try:
Cursor = DBConnection.cursor()
Query = Globals.VPathinterfaceQuery % (Protocol, SourceHomebox,
DestinationHomebox)
Cursor.execute(Query)
Result = Cursor.fetchone()
Cursor.close()
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closeDBConnection(DBConnection)

if Result == None:
return None

VPathInterface = [None, None]
VPathinterface[0] = Result[0]
VPathinterface[1] = Result[1]

return VPathInterface
except MySQLdb.Error, e:
General.ShowMessage(Globals.MOD_DATABASE, Globals. TYPE_ERROR,
"Exception at getVPathinterface()")
General.ShowMessage(Globals.MOD_DATABASE, Globals. TYPE_ERROR, "Error
%d: %s" % (e.args[0], e.args[1]))
return None

def getVVPathIDs():
""" Searches in the vcanDB and retrieves all the VVPathIDs.
if Globals.DBOK == False:
return None

DBConnection = getDBConnection()
if DBConnection is None:
return None

VPathIDs = array('i') #Declare an array of integers
try:
Cursor = DBConnection.cursor()
Cursor.execute(Globals.SelectVVPathIDs)
Row = Cursor.fetchone()

while Row is not None:
VPathlDs.append(Row[0])
Row = Cursor.fetchone()

Cursor.close()
closeDBConnection(DBConnection)
return VVPathlDs

except MySQLdb.Error, e:
General.ShowMessage(Globals.MOD_DATABASE, Globals. TYPE_ERROR,
"Exception at getVPathIDs()")
General.ShowMessage(Globals.MOD_DATABASE, Globals. TYPE_ERROR, "Error
%d: %s" % (e.args[0], e.args[1]))
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return None

def MonitoringExists(VPathID):
""" Checks the vcanDB.Monitoring table to see if a record with a VVPathID
value already exists."""
DBConnection = getDBConnection()
if DBConnection == None:
return None

try:
Cursor = DBConnection.cursor()
Query = Globals.MonitoringExistsQuery % (VPathlD)
Cursor.execute(Query)
Result = Cursor.fetchone()
Cursor.close()
closeDBConnection(DBConnection)

if Result == None:
return False

return True
except MySQLdb.Error, e:
General.ShowMessage(Globals.MOD_DATABASE, Globals. TYPE_ERROR,
"Exception at MonitoringExists()")
General.ShowMessage(Globals. MOD_DATABASE, Globals. TYPE_ERROR, "Error
%d: %s" % (e.args[0], e.args[1]))
return True

def setMonitoringMeasurements(ActiveMeasurements, VPathID):
""" Updates the Monitoring table of the vcanDB, setting the values obtained by the
ActiveMeasurements table for the specific VVPathID table key """
if ActiveMeasurements == None:
return

DBConnection = getDBConnection()
if DBConnection == None:

return

Query = mm

LastUpdate = ActiveMeasurements[0]
Jitter = float(ActiveMeasurements[1])

LostPackets = float(ActiveMeasurements[2])
SentPackets = float(ActiveMeasurements[3])
AverageDelay = float(ActiveMeasurements[4])
Hops = int(ActiveMeasurements[5])
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PythonLastUpdate = time.gmtime();
try:

PythonLastUpdate = time.strptime(LastUpdate, "%Y/%m/%d %H:%M:%S")
except:

PythonLastUpdate = time.strptime(LastUpdate, "%m %d %H:%M:%S %Y")

MySQL LastUpdate = time.strftime("%Y-%m-%d %H:%M:%S", PythonLastUpdate)
LossRate = (100 * LostPackets) / (SentPackets)

if MonitoringExists(VPathID):
Query = Globals.MonitoringUpdateQuery % (MySQL LastUpdate, Jitter, LossRate,
AverageDelay, Hops, VPathID)
else:
Query = Globals.MonitoringlnsertQuery % (VPathlD, MySQL LastUpdate, Jitter,
LossRate, AverageDelay, Hops)

try:
Cursor = DBConnection.cursor()
Cursor.execute(Query)
DBConnection.commit()
Cursor.close()
closeDBConnection(DBConnection)
except MySQLdb.Error, e:
General.ShowMessage(Globals.MOD_DATABASE, Globals. TYPE_ERROR,
"Exception at setMonitoringMeasurements(x, %d)" % (VPathlD))
General.ShowMessage(Globals.MOD_DATABASE, Globals. TYPE_ERROR, "Error
%d: %s" % (e.args[0], e.args[1]))
return

8.9 General.py

General.py

Author : Katia Sarsempagieva

Contact : katias@iit.demokritos.gr

Date . 24 September 2012

Location : NCSR Demokritos,
Institute of Information Technology and Telecommunications,
Media - Networks Laboratory

Description: General library-like script with useful functions.

import Globals
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import General
import logging

def getServiceConfiguration():
""" Reads the Configuration File (whose Full Path Name is stored as a global variable in
the Globals.py).
Retrieves the configuration data, checks its concistency and updates the Global
variables with their
values. Also, checks whether a Module (ex. Database, SNMP, Web Service) will be
started or not, based
on the existance of the correct configuration values. """
# Try to open the configuration file
try:
ConfFile = open(Globals.ConfigurationFile);
except:
General.ShowMessage(Globals.MOD_CONFIG, Globals. TYPE_ERROR, "Exception
at getServiceConfiguration()")
General.ShowMessage(Globals.MOD_CONFIG, Globals. TYPE_ERROR, "Failed to
open configuration file [%s]" % Globals.ConfigurationFile)
General.ShowMessage(Globals.MOD_CONFIG, Globals. TYPE_CRITICAL,
"Exiting.")
return False

WSPortStr ="
SNMPVersionStr ="
SNMPTimeoutStr =""
SNMPRetriesStr ="
SNMPPollingStr = ""
SOCKPortStr =""
SOCKTimeoutStr ="

#1If you managed to open it, read it line by line
if ConfFile.closed:
General.ShowMessage(Globals.MOD_CONFIG, Globals.TYPE_ERROR, "Failed to
open configuration file [%s]" % Globals.ConfigurationFile)
General.ShowMessage(Globals.MOD_CONFIG, Globals. TYPE_CRITICAL,
"Exiting.")
return False
else:
for ConfLine in ConfFile:
LoweredLine = ConfLine.strip().lower()
if not LoweredLine.startswith("#"): #Avoid all commented out lines, starting with
g
NormalLine = ConfLine.strip()
Comment = NormalLine.find("#")  #Get the comment position inside the line
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if LoweredLine.startswith(*"address"):
if Comment == -1:
Globals.WSServer = NormalLine[7:]
else:
Globals.WSServer = NormalLine[7:Comment]
Globals.WSServer = Globals.WSServer.strip()

elif LoweredLine.startswith("port"):
if Comment == -1:
WSPortStr = NormalLine[4:]
else:
WSPortStr = NormalLine[4:Comment]
WSPortStr = WSPortStr.strip()

elif LoweredLine.startswith("logginglevel™):
if Comment == -1:
Globals.WSLoggingLevel = NormalLine[12:]
else:
Globals.WSLoggingLevel = NormalLine[12:Comment]
Globals.WSLoggingLevel = Globals.WSLoggingLevel.strip()

elif LoweredLine.startswith("mysqlserver"):
if Comment == -1:
Globals.DBServer = NormalLine[11:]
else:
Globals.DBServer = NormalLine[11:Comment]
Globals.DBServer = Globals.DBServer.strip()

elif LoweredLine.startswith("username"):
if Comment == -1:
Globals.DBUsername = NormalLine[8:]
else:
Globals.DBUsername = NormalLine[8:Comment]
Globals.DBUsername = Globals.DBUsername.strip()

elif LoweredLine.startswith("password"):
if Comment == -1:
Globals.DBPassword = NormalLine[8:]
else:
Globals.DBPassword = NormalLine[8:Comment]
Globals.DBPassword = Globals.DBPassword.strip()

elif LoweredLine.startswith(""snmphost"):
if Comment == -1:
Globals.SNMPHost = NormalLine[8:]
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else:
Globals.SNMPHost = NormalLine[8:Comment]
Globals.SNMPHost = Globals.SNMPHost.strip()

elif LoweredLine.startswith("snmpcommunity"):

if Comment == -1:
Globals.SNMPCommunity = NormalLine[13:]
else:

Globals.SNMPCommunity = NormalLine[13:Comment]
Globals.SNMPCommunity = Globals. SNMPCommunity.strip()

elif LoweredLine.startswith("snmpversion"):
if Comment == -1:
SNMPVersionStr = NormalLine[11:]
else:
SNMPVersionStr = NormalLine[11:Comment]
SNMPVersionStr = SNMPVersionStr.strip()

elif LoweredLine.startswith("'snmptimeout"):
if Comment == -1:
SNMPTimeoutStr = NormalLine[11:]
else:
SNMPTimeoutStr = NormalLine[11:Comment]
SNMPTimeoutStr = SNMPTimeoutStr.strip()

elif LoweredLine.startswith("snmpretries"):
if Comment == -1:
SNMPRetriesStr = NormalLine[11:]
else:
SNMPRetriesStr = NormalLine[11:Comment]
SNMPRetriesStr = SNMPRetriesStr.strip()

elif LoweredLine.startswith(**snmppolling™):
if Comment == -1:
SNMPPollingStr = NormalLine[11:]
else:
SNMPPollingStr = NormalLine[11:Comment]
SNMPPollingStr = SNMPPollingStr.strip()

if LoweredLine.startswith("socketserver"):

if Comment == -1:
Globals.SOCKServer = NormalLine[12:]
else:

Globals.SOCKServer = NormalLine[12:Comment]
Globals.SOCKServer = Globals.SOCKServer.strip()
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elif LoweredLine.startswith(*"socketport™):

if Comment == -1;
SOCKPortStr = NormalLine[10:]
else:

SOCKPortStr = NormalLine[10:Comment]
SOCKPortStr = SOCKPortStr.strip()

elif LoweredLine.startswith(*"sockettimeout):
if Comment == -1:
SOCKTimeoutStr = NormalLine[13:]
else:
SOCKTimeoutStr = NormalLine[13:Comment]
SOCKTimeoutStr = SOCKTimeoutStr.strip()

ConfFile.close()

#Now, see that the WS Configuration is fine.
if len(Globals.WSServer) == 0:
General.ShowMessage(Globals.MOD_CONFIG, Globals. TYPE_WARNING,
"Invalid Web Server's Address™)
Globals.WSOK = False

try:
Globals.WSPort = int(WSPortStr)
except ValueError:
General.ShowMessage(Globals.MOD_CONFIG, Globals. TYPE_WARNING,
"Invalid Web Server's Port Number™)
Globals.WSOK = False

#Check the Database Connection Configuration
if len(Globals.DBServer) == 0:
General.ShowMessage(Globals.MOD_CONFIG, Globals. TYPE_WARNING,
"Invalid MySQL Server's Address™)
Globals.DBOK = False

if len(Globals.DBUsername) == 0:
General.ShowMessage(Globals.MOD_CONFIG, Globals. TYPE_WARNING,
"Invalid MySQL Username")
Globals.DBOK = False

#Check the SNMP Connection Configuration
if len(Globals.SNMPHost) == 0:
General.ShowMessage(Globals.MOD_CONFIG, Globals. TYPE_WARNING,
"Invalid SNMP Host Address")
Globals.SNMPOK = False
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if len(Globals.SNMPCommunity) == 0:
General.ShowMessage(Globals.MOD_CONFIG, Globals. TYPE_WARNING,
"Invalid SNMP Community String")
Globals.SNMPOK = False

try:
Globals.SNMPVersion = int(SNMPVersionStr)
if ((Globals.SNMPVersion < 1) or (Globals.SNMPVersion > 3)):
General.ShowMessage(Globals.MOD_CONFIG, Globals. TYPE_WARNING,
"Invalid SNMP Version Number. Setting version to [2]")
Globals.SNMPVersion = 2
except ValueError:
General.ShowMessage(Globals.MOD_CONFIG, Globals. TYPE_WARNING,
"Invalid SNMP Version Number. Setting version to [2]")
Globals.SNMPVersion = 2

try:
Globals.SNMPTimeout = int(SNMPTimeoutStr)
if (Globals.SNMPTimeout < 1):
General.ShowMessage(Globals.MOD_CONFIG, Globals. TYPE_WARNING,
"Invalid SNMP Timeout Value. Setting to [1] Minute™)
Globals.SNMPTimeout = 60000000 #Microseconds
else:
Globals.SNMPTimeout = Globals.SNMPTimeout * 1000 #Convert milliseconds to
microseconds
except ValueError:
General.ShowMessage(Globals.MOD_CONFIG, Globals. TYPE_WARNING,
"Invalid SNMP Timeout Value. Setting to [1] Minute")
Globals.SNMPTimeout = 60000000 #Microseconds

try:
Globals.SNMPRetries = int(SNMPRetriesStr)
if (Globals.SNMPRetries < 0):
General.ShowMessage(Globals.MOD_CONFIG, Globals. TYPE_WARNING,
"Invalid SNMP Retries Value. Setting to [5] Retries")
Globals.SNMPRetries = 5
except ValueError:
General.ShowMessage(Globals.MOD_CONFIG, Globals. TYPE_WARNING,
"Invalid SNMP Retries Value. Setting to [5] Retries™)
Globals.SNMPRetries = 5

try:
Globals.SNMPPolling = int(SNMPPollingStr)
if (Globals.SNMPPolling < 0):
General.ShowMessage(Globals.MOD_CONFIG, Globals. TYPE_WARNING,
"Invalid SNMP Polling Value. Setting to [5] Minutes")
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Globals.SNMPPolling =5
except ValueError:
General.ShowMessage(Globals.MOD_CONFIG, Globals. TYPE_WARNING,
"Invalid SNMP Polling Value. Setting to [5] Minutes")
Globals.SNMPPolling =5

#Now, see that the Socket Configuration is fine.
if len(Globals.SOCKServer) == 0:
General.ShowMessage(Globals.MOD_CONFIG, Globals. TYPE_WARNING,
"Invalid Socket Server's Address™)
Globals.SOCKOK = False

try:
Globals.SOCKPort = int(SOCKPortStr)
except ValueError:
General.ShowMessage(Globals.MOD_CONFIG, Globals. TYPE_WARNING,
"Invalid Socket Server's Port Number")
Globals.SOCKOK = False

try:
Globals.SOCKTimeout = int(SOCKTimeoutStr)
except ValueError:
General.ShowMessage(Globals.MOD_CONFIG, Globals. TYPE_WARNING,
"Invalid Socket's Timeout Value. Setting to [15] seconds")
Globals.SOCKTimeout = 15

return True

def getLoggingLevel():
""'Checks the Global Variable "WSLoggingLevel' and returns the actual logging level
object
to be used by the Web Service
# Set the logging level according to the Configuration. If not given, set to "Critical
if Globals.WSLoggingLevel.strip().lower().startswith("debug"):
return logging.DEBUG
elif Globals.WSLoggingLevel.strip().lower().startswith("info"):
return logging.INFO
elif Globals.WSLoggingLevel.strip().lower().startswith(*"warning"):
return logging. WARNING
elif Globals.WSLoggingLevel.strip().lower().startswith(* error"):
return logging.ERROR
else:
return logging.CRITICAL

def parseVPIF(VPIF):
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""'Parses the VPIF command sent by a MANE to the Socket Server module. Validates
its format
and if validation passes, returns an array containing the district values of the string
command™™"
VPIFLength = len(\VVPIF)
if VPIFLength < 5:
return None

Delimiters = VVPIF.count(";")
if not Delimiters == 3:
return None

HBSource ="
HBDestination = "
Protocol ="

#Find the delimiter of the Code Word to pass it
try:
Delimiter = VPIF.index(";")
except:
return None
VPIF = VPIF[Delimiter+1 :]

#Now find the delimiter of the HomeBox Source IP
try:
Delimiter = VPIF.index(";")
except:
return None
HBSource = VPIF[: Delimiter ]
if len(HBSource.strip()) == 0:
return None

#Find the delimiter of the HomeBox Destination IP
VPIF = VPIF[Delimiter+1 :]
try:
Delimiter = VPIF.index(";")
except:
return None
HBDestination = VVPIF[: Delimiter]
if len(HBDestination.strip()) == 0:
return None

#Finally, the remaining string (with no delimiters) is the Protocol. Get it.
Protocol = VPIF[Delimiter+1 :]
if len(Protocol.strip()) == 0:

return None
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VPIFTable = [None, None, None]
VPIFTable[0] = HBSource.strip()
VPIFTable[1] = HBDestination.strip()
VPIFTable[2] = Protocol.strip()

return VPIFTable

def ShowMessage(Module, Type, Message):

""'Formats and Colours a 'print' message, according to the module that want's to print

something
and the state of the message (ex. Warning, Error etc)
FinalMessage = "

ModuleFormat = """
TypeFormat = ""

if Module == Globals.MOD_GENERAL.:

ModuleFormat = "\033[1m[General 1\033[0m %s "
elif Module == Globals.MOD_CONFIG:

ModuleFormat = "\033[1m[Configuration ]\033[0m %s "
elif Module == Globals.MOD_SOCK_SERV:

ModuleFormat = "\033[1m[Socket Server J\033[0m %s "
elif Module == Globals.MOD_WEB_SERV:

ModuleFormat = "\033[1m[Web Service ]\033[0m %s "
elif Module == Globals. MOD_DATABASE:

ModuleFormat = "\033[1m[Database Server]\033[0m %s "
elif Module == Globals.MOD_SNMP:

ModuleFormat = "\033[Im[SNMP Client ]\033[0m %s "

if Type == Globals. TYPE_ERROR:
TypeFormat = "\033[91m%s\033[0m"

elif Type == Globals. TYPE_WARNING:
TypeFormat = "\033[93m%s\033[0m"

elif Type == Globals. TYPE_CRITICAL.:
TypeFormat = "\033[91m\033[1m%s\033[0m"

elif Type == Globals. TYPE_BEGIN:
TypeFormat = "\033[92m%s\033[0m"

elif Type == Globals. TYPE_END:
TypeFormat ="\033[94m%s\033[0m"

elif Type == Globals. TYPE_NONE:
TypeFormat = "%s"

FinalMessage = TypeFormat % Message
FinalMessage = ModuleFormat % FinalMessage
print FinalMessage
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def EmptySet(ATable):
"""Runs through a python array and checks if it's empty or not."""
Size = len(ATable)
if Size==0:
return True

for Index in range(0, Size):
if not ATable[Index] == None:
return False

return True

8.10 Globals.py

Globals.py

Author  : Katia Sarsempagieva

Contact : katias@iit.demokritos.gr

Date  : 24 September 2012

Location : NCSR Demokritos,
Institute of Information Technology and Telecommunications,
Media - Networks Laboratory

Description: A Global Script containing Application Global Variables.

HiHHHHH R GLOBAL VARIABLES #H####HBHEHHHHHHHH

#Path of the configuration file
ConfigurationFile = "Configuration”

#Web Server's Configuration
WSServer ="
WSPort =0
WSLoggingLevel ="

#Database Connection's Configuration
DBServer =""

DBUsername = "root"

DBPassword = "alicante™

#SNMP Connection's Configuration
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SNMPHost ="
SNMPCommunity = ™"
SNMPVersion =0
SNMPTimeout =0
SNMPRetries =0
SNMPPolling =0

#Socket Connection's Configuration
SOCKServer =""

SOCKPort =0

SOCKTimeout =0

#Parameters to know what is working and what's not
SNMPOK = True

DBOK = True

WSOK = True

SOCKOK = True

HEHBHHH AR MESSAGES #HHHHH TR

ErrorText = "\033[91m%s\033[0m"
CriticalErrorText = "\033[91m\033[1m%s\033[0m"
WarningText = "\033[93m%s\033[0m"

SNMPNOK_MSG = "SNMP Connections will not be started."
DBNOK_MSG = "Database Communications will not be started."
WSNOK_MSG = "Web Services will not be started."
SOCKNOK_MSG = "Socket Communication will not be started."

MOD_GENERAL =0
MOD_CONFIG = 1
MOD_SOCK_SERV =2
MOD_WEB_SERV =3
MOD_DATABASE = 4
MOD_SNMP =5

TYPE_ERROR =0
TYPE_WARNING =1
TYPE_CRITICAL =2
TYPE_NONE =4
TYPE_BEGIN =5
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TYPE_END =6
HiHHHHEHEHEHHAE MY SQL QUERIES #HHHHHHHIHHHHHHHIHE

MonitoringQuery ="\
select \n\
M .Jitter, \n\
M.LossRate, \n\
M.OneWayDelay, \n\
M.NoHops, \n\
M.AvailableCapacity \n\
from VPaths VP \n\
join Monitoring M \n\
on VP.VPathID = M.VPathID \n\
join Interfaces lin \n\
on VP.Interfaceln = lin.IP \n\
join Interfaces lout \n\
on VP.InterfaceOut = lout.IP \n\
join Nodes Nin \n\
on Nin.NodelD = lin.NodelD \n\
join Nodes Nout \n\
on Nout.NodelD = lout.NodelD \n\
join ServicingSegments HBSource \n\
on HBSource.NodelD = Nin.NodelD \n\
join ServicingSegments HBDest \n\
on HBDest.NodelD = Nout.NodelD \n\
join ContentMapping CM \n\
on VP.ContentMappingID = CM.ContentMappingID \n\
where lower(CM.ServiceType) = lower('%s)  \n\

and HBSource.IP = '%s' \n\
and HBDest.IP = '%s' \n\
LOCK IN SHARE MODE \n"

VPathInterfaceQuery = "\

select \n\
VP.VPathID, \n\
LM.InterfaceOut \n\

from VPaths VP \n\

join Interfaces lin \n\
on VP.Interfaceln = lin.IP \n\

join Interfaces lout \n\
on VP.InterfaceOut = lout.IP \n\

join Nodes Nin \n\
on Nin.NodelD = lin.NodelD \n\

join Nodes Nout \n\
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on Nout.NodelD = lout.NodelD \n\
join ServicingSegments HBSource \n\

on HBSource.NodelD = Nin.NodelD \n\
join ServicingSegments HBDest \n\

on HBDest.NodelD = Nout.NodelD \n\
join Protocols Prot \n\

on Prot.ProtocolName = VVP.ProtocolName \n\
join LinkMap LM \n\

on LM.VPathID = VP.VPathID \n\
where lower(Prot.ProtocolName) = lower('%s’)  \n\
and HBSource.IP = '%s' \n\
and HBDest.IP = '%s' \n\
and LM.HopCounter = 1 \n\
LOCK IN SHARE MODE; \n"

SelectVVPathIDs = "select VVPathID from VPaths"
MonitoringExistsQuery = "select 1 from Monitoring where VVPathID = %d"

MonitoringInsertQuery ="\

insert into Monitoring \n\

(VPathlD, LastUpdate, Jitter, LossRate, OneWayDelay, NoHops) \n\
values \n\

(%d, '%s", %f, %f, %f, %d); \n"

MonitoringUpdateQuery ="\

update Monitoring set \n\
LastUpdate = '%s', \n\
Jitter = %f, \n\
LossRate = %f, \n\
OneWayDelay = %f, \n\
NoHops = %d \n\

where VPathID = %d; \n"
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